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Regular Bank Transfer 
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Authentication 

ÁFirst factor: Authenticate login 

ÅUsername / Password 

ÅAccount Nr. / Password 

ÁSecond factor: Authenticate transactions 

ÅTAN / iTAN / iTANplus 

ÅchipTAN 

ÅsmsTAN 
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Bank Transfer MITM-Attack 



Simple Webinject 

Image: Sparkasse 



Simple Webinject 



Webinject 

function 

AddReplacerArrayItem (account_name_value,account_number_value,transfer_me

mo_value,transfer_amount_value,betrag_amount_value,tan_value,tan_info_va

lue,last_date_value,new_date_value,transfer_date_value){  

 var  index = replacer_array.length ;  

 replacer_array [index] = new Array();  

 replacer_array [index][" account_name "] = account_name_value ;  

 replacer_array [index][" account_number "] = account_number_value ;  

 replacer_array [index][" transfer_memo "] = transfer_memo_value ;  

 replacer_array [index][" transfer_amount "] = transfer_amount_value ;  

 replacer_array [index][" betrag_amount "] = betrag_amount_value ;  

 replacer_array [index]["tan"] = tan_value ;  

 replacer_array [index][" tan_info "] = tan_info_value ;  

 replacer_array [index][" last_date "] = last_date_value ;  

 replacer_array [index][" new_date "] = new_date_value ;  

 replacer_array [index][" transfer_date "] = transfer_date_value ;  

}  
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Webinject 

function  StartReplacer (){  

 ReplaceMainBalances ();  

 ReplaceSaldoHeader ();  

 ReplaceKontoInformation ();  

 ReplaceFinanzStatus ();  

 HideTransfers ();  

 ReplaceTanInfo ();  

 ReplaceDate ();  

 ShowAll ();  

}  
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ÁTwo-staged 

Á1st stage just acts as loader for 2nd 

Á2nd stage delivered based on URL 

ÁBasically prevents auto config extraction 

Dynamic Webinjects 
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Silent Transfers (Bankpatch) 



ÁUndetectable when not authenticating 

transfers using 2nd factor 

ÁUndetectable when using TAN / iTAN / 

iTANplus 

ÁDetectable with smsTAN / chipTAN 

ÅVerification has to be done by user 

Silent Transfers (Bankpatch) 
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Feodo + SmsSpy 



Feodo + SmsSpy 
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Feodo + SmsSpy 



Feodo + SmsSpy 



SmsSpy Admin-Panel 



SmsSpy Admin-Panel 



Retour attack (Urlzone) 
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Image: Sparkassec 



Bottom Line 

ÁMan in the Browser can change: 

ÅProtocol 

ÅHuman Perception 

ÁHuman verification fails 

ÅCeremony Design and Analysis, Carl Ellison 

ÁProtocols practically fail 
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Online-Banking encryption 
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Man in the Browser (MITB) 
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ÁBrowsers have Network-APIs that handle 

encryption transparently 

ÅInternet Explorer: wininet.dll 
Å InternetConnect() 

Å HttpOpenRequest() 

Å HttpSendRequest() 

Å InternetReadFile() 

ÅFirefox: nspr4.dll 
Å PR_open() 

Å PR_read() 

Å PR_write() 

ÅChrome: Statically linked nspr4 

Browser encryption 
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hConnect  = InternetConnect  (  

 hOpen,     // InternetOpen handle  

 Ăwww.mybank.com",   // Server name 

 INTERNET_DEFAULT_HTTPS_PORT, // Default HTTPS port  ï 443 

 "",     // User name 

 "",     // User password  

 INTERNET_SERVICE_HTTP,   // Service  

 0,     // Flags  

 0    // Context  

);  
 

hReq = HttpOpenRequest  (  

 hConnect ,    // InternetConnect  handle  

 "GET",    // Method  

 Ă/frontpage.html",   // Object  name 

 HTTP_VERSION,    // Version  

 "",     // Referrer  

 NULL,     // Extra headers  

 INTERNET_FLAG_SECURE,  // Flags  

 0    // Context  

);  
 

InternetReadFile  ( hReq, HtmlOutputBuffer , BytesToRead , & BytesRead );  

Wininet.dll connection example 
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Wininet.dll connection scheme 
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ÁBanking Trojans implement MITB through 

Connection API hooking 

 

ÁHooking: Redirecting all calls to APIs to 

own module 

 

Hooking the Connection APIs 
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Wininet.dll hook scheme 
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Export Table Hooks 

ÁWindows DLLs contain list of provided 

APIs (Ăexportsñ) 

ÁMapping Name ª RVA 

ÁChanging export address changes called 

function of importing binary 
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Inline Hooks 
IExplore.exe 

Code: 
for (i=1 to 0xdead){  

é 

}  

Advapi32.dll Ws2_32.dll 

WinInet.dll 

 

InternetReadfile 
 

Injected malware code 

Intercept and modify 
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Inline hooking via VEH (Tilon) 

ÁInstalls VEH handler 

ÁWrites privileged instruction (CLI) to 

function prolog 

ÁTriggers exception 

ÁVEH handler acts as hook procedure 
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Chrome hooking difficulties 

ÁChrome uses nspr4 library (PR_read / 

PR_write) just as Firefox 

ÁFunctions nowhere exported though 

ÁCompiled statically into chrome.dll 

ÁChrome.dll is a giant binary blob 
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Chrome internal structure 

struct  PRIOMethods  {  

 /* Type of  file  represented  (tos) */  

 PRDescType file_type ;  

 /* close  file  and destroy  descriptor  */  

 PRCloseFN close ;  

 /* read  up to  specified  bytes  into  buffer  */  

 PRReadFN read ;  

 /* write  specified  bytes  from  buffer  */  

 PRWriteFN  write ;  

 // é 

}  
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Chrome internal structure 

static  const  PRIOMethods  ssl_methods  = {  

    PR_DESC_LAYERED, 

    ssl_Close ,           /* close         */  

    ssl_Read ,            /* read          */  

    ssl_Write ,           /* write         */  

    ssl_Available ,       /* available     */  

    // é 

};  
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Chrome internal structure 

static void ssl_SetupIOMethods (void) {  

 PRIOMethods  * new_methods  = & combined_methods ;  

 const PRIOMethods  * nspr_methods  =  

     PR_GetDefaultIOMethods ();  

 const PRIOMethods  * my_methods  = &ssl_methods ;  

* new_methods  = * nspr_methods ;  

 

 new_methods - >file_type  = my_methods - >file_type ; 

new_methods - >close = my_methods - >close; 

new_methods - >read = my_methods - >read; 

new_methods - >write = my_methods - >write;  

 // é   } 
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Chrome internal structure 

static  PRStatus  

ssl_InitIOLayer ( void )  

{  

    ssl_layer_id  = PR_GetUniqueIdentity ( "SSL" );  

    ssl_SetupIOMethods ();  

    ssl_inited  = PR_TRUE;  

    return  PR_SUCCESS; 

}  
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Chrome internal structure 
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Chrome function pointer 

hooking (Gozi) 
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727CE994 chrome_1 .70F86C21  

727CE998 chrome_1 .70F4D573  

727CE99C chrome_1 .70F4FADB  



Chrome function pointer 

hooking (Gozi) 
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727CE994 mspaperf .10002575  

727CE998 mspaperf .100024FF  

727CE99C mspaperf .1000253A  
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64bit hooking difficulties 

ÁInline hooking difficulties 

ÅNo common function prolog 

ÅInline hooking requires disassembler 

ÁExport hooking difficulties 

ÅEAT RVAs are 32bit 

ÅCanót let EAT point to arbitrary code address 
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64bit hooking (Gozi) 

ÁGenerate jump table at end of hook 

target .text section (ĂCode Cavingñ) 

ÁEAT points to jump table entry 

ÁJump table entry points to hook 

procedure 
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64bit hooking (Gozi) 
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WININET.InternetReadFile :  

0000000076A70200  FF25000000 jmp  q[76A70206]  

0000000076A70206  DQ 0000000018003B7C  

 

WININET.InternetReadFileExA :  

0000000076A7020E  FF25000000 jmp  q[76A70214]  

0000000076A70214  DQ 0000000018003C50  


