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C ACDE cybersecurity the need for further EU action

1. Economic and social benefits of the Digital Single Market

2. Risks and incidents on the rise > Lack of trust, economic losses, missed
opportunities

3. Cross-border nature of risks and incidents

4. Insufficient national preparedness and cooperation across the EU

EU Cybersecurity Strategy Objective and Priorities : “To ensure a safe and
resilient digital environment in respect of fundamental rights and EU core
values”

1. Legislative proposal on Network and Information Security (NIS)
Fighting botnets, ensuring the security and resilience of Industrial Control
Systems and Smart grids

3. Awareness raising

4. Public-Private Partnerships

LeSEC
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-l-?:_fC/ACD@ Significance of ACDC for the EC Strategy

- First Element of the Strategy to be launched

- First test to prove Commissioner Kroes points:
"[cybersecurity] can only happen when all actors play their part and take
up their responsibilities."
"Cyber threats are not contained to national borders: nor should
cybersecurity be"

« Conclusion: success of ACDC central to success European
cybersecurity policies

LeSEC
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(@ Acoe Facts and Figures

» EC CIP PSP Project : (CIP-ICT PSP-2012-6 - Obj. 5.1: Cyber security Pilot B)
»2012 European Commission Competitiveness and Innovation Program
~Policy Support Program
~Pilot Action B : pilot action against botnets

~Consortium: 28 partners from 14 Member States
~Budget: 15.5 mio € - 50% support by the EC
~Duration : o1. FEB 2013 until FEB 2016
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_‘_iC/ACD@ What you know : how a botnet works
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Botnet 1 : Centralised Botnet 2 : P2P

© Leaders in Security — LSEC, 2013, for ACDC — public, p 9 Source : ENISA, 2011 : Botnets : Detection, Measurement, ... LG s E :

. ACDG What you‘ve found out : too many parties

Source : ENISA, 2012 : DG INFSO CIP PSP
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1_-[:_"C;'ACD@ 28 partners — 14 member countries

ECO Association of the German
Internet Industry

Technikon Forschungs- und
Planungsgessallschaft mbH

ACDC Team

Atos Spain 5.A

Bulgarian Posts PLC

Croatian Acadsmic and
Research Metwork - CARNst
and Croatian National CERT

Romanian National Computer
Emergency Response Team -
CERT-RO & Romanian Partners

Cognitive Security s.ro.

Cassidian (EADS Company)

CyberDefcon

DE-CIX

DFMN CERT Services GmbH

Engineering Ingegneria
Informatica

FCCHN - Foundation for Mational
Scientific Computing
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@ AcDE Consortium Structure
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Fraunhofer FKIE

G Data Software AG

Institute for Intemet Security,

Gelsenkirchen  University  of
Applied Sciences

INTECO - National Institute of

Communication Technologies

KU Leuven
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,_-‘,'f';,"kcn@ EC Botnet Fighting Team
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(@ Acoe Pan-European Approach 03]

-extensive sharing of information — without boarders:

— across networks & member states
sprovide a complete set of solutions:

— accessible online for mitigating on-going attacks
:use the pool of knowledge

— to create best practices

— to support affected end customers & organisationsin

raising their cyber-protection level

-Create a European wide network of cyber-defence centres

© Leaders in Security — LSEC, 2013, for ACDC — public,, p 14
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@ HEne Solution
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.,;ff“@';cn@ Tool Set

From Detection to Protection

Centralized Cleaning House
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&

@acoe  Operational Detection

CARNet (KR) have produced a network of detection systems which
Identify botnet activity within spam e-mails and network connections.

@ CARNet

© Leaders in Security — LSEC, 2013, for ACDC — public, p 17 17 l—0 S E I:

~@acoe  Operational Detection

XLAB have produced an Intrusion Detection System for Android smart p"’x
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{@acoe  Data Sharing & Analysis

CARNet creates identified threat information in the STIX format and @
sends the information to the ACDC STIX Aggregator = oo

E STIX Aggregator

) ! It \ |
i Mobile b
= T provider 3

52 The spectes Ui was cossies 3 dangeeus.

Android 105 (device via WLAN)

Android IDS (device

The XLAB Android IDS infrastructure queries the STIX

-
Aggregator to obtain threat information provided by "’XN'T;‘T“? e
CARNet and blocks access to suspicious sites. [ T
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(@ Acoe Data Analysis
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-(© AcDE Types of Information Currently Collected E
* URLs hosting suspected malware
* Malware samples
* |P Addresses of hosts sending SPAM
* |P Addresses of suspected Command and Control Servers

Collected from Honeypot Networks, SPAM collection systems and
Custom partner tools.
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;.if(@ﬁcn@ Types of Information Currently Collected

Top Centributors Month to date m ago
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e &

(@ Acoe Future Analysis

Every bot has about 5 Mbps upload bandwidth

G8 5.40 wops
APEC© 5.31 mops
EU 4.32 wps

OECD®© 3.53 mops

(and about 12 Mbps download bandwidth, too)

Source : IFIS, January 2013

© Leaders in Security — LSEC, 2013, for ACDC — public, p 23 23 LO 5 E c

Other Sensors & Impact

16,497 Newly Discovered Malware Samples (1 month)

13,256 samples Of those samples, 7,918

Undetected b H y
trad tional AV ven‘iiors generated Internet generated evasive traffic
traffic
© Leaders in Security — LSEC, 2013, for ACDC — public, p 24 Source : Palo Alto March 2013 24 LO S E E
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1_..‘fl; S ACDGE User Tools & impact

(@ ACDE

Weitere empfohlene Malnahmen

= e ol T R

Updates einspiclen

http://www.check-and-secure.com

© Leaders in Security — LSEC, 2013, for ACDC — public, p 25 https://www.check-and-secure.com/completion/_de/index.html| l_0 S E E

(@ Acoe User Tools & Impact
https://www.initiative-s.de/de/index.html

/INITIATIVES eco  epm=-
ot

Startseite Schiitzen Saubern Uber das Projekt Teilnehmer Kontakt -G

Vorbeugen. Untersuchen.
Sicherheit genieRRen.

Schiiizen Sie Ihren Webauftritt und Ihre Besucher
vor unbemerkten Manipulationen und erhalten Sie
professionelle Hilfe.

Geben Sie hier den Namen Ihrer Internetadresse ein
und registrieren Sie sich kostenios

Q KOSTENFREI ANMELDEN

SEITENCHECK

SAUBERN
SCHUTZEN

] [&le 3]
Herzlich wilkommen beim Seiten-Check der

Initiative-S! TASK FORCE
IT-SICHERKEIT IN DER WIRTSGHAFT
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(@ Acoe Sharing Impact
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“@acoe  Organization & User Impact
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Infected machines vs subscribers per ISP (spam)
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Pan European Anti-Botnet
Platformbotfree.eu
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(@acoe  But, we need your help! 54
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(@ Acpe Join ACDC ]

Building Community Portal, Reaching out to :
industry, research, existing communities, law enforcement
policy makers, isp’s & operators, CERTS, ...

Looking for :

Detection & Mitigation Tools & Techniques
Data Analysis and Botnet Analysis & Prevalence
Data & Intelligence Sharing

Awareness Creation

Influencing Policy
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NOT THE END

More information and follow-up

www.acdc-project.eu
www.botfree.eu

QorC
Ulrich Seldeslachts

L2139

agentschap voor Innovatie

SRS 132 475 71 3602

") Flanders Investment & Trade
4
)%
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..?"_-Q’ACD@ Links to Policy Documents

* Council conclusions on Critical Information Infrastructure Protection

* Commission Communication on Critical Information Infrastructure Protection — "Achievements and
next steps: towards global cyber-security" - COM(2011) 163

* Digital Agenda for Europe - COM(2010)245 of 19 May 2010

* The EU Internal Security Strategy in Action: Five steps towards a more secure Europe COM(2010)673

* Commission Communication on Critical Information Infrastructure Protection — "Protecting Europe from
large scale cyber-attacks and disruptions: enhancing preparedness, security and resilience" -
COM(2009) 149

© Leaders in Security — LSEC, 2013, for ACDC — public, p 34 I—@ 5 E E
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http://ec.europa.eu/commission_2010-2014/malmstrom/archive/internal_security_strategy_in_action_en.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0149:FIN:EN:PDF

