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COMPROMISED 
END USERS 



crack.exe 
Crack Keygen 

SUPERAntiSpyware Pro 4.44 2010 Crack Keygen.zip 
Symantec Norton 360 v3 Crack Keygen.zip 
Symantec Norton Ghost 15 Crack Keygen.zip 
System Mechanic 2011 v10 Crack Keygen.zip 
SystemSuite Professional 11 Crack Keygen.zip 
The Kings' Crusade Crack Keygen.zip 
The Print Shop v.23 Crack Keygen.zip 
The Settlers 7 Paths to a Kingdom Crack Keygen.zip 
The Sims 2 Pets 2008 Crack Keygen.zip 
The Sims 3 Ambitions Crack Keygen.zip 
The Sims 3 Late Night Expansion Pack Crack Keygen.zip 
The Sims 3 World Adventures Crack Keygen.zip 
THQ Warhammer 40,000 Age of Reckoning Crack Keygen.zip 
Total Commander v.7.5.x Crack Keygen.zip 
Trend Micro Internet Security v.17 2010 Crack Keygen.zip 
Trojan Remover 6 Crack Keygen.zip 





SmManager 
• Downloads the spam data from the “spam server” and sends 

that data to the compromised website 

• LINUX version 
 

 
 



directSender 
• Downloads the spam data from the “spam server” and the 

compromised machine directly sends out the spam 
 

 
 



MulePlus 
• Downloads a binary, packages it as crack.exe,etc and uploads 

to eMule servers 
 

 
 



SH Component 
• Downloads updated PHP and/or HTML scripts from the 

server and sends them to compromised websites  
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SITES 



CMS 
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Basic Control 
Panel 





WSO 2.5 





C99 Shell 





















TELEMETRY 

since mid-April 2013 – intermittent 
monitoring 

 



240, 000 
approximate number of compromised 

websites 

 



7 million 
email addresses in rotation 



AVERAGE WEBSITE 
CONTENT 

based on the data from 3 
compromised websites 



4 
spam mailer script 



1,497.33 
spam emails sent on 

a single date 



1,065.33 
Unique IPs (end-users) that sent 

spam data on a single date 





COMMAND & 
CONTROL 



Domains 
• *.arbmusic.net 

• *.musiklst.org 

• *.eurovid.org 

• *.get-album.org 

• *.openpicz.net 

• *.freeimags.org 

• *.store-apps.org 

• *.newsleter.org 

 
 







Questions? 


