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Arseculint 15 an acronyin for Area SDector Cormmmander
Culturalwhen they appeared and the kking alone stood
betore them. srmuled a welcorming mile. "We talce wou to the
tmarlket! he called out. These men are all Whasha'” 1

blurted imcoherently. Bhnlong down at the culs
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“Whasha?" | blurted incoherently.

Vileb Images Maps Shopping More = Search tools

Fage 2 of about 419 results (0.18 seconds)

nath | 'wa are not vour usual goaty'
nath.dreamwidth.org/2471720 html ~

Cec 15, 2006 - | have a score to settle with these Whasha? | blurted incoherently.
Elinking cown at the cuffs. onto the desk. He lifted the end slowly and the ...

nath | Dec. 15th, 2006

nath.dreamwidth.org/2006/12/M15/ ~

Cec 15, 2006 - | have a score to settle with these Whasha? | blurted incoherently.
Elinking cown at the cuffs. onto the desk. He lifted the end slowly and the ...

nath | Entries tegged with spam
nath.dreamwidth.org/tag/spam ~

| have a scare to settle with these Whasha? | bluried incoherently. Blinkirg down at
the cuffs. onto the desk. He lited the end slowly and the coins jangled forth.

The Stanless Steell Rat Sings the Blues | Ctpanuua 5 | OunaiH ...
litrus_net'bookfread/./The_Stainless_Steell Rat_Sings_the Blues?p=5 ~

“Whasha?" | blurted incoherently. Blinkng down at the cuffs. "Don't give me a hard
time, you drug-pushing addict, and | won't give you one. YouL may be a big ...
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deck beside our backpacks. T I didnt quite catch that.”
"Attention! On your feet [ "Arseculint is an acronym for Area Sector Commander Cultural Intercourse. JAnd you can uncurl your lip.
"Never!" T shouted even |8 Relationships might express it better. My degrees are in archeology and cultural anthropology, which is what
' application of theory. I followed the matter of the alien artifact with a great deal of interest. So I was ripe
"Begone foul military fierg @ volunteer.”

back at your military mercy. B "Stinky?”

He cnarled 3 rich naval "Yes, funny nickname, goes back to the academy, something to do with a chemistry experiment. Which is
, : take a leave from my desk. Great fun. Up until the last, that is.”
silence after this was unbrok

"Which leaves young Floyd here? Also an admiral?”
stepped £ h rough.

"Landing party for Liokukae?”
"All present, all ill. Send a working party for our gear.”

He muttered into his [apel microphane, reached to the hack of his belt to undlip a pair of handcuffs. Which he promptly snapped onto my wrists.
"Vihasha?" I blurted incoherentl. Binking down at the cuffs. |

"Dont give me  hard time, you drug-pushing addict, and Iwon't gwe you one. You may be a big man out there in the galaxy, but here you are just one more sentenced crook.
Who s going to carry his own pack N0 Working ki

I ODEHEd my mouth to verb?“‘*’ assasslma When we emerged from the BOQ, Sergeant Ljotur was waiting for us. He snapped to
groaned to my feet and stumbled into the airloq@® he had brought with him,
seats snapped clamps on our ankles when we |"We take you to the market!” he called out. "These men areﬂvolunteera eagerly hap
the big screen on the front bulkhead. Lots of 5 "Greatly appreciated. Lead on,” I said as we stepped out briskly on the red brick road.
- - The sun was a glowing crimson disk on the horizon when me reached the market.
|
|JIC|?U[J éutr]ned SOllhat thke Qr[ll‘:;ll'lg hu"; .O“he swing already. I ready. And gory too; I thought I heard a low moan from Floyd, but the
[Eplaced Dy @ Male SDEKEr With a FEpUISIVE Nad might as the butchered carcasses of their late companions were unloaded from their bac
"Now hear this, prisoners. This is a one-@ §sanguineous display.
society... " Now bearded nomads solicited our attention in pleading voices, pointing out the att
pots, piles of dried sheot chips for the barbecue.

Blov t out vour rocket fubes'." Steengo Sy Serrmmmmseres ey —————————————————————————

only my head hurt too much.
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CONNECT
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SUPERANtiSpyware Pro 4.44 2010 Crack Keygen.zip
Symantec Norton 360 v3 Crack Keygen.zip
Symantec Norton Ghost 15 Crack Keygen.zip
System Mechanic 2011 v10 Crack Keygen.zip
SystemSuite Professional 11 Crack Keygen.zip
The Kings' Crusade Crack Keygen.zip

The Print Shop v.23 Crack Keygen.zip

The Settlers 7 Paths to a Kingdom Crack Keygen
The Sims 2 Pets 2008 Crack Keygen.zip

The Sims 3 Ambitions Crack Keygen.zip

The Sims 3 Late Night Expansion Pack Crack Keygen.zip
The Sims 3 World Adventures Crack Keygen.zip

THQ Warhammer 40,000 Age of Reckoning Crack Keygen.zip
Total Commander v.7.5.x Crack Keygen.zip

Trend Micro Internet Security v.17 2010 Crack Keygen.zip
Trojan Remover 6 Crack Keygen.zip
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SMManager

e Downloads the spam data from the “spam server” and sends
that data to the compromised website

e LINUX version



dlrectSendler

e Downloads the spam data from the “spam server” and the
compromised machine directly sends out the spam



MulePlus

e Downloads a binary, packages it as crack.exe,etc and uploads
to eMule servers



Stt Compowem,t

e Downloads updated PHP and/or HTML scripts from the
server and sends them to compromised websites
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 enews |
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 ricca com |
 temp ]

[ smileys |

totally  net]
[regen .com]
(a0 .com]
national 0rg |
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j ¥ || http:/ —

e .Euljit Vigw  Favortes  Tools  Help

. Favarites | 53 B | Free Hotmal £

: é’! http:I",_"'."‘.'p'f|:||-|tE|-ItI|I|:||U|Jir|5 I_IE... l T l.-m'-l - F',ﬂl;]Ef T '_:Iaffft':." b TI:II:IlS T I@"
Uname:  Linux srv53.hosting24.com 2.6.32-379.14.1.lve1,1,9.9.el6.x86_64 #1 SMP Thu Dec 6 07:12:24 EST 2012 x86_64 Server IP:
User:  1912( .°° ) Growp: 1910( "' )
PHP: 5.2.17 Safe mode: OFF [ phpinfo ] Datetime: 2013-05-12 09:05:19 Client IP:
Disabled: symiink shell_exec,exec,proc_close,proc_open,popen,system,dl passthru,escapeshellarg, escapeshellomd,show_source A
HDD: 2749.66 GB Free: 135.57 GB (4%) deep =3
Site: B
Root:  /home’ "~ /public_html/
CWD:  /home/ "'  -/public_html/wp-content/plugins/ _ Thome]
Status Name Gize Modify Qwner/Group Permissions  Actiong
[home/r " /public_html/wp-content/plugins/- " [2abook.php 1253KB  2013-04-2602:46:49 """ "' 1 (0pdd DR
[home/ ©° /public_html/wp-content/plugins/. _ JavOY.html 382B 2013-05-09 22:30:50 ¢ttt (644 DR
[home/ " -/public_html/wp-content/plugins/ " [cookieLfRR.php 6.76 KB 2013-04-26 02:46:49 7 T T 0544 DR
[home/r **  ~/public_html/wp-content/plugins/- " [gg.php 2537KB  2013-04-26 02:46:49  v-'-bom-hetbe-- o (544 DR
[home/- " /public_html/wp-content/plugins/ " [osm.php 162.71KB 2013-04-2602:46:49 - '° ' *! 0544 DR
[home/ " /public_html/wp-content/plugins/____..______[logins5AR.php 6.76 KB 2013-04-26 02:46:49 - 7 T T 0544 DR
[home/_______._/public_htm!/wp-content/plugins/ . 'rsskYoD.php 7.14KB  2013-04-2602:46:49 7 T T 0544 DR
[home/-—"-*-—~/public_htm!/wp-content/plugins/ . [scheduleDykg.php 676 KB 2013-04-2602:46:49 - " M 0544 DR
[home/ ©° /public_html/wp-content/plugins/- * [statisticsITO.php 6.76 KB  2013-04-2602:46:49 - 77 T 7T 1 (644 DR
[ /home/- " -/public_html/wp-content/plugins/-* 1] DIR 2013-03-20 18:10:01 . ... D755 R
[ /home/ "~ /public_html/wp-content/plugins/contact-form-7/ ] DIR 2011-09-21 14:59:16 - " Yt 4 D755 R
[ /home/ *°  /public_html/wp-content/plugins/wp-ultra-simple-paypal-shopping-cart/ | DIR 2011-09-25 14:08:28 S 0755 R
[ /home/ " * /public_html/wp-content/plugins/tvl/ ] DIR 2013-04-24 14:10:55 S 0755 R
[ /home/ " ° /public_html/wp-content/plugins/wp_path/ ] DIR 2013-03-1301:3405 7" 0 . D755 R
[ /home/ " /public_html/wp-content/plugins/wp_path2/ ] DIR 2013-03-1405:35:04 - 77 7 . D755 R
[home/ " /public_html/wp-content/plugins/hello.php 3.25KB  2013-04-26 02:46:48  -—'-tom-tethe-- (644 DR
[ /home/ " /public_html/wp-content/plugins/exclude-pages/ ] DIR 2011-09-30 23:28:.08 -7 0755 R
[ /home/ " /public_html/wp-content/plugins/ ] DIR 2013-05-09 223000 - ' ¢ 0755 R
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e C [ commmbmmiop-content ol mishistphp

Iname: Linux ns230296 ovh.net 2.6.38.2-grsec-wixy-grs-pvh-64 #2 SMP Thu Aug 25 16:40:22 UTC 2011 %86 64 [exploit-db com] 'v
Jser: 5130 JGroup:5il( ... ..) Sarver IF
thp:  5.3.16 Safe mode: O0F [ phpinfo ] Datetime: 2013-05-15 06:18:00

fdd: 266344 GB Free: 2502.36 GB (93%) et I8

wd: home”  fpublic_htmlfep-content/plugins el driver-sr-x [ home ] i

[ Sec Info ] [ Files ] [ Consale ] [0l [Php ] [ String tools ] [ Bruteforce | [ Metwark ] [ Self remove ]

File manager

W 1ame Size Madify Qwner/Group Permissions Actions
H[.] dir 2013-09-09 13:33:23 tryproftrypro drisr-sr-s RT

B 3jab himl 3916 2013-09-13 13:16:01 tryproftrypro == RTED
B ryomndie php 260 B 2013-04-24 11:20:56 trypro/trypro - = RTED
W infoSFpW php 7.14 KB 2013-04-19 17:30: 14 trypro/ftrypro - = RTED
B logoffSwly.nhp 6.76 KB 2013-04-16 15:10:32 tryproftrypro T RTED
B muwishlist php 2277 KB 2013-04-16 02:16:33 tryproftrypro i =of = RTED
B googlesml php 2280 KB 2013-04-12 23:51.07 tryproftrypro i == RTED
W sssohp 875 KR 2013-04-12 14:46:02 tryproftrypro i =t RTED
B 242 -functoins.php 16,32 KB 2013-04-12 12:37:36 trypro/ftrypro == RTED
B ostatistics.php 1148 KB 2013-04-12 09:13:48 tryproftrypro == RTED
B <tatisticsSelphp 6,76 KB 2013-04-12 09:13:45 tryproftrypro - = RTED
B tumblr-importer php 38,33 KB 2013-04-09 16:53:23 trypro/trypro - = RTED
B class-wp-mporter-cron.php 2,38 KB 2013-04-09 16:53:23 trypro/ftrypro - = RTED

Change dir: Read file:
|fh0mef' 'fpuhlic_htmlfmp-cuntent;“plugin&i 13 ‘ ‘ | 5 ‘
Make dir: Make file:
| ] | [ ]

Execute: Upload file:
| |>>‘ MR No file chosen
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Software: Apache. PHP/5.2.17
uname -a; Linux srv53.hosting24.com 2.6.32-379.14.1.1ve1.1.9.9.el6.%86_64 #1 SMP Thu Dec 6 07:12:24

EST 2012 xf6_64

Safe-mode:
fhomef .~ .fpublic_htmlfwp-content/uploads/
Free 135.69 GB of 2749.66 GB (4.93%)

w b 5T
ﬁ A N O Fﬁ Encoder Tools Proc. FTPbrute Sec. SQL PHP-tode Update Feedback Self remove Logout

Listing folder {9 files and 4 folders):

Name Size Modify & Owner/Group Perms
B LINK 15.04.2013 18:19:35 .
N LINK 15,04,2013 18:19:35
W (0] DIR 01,12,2011 01:52:59 Lo
W 2017 OIR 30112012 20:24:25 nabady/nobody
M [images) DIR 13.03.2013 13:10:35 B
W [2017] DIR 01.05.2013 03:54:48

e 44,69 KB 18.02,2013 01:4%:04

=y et 11.98 KB 13.03.2013 01:34:05

b= yo_pathl.aip 11,98 KB 14,03.2013 04:5%:04

E= up_path2.zip 11.98 KB 14.03.2013 05:35:04

S e i 44,69 KB 19.03.2013 00:01.:45

=y sy 29,33 KB 06.04.2013 23:27:13

= i 29,33 KB 10.04,2013 09:41:45

=y ikl 29,33 KB 15.04.2013 18:08:15

S el 29,33 KB 15.,04,2013 18:19:35

Select al

Unselect all

Action

On
On
On
On
On
On
Or =1
Or=1n
Or =1
Or=1n
Orv=1n
Ok=1
Orv=1n
Or=1
Or=1n

With selected: G | Confim
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Index of /components/com_virtuemart

virtuemart. php

~php
— Spammer script

scmbipeZhFr.php
Zrozia php

L]
- — Control Panel {Custom)
. —  HTML payload
. Spammer scripts
L]
o fetchacnpt php
e | cetidfoldLS . php 5 .

- pammer scripts
e | infoFE o phyp
. a2/
e | locotdFil php Spammer scripts
e | locotdl ol php
ol

ratlQ) html HTML payload
e caHO hitml
e zhop mnaze’
e zhow mmaze m ungtaz php
e themes/
L]
L]
L]
L]

Control Panel (WSO 2.5)




= = @ ~ Sr | A oo [ N s/ comnccblinks)

Index of /components/com_weblinks

Control Panel (Custom)

b ook TG4 php

aze( hitml

controller. phy

controllers/

helpers/

mdex hitiml
ogmIvod php

models/
1ewzsOFER. php j

router. php

20871z php

statishcsTEL. php

sze( ) hitml
1emesTAS . php

views,
weblinlss php

Spammer Script

HTML Payload

Spammer Script

Spammer Script

Spammer Script

Control Panel (WSO 2.5)

Spammer Scripts

HTML Payload

Spammer Script
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€ > d- o

< I - o P onentscom_joef

Index of /components/com_jce

e Parent Directory
W bhanmer. plp
e7 KBy php
checlkoutAso. php
checlkoutdT2MI. iy
confroller/
mdexz. hitml
mclessWVAbg.php
mfosl vL.php
jce.php
popup. php
vV asz. hitml
saloMN= plyp
themez=TTxpl php
views/

m i

i

Control Panel {Custom)

HTML Pavyload
Spammer Script

Control Panel (W50 2.5)

Spammer Scripts

Spammer Scripts

HTML Pavyload

Spammer Scripts






& C' [ www ._’Wp—coﬁtentfplugiﬂsf:ﬁél I—eé:friend;’

Index of /wp-content/plugins/tell-a-friend

* button oif
o LatHOSY php

* newsu S phi
o rEoldT himl
* readme txt

o sFENT html
* screenshot-1.9pg
* screenshot-2 jpo

* screenshot-3 oo

e tell-a-fhend _-

* Parent Directo
o AFENTY html i —

html payload

spamimer scripts

html payload

modified PHP script (Control Panel - W50 2.5)

Control Panel [Custom)



<« C (DI o-contentipluginsfakismet)

Index of /wp-content/plugins/akismet

MNatne Lazst modified Sise Dezscription

a Parent Directorwy —

=] acZ3W.htm] |== hitml payload —-Sep-2013 15:01 354

E admin. phnp 289—-Jun-z2011 13:05 33K
% akismet .. cs=s 2a9—TJun—-=2011 13:05 464
E akismet.gif 29—-Jun-2011 13:05 2.7EK
E akismet .= 29-Jun—-2011 13:05 q177
E alkismet.php 289—-Jun—-2011 13:05 19K

Control Panel (Custom) 11:16 11K

Control Panel (WSO 2.5) z1:34 E6E

E listn¥4d.phn FR—hve—_E01E 0027 71K
spammer scripts

E newsCLS . php 10—Jul—=21013 11:16 &.8K

=l rcZ3W. html html payload =p-2013 15:01 37=2

% readime . txt 29—-Jun-2011 13 :08 5.3K
E seowsSF . phn MNa—=en—2013 15:21 T.1K
E spammer scripts

= Sz 1wAE . php 22—hug-2013 23:01 T.1K
E widoet.php 29—-Jun—-2011 13 :05 41 .8K




* - ﬁ e E’I

Jwep-conktentypluginstw1f

Index of /wp-content/plugins/tvl

HName Last modified Size Description

a Parent Directorwy -
?I accountVivhE . php spammer script 07:11 7.1K

% azHUN. html html payload 3 08:46 380
zlhannermlu.ghg I spammer script 10:=:57 bE.S K
- class—twp—importer—cr..> Z5-Apr—Z013 18:44 2 .4K
2' —Eagng 1.php | spammer script 11:19 7.1K
E mod svsterm. php control panel (W50 2.5) 65K
E nEWSEn‘.‘ED u)sy= EBQmHnTIér ;:';I'_;I;‘tE"’l:EE TL.1E
E En:-éuéhrnz é é I 28-Aug—2013 16:17 7T.1K

% html payload 02:46 272
E[_SEDIY".?.]_:I]:IP j spammer script ;2 :0z2 71K
5 Et_—._nf.:. control panel {Custom) 11K

I szHUN. html I html paylead 01:00 954
EEhEIﬂESEWSK.phP :] spammer script 8:Z26 7.1lK
= tumblr—iwporter.php 25-Apr-2Z013 18:441 JBK
ElwishlistKvUH.Ehé I spammer script 19: 49 71K




TELEMETRY

since mid-April 2013 — intermittent
monitoring



240, 000

approximate number of compromised
websites



7 million

email addresses in rotation



AVERAGE WEBSITE
CONTENT

based on the data from 3
compromised websites



a4

spam mailer script



1,497.33

spam emails sent on
a single date



1,065.33

Unique IPs (end-users) that sent
spam data on a single date



Venezuels
Colombia | -
\ ‘m
Pery - »
Bolvia
50u_rh Chile
Pacific
Ocean

Argentna

Greenland

Finland

ieeland

North
Atlantic
Ocean )
i Eavot Pakistan
o Libya b Saudi
Arabia
Mali | Neger Sudan
(. Chad
Nigeria < Ethiopia
" DR Cmqo akenrs
\Tanzania
Angola {
“"“':‘; g Madagascar
South ot
Atlantic
South
Ocean Atca

Indian
Ocean

Australia






DOMLALNS

e * arbmusic.net
e * musiklst.org

e * eurovid.org

e * get-album.org
e * openpicz.net
e * freeimags.org
e * store-apps.org

e * newsleter.org
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Questions?

inte;bﬁanal
)/' betnets
betnets.fr  fighting
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