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Monitoring Kelihos Fast Flux Botnet
using Recursive & Passive DNS




Real time Monitoring System
Botnet geo distribution
Botnet daily cycle

OS distribution

Daily detected domains
Domains and IPs lifetime
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Fast flux Monitoring System

While frue

1. Select a seed of domains with a confirmed
profile

2. Continuously milk domains for IPs

3. Conftfinuously “inverse lookup” IPs in DNSDB, for
new domains that start resolving to these IPs

4. Check detected domains for known profile (e.g.
TTL, registration, existence of payload, etc)

5. Add new domains to the initial seed
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e Resolve domains to IPs, TTL

e Resolve domains to NSs, TTL
e Build graph of domain, IP, NS
e Extract clusters of “same TTL domains

e For each TTL cluster, extract largest
connected component from domain, IP, NS

graph
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« Various gTLDs, ccTLDs, 1 single IP, TTL=0,
hosted on Kelihos botnet IP pool (growing),
infected individual machines, recent
reqgistration, delivering malware
executables with known names

 Recorded case(s) of domain resolving to
several IPs with TTL=600, cocala.asia, or
TTL=300
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Post-discovery checks

Exclude:
e Sinkholed domains

e Domains not matching sought after profile, e.g.
higher TTL, not using botnet IP pool, shared hosting,
old registration, not hosting malware payloads




MaiwareMusidie

Kelihos FF domains analysis Results
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Info-stealer
Spam botnet
P2P structure with fallback FF CnC domains

Checks victim’s IP against known CBLs, if not listed,
victim’'s machine can be used as a proxy CnC, or
spam bot
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e Sample of 213 domains from the past 6
months
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TLD distribution
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TLD distribution

 Most abused registrars: bizcn, internet.bs, PDR LTD.,
1APlI Gmbh, REGGI-REG-RIPN through resellers
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e Sample of 40418 alive IPs ->99 countries
e Up until early Dec 2013



http://dev134.sjc.opendns.com/zoe0-alive-2013-12-02-19-16-42.html
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Hosts
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Botnet Daily Cycle

e Follows the daily cycle of Ukraine, Russia Time zone
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Botnet Daily Cycle [ Dec 20141

45000

- N\ N /\
\ /
\_/

_/

25000

20000

15000

10000

5000 ——

ol

l'om nt 13:16 16:18 19:22 22:25 01:52 05:01 08:20 11:30 14:46 18:09 21:47 02:22 05:36 08:57 12:14 15:26 19:16 22:21 03:21 06:29 10:05
et bensing conterance ERENIT

First bota



MaiwareMusidie

e 85% hosts running Windows XP or Vista

e 1/3 of them running Win XP PocketPC/CE
“nmap fingerprint”
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Daily detected Kelihos domai

e nsob.enjofyr.net

e agoe36yv.judnopem.nl

e akomn.1nsomtab.nl

e ayna.judnopem.nl

e hsejOrr7.1nsomtab.nl

e 10l1g713.gewfywas.nl

e gyujsyl.ylahnel.net

e gl2rbeab.awbiljis.net

e dyobgkkoil.i1vynvov.net
%ﬁfesp@t.ivynvov.net
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Statistics on lifetime of domains and duration
of usage of IPs in the botnet

-> Efficiency of takedown, cleanup

-> Efficiency of criminals’ operation and boftnet
growth

Case of “zombie” IPs, that serve in the botnet
for a long time (months), never cleaned,
residential, and also universities
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Counts = f(domain lifetime in days)

Sample size: 712 domains




Number of domains (log scale)

First botaet fig

Domain Lifetime Distribution
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Domain lifetime in days
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Counts = f(IP lifetime in days)

Sample size: 27,200+ IPs




IP Lifetime Distribution

MNumber of IPs (log scale)

IP lifetime in days
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e 2624 |Ps lasted 1 day
e 19416 lasted less than a day
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e 110,000+ unique IPs collected over 5
monfths

e 11662 IPs have hosted domains
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Analysis of the Botnet Weaknesses
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Analysis for the weakness

Infection Peer Scheme

Texas Explosion Injures Dozens Spam  x - B8

22 Fics 126 e °’ o 2

Bess Miles <pearngi@seowkis com | 2200 AM (10 hours ago) - -

tome ~

R2013-04-20 at 124225 ™

Be careful with this message. |t containg a suspicious link that was used to

stonl poopio’s personal information. Unless you trust the sender, dont click links
or reply with pessonal information. Learm more

12 l1a T e ' 2
to reply with this address (don reply!)

P address of the open relay MTA

16

hitp /94 28 49 1 30/news hmli

703241bb.54.1366391463245;
D o be grep in open-relayed MTA's log

+485.145.201))
b7 . qooqlo.co- with SMTPid oi!ux&SOlZJllab.!.!OlJ.04.19.10.10.3@3]
Pri, 19 Apr 2013 10:11:03 -0700 (PDT)
Ecoivnd-sw: neutral (google.com: 37.45.145.201 is neither permitted nor denied by
st gueoss record for domain of peeringfsewkis.com) client-ip~37.45.145.201,;
Authentication-Results: mx.google.com; 7/
api=noutral (qooqu comt 37.65.185.201 is neither permitted nor deni bos
E;.u record for domaig ' : C wpoeringdsowkia.com j
Receoived: from unknown
by 37.45.145.201 L 115 «0300
Measage-1D1 <001£01ce.ld203 7670«:0‘952{9 efSupernanvt?jig> SPE rules sel to neutra
From: "Bess Miles" <peerin W 10 permil matl hke thes unblocked
To: <unixfreaxjp by gmail. preventing FP | suppose
Subject: Texan Explosion Injures
Date: Fri, 19 Apr 2013 20:09:17 +0
MIME-Versiom: 1,0
Content-Type: text/plain;
' format=floved;

charset="{s0-8859-1";

First botaet fic

IP Address used by spammer
1o conneact 1o open rel:wec MTA

This HELP command accepted for
open relay (must fix) in M7 TA's conf

ontent~Transfor-Encoding: 7bit

X«~Priority: 3

X-MSNail-Priority: Normal

X-Mailer: Microsoft Outlook Express 6.00.2800.1158
X-MimeOLR: Produced By Microsoft MimeOLE V6.00.2800.1158

Usage of Outlook Express 6
gested WinXP used for sending
this spam by spammer.

n

gested the altacker can be
acked/exist in sanarale network

SUG
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Analysis for the Weaknlgg"sm o

Infection Peer Scheme

wesqhtml : .
r:uel.:ﬁhtwl Document ‘l .-I. HIML Document fIT-E.t & second

i .;,q‘/_\ wieh infector

i 424 JAR Exploit
i .- traffic capture
| aerastk exe l\ . pzaopt exe tr-:wjan F -

¢ I\ kelihos
pL . g‘ XYWEWEY ex J clickaexe d':'wﬂlﬂﬁder
(@ - : b trojan
.

Cohmi

llﬂl:ﬂﬂﬂ ]

~ ol



Musili
Analysis for the Weaknlgg"sm o

kelinos

r.-

Infection Peer Scheme

T xywewey ex ; clickaexe d'jwﬂlﬂader
J Lrojan

q "Mama" Kelihus
I e e — |r-|5ta||er T|-[:|Jf'.-1|-|

A newbosd, exe!
; Kelihos Bot Agent

o l\\ﬁmnwnIoaujrfr.-’F’H.ﬁ..’rE.fBu:-tnr?t

- 6} ' r |
-.._E: temp 74 exe i‘l g temp72.exe r:-lq..r:_p temp22exe ":ﬁ tempddexe
~Removable HardDisk
m game axe AutoStart Shortcut
llﬂl:ﬂﬂﬂf

~ ol
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Infection Peer Scheme

% | wesghtml 1 KB 2013/04/20 1346
| newshtml 1 KB 2013/04/20 13:35
) 492 jar 13 KB 2013/04/20 1351
| dpd jar 13 KB 2013/04/20 1351
Hclicka_exe 32 KB 2013/04/20 18:50
;__"*xywewey.exe 32 KB 2013/04/20 1501
" aeraetk exe 47 KB 2013/04/20 15:0
“"|psaopt.exe 48 KB 2013/04/20 1850
bl Eameexe 797 KB 2013/04/20 1852
" tempdlexe 797 KB 2013/04/20 1850
ki tempd3exe 797 KB 2013/04/20 1850
P tempTlexe 797 KB 2013/04,/20 1850
templdexe 797 KB 2013/04/20 1850

™ newbos3exe 797 KB 2013/04/20 1557
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Analysis for the weakness

e |Infection Peer Scheme

= éiexplore.exe D 2604 45736 K 40616 K Internet Explorer
ki Eiew.em ’ 3720 35076 K 32,336 K Java(TM) Platform SE binary
o xyweweyexe 332 2336 K  7488K
N e temp49.e 260 6,732 K 10,792 K
dwwh.em\ 2024 3096 K 8,732 K Microsoft Application Error Re
§acon'me.em '@ 2592 2908 K 936 K Console IME
Eaeraetke)kﬁ.) | 2076 4236 K 65,908 K
p OIEXPLOREEXE v RT32 44088 K 36,016 K Internet Exglorer
- if,‘nv&em o : : 3480 I2ITLK 26,168 K JevelTM) Platform SE binery
= ‘ clicka.exe ‘o 1240 1072 K INEK
v temp22.eve € 3192 5760 K 7692 K
gm«m.em 3268 1356 K 5,386 K Mcrosoft Application Error B
& NOTEFPADEXE 1872 2228 K 4,408 K Notepad
Dpsooot.em p—. 1440 4004 K 5664 K
- cmd.exe — 3144 6923 1580K 1,688 K Windows Command Processt
hol.conf
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Analysis for the weakness

e |Infection Peer Scheme

PELAD I Settings¥MalwareMustDie¥Local Settings¥Temp j

£Ei - | #4X | B3B3 |
@hbe_&ppcnmpat.tﬂ 5 KB 2013/04/20 15:02
@243b3ﬁmst 68 KB 2013/04/20 14:39
[T)abcdbat 1 KB 2013/04/20 1502

| aeraetk exe 47 KB 2013/04/20 15:01
Fxywewey exe 32 KB 2013/04/20 15:01

noLcont

ng cunference Hﬂ'ﬂ
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Analysis for the Weakn'gg"s" -

Infection Peer Scheme

'3 xywewey.exe:332 Properties

Security Environment |
Image | Performance Disk and Network Performance Graph | Thn

Resolwe addresses

TCF Fik=1379cf37c25:1 243 rasbeamtele net:hitp ESTAELISHED

W xywewey.exe:332 Properties

Security . Environment
Image Performance Disk and Network Performance Graph | Thre
[CFesolve eddresses]
- s Famademddduss Shube
llﬂl:ﬂﬂﬂf (TDP‘ 192.168.7.84:1243 183.82.191.52:80 ESTABLISHED ]

~ ol
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Infection Peer Scheme

Here' s the download:

No. ISouroe | Destination | Protocol |kta
261 192.168.7.84  183.82.1%1.52 TCP 1243 > 80 [SYN] Seq=0 Win=16384 Len=0 MSS=146(
262 183.82.191.52 192.168.7.84 TCP 80 > 1243 [SYN, ACK] Seq=0 Ack=1 Win=8192 Lens

1243 > 80 [ACK] Seg=l AcCk=]l Win=1£944 Len=0
GET /newbos3.exe HTTP/1.0

183.82.191.52 TCP
183,82.191.52 HTTP

263 192.1¢€8.7.84
264 192.168.7.84

265 183,82.191.52 192.1¢68.7.34 TCP [TCP segment of a reassembled POU)

266 163.82.191.52 192.166.7.84 TCR [TCP segment of a reassemblad PDU]

267 192.168.7.84 183.82.191.52 TCP 1243 > 80 [ACK) Seq=43 ACk=1579 Win=16544 Lem
%' Follow TCP Stream l
Stream Content

GET /newbos3.exe HTTP/1.0
Host: zahebhtTox.ru

]HTTP/I.I 200 Ok

Server: Apache

Content-Length: 816128

content-Type: application/octet-stream
jLast-modified: .., 20 ... 2013 06:02:07 GMT
ACCept-Ranges: byrtes

D e T R R R R e R R cesnsselesbet. . ThiS prog

1n32

7S i i s PR i sl aana i e n P R B W O e T S T PR AT S LT PR R S e s B ST B
U

I FA AR R A

|U.............. ............. sssesusss Pessessessessrtssassassnne sseesnssnse sresrersessaseae
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Analysis for the weakness

e Infection Peer Scheme

Stream Content

ET /newbos3.exe HTTP/1.0
Host: kezamzoq.ru

HTTP/1.1 200

server: Apache

ontent-Length: 815616

ontent-Type:

Last-Modified: .., 20 ... 2013 09:50:15 GMT
ACCcept-Ranges: bytes
Server:nginx/1.2.6
Date:sat, 20 Apr 2012 02:50:I33 GMT
Last-Modified:Sat, 20 Apr 2013 09:27:14 GMT
ACCcept-Ranges: bytes

Fz ...................... =
under wWin3z

$? llllllllll PE"L"I'&.IQ lllllllllllllllll lA"l'
i

e s e e esssmsnsssnssnssssssnssssnssssnsssssnsncnssns
et




Infection Peer Scheme
(Callback for success infection)

ﬂﬂl:ﬂﬂ" ]

st botaet fighting conf

~ ol

1443 152.168.7.8s
1412 152.168.7.84
1428 65.89.31.88
1439 63.69,21.68
1459 69,69,21,.88
1416 69.69.371.68
1441 65.89.31.88
1429 152.168.7.84
1440 65.89.31.88
1418 132.168.7.84

$3.89.71.88
65.89.351.88
152.168.7.84
192,.168.7.84
192,168.7,84
192,.168.7.84
192.168.7.8¢
69.89.31.88
152.163.7.84
69,.89.31.88

HTTP/L.1 200 OX

maiwareMusiQie

Analysis for the weakness

[FIN, ACK] Seq=558 Ack=183 Win=16763 Len=0

[SYN] Seq=0 Win=16354 Len=0 MS3=1460 SACK_FERM=1

[ACK] Seq=1 ACK=304 WIin=6432 Leén=0

[ACK] Seqwl ACK=S58 Win=2S04 Len=0

[ACK] SeqwlBd Ack=S5S59 win=7504 Len=0

(5N, ACK] Seqe=d Acke] WinwSG40 Len=d MSS=1412 SACK _PERM:
(text/html )

HTTP  (( POST /default.php?aSEMLOM j6xHrqBhpR g 2wuPW2 ENVVAQax8 10FLWO HTTP/1.0
[TCP segment of a reassembled PDUJ

TCP 1068 > 80
TCP 1068 » 80
TCP 80 > 1068
TCP 80 > 1068
TCPR 80 > 1068
TCP 60 > 1068
HTTP
TCP
TCP

[TCP segment of a reassemdled POU)

2 Follow TGP Stream

Stream Content

=IC

POST
MOS TS

Joetault, php”
ecojudge.com
acCcept: v/~
jaccept-gEncoding:
content-Length:
connection:
content-Type:
-ontenc-Encoging:

close
text/homl

COBMLIM ] 6

1déentity,

254
close
application

binary

Vary: Accept-Encoding
connection:
ontent-Type:

;IA'U;-IMPJFY-UF]

*:6=0

HrQBNoR Q2w PW2 ENVY

JocteT~stream

AQAXETOTIWO NTTF/1.0

Jser-Agent: mMozi1l1l1as4.0 (compatible; MSIE 5.0; windows 9%8)
CRYPTEDO.b. . %nv.M[.J. .00 BsVennonessanne AG.p.<Ix. ] e snss Ye=usatossesns b..~ ! -
gIRIrB. t'q 4 G.F." ...... p..,". I5.M,. -
BeVer «2o:1Ys 2o e®™Naane PraYB8enoes)esnnse NQ. NQXeCrveen s A Ko v0 00 Livellsaons L2
- d.u.P_..2. HTTP '1 1 -L‘lu O
Apr 2013 09:50:52 GMT
PHP/5.2.1
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Analysis for the weakness

* Infection Peer Scheme (~255 requests to
Kelihos peers)

| Image | Pertormance | Disk and Network | Pestormance Graph || Theeads | '-F1& | Security | Envircs
[#] Resolue aodrassas
E Resche sdiresses
F = Local Addrass Remate Addrass State
ToP £W 2 Miartun ne thieg SYMSENT | e ets il ok ki)
TOP oW martun neLhitly S SENT TQOP Ip=50=-62=-238-10 paecuresarverneLhily ST SEMT
TOP Ingvegus=nv-datecanter com.  SYNSEMT TGP Elobaine tpro-mensged comihtip S¥MSENT
TOF globsine t pro=mansgedcomhbitip SR SENT TOP 19093 250.24http S ST
TGP globuine t pro—manared comhiip SYSENT TOF ddos=guerdnathiip 3 NSENT
TOP lazwegas—n v—-datacenter com_ S R SEMNT TOF w2 martun.nethiip S SEMT
TCR pwd martun nethity SN SEMT L8] ewl martun.nathitp 5 SENT
TCOP £w? msrtun neLhils SR SEMT TCP luz sr=nv=dslscanter combiip S SEMT
TCP laswe Eas—n v—dntane nter oy Sy SEMT TCF Elobaine Lpro—men sged comhtip STNESENT
TOP globalne t pro-man sged comhlts S SENT TOF lasvegas=n=datacanter camhiip v SENT
clobsine t pro-managedcomhtip SYMSENT 0P 190,53 253 4hitp SN SEMT
lag v £ 05— v g SWMSENT L 190.93.253.4htlp SYNGENT
ToP Ip=8S0-62-238-10) precuresarverne Lhilp S SEMT
19083.25024hity & LS ENT TGP ip-50-62-238-100 precuresarverne thity S¥MSENT
. TOF ip=50-62-238-10] psecureservernethitpy STHNEENT
——r— ToF plobaing tpro=mensgedoomhitp 5T SENT
ddor-gumdne ity EVMSENT o
93 2502 o .
TGP p=S0=-02=-38-1 00 psecures . S SENT T_'_: 19093 2602 4Ntty ’ YNLFENT
19097.252 45 tip £ SENT TG lasvegas-ny-detacanier combiip ST SENT
ddaf—::t-dnél ity :';YN-‘EI‘I.[ TOP el murtun nathitp SLSEMT
$ p b=
o TG el martan.nethitp SMEENT
. - TOR lagve gas=n=dataca nber combbip S SENT
Ayt
ddos—guardaethity S HSENT TOR globsine Lpro=men sge dcomh Up S Mh_SENT
ToF 190,932 252 4:http SN SEMT
. T—— — - = ToP Ip=850-62-238-10) precuresarvernelhiip S SEMT
ip=60= 5‘.-I.a. )E;'Il?a precures ;ﬁ\"?‘rl_sEr'II'.l'h| TCP 190,93 25024 tip SN SENT
02ahit ESTAELISHEL TOF ghobane  pra-maen age dcamh ip S vhLSENT
ToF 19053 25024 niip 3YM_SEMT
TO! lasve gas-nv=dubsce ntercomdhiip S BT
TQP el martun.nethiip SN SENT
TP el martun nathitp S SEMT
lasvegas-nv-dalace ntercombiip STHEENT
plobalne { pro=menaged comhiip S SEMT
: . 120,93 252 4:http SYMLSENT
p-50-62-228-1 02 psacures.. SYMSENT Ip=B0-62~238~10 lpsecureserverne Lhitp 5N SENT
ddos—puardnethity SN SEMT 19083253 4htkp CLOSEWAIT
. ddos—guardsethittp SMSENT
décg-puardnathitp S SEMT
19093 25024 ntip ESTABLISHED
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Analysis for the weakness

« Encryption Cracking Method (Infected PC
Info Sent to the CnC)

%! Follow TCP Stream il
Stream Content

POST Jadministrator/modules /mod_menu/tmpl /content.php HTTP/1.1
ACCept: */*
ser-Agent: Mozilla/4.0 (compatible; MSIE €.0; Windows NT 5.1; SV1; .MET CLR 2.0,50727)
Host: keximvic.com.vn
content-Leéngth: 38s
CONNection: Keep-alive
cache-Control: no-cache

Guzw..1;&..?..5..-.m..6.[....t.:.

e=saaWNelanssnesons wn. o T2y oMe o €€ 0JCrs

.08bV...f(N}...? .P. E........{8 ...... R b....T4,..=..jw('a.....u.

sseas S TKDL Qs IWisisn NB86.iiiDisssivnnss OLGFD.L{ s $3aWiiaasa WisaDNidilsReasinss oo sé
B e Dl snnstevnsTonnssanpiNevessPratakeSlesidie

I SelsnaanleORtet s Daralal

W SPPTREE s oBi s JRB B e dnns NPT T s NS HTTP/1.1 200 OK

jpate: Sat, 20 Apr 2013 06:09:12 GMT
Sserver: Apache/2.2.3 (Centos)
p<~FPowered-By: PHP/5.2.17
p-Powered-By: PleskLin
content~-Leéngrh: &4

connection: close

Content-Type: text/him)

ot e T UL e s nansd o
e ® o > NNQe W e Te e I VU ZSQo e o ¢ AQu 0o sl
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Analysis for the weakness

» Encryption (Config Downloaded from CnC

llﬂl:ﬂﬂﬂ ]

~ ol

st botaet fighting conf

POST /pro/Tile.php HTTP/1.1

ACCept: */*

User-Agent: Mozi11a/4.0 (compatiblie; MSIE 6.0; Windows NT 5.1; Svi;
Host: tableindexcsv.com

ontent-Length: 120

CONNection: Kesp-Aljye

cache-Control: no-cache

+NET CLR 2.0.,50727)

TTTJak.Yy
«\5.)D

i.HTTP/1.1 200 OK

DaCe: Sat, 20 Apr 2013 06:19:32 GMT

Server: Apachesz.z2.22 (ubuntu)

K-Powered-8y: PHP/S.3.10-1ubuntul.

Cache-Control: public

content-Disposition: attachment; Tilename="s2e/Tiles/conf.bin"

content~Trans fer-gEncoding: binary

content-Length: 7472

Keep-Alive: Cimeout=s, max=100

CONNECctiIon: Keep-Alive

content-Type: application/octet-stream

Bd) 15.rcesMe Wee<eoCranao @0.2.X0e60ee0eeTivevene Dieelae(09vee0%ilalannose ».

15 ¢ N Y TP PR I SHEE {0 us, sboq §T Ve K XKine 0o I s CSELS i enesunses ssvssvsvslisy

[..,1..DV..3..quw-...[.V..S...V ....... W..

sassasXeaaQ)atXiTIW2] o |e=XiBaP T 2. 8JU.. .M .. A, .. T& | 2008 A et esnsadanss
s es i \ve e v s QB uonsooRosVelavedRolle s

.C

i s vwd s s na il s e lls s et DK o IR ] T Qe N I e e D e L P N YO S T s FG o ve ar
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Analysis for the weakness

 Encryption Cracking Method

J)ElE0 E2 30 206 5 CF 0 1UUES
0010h: =t W - S 30 46 02 41 UOF.A
0020h: 00 B7 59 0OC 46 AE 63 C3 B2 07 D8 33 A9 C5 DB S5F Y. socA .@30A0

0030h: 92 SF C9 87 DE 26 60 FD 25 BE 62 BA 21 9D E1 31 é#p& y3Rp°!. a1
0040h: OA 22 07 80 6A A8 E2 14 2F F3 D9 56 95 E7 08 E6 .".€j a./6UVec.a
0050h: C4 DD 7C BO 9B E4 7C 0D 49 09 A3 AR 88 57 8B B4 AYI°>aI T.£2°W¢*

0060h: :
0070h:
0080h:
0090h:
00AOh:

Using the encryption know-how we can figure the

peer information and the JobServer (aka CnC)
~_The picture belongs to Mr. Kyle Yang, he presented in

"ﬂbﬂ".n.'ﬂ',! Blackhat Europe March, 2012




] MmaiwareMusiVie
Analysis for the weakness

 Encryption Cracking Method

(The data is courtesy of Kyle Yang of Fortinet at Blackhat presentation)

NS
L



] MmaiwareMusiVie
Analysis for the weakness

« Domains & Payloads

([a-z]{6}¥.[a-z](4}|[a-2]{7}¥.[a-2]{3}|[a-z](8}¥.[a-z]{2])

+ One Dot

11 bytes




] MmaiwareMusiVie
Analysis for the weakness

« Domains & Payloads

VEHIQYR.ORG
EJEXPOC.COM
ABGYCWU.NET
CESGUMU.ORG
QYQANYB.BIZ
GOTOREF.BIZ
TOREMOA.COM




] MmaiwareMusiVie
Analysis for the weakness

« Domains & Payloads

angrim2.exe inkr0Ol.exe cornel2.exe traffOl.exe
bergeml.exe keybexd.exe dexterl.exe userid2. exe
bl jat0l.exe nothind.exe goodtr2.exe same/bl.exe
calc. exe rastal2.exe |




yloads (payloads statistic)
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Regular Payloads:

Original Kelihos binaries

Regular Malware affiliates payloads
Better AV detection rates

Stay longer in Kelihos Infected Peers
Easy Trace

1.
2.
3.
4.
D.

High Rotated Payloads:

1. Exchange Malware Affiliates binaries

2. \ery low AV detection rates

3. Exists in short period time

4. Linked to the Exploit Kit, Downloader &
Spambot of other threat.




MaiwareMusidie

e VirusTotal report calc.exe
e Payload repacked several times a day
e VirusTotal report cornel2.exe

e VT detection ratio got as low as 1/45
e rasta02.exe (3/45 on Sep 1)
e cornel2.exe (1/45 on Sep 1)



http://bit.ly/18mEF6D
http://bit.ly/19zCtrf
http://bit.ly/18mlVpv
http://bit.ly/18mm0cV

] MmaiwareMusiVie
Analysis for the weakness

« Domains & Payloads

Active distribution registrars:

BizGN 321
INTERNET.BS 190
PDR 91
1API 68
REGGI 27
REGTIME 27
total 724

PS: total domains now is 913 (keep on going)
The above data is sum up to mid Oct 2013



Musili
Analysis for the Weaknlgg"sm o

Domains & Payloads (Monitoring Base)

¥/[0-9]{1,3}¢[0-9]{1 3¢ [0-9]{1 3% [0-9]{13}%/
K[a—z][ﬁ,ﬁj[ﬂ—gjﬂ 2l calc)¥ exe

search: ¥/[0-9]{1 3]¥.[0-9]{1 3}¥.[0-9]{1 3}%.[0-9]{1,3}¥/([a-z]{5,6}[0-9]{1 2}|calc)¥.exe

» Advanced settings:

96 results returned

Date (CET) Alerts / IDS URL

2013-09-26 02:23:24 0/0 http://209.102.242.50/calc.exe
2013-09-26 02:22:40 0/0 http://68.112.119.181/calc.exe
2013-09-26 01:10:11 0/3 http://178.151.5.191/userid2.exe
2013-09-26 01.09:17 0/3 http://178.151.5.191/traff01.exe
2013-09-26 01:07:51 0/3 http://178.151.5.191/rasta02.exe
2013-09-26 01:.07:22 0/3 http://178.151.5.191/keybex4.exe
2013-09-26 01:05:45 0/3 http://178.151.5.191/calc.exe
2013-09-25 23:32:26 0/3 http://172.242.197.124/calc.exe

Special thank’s for URLQuery
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Analysis for the weaknlggg -

Domains & Payloads (Detection)

Wednesday, Aug 28, 1300
Queries -

28. Aug 29. Aug 30. Aug . Aug, )

Compiled by
#MalwareMusitDie

@unixfreaxjp
Wednesday, Aug 28,11 OO
{Querles N
I

%{') A 31. Aua

Thursday, Aug 29, 09:00
Queries - 3
[ ]

29. Aug 30. Aug 31. Aua

o Tuesday, Aug 27, 10:00
| Queries - 253

28. Aug 29. Aug 30. Aug 31. Aug .

Thursday, Aug 29, 04:00 @
Queries - 8

Kelihos Payload
CnC Domains ALIVE
thx: OpenDNS

Aug 29. Aug 30. Aug 31. Aug.
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Analysis for the weakness

* Domains & Payloads (Alerts)

to Roman |-

=== OLTUZMAY ME|Nameaservers:NS1.0LTUZMAV.ME

Nameservers:NS2 OLTUZMAV ME

Nameservers: N33 OLTUZMAV ME

Mameservers NS4 OLTUZMAYV ME

Mameservers:NS5 0OLTUZMAY ME

Nameservers:NSE6. OLTUZMAV ME|Sponsoring Registrar-Bizen_com, Inc. R150-ME (471)

Last Updated by Registrar:Bizcn_com, Inc. R150-ME (471)|Domain Create Date 22-5ep-2013 22:16:28 UTC
Domain Last Updated Date 22-5ep-2013 22:22.36 UTC

Domain Expiration Date:22-5ep-2014 22:16:28 UTC

Last Transferred Date:|

=>> OLTUZMAV. ME
46.147.129.50
61.26.167.12
61.58.78.96
176.104.238.22
94.153.119.106
371517179

--2013-09-26 21:18:49-- htip_//oltuzmav.me/calc.exe

Resolving oltuzmav.me (oluzmav.me)... 195.114.155.160

Connecting to oftuzmav.me (oltuzmav.me)|195.114.155.160|:80... connected
HTTP request sent, awaiting response... 200

Length: 819200 (800K) []

Saving to: 'calc_exe'
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Full Disclosure of the Actors & ID




_ _ Mmaiwareusivie
Disclosure of Operation (Result

Domain Reseller Email ID ( total is gmail addresses)

CENCORED
FOR SECURITY PURPOSE

a7
hoLconf



_ _ Mmaiwareusivie
Disclosure of Operation (Result

Spam Templates Order Evidence

CENCORED
FOR SECURITY PURPOSE




_ _ Mmaiwareusivie
Disclosure of Operation (Result

D7ILE) #|EE) F=N) W—IT) Awt—3(M) ~ILF(H)

2013fF9H98 11:28

HOOOOCKKKK
Low Float Subpenny Momentum Play @ 9:35am EST Today!

Do vou want o make money out of armed conflicts? It s right time to o=t
this donel As soon as the US takes militarny action against Svria, oll

prices will Fise as well as Morarchy Resources (MO NK) share price!ll

HGo make protits on Monday, September 89th, purchase M O MK sha regll!
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Disclosure of Operation (Result

{The Apple Company|Apple| The Apple} {has presented|has demonstrated|has shown|has
introduced|has recommended|has offered} {its newl|its latter-day|the new-developed|its
new-madelits fresh|its most recent} IPhone 5S and iPhone 5C, which {have not impressed|have
not affected|have little effect on|have not moved|have not struck} the {investors|providers of
financing|providers of capital|fund clients|business sponsors|capital
providers|financiers|obligees|backers}.
{But|However|Fortunately|Nevertheless|All the same|Still}, we {came to know about|found out
about|discovered|got to learn about|got to hear about|got the wind of} {a confidential|a secret|an
Inside|an undercover|a non-public|a private} {novelty|new product|innovation|recent
development|specialty|newly-designed product/newcomer} {(gadget), which {is developed|is
created|is designed|is produced|is worked out|is elaborated} in Cupertino (the {Main
Office|Head-Office|Headguarter|Principal Place of Business Principal Business Office|General
Headguarter|Central Office|Principal Office} of {Apple|the Apple Company|the Company|the
Apple}). {Everybody|Everyone|All the people} will {need|require|sought for|have interest in} this
{innovation|new product|novelty|newcomer|undercover|recent development|newly-designed
product} ({in a year|during a year|within a year|through a year|during the course of a
year|throughout a year}, it {will be used|will be put in use|will be utilized|will be put on|will be
applied} by {all the pecple|everyone|everybaody}).
{Now|Presently|Just now|Today|Right now}, {it's high time|the time is ripe|it's about time|is the
perfect timing} to {buy|purchase|acquire|get|obtain|take possession of|get hold of} the Apple’s

p” {shares|securities|equity|stock|shareholding|capital stock|actions|shares of stock|shares of

‘(“ corporate stock|corporate stock|stocks}. {They|The shares|These stocks|The Company's capital

N stock|The shareholding|These securities|The Company's equity} will {grow|go up|increase} in

. {price|value} {soon|quick|quite soon|fast|very soon}!
11| MHTTT]]

raning conerance ERITIT
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Disclosure of Operation (Resultlg

This Company continues to surge, could new highs be ahead?

SFOUE) BEE FRY) YLD Ave-SM) ALTH)
mER B2SCER B (o T LT EE

|ps...@scminvest.com <lps...@scminvest.com=;
2013%F9A19H 23:18

efaigman@[mydomain] <efaigman@[mydomain]>:
This Comipany continues to surge, could new highs be ahead?

Apple has presented its new maodels — iIFhone 2% and iIPhone 3¢,
which actually have not moved the providers of financing But, we
oot to hear about the confidential novelty, which is created in
Cupertino (the Main Office of the Apple Company). This specialty
will be of interest for everyona. Through just 2 vear, cveryhody
will utilize it Mamely now the time is ripe to acquire the

Apple’s securities. Their value will be quick increased!!!

i

1 fighting conference E—;gﬂa;-a
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Disclosure of Operation (Result

Kelihos Promotion campaign Forum’s ID / SQL Dump ;-))

| had to put my own hand to be sure about the database that | sent.
We get the whole sql database of the related carder forum, is attached in the 7.zip.

The blob extracted is as per previous sent:
(46130, 'drollime', 3, 'silichandriyfgmail.cem', 1357482409, '213.87.130.e3', 0, NULL, 1, '3', NULL, NULL, 0, 1,

1357492651, '0', 1,1, 0, 0, 0, 0, 0, 0, 1, NULL, 1357492409, 1357493787, 0, 0, '0', 'offline', '0', '041', 'a:0:

{}', "', '", 'd6edd1fc9ebB3c3T78171caldbbf2a22d', 1358097209, NULL, 0, 1, 'drollime', 'drollime’', 0, NULL, O,
'drollime', 'drollime', NULL, 0, 16, 'ed94a22950f7d8£6900a909463aab2e1’, '.zJr0', 0, 'flash’', 0, 0, '', 0, '0,0',
NULL, '', '', '', 0, 0, '', NULL, NULL, 0, NULL, NULL, '', '', 0, 0, 0, 0),

The string of 1357492400 is UNIX time Which means: Sun, 06 Jan 2013 17:13:29 GMT

This is the positive data. He was using the IP address 213.87.130.63 on: Sun, 06 Jan 2013 17:13:29 GMT.With trailing the connection information
of that IP on that date we will know how he connect intemet from which account in 6 months ago.
————— END OF POINT----
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Disclosure of Operation (Result)

CNC Servers

GNU nano 2.2.6 File: blacklist.txt

// DISCLOSURE OF KELIHOS BOTNET
// CNC SERVER IN DEUTCHLAND / GERMANY:

Kelihos CnC IP ADDRESSES:

.37.239 (alivel)
.38.34 (alivel)
.38.33 (alivel)
8 32 (alivel)

8.31 (alivel)
8 30 (alivel)

Network: LeaseWeb
Hoster: Inferno Solution

Customer name: MeTp CepreeHKO
(Piotr Shareenka) <-- Moronz Fake Name

// PLEASE SHUTDOWN, BLOCK, AND - [}
// HELP TO NUKE THESE [P DOWN!!

0 HMALWAREMUSTDIE!! OP #KELIHOS TEAM

GNU nano 2.2.6 File: blacklist.txt

// DISCLOSURE OF KELIHOS BOTNET
// CNC SERVER IN NETHERLANDS:

85.17.31.69
82.192.91.11
95.211.22.199
95.211.58.238
37.1.207.80

// PLEASE SHUTDOWN, BLOCK, AND
// HELP TO NUKE THESE [P DOWN!!

HMALWAREMUSTDIE!! OP HKELIHOS TEAM




_ _ Mmaiwareusivie
Disclosure of Operation (Result
We PWNED their CNC ;-)

CENCORED
FOR SECURITY PURPOSE
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Disclosure of Operation (Result

Other Malware Collaborated; COOKIEBOMB

i.e. http://malware.dontneedcoffee.com/2013/09/cookie-bomb-iframer-way.html
The contact info is:

Japber(xXMFPF): jabber @ honese.com

|G 104967

nslookup honese.com
Server: 202.238.95.24
Address: 202.238.95.24#53

Non-authoritative answer:
Name: honese.com
Address: 5.61.38.34 <=== s In this list

Special thank’s to (@kafeine for the post!
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Disclosure of Operation (Result

Another Malware Collaborated:;

CENCORED
FOR SECURITY PURPOSE
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Disclosure of Operation (Result

ID Of The Bad Actor

CENCORED
FOR SECURITY PURPOSE
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Let’s Stop Payloads Distribution

-STOPPING THE INFECTED PEER? NO
-STOPPING THE PAYLOAD? YES! ©




. iiaiwareMusiDie
Let’s Stop Payloads Distribution

& v Status # #DCG893)P * ##dcg893 * # #DCGBI3GE * # #DCGBI3RU *

Q:o topic ot‘;

e R [ R e L

[03:27) <mmdOx01> Read error (Operation timed out) in headers.

[03:27) <mmdO0x01> 75.118.67.68|Fri Nov 15 03:27:24 JST 2013/d118-75-68-67.col.wideopenwest.com. |
WOWWAY.COM | WIDEOPENWEST OHIO

[03:27) <mmdOx01> 2013-11-15 03:27:36 URL: 1 //75.118.67. . [1050624/1050624) -> "/de
[03:28) <mmdOx01> 97.81.105.174|Fri Nov 15 03:28:05 JST 2013/97-81-105-174.dhcp.athn.ga.charter.
CHARTER.NET | CHARTER COMMUNICATIONS

[03:28] <mmdOx01> Read error (Operation timed out) in headers.

[03:29] <mmdOx01> 98.229.21.68|Fri Nov 15 03:29:34 JST 2013|c-98-229-21-68.hadl.ma.comcast.net. |
COMCAST CABLE COMMUNICATIONS INC.

[03:29) <mmd0x01> Read error (Operation timed out) in headers.

[03:30] <mmdOx01> 207.198.124.110|Fri Nov 15 03:30:11 JST 2013||13768 | 207.198.124.0/22 | PEER1
[03:30]) <mmdOx01> 2013-11-15 03:30:14 URL:http://207.198.124.110/calc.exe [(1050624/1050624) -> "
[03:30) <mmdO0x01> 98.229.21.68|Fri Nov 15 03:30:49 JST 2013|c-98-229-21-68.hsdl.ma.comcast.net. |
COMCAST CABLE COMMUNICATIONS INC.

[03:31] <mmdOx01> 2013-11-15 03:30:50 URL:http://98.229.21.68/calc.exe [193/193] -> "/dev/null"
[03:31) <mmdOx01> 207.198.124.110|Fri Nov 15 03:31:02 JST 2013||13768 | 207.198.124.0/22 | PEER]

[03:31) <mmdOx01> 2013-11-15 03:31:10 URL:http://207.198.124.110/calc.exe [1050624/1050624) -> "
[03:31] <mmdOx01> 207.198.124.110|Fri Nov 15 03:31:16 JST 2013||13768 | 207.198.124.0/22 | PEER1

[03:31) <mmdOx01> 2013-11-15 03:31:20 URL:http://207.198.124.110/calc.exe [1050624/1050624) -> "
[03:32) <mmdOx01> 74.135.38.33|Fri Nov 15 03:31:52 JST 2013|] | | | US | MYINSIGHT.COM | INSIC
[03:32) <mmdOx01> 2013-11-15 03:32:01 URL:http://74.135.38.33/calc.exe [1050624/1050624] -> "/de
[03:33) <mmdOx01> 97.81.105.174|Fri Nov 15 03:33:03 JST 2013/97-81-105-174.dhcp.athn.ga.charter.

All of the peers Kelihos proxy are giving link of Payloads

llﬂl:ﬂnnf Before....

~ ol



. iiaiwareMusiDie
Let’s Stop Payloads Distribution

® 00 | Screen Shot 2013-12-02 at 2.28.22 PM
® 00 502 Bad Gateway
L« | > [ [ ]| + | @ 223.135.215.39/calc.exe ¢ (uRe
502 Bad Gateway
nginx/1.2.6

First CnC takedown effect is, all payload returned w/ 502

(@ After....

llﬂl:[.'ﬂﬂ T

~alid




Let’s Stop Payloads Distribution

I: " Roain red

.v Status ##DCGES2IP * ##dcg893 * ##DCGSI3RY * ##DCGEIIGE * # #DCGS93PL * # #DCGEI3IN *

[01 13]
{e1:13)
SKYNET
[01:138)
[e1r:13)
SKYNET
fe1:13)
[01:18)
SKYNET
{e1:13)
[01:14]
SKXYNET
[e1:14]
[e1:17)
SKYNEY
[o1:17)
{e1:17]
SXYNET
[91:17]
{01:19]
SKYNET
fe1:19]
[er:24)
SKYNEY
fei1:31)
SKYNET
[ex:31)
f01:33)
SKYNET
[e1:33)
[e1:33]
SKYNETY
far-wal

st botaet fighting conf

~ ol

<Nomcox8?7
(RemdfxP
LTD.

—

> Read error (Connection
’> 93.100.36.135|Tue Dec

,a-v'>6§o dota roceivggJ
7> 93.100.36.135|Tue Dec

<Hmmadxd

LTD.

27>
97> 93.100.36.135]|Tue Dec

7> Read error (Connection
7> 93.109.36.135]|Tue Dec

7> No data received.

~
3
|
3
.
o o
-
©
v

07> Read error (Connection

<Pomcd@x87> 93.100.36.135|Tue Dec
LTD.

<;--:e-u‘>(No data received. ]
CRmmddx7> 93.199.56.135]Tue Dec
LTD

{Homd@x87> Read error (Connection
CEmmdPx07> 93.200.36.135|Tue Dec
LTO

CEmmd0xB7> 93.100.36.135|Tue Dec
LTO.

CEnmc0x07> Read error (Connection
Cnmddx97> 93.109.36.135]|Tue Dec
LYD

<:~-:a;e'>(§o data rccoivcdl
Clmnd@x@7> 93.309,.36,135{Tue Dec
LTD

ClmmAR TS Road srrar (Cannsctinn

Second impact, after ALL CnC went down is, all Kelihos

reset by peer)
3 01:13:08 JST

3 91:13:47 3857

3 21:13:48 357
reset by peer)
3 91:15:90 )57

3 91:17:19 JS7Y

reset by peer)
3 91:17:36 IS8T
3 91:19:48 387

reset by peer)
3 93:24:19 JsY

3 01:32:01 JSY

reset by peer)
3 91:53:33 JsY

3 91:34:06 257

recst hu nasr)

in headers.

2013/93,100.36.

2013]93.100.35.

2013]95.100.36.

in headers.

2013]93.100.36.

2013]93.100.36.

in headers.

2013]93.100.36.

2015]93.100.36.

in headers.

2013193.100.36.

2013]93.100.36.

in haaders,

2013[93.190.36.

2013]|93.100.36.

in headsrs

135.pcol.sknt,

135.pool.sknt
135.pool.sknt
135.pool.sknt
135.pool.sknt
135.pool.sknt

135.pcol.sknt

135,.pcol.sknt

135.pcol.sknt
135.pcol.sknt

135.pcol.sknt

ro.,

Ju.

U

U,

U

Ju.

' h

U,

U

Nath

Sl

{35887 |

|3sga7 |

135807 |

35807 |

135807 |

|3sge7 |

135807 |

|3s8e7 |

1358087 |

135897 |

135807 |

93.

93,

93,

93,

93.

95,

05,

93,

93,

93,

93.

100.0.90/17

100.0.9/17

100.0.9/17

100.90.9/17

100.0.98/17

100.0.9/17

100.9.9/17

100.9.9/17

100.0.90/17

100.9.90/17

100.90.90/17

iilaiwareMust0ie

| —
SKYNET-SPE | RU
SKYNET-SPB RU
SKYNET-SPB RU
SKYNET-SPEB | RU
SKYNET-SPE | RU
SKYNET-SPB RU
SKYNET-SPB | RU
SKYNET-SPB RU
SKYNET-SPB RU
SKYNET-SPB RU
SKYNET-SPE RU

| Payload can not be reached at all (No Data Received)
nﬂl:ﬂﬂ"f Herewith we PoC’ed that the CnC listed are Kelihos
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Let’s Stop Payloads Distribution

& 2 freenode.net = 8-
—= - LR ol

Ev Status F:DCG893JP X “dc9893 X ##DCG893RU X ##DCGBI3GE * ##DCGSI3PL * ##DCGEI3IN X

e1: iﬁ]‘€';—ccxc:> 126.42.111.20/|1ue Dec 3 ©¥@:51:23 JS| 2013|SOTTDanK1Z6¥421112¢/.0DTec.net. |1/6/6 | 126.42.9.8/16 | GL
SOFTBANKBB.CO.JP | JAPAN NATION-WIDE NETWORK OF SOFTBANK BB CORP.

91:42] <@mmdex@82> 27.135.39.215|Tue Dec 3 ©0:51:26 IST 2013|215.39.135.27.ap.yournet.ne.jp.|10013 | 27.132.0.6/14 | FBD
| FREEBIT CO. LTD.
01:42] <Emmdex82> |Read error (Connection reset by peer) in headers
91:42] <2mmdexe2> |Read error (Operation timed out) in headers.
01:42] <gEmmdexe2> 126.42.111.207|Tue Dec 3 ©0:51:49 IST 2813 |softbank126842111207.bbtec.net.|17676 | 126.42.0.8/16 | GI
SOFTBANKBB.CO.JP | JAPAN NATION-WIDE NETWORK OF SOFTBANK BB CORP.

91:42] <@mmdexe2> 27.135.39.215|Tue Dec 3 ©0:51:49 JST 2013|215.39.135.27.ap.yournet.ne.jp.|10013 | 27.132.0.9/14 | FBD
| FREEBIT CO. LTD.

01:42] <@mmdexe2> 115.162.34.183|Tue Dec 3 ©0:51:49 IST 20813|p73a222b7.sitmnt8l.ap.so-net.ne.jp.|2527 | 115.162.0.6/15
SO-NET.NE.JP | SO-MEI_SERVICE

01:42] <@mmdexe2>|No data received.

01:42] <Emmdexe2>| Read error (Connect;on reset by peer) in headers
01:42] <gmmdexe2>
01:42] <@mmdexe2> 126.42.111.207|Tue Dec 3 ©0:51:56 JST 2013|softbank126942111297 bbtec.net.|17676 | 126.42.8.0/16 | GI
SOFTBANKBB. CO. IP | JAPAN NATION-WIDE NETWORK OF SOFTBANK BB CORP.

01:42] <@mmdexe2>(Read error (Connection reset by peer) in headers.)

91:42] <@mmdexe2> 125.13.247.86|Tue Dec 3 ©0:52:54 JST 2013[125-13-247-86.rev.home.ne.jp.|9824 | 125.13.192.8/18 | ASN
TECHNOLOGYNETWORKS.COM | TECHNOLOGY NETWORKS INC.

01:42] <Emmdexe2>{No data received. ]

01:42] <Emmdexe2> 126.42.111.207|Tue Dec 3 ©20:53:08 JST 2013|softbank126©42111207.bbtec.net.|17676 | 126.42.0.8/16 | GI
SOFTBANKBB.CO.JP | JAPAN NATION-WIDE NETWORK OF SOFTBANK BB CORP.

01:43] <@mmdexe2> {Read error (Operation timed out) in headers. |
01:43] <@mmdexe2> 111.233.123.22|Tue Dec 3 ©0:53:14 JST 2013]22.123.233.111.ap.yournet.ne.jp.|10613 | 111.232.8.0/15 |

FREEBIT.COM | FREEBIT CO. LTD
©01:43] <@mmdex82>|No data received
©1:43] <@mmdexe2> 27.135.39. Ue Dec 3 ©0:53:20 JST 2013|215.39.135.27.3p.yournet.ne.jp.|1e013 | 27.132.2.9/14 | FBD

| FREEBIT CO. LTD

i n 91:43] <@mmdexe2>|No data received. |
8 91:43] <Emmdexez> ue bec :53:29 JST 2013|22.123.233.111.ap.yournet.ne.jp.|10813 | 111.232.8.0/15 |

Then..a lot of peer Kelihos proxies can not be reached.
llﬂl:ﬂﬂnf The bad actor who own the CNC server = Kelihos botherder
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sSummary

Dedicated security researchers/engineers
Detection
e RT monitoring system
e Daily zone files/regex

Malware payload analysis

Report domains to appropriate bodies, e.g. registrars
ICANN, for suspension, sinkholing

Report infected IPs to ISPs, regional CERTs & LE for
cleanup
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OP Kelihos #MalwareMustDie, thanks for great work from:

Tracker:

@kellewic @VriesHd @Secluded _Memory @DhiaL.ite
@Set_Abominae

|- CENCORED

Il EOR SECURITY PURPOSE

OP Stop Keli-Payloads (Netherlands/Germany, UK)
Markus Fritz, @wopot, Christiaan Beek, Dave Marcus,
@sempersecurus, @ConradLongmore, @malm0Ou53

% & special thank’s to GroupIB & Interpol folks
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