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Trending topics? 
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What’s new 



Outset of the EU ‘botnet’ scenery 
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• EU Cybersecurity Strategy 
• An Open, Safe and Secure Cyberspace 

• Directive 2013/40/EU on Attacks against Information Systems 
• introduces the committing of crimes where “a significant number of information 

systems have been affected through the use of a tools” (i.e. botnet attacks) 

• Tackling Crime in our Digital Age: Establishing a European 

Cybercrime Centre 
• facilitate cross-community information sharing on a range of issues, including 

early warning of cyber threats, and collaborative “task force” style responses 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:218:0008:0014:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:218:0008:0014:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:218:0008:0014:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:218:0008:0014:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:218:0008:0014:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:218:0008:0014:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:218:0008:0014:EN:PDF
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Cybercrimes committed by Organised Groups, 
particularly those generating large criminal profits 
such as online fraud; 
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Cyber attacks 

Europol Unclassified – Basic Protection Level 

Images: Symantec, Confederation of European Security Services, Oilism.com 

Cybercrimes (including cyber-attacks) affecting critical 
infrastructure and information systems in the Union. 
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Informationhub on Cybercrime 
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FP Cyborg – Europol’s instrument 

FP CYBORG 
• Building a cross-border information position on active 

groups 
• Group structures, roles, Modus operandi, Routes for or 

money, Sequences of events; etc 
 

Focus of CYBORG on Cybercrime 
• Focus on Internet/ICT driven organized crime aiming at 

financial gain 
• Crimes defined in the cyber crime convention (art. 2-8) 

including but not limited to ID theft, e-banking scams, and 
e-commerce fraud and e-laundring 

 
Primary goal 

• To support on-going investigations or to initiate new cross-
border cases 



Deployment of Zeus Banking Trojan 
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Infrastructure is key? 
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Challenges 

Challenges: 
• Multiple jurisdictions 

• Cross-border coordination 

• Information vs evidence 

• Action vs investigation 

• Legality 

• Monitoring 

• Protocols of information 
exchange 
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Law Enforcement action 
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ZeroAcces 
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@jaapvoss 

 

 

 


