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Conspiracy to Participate in Racketeering Activity; Bank Fraud; Conspiracy to Violate the Computer Fraud and Abuse Act;

Conspiracy to Violate the Identity Theft and Assumption Deterrence Act; Aggravated Identity Theft; Conspiracy; Computer Fraud;

Wire Fraud; Money Laundering; Conspiracy to Commit Bank Fraud

EVGENIY MIKHAILOVICH BOGACHEV

Aliases: Yevgeniy Bogachev, Evgeniy Mikhaylovich Bogachev, "lucky12345", "slavik", "Pollingsoon"

DESCRIPTION

CAUTION
Evgeniy Mikhailovich Bogachev, using the online monikers “lucky12345” and “slavik”, is wanted for his alleged involvement in a

wide-ranging racketeering enterprise and scheme that installed, without authorization, malicious software known as “Zeus” on victims’

computers. The software was used to capture bank account numbers, passwords, personal identification numbers, and other information

necessary to log into online banking accounts. While Bogachev knowingly acted in a role as an administrator, others involved in the

scheme conspired to distribute spam and phishing emails, which contained links to compromised web sites. Victims who visited these

web sites were infected with the malware, which Bogachev and others utilized to steal money from the victims’ bank accounts. This

online account takeover fraud has been investigated by the FBI since the summer of 2009.

Starting in September of 2011, the FBI began investigating a modified version of the Zeus Trojan, known as Gameover Zeus (GOZ). It

is believed GOZ is responsible for more than one million computer infections, resulting in financial losses in the hundreds of millions

of dollars.

On August 22, 2012, Bogachev was indicted under the nickname “lucky12345” by a federal grand jury in the District of Nebraska on

charges of Conspiracy to Participate in Racketeering Activity; Bank Fraud; Conspiracy to Violate the Computer Fraud and Abuse Act;

Conspiracy to Violate the Identity Theft and Assumption Deterrence Act; and Aggravated Identity Theft. On May 19, 2014, Bogachev

was indicted in his true name by a federal grand jury in the Western District of Pennsylvania on charges of Conspiracy; Computer

Fraud; Wire Fraud; Bank Fraud; and Money Laundering. On May 30, 2014, a criminal complaint was issued in the District of Nebraska

that ties the previously indicted nickname of "lucky12345" to Bogachev and charges him with Conspiracy to Commit Bank Fraud.

SHOULD BE CONSIDERED A FLIGHT RISK

If you have any information concerning this person, please contact your local FBI office or the nearest American Embassy or
Consulate.

Date(s) of Birth Used:
Height: Approximately 5'9"

Weight: Approximately 180 pounds

NCIC: W890989955

Occupation:

Hair: Brown (usually shaves his head)

Eyes: Brown

Sex: Male

Race: White

October 28, 1983

Bogachev works in the Information

Technology field.

Remarks: Bogachev was last known to reside in Anapa, Russia. He is known to enjoy boating and may travel to

locations along the Black Sea in his boat. He also owns property in Krasnodar, Russia.





How To Explain This?







Press









Public Response
• ⅔ reduction in UK IP addresses hitting sinkhole 

• Massive uptake of AV tools 



Sounds Simple…



Infection Basics

Cutwail botnet aka Pushdo 
 
Spams Upatre downloader  
 
Installs Gameover ZeuS malware  
 
optionally loads Cryptolocker ransomware



Visible Threat: Cryptolocker



Cryptolocker DGA

“Taus88” (as per Wikipedia) 

• 1,000 possible domains generated daily 

• Across seven TLD’s (.com, .net … .ru) 

• Predictable!



Multiple Jurisdictions…
1st April 2014 
… 
avyrwkqfybrxsy.com 
natuwpmsqjecsm.net   
aksgduuoktdyac.biz  
nonjdaqcccpdqk.ru 
cfdkwfiapjrvsd.org 
pjxnwkenhreasx.co.uk 
cgwaulfcrjrovc.info 
… 



Multiple Jurisdictions…
1st April 2014 
… 
avyrwkqfybrxsy.com 
natuwpmsqjecsm.net   
aksgduuoktdyac.biz  
nonjdaqcccpdqk.ru 
cfdkwfiapjrvsd.org 
pjxnwkenhreasx.co.uk 
cgwaulfcrjrovc.info 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= Verisign (USA)  
= Verisign (USA)  
= Neustar (USA)  
= ccTLD.ru (Russia)  
= Public Interest Registry (USA)  
= Nominet (UK) 
= Afilias (USA) 



…Different Approaches
.com, .net, .org, .biz & .info - US Court orders to 
compel 4 Registries to sinkhole  
 
.co.uk - Nominet flagged for manual review 
 
.ru - Registry blocked DGA registrations*  
 
+ ‘Belt and Braces’ - court orders compelled 20 
US ISPs to block DGA domains  

++ Some 3rd party DNS providers took measures 
to block



Silent Threat:  
Gameover ZeuS

• Classic banking / credential-stealing trojan 

• P2P communications hinder detection 

• Access to live user sessions via webinjects 

• Responsible for more than $100m losses 

• “3D” money laundering



Gameover ZeuS DGA
• 1,000 possible domains generated weekly 

• Across six TLD’s (.com, .net … .ru ) - Dealt with as per 
Cryptolocker DGA 

… 
pkfhpbstogaschewbiusxoxlrk.net  
dynjxvcvopzgyrhfmud.org 
ppojgajhdeinqoocecyf.info  
eqmzlrhekfxoqcjzdqdlmrorgymr.biz  
tsbuciycqsvoxivuocmwhbcy.ru  
rwclzjzjvcqxbiswnjsklrrg.com  
…



Highly Resilient Peer-to-Peer Botnets Are Here: An Analysis of Gameover Zeus

Dennis Andriesse1, Christian Rossow1, Brett Stone-Gross2, Daniel Plohmann3, and Herbert Bos1

1VU University Amsterdam, The Netherlands, {d.a.andriesse,c.rossow,h.j.bos}@vu.nl 
2Dell SecureWorks, bstonegross@secureworks.com  
3Fraunhofer FKIE, Bonn, Germany, daniel.plohmann@fkie.fraunhofer.de

Gameover ZeuS P2P



Coordinated Effort
1. Industry-led replay attack on p2p mechanism 

2. Court-ordered DGA sinkholing by Registries 

3. Court-ordered DGA blocking at US ISP’s 

4. LE seized servers in 11 countries 

5. Supernodes removed from DHCP pool 

6. NCA support in sinkholing last domains



Ops Rooms
EC3 - Europol early shift - NCFTA/FBI - late shift 

Single operation - 11 nations intelligence sharing in real time 

Industry experts present / on hand in Ops Room 

• Shadowserver 

• Dell Secureworks 

• Crowdstrike 

• Cisco



Learning
• Understanding the criminal business model 

• Mapping infrastructure 

• Intelligence shared whilst actionable in trustgroups 

• Mistakes happened - reacted quickly & fairly 

• Use of media attention to upskill users  

• Use of CERTs & Industry to aid public remediation 

• Focus on what we each do best then shared and coordinated!



Future

• What happens when court orders expire? 

• Development of Registrar of Last-Resort? 

• Increase in cooperation & trust between  
LE - EC3/J-CAT - Industry - Experts



Questions?

• baddis@shadowserver.org 

• stewart.garrick@nca.x.gsi.gov.uk


