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About US! 

AnubisNetworks is focused in  
Real-time Threat Intelligence 

www.anubisnetworks.com 
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About Virus Bulletin 

Virus Bulletin publishes technical 
articles, organises an annual security 
conference and tests security 
software. 

www.virusbtn.com 
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Mevade (aka Sefnit, aka SBC) 
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Mevade vs Regin 
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January 2012 

This trojan family moderates and redirects web browser 
search engine results for Bing, Yahoo! and Google. 
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September 2013 

Tor reports sharp increase in connections from 
all countries. 
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September 2013 

All countries? 
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September 2013 
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Cyberfeed Architecture 

Security Feeds Available 
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Trojans 
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Changes 
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 sites 
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analysis 

Shortener 
 Mapping 

Fastflux   
Networks 

Global  
Mailflow 
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With great power ... § Streaming, real time, high performance 
complex event processor (CEP) 

§ Publish subscriber model 
§ HTTP Rest 
§  JSON 

§ Pre/Post processing functions and modules 
§  Do something with the data 
§  Show it to me in a different way 
§  Customize to my own needs 

API 
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SINKHOLING 
METHODOLOGY 
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Sensors § Sensors 

Sinkholing methodogy 
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Sampling 

Sinkholing methodogy 

Complex Event Processor 

HTTP DNS 



©
 A

n
u

b
is

N
et

w
o

rk
s 

Detection 

Sinkholing methodogy 

Volumetric / 
Frequency 

Traffic 
Patterns 

Domain 
rotation 

ü  Cluster formation 
detection + tracking 

ü  Geo distribution 
ü  Known patterns 
ü  DGA detection 

Sinkhole 

Sinkhole 
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Early stage detection §  examples 

Sinkholing methodogy 

Sinkhole 

frymuc-okuv.ru:2:w32expiro 
ffefex-orah.ru:2:w32expiro 
fxuxyl-ariv.ru:2:w32expiro 
ftykit-agah.ru:2:w32expiro 
fqozi-kibol.com:2:w32expiro 
fmapo-pufuz.com:2:w32expiro 
frores-ezer.ru:2:w32expiro 
fkuda-bifik.com:2:w32expiro 
ffikop-ehuf.ru:2:w32expiro 
fhexog-akib.ru:2:w32expiro 
flarer-yxum.ru:2:w32expiro 
(…) 

ziladkideal.kz  pushdo/1778/11039 
jeowebvono.kz   pushdo/4197/25880 
cixizobukqan.kz pushdo/16/58 
jupdapuxwocu.kz pushdo/143/485 
rufullimasr.kz  pushdo/22/58 
seorangasl.kz   pushdo/30/91 
pofajezmoxo.kz  pushdo/8/58 
pimojitjije.kz  pushdo/5970/29330 
zeivujunup.kz   pushdo/4080/22086 
nufilxeiv.kz    pushdo/1907/14213 
pebqanpeb.kz    pushdo/4593/24642 
joxabunuxeab.kz pushdo/4641/24571 
wukgabukl.kz    pushdo/23/91 
(…) 
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Early stage detection §  examples 

Sinkholing methodogy 

Sinkhole 

frymuc-okuv.ru:2:w32expiro 
ffefex-orah.ru:2:w32expiro 
fxuxyl-ariv.ru:2:w32expiro 
ftykit-agah.ru:2:w32expiro 
fqozi-kibol.com:2:w32expiro 
fmapo-pufuz.com:2:w32expiro 
frores-ezer.ru:2:w32expiro 
fkuda-bifik.com:2:w32expiro 
ffikop-ehuf.ru:2:w32expiro 
fhexog-akib.ru:2:w32expiro 
flarer-yxum.ru:2:w32expiro 
(…) 

ziladkideal.kz  pushdo/1778/11039 
jeowebvono.kz   pushdo/4197/25880 
cixizobukqan.kz pushdo/16/58 
jupdapuxwocu.kz pushdo/143/485 
rufullimasr.kz  pushdo/22/58 
seorangasl.kz   pushdo/30/91 
pofajezmoxo.kz  pushdo/8/58 
pimojitjije.kz  pushdo/5970/29330 
zeivujunup.kz   pushdo/4080/22086 
nufilxeiv.kz    pushdo/1907/14213 
pebqanpeb.kz    pushdo/4593/24642 
joxabunuxeab.kz pushdo/4641/24571 
wukgabukl.kz    pushdo/23/91 
(…) 

§  Usually over 7,000,000 infected 
devices tracked on a 24 hour period 

§  Full access to all C2 communication 
events (over 6,000 events per 
second), all the way to the payload, in 
real time 

§  Tracking dozes of known and 
unknown malware families and 
variations 
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UNKNOWNDGA17 – THE 
MEVADE CONNECTION 
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FIRST SIGHTINGS - DNS 

§ NXDomain DNS queries to a fixed set of 21 .su domains 
 yj07pit2l4c7.su qsflakuyeefmpi.su 

fblleps83ihm.su xrcuzxrt.su 
wh4u6igxiglekn.su iussmddyhezvlg.su 
gl5w9dm29sky.su 5x69x0i9x39s.su 
z036sazjfh64gz.su irthnalfasxsfd.su 
ju3wkr6xwrhr.su gysjkae2wbcpvf.su 
fct4ulsg7ofv.su lbd4y25vn6d3pe.su 
hgtmzzkvewljdn.su bauxykujfngmpk.su 
yzu7vviowjdu.su rreyomnn.su 
p3po7xdt9ba2q4.su hypyysycglcwhl.su 
dc6h0uvpmg91.su 

§ Consistent with automated behavior 
(beacon frequency) 

§ Multiple geographies 
§ No substantial overlap with known 

infections 
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FIRST SIGHTINGS – HTTP sampling 

§ HTTP POST requests to either /cache or /policy resources 

§ No User-Agent header 
§ A strange ‘uuid’ HTTP header 
§ Binary payload 

 

POST /policy HTTP/1.1 
Host: wh4u6igxiglekn.su 
uuid: d53824ff-25cb-45e5-9b06-0754a4bd4222 
Content-transfer-encoding: binary 
Content-Type: binary/octet-stream 
Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, 
application/x-shockwave-flash, */* 
Connection: Close 
Content-Length: 191 
 
(..payload.. ) 
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FIRST SIGHTINGS – Sinkhole it! 

§  UnknownDGA17 ~10 
minutes of traffic 

•  Initial 24 hours 
measuring period 
shows ~500k 
infections 

 
•  At its peak, reaches 

>1m infections 
tracked on a daily basis 
(24 hour sliding 
window) 
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FIRST SIGHTINGS – Sinkhole it! 

§  UnknownDGA17 ~10 
minutes of traffic 

•  Initial 24 hours 
measuring period 
shows ~500k 
infections 

 
•  At its peak, reaches 

>1m infections 
tracked on a daily basis 
(24 hour sliding 
window) 

Hmmm … ? 
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Mevade with a ‘sick’ 
twist? 
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October 2013: UnknownDGA17 
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Trying all possible C&C algorithms 

Citadel? 
No. 
 
Sality? 
No. 
 
ZeroAccess? 
No. 
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When all else fails… 



©
 A

n
u

b
is

N
et

w
o

rk
s 

Meanwhile, on a LAN in Thailand 
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Connections to the ‘UnknownDGA17’ sinkhole 

Linked to: 

•  whatismyip.com 

•  angelikajongedijk.no-ip.biz 

•  ‘Bprotect’ adware 

37.9.53.113 
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Looking at the neighbours 

37.9.53.113  angelikajongedijk.no-ip.biz 

37.9.53.114  olivasonny.no-ip.biz (says VirusTotal) 

known Mevade domain! 
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Everything is an APT if you try hard enough 

The majority of Command and Control related IP 
addresses can be attributed back to the following 
ASN: 

 AS44050 
 Country: RU 
 Registration Date: 2007-11-09 
 Registrar: ripencc 
 Owner: PIN-AS Petersburg Internet Network LLC 

…primarily targeting the business services, 
government, manufacturing, and transportation 
sectors in the US, UK, Canada, and India 
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Doctor, doctor 

angelikajongedijk.no-ip.biz olivasonny.no-ip.biz timothymahoney.ddns.me.uk anupamapadhyay.no-ip.biz 
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Replaying the payload 

Note the ‘stratum’ Bitcoin mining protocol. 

X-Stratum: stratum+tcp://95.211.162.102:7103 
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What have we learned? 
Conclusions 
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What we learned 

‘UnknownDGA17’ was a non-Tor variant of Mevade. 
 
This botnet was very large (>1m infections). 
 
Mevade was engaged in Bitcoin mining (apart from search 
engine-hijacking and performing click-fraud). 
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April 2014: ‘new’ Mevade variant doesn’t use Tor 

Facebook has dissected a new variant of Sefnit 
that appears to no longer utilize Tor… 
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May 2014: Panic on the streets of Redmond 

Through the first three quarters, infection rates at 
around six computers cleaned per 1,000 scanned. In 
Q4, that number jumped 18 per 1,000. 
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July 2014: Remember Israel? 

…adware that turns out to have been developed by 
an Israeli company called iBario Ltd… 
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Conclusions 

Chasing botnets doesn’t have to start with (or even 
involve) malware samples. 
 
There is a lot of useful information out there on the 
Internet. 
 
Some botnets are really big, even if you don’t hear 
about them often. 
 
Adware can serve you more than just ads. 
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Questions? 


