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Splicing and Dicing 2014

Examining this year’s Botnet attack trends



What this talk is about

 How bots are used to attack websites
- Examples of attacks

 New trends in 2014
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What this talk is not about

* Malware analysis

« Botnet identification



Attack Landscape

Type Attribution
Volumetric DDoS Low
DNS Flood Medium
HTTP Flood High

Weaponized High

Target
Routers/Switches
DNS Infrastructure
HTTP Server

Backend Software
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Building a Better Web



CloudFlare

»  Website protection & acceleration

* DNS & HTTP(S)

» Core technologies:

Reverse proxy

Anycast network



CloudFlare Reverse Proxy




CloudFlare Anycast Locations
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Not a “big data” company

« But we have a lot of data

*  And we get attacked by botnets constantly
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CDN or Reverse Proxy

Alexa Top 10,000 CDN Marketshare - 20 Nov 2014

N

geCast CDN
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Authoritative DNS

Alexa Top 10,000 DNS Marketshare - 20 Nov 2014
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Volumetric DDoS Attacks

The brute force approach



Volumetric Attacks

» Large volume of traffic (number of IP packets, bytes)

* Goal: make a site unavailable through bandwidth
exhaustion



Reflection & Amplification Attacks

Amplification attack '
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Attacker with 1 Mbps
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500 Gbps hits target machine from amplifiers

1 Mbps connection

10 compromised
trigger machines
with 1 Gbps

1 Gbps connection x10

400 ‘amplifier’
machines

Amplification factor of 50x
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$ dig ANY

IsC.org @HBL 2l xos s axxitadns=0 tnotep thufsiize=4096

64 byte query

77 ANSWER SECTION:

isc.org. 7147 IN SO ns-int.isc.org. hostmaster.isc.org. 2013073000 7200 3600 24796800 3600
isc.org. 7147 IN NS ns.isc.afilias-nst.info.
isc.org. 7147 IN NS ord.sas-pb.isc.ozg.
isc.org. 7147 IN NS ams.sns-pb.isc.ozg.
isc.org. 7147 IN NS sfba.sns-pb.isc.org.
isc.org. 7 IN A 149.20.64.69
isc.org. 7147 IN 0 mx.pacl. LSC 2g .
isc.org. 7147 IN RSPl = p4:204.152.184.0/21 ipd:149.20.0.0/16 ip6:2001:04F8::0/32 ip6:2001:500:60::65/128 ~all™
isc.org. 7147 IN isc.org,v 1.T3 Q13-07-24 00:15:22 dmahoney Exp $"
isc.org. 7 IN 169
isc.org. 7147 IN " "SIP+D2U" "™ _sip. udp.isc.org.
isc.org. 3547 IN p._domainkey.isc.org. A NS SOA MX TXT ARAA NAPTR RR NERC_DNSXEY SPF
isc.org. 7147 IN 25¢/3 5 BQEAMABuuHxQCEmOBJOJQTO'IC/aBMcRG":MaJfl]:ld‘GlrmeYVTVﬂ XTrADmy e x6eT4QLrudKoZkvZIngTI8JyaFTw20M/ItBEh/ML21m CEL20Tn3MEeqY sy PaY TdRghYW4sVEHTVVEGn95809n£i795320ek1xh xBpXWdeAaRU=
isc.org. 7147 IN Z7 3 5 BEAAAN UpEQSt4DLL jGr nhCeFvAZinTyJHEEZGENERAIBNXG/ xylYCO6KrpbdojwxBYMXLAS/ XA+ uSOWILBZRIR6KTOSYVME/OxSRINDPCIw4wT+U8eXEIJmO203IS1ULggy3 47¢cBBlzManz/4LIpA0da9ChXj3A254TS15sNIMewsB8 /242E63 /2202
Bk;OB:}llgkexJpxksJJthar.EanJdTyd7R09L.'xxswc.7:&xzq274y:yl. KOOedS3927Sbmen2eh0FKEQDwABLXG2w+] w30 JqEE/rzeC/BB yBN£OTOaEFTd
isc.org. 7147 IN SPF "wwspfl a mx ip4:204.152.184.0/21 ipd:149.20.0.0/16 ip6:2001:04FB::0/32 ip6:2001:500:60::65/128 ~all™
isc.org. 7147 N RRSIG S 2 7200 20130828233259 20130729233259 50012 isc.org. XCoOYzkTHEVIWIVATIS0SsgXndcxNhPvEuz3ifjq/oskLYIUOaK4GYDO GgHAY AUakKTQ3GvBjUBLEPCEauCO17L7kb8/cCh2YifUCCNIDS mnxmequ:PM‘zyVhﬂSd-wm xjvFyX uls=
isc.org. 7147 IN RRSIG  DNSKE 2 7200 20130828230128 20130729230123 12892 isc.crg. COfFAfU6a8TBUGI7SI/X4u2eXv/aw+ixDIIWBar3d3cNZazF1sVADWT YbuJebwnIMgNSO N2 §QT6170)BeldUF2M9j ZeBi 94WXTQP:TC:Dy.AVSXJy.qE‘ZV#DG'l
v3kgSis0 PAIDgqs0treWiwV/ SP1gRVgEACL/ KMZME YOCEMBHVP BabRP33/10RLecPs jHhiwdKadSkdotb TAMYCGXGX Lhaap21SUgkytHe BRIAVXxX45C) 781 +04LXOD1SAbAZEDETOD f.vMZaquny‘J!(HSs FeUvBg==
isc.org. 7147 IN RRSIG DNSXEY 5 2 7200n20130828230128 20130729230128 50012 isc.org. Mor/QqJPoIuf3X5jCuABUIGD/zSHQE: HxTol x‘/vaIE DW6VCE1EpZclSTIMMRZUnbBnVSpe0rZ213BxoL1R0GTEDESIN]SSed1nd 3COGLgISIaSyVugtlpghA3Caly kt ST2Y ASQ=
isc.org. 3547 IN RRSIG NSEC 5 2 3600 2013D828233259 20130729233259 50012 isc.org. V7G42xYTTY9FlvsBlRFuJ2ror/QjE£tLoRrDCMEGF 40281rylTq: O+ +7c. QLX) LtaJvO M/ OgqUYS0TwtkerybIwZe iHePxIXMRIcv e PKIYZNKCdaaCibneTe wls=
isc.org. 7147 IN RRSIG NAPTR 5 2 7200 20130B28833259 20130729233259 50012 isc.org. gWDvDOKACaYgsCgtRSAiKkHBBidfJfGSAd-UL4kuPX2EL19£51YrqO0X QFBSkBr2JLXh1IFAYpV4KYVUFE213A Jye3yD3-1CUCVyV T9qUrTuRpZITHERLALADaGT 6MRz 4Pz + NAKdXmwx ZThg Tz EMLy +Uw/Ktk HTw=
isc.org. 7 IN RRSIG AAAA 5 2 60 20130828233259°8Q130729233259 50012 isc.org. dfzIcOVGTOMptTaPoualtPwDxSpeulgl27QedlqlGPxKGN1ppV/od6R0 WktMagZ¥9rSqmjEXNPIF3Q+TYeT HgjE/tloj sBLJ1l+a VRg3: = - SWATVZEIDNGhu9C g7U=
isc.org. 7147 IN RRSIG TXT 5 2 7200 2013082B233259 20T3Q729233259 50012 isc.org. WiB3SYzcOXpNbOtBlnmtsIODCHDBAKiv/HBY24PTZyWF/3tI81+w24/p MEJ/SblbAzT6TDOSREXx1CHrBULRKVaT00ginQpS+rqiS671vlhGOGAr0 k+J0jLTisoUZ38 - fuss’ml/hd GLow=
isc.org. 7147 IN RRSIG MX S 2 7200 20130828233259 20130729 259 50012 isc.org. BSXC4ZoVEMCFOdX2icyxnvyijhy5698JCoanmSVrIIuiNeTeo261700x TofFCWad fKOoa+E20gloNPEDiczSt znub+8IREdncG/XURuSL JdvDalswy DBjL:u NxUw=
isc.org. il IN RRSIG A 5 2 60 2013032B8233259 20130729233259 BAQ12 isc.org. GmbBtti8dTxxx4HsABLEIAFYGGSICASPTHexUP3CBLnal%edadgVzjoNd dE!755mySAujlBEXNdeanpji‘l‘JYDMLBAYOuOO-qyjqa‘lyszP‘VSlH xQXVC0928
isc.org. 7147 N RRSIG NS 5 2 7200 20130828233259 20130729233259 5DSL2 isc.org. RBvXLeTHOT726iKvELmBZYUE+ANG3s2YRxXxuCnrhg7o9qIQGKXvEX-b3 wleC/T4KY2FR+RRz4FOQXCDnPm+ £xpNIPDCOREQSUFDOB20pCDWAD2CM 0D ” " V3A-
isc.org. 7147 IN RRSIG SOA 5 2 7200 2013082B233259 20130729233259 50012gc.org. ii pOh2edULI8Ih btQ2: y ADpoNaaZ97aF 15EIKyIpjiVybikP2DNLmSakpNsgA+Ur+YQ6prOhZKzbDkB11BIWACOLY TxT Id Jas-
77 AUTHORITY SECTION:
ise.org. 7147 IN NS ns.isec. af;has -nst.info. M 2 o 0 1 . 4
isc.org. 7147 IN NS ord.sas- isc.org. .
isc.org. 7147 IN NS ans.sas-pb.isc.ozg.
isc.org. 7147 IN NS sfba.sns-pb.isc.org. "
7; ADDITIONAL SECTION: NAP TR 2 0 0 s
ns.isc.afilias-nst.info. 56648 IN A 199.254.63.254
ns.isc.afilias-nst.info. 56652 IN ARAA 2001:500:2c¢::254
ord.sns-pb.isc.ozg. 31018 IN AARA  2001:500:71::30 NSEC ada d
ord.sas-pb.isc. 31013 IN A 199.6.0.30
anms.sns-pb.isc.org. 310138 I ARRA 2001:500:60::30
anms.sas-pb.isc.org. 31013 IN A 199.6.1.30 .]
sfba.sns-pb.isc.org. 31018 IN ARAA 2001:4£8:0:2::19 DNSKEY 2 5 6 3 5 2
sfba.sns-pb.isc.org. 31013 IN A 149.20.64.3
mx.pacl.isc.org. 3547 N ARAA 2001:4£8:
mx.pacl.isc.org. 3547 IN A 149.20.64.53
_sip. udp.isc.org. 7147 IN SRV 0 1 5060 asterisk.isc.org. DNSKEY
- j
SPF "v=spf
RRSIG SPF
o
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P Spoofing

Hi I'm 1.2.3.4,
i and | need this info
Attacker l

0876 5 Heresyournfol

Network Server

-

1.2.3.4
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[P Spoofing
» BCP 38 — egress filtering blocks spoofed packets

* Botnets on networks that allow IP spoofing are more
valuable



25% of networks allow |

P spoofing

Summary:

Data Range: Fri Feb 11 08:16:52 EST 2005 to Wed Feb 19 09:45:06 EST 2014
Total Tests: 20426

Unique IPs tested: 16200

Unique Routed Prefixes tested from: 8866

Unique ASes tested from: 2786

Announced Address Space Prefixes

Spoofable

oofable
sp3_0M 024
In | .
2c202:;stent Inconsistent
) BT 77
81.7%
UnSpoofable
g 336M UnSpoofable .
3249 UnSpoofal

Autonomous Systems
Fully spoofable

4

Mostly spoofable

124
A Partly spoofable

LT

1083
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Trends

* DNS reflection attacks peaked in March 2013
(300Gbps+)

The DDoS That Almost Broke the
Internet

27 Mar 2013 by Matthew Prince.

841 725 | [ share| 336 [FIEIY 5| | Tweet {2220

CLOUDFLARE

22



Trends

* NTP reflection attacks peaked in February 2014
(400Gbps+)

» ~200x amplification :

23



Trends

Number of vulnerable servers

5,000

» NTP reflection attacks o vlher
continue 800
-
« Smaller size due to
misconfigured -

servers being shut down ® Tres e rFeb Feb Feb Feb Feb

11, 13, 15, 17, 18, 21, 23,
2014 2014 2014 2014 2014 2014 2014
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History/Future

» 2013 » 2015
DNS (5-50x amplification) «  SNMP (650x) 777
March: Spamhaus (300+Gbps) * 600+Gbps ?7?
. 2014

NTP (~200x amplification)

February: NTP attack
(400+Gbps)

CLOUDFLARE
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DNS Infrastructure Attacks

Taking down the name servers



DNS Infrastructure Attacks

» Massive flood of DNS requests

» Started in January 2014

* DNS resolver cache-busting

CLOUDFLARE



DNS Infrastructure Attacks

 New trend in 2014

------ Network of compromised machines
controlled by attackers using
advanced software

> asfjkas.example.com,

ksjgkjg.example.com,

Your DNS Server Your visitors

Overloaded by requests Good users are stuck waiting

& CLOUDFLARE 28



DNS Infrastructure Attacks

1. Frequency & Duration

2. Characteristics
3. Source

4. Trends

CLOUDFLARE



DNS Infrastructure Attacks - Frequency & Duration

»  Multiple attacks per day

* From less than a minute to several days

@ Stacked QStream Q Expanded @ transit peering

36.7TM
35.0M

30.0M

25.0M

20.0M

15.0M

10.0M

5.00M

0.00
4 23:40 Nov 25 07:20 Nov 25 12:53 Nov 25 18:26 Nov 26 00:00 Nov 26 05:33 Nov 26 11:06 Nov 26 16:40 Nov 26 23:40
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DNS Infrastructure Attacks - Characteristics

« Random Prefix

ask for “<random>.www.example.com”

rotating random prefix forces resolvers to overload authoritative servers

» Single hostname flood

ask for “www.example.com”

« Sjze

Upwards of 100 Gbps

CLOUDFLARE
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DNS Infrastructure Attacks - Source

»  Coming from correct AS for IP
» Random IP from within an AS (partial spoofing)

» Majority of attacks from mainland China

CLOUDFLARE



DNS Infrastructure Attacks - Trends

» 2014: First large (100Gbps+) random prefix floods

» 2015: Increased complexity and sophistication

CLOUDFLARE



HTTP Attacks

Brute force against web servers



HT TP Attacks

» Attacks on Layer 7 Infrastructure

Not spoofable due to TCP

Botnets used for bandwidth, anonymity, and cost



Case Study 1 - Russian TV Site

* August 2014

» HTTP GET with identical URI

Geo distribution

Ukraine 32%

Russian 19%

160,000 requests/sec for over 24 hours

CLOUDFLARE
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Case Study. 2= Turkish Site

November 2014
HTTPS attack

* 96% of requests from Thailand

Random URI attack &o

https://www.site.com/<random> z?

P

38


https://www.site.com/%3Crandom%3E

ase Stuay 3 - Geolocation service

e, ©EE,
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Case Study 3 - Geolocation service

November 2014

HTTP attack - empty User Agent

l »

£

¢
Wide geog’raph]cal‘gpread %&.‘@Qo . k5.4
-

(o)
11795 nodes

1. lIran (23%)
O
2. Ukraine (12%) .

3. Germany (8%)

EaE 40
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Case Study 4

HTTP attack
Only 458 nodes
43% from China

Random valid Us%ngents

Uniform dist?ibutign

80
o
@00

—ake |
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Case Study 5 - AWS botnet

» September 13, 2014
« 40,000 nodes, 27,419 on Amazon Web Services
« 2 weeks before ShellShock released

+ Not effective due to low volume



New trenas

» Large botnets

Typically 1,000 to 10,000 nodes

Up to 50,000

« Unix botnets

Compromised cloud services

» Referer headers & User agent strings

Improved quality to mimic browsers

CLOUDFLARE
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Potential trends

« |Pv6 attacks

Less than 0.05% of attacks

» HTTPS cipher choices

Use expensive cipher suite in TLS connection (3DES)

CLOUDFLARE



(Geographic breakdown

» Hard to definitively measure
» Many attacks are too small to notice

»  Major November attacks: top countries (unique IPs)

1. Vietnam

2. China

3. Iran

4. United States

5. Phillipines

CLOUDFLARE
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Weaponized Attacks

Exploiting backend vulnerabilities



Malicious Payloac

* Requests sent to exploit vulnerability on server

ShellShock is major example

» 1.2 billion requests per day blocked by WAF



Shellshock

» 10 to 15 attacks per second during first week

Top Countries
1. France (80%)
2. US (7%)

3. Netherlands (7%)

CLOUDFLARE
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Shellshock

» Attacks per second

140

120 /

Fast single attack against one site
100

80
France-based attack stops
60

40

20

00:00 04:00 08:00 12:00 16:00 20:00 00:00 04:00 08:00
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Weaponizead attack trends

» Classics still prevalent
SQLI

OWASP top 20

 Attacks start immediately after vulnerability announced

Heartbleed

Wordpress and Drupal vulnerabilities

Shellshock

CLOUDFLARE



Conclusions



Attacks are getting more sophisticated

* Volumetric DDoS evolving (NTP came and went)
Larger botnets

» Cloud services used in botnets

* DNS floods on the rise

» Application-level attacks increasing

>1% of requests are malicious

» Politically motivated attacks
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Questions?



