
Splicing and Dicing 2014
Examining this year’s Botnet attack trends

December 3, 2014 
Nick Sullivan 

@grittygrease 



What this talk is about
• How bots are used to attack websites 

• Examples of attacks  

• New trends in 2014
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What this talk is not about
• Malware analysis 

• Botnet identification
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Attack Landscape

            Volumetric DDoS              Low                Routers/Switches
                                                                   

                   DNS Flood                Medium           DNS Infrastructure
                                     

              HTTP Flood                 High                   HTTP Server

                   Weaponized                 High                Backend Software 
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Type Attribution Target
Simple

Complex



#savetheweb



CloudFlare
• Website protection & acceleration 

• DNS & HTTP(S) 

• Core technologies: 

• Reverse proxy 

• Anycast network
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CloudFlare Reverse Proxy
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CloudFlare Anycast Locations
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Attack Map: Full Network
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As Seen From Singapore
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As Seen From Santiago
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Not a “big data” company
• But we have a lot of data 

• And we get attacked by botnets constantly
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CDN or Reverse Proxy
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Authoritative DNS
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Volumetric DDoS Attacks
The brute force approach
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Volumetric Attacks
• Large volume of traffic (number of IP packets, bytes) 

• Goal: make a site unavailable through bandwidth 
exhaustion
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Reflection & Amplification Attacks
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• DNS reflection attacks peaked in 2013 (300Gbps+)
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IP Spoofing
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IP Spoofing
• BCP 38 — egress filtering blocks spoofed packets 

• Botnets on networks that allow IP spoofing are more 
valuable
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25% of networks allow IP spoofing
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Trends
• DNS reflection attacks peaked in March 2013 

(300Gbps+)
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Trends
• NTP reflection attacks peaked in February 2014 

(400Gbps+) 

• ~200x amplification
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Trends
• NTP reflection attacks 

continue 

• Smaller size due to 
misconfigured 
servers being shut down
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History/Future
• 2013 

• DNS (5-50x amplification)  

• March: Spamhaus (300+Gbps) 

• 2014 

• NTP (~200x amplification) 

• February: NTP attack 
(400+Gbps) 

• 2015 

• SNMP (650x) ??? 

• 600+Gbps ???

25



DNS Infrastructure Attacks
Taking down the name servers
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DNS Infrastructure Attacks
• Massive flood of DNS requests 

• Started in January 2014 

• DNS resolver cache-busting
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DNS Infrastructure Attacks
• New trend in 2014
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DNS Infrastructure Attacks
1. Frequency & Duration 

2. Characteristics 

3. Source 

4. Trends
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DNS Infrastructure Attacks - Frequency & Duration

• Multiple attacks per day 

• From less than a minute to several days
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DNS Infrastructure Attacks - Characteristics

• Random Prefix 

• ask for “<random>.www.example.com” 

• rotating random prefix forces resolvers to overload authoritative servers 

• Single hostname flood 

• ask for “www.example.com” 

• Size 

• Upwards of 100 Gbps
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DNS Infrastructure Attacks - Source
• Coming from correct AS for IP 

• Random IP from within an AS (partial spoofing) 

• Majority of attacks from mainland China
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DNS Infrastructure Attacks - Trends
• 2014: First large (100Gbps+) random prefix floods 

• 2015: Increased complexity and sophistication
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HTTP Attacks
Brute force against web servers
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HTTP Attacks
• Attacks on Layer 7 Infrastructure 

• Not spoofable due to TCP 

• Botnets used for bandwidth, anonymity, and cost
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Case Study 1 - Russian TV Site
• August 2014 

• HTTP GET with identical URI 

• Geo distribution 

• Ukraine 32% 

• Russian 19% 

• 160,000 requests/sec for over 24 hours
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Case Study 2 - Turkish Site
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Case Study 2 - Turkish Site
• November 2014 

• HTTPS attack 

• 96% of requests from Thailand 

• Random URI attack 

• https://www.site.com/<random>
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https://www.site.com/%3Crandom%3E


Case Study 3 - Geolocation service
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Case Study 3 - Geolocation service
• November 2014 

• HTTP attack - empty User Agent 

• 11795 nodes 

• Wide geographical spread 

1. Iran (23%) 

2. Ukraine (12%) 

3. Germany (8%)
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Case Study 4 - Fake ID site
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Case Study 4 - Fake ID site
• HTTP attack  

• Only 458 nodes 

• 43% from China 

• Random valid User Agents 

• Uniform distribution
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Case Study 5 - AWS botnet
• September 13, 2014 

• 40,000 nodes, 27,419 on Amazon Web Services 

• 2 weeks before ShellShock released 

• Not effective due to low volume
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New trends
• Large botnets 

• Typically 1,000 to 10,000 nodes 

• Up to 50,000 

• Unix botnets 

• Compromised cloud services 

• Referer headers & User agent strings 

• Improved quality to mimic browsers

44



Potential trends
• IPv6 attacks 

• Less than 0.05% of attacks 

• HTTPS cipher choices 

• Use expensive cipher suite in TLS connection (3DES)
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Geographic breakdown
• Hard to definitively measure 

• Many attacks are too small to notice 

• Major November attacks: top countries (unique IPs) 

1. Vietnam 

2. China 

3. Iran 

4. United States 

5. Phillipines
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Weaponized Attacks
Exploiting backend vulnerabilities
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Malicious Payload
• Requests sent to exploit vulnerability on server 

• ShellShock is major example 

• 1.2 billion requests per day blocked by WAF
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Shellshock
• 10 to 15 attacks per second during first week 

Top Countries 

1. France (80%) 

2. US (7%) 

3. Netherlands (7%)

49



Shellshock
• Attacks per second
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Weaponized attack trends
• Classics still prevalent 

• SQLi 

• OWASP top 20 

• Attacks start immediately after vulnerability announced 

• Heartbleed 

• Wordpress and Drupal vulnerabilities 

• Shellshock
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Conclusions
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Attacks are getting more sophisticated

• Volumetric DDoS evolving (NTP came and went) 

• Larger botnets 

• Cloud services used in botnets 

• DNS floods on the rise 

• Application-level attacks increasing 

•  >1% of requests are malicious 

• Politically motivated attacks
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Questions?
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