
How to dismantle a botnet
the legal behind the scenes



Questions left unanswered
how, why, what



Apples & Oranges
comparison 



GameOver Zeus (2014, US)
Case 1 



Key Agent
Intelligence gathering



US Law Enforcement
3 smart moves



Smart move 1
jurisdictional powers



Smart move 1
jurisdictional powers

Subject matter (18 U.S.C. §1345 and 2521)
Personal jurisdiction (long arm statute)



Smart move 2
innovation



Smart move 2
innovation

Notification of defendants (via email: Coreflood
precedent)
Broad restraining order & preliminary injunction
(possible offence? highly intrusive, likelihood of
damage)



Smart move 3
mutual assistance 



Smart move 3
mutual assistance 

Mutual Legal Assistance Treaties (MLAT) (with the UK
and Luxembourg)
Coordinated international seizure of servers (Canada,
France, Germany, Luxembourg, the Netherlands,
Ukraine and the UK)



Bredolab (2010, NL)
Case 2



Legal issues
was it okay?



Legal issues
was it okay?

Back-hack as an offence
Possible illegitimate use of art. 125j
Serious threat to privacy



Questions left unanswered
how, why, what



Lessons learned
the way ahead

law enforcement x intelligence
Common law x civil law
Innovation x due process of law
security x privacy



Thank you
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