How to dismantle a botnet
the legal behind the scenes




Questions left unanswered
how, why, what
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Apples & Oranges
comparison

I.l

TILBURG ¢ o ¢ UNIVERSITY
[w] ® a




GameOver Zeus (2014, US)
Case1

#2 Cryptolocker

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc. Here is a complete list of encrypted files, and you can personally verify
this.

Encryption was produced using a3 unique public key RSA-2048 generated for this
computer. To decrypt files you need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
specified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 100 USD / 100 EUR / simifar amount in another currency.

Click «Next» to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate
Private key will be destroyed on destruction of the private key by server.

10.11.2013
14:59

Time left

79:01:01
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Key Agent
Intelligence gathering

I’l

TILBURG ¢ ¢ UNIVERSITY
|

€

L 2



US Law Enforcement
3 smart moves
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Smart move 1
jurisdictional powers
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Smart move 1
jurisdictional powers

Subject matter (18 U.S.C. §1345 and 2521)
Personal jurisdiction (long arm statute)
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Smart move 2

INnhovation
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WANTED

IR Y "Tm"EXE. B 13X

Conspiracy to Participate in Racketeering Activity: Bank Fraud: Conspiracy to Violate the
Computer Fraud and Abuse Act; Conspiracy to Violate the Identity Theft and Assumption
Deterrence Act; Aggravated Identity Theft: Conspiracy: Computer Fraud: Wire Fraud: Money
Laundering

EVGENIY MIKHAILOVICH
BOGACHEYV

Multimedia: Images

Aliases:
Yevgeniv Bogachev, Evgeniv Mikhavlovich Bogachev, "hucky12345", "slavik”, "Pollingsoon”




Smart move 2
Innovation

Notification of defendants (via email: Coreflood
precedent)

Broad restraining order & preliminary injunction
(possible offence? highly intrusive, likelihood of
damage)
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Smart move 3
mutual assistance
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Smart move 3
mutual assistance

Mutual Legal Assistance Treaties (MLAT) (with the UK
and Luxembourg)

Coordinated international seizure of servers (Canada,
France, Germany, Luxembourg, the Netherlands,

Ukraine and the UK)
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Bredolab (2010, NL)
Case 2
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Legal issues
was it okay? e

Home + ReportCrime - + Press Release + AboutDutch Police

Your computer is infected!

If this Browser has opened automatically then your computer has been infected with malware.
Your computer has become part of a bot network

This message has been sent to you by the High Tech Crime Team of the Dutch National Crime
Squad and aims to notify all owners of infected computers,

Dutch National Crime Squad takes down infamous botnet

On October 25th 2010, the High Tech Crime Team of the Dutch National Crime Squad took
down a very large botnet, containing at least 30 miion infected computer systems workiwide
since July 2009. These computers were infected with the malicious Bredolab trojan, through
infected websites, Through these botnets, cybercrininals can spread large amounts of other
viruses and create new botnets

In close cooperation with a Dutch hosting provider, The Dutch Forensic Insttute (NFI), the
internet security company Fox-IT and GOVCERT, the computer emergency response team of
the Dutch government, shut down 143 computer servers today.

More information:
For more information about removing &edolab from your cotroue: vistt

W FOX:IT ... GOVK@>CERT.NL creofRruercns, PELITIE
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Legal iIssues
was it okay?

Back-hack as an offence
Possible illegitimate use of art. 125
Serious threat to privacy
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Questions left unanswered
how, why, what
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Lessons learned
the way ahead

law enforcement x intelligence
Common law x civil law
Innovation x due process of law
security x privacy
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Thank you

k.k.esilva@uvt.nl
karine.esilva@law.kuleuven.be
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