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Ponmocup Hunter 2.0 
The Sequel 

 
Tom Ueltschi 
@c_APT_ure 

 
Disclaimer: No miscreants were killed for making this presentation 
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$ whoami / about.me 

• Tom Ueltschi, SOC Analyst @ Swiss Post 

• 1995 – 2001: B.S. & M.S. CSE @ UTA 

• 2001 – 2007: Software Engineer (C++ / Java) 

• 2007 – current: IT Security (SOC, CERT, CSIRT) 

• SANS Courses, GIAC Certs (GCIH, GWAPT, GXPN, GCFA) 

• Sharing and collaborating with public and trusted 
parties 

• Member of several trusted / closed groups of 
Malware & APT Threat Intelligence sharing 

• Founder of Ponmocup Botnet Working Group  
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When I grow up I wanna be… 

^^^ THIS ^^^ 
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What happened last year… 

• SANS DFIR Summit (Austin TX), July 2013 

– 150 slides in 60 minutes  (I’m a slow talker  ) 

• DeepSec (Vienna, Austria), November 2013 

– 130 slides in 50 minutes 

• BotConf (Nantes, France), December 2013 

– 120 slides in 50 minutes 

• Presentation slides and video linked from my blog 
 
> http://c-apt-ure.blogspot.com/2013/12/ponmocup-hunter-is-re-tired.html  
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My favorite feedback 
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Outline 
• Overview of malware infection steps 

• Other publications about Zuponcic Kit 

• Traffic delivery to Zuponcic Kit 

• How to find infected web servers 

• Ponmocup Finder for the Masses (Alexa top 1M scan) 

• Botnet Anti-Sinkholing technique 

• Finding Bot infections from DNS traffic 

• Passive DNS on C2 domains 
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Overview of Malware  
infection steps 
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Overview: Bot infection steps 

• .htaccess infected web sites 

• Intermediate redirection server («gate») 

• Zuponcic Kit server (no exploits) 

• Bot infector download 

• Anti-analysis decoy ad-ware 

• The real bot malware 

• Stealthy C&C traffic  
(Anti-Sinkholing) 

 

WWW 

Gate 

Kit 

Google Infector 

Bot Decoy 

Google 

C&C 
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Overview: Focussing on… 

• In focus 

 Traffic delivery 

 Stop new infections 

 Ponmocup C&C traffic 

 Anti-Sinkholing technique 

 Detect current infections 

• Out of focus 

 Sanctioned Media Ad-ware 

 Zuponcic Kit 

 

WWW 

Gate 

Kit 

Google Infector 

Bot Decoy 

Google 

C&C 
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Other Publications 
about Zuponcic Kit 
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Other publications (Links on my Blog) 
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Kaspersky: «The Hidden Bot» SAS2013 

http://media.kaspersky.com/en/Events/Presentations/Evgeny%20Aseev_The%20Hidden%20bot.pdf 

http://media.kaspersky.com/en/Events/Presentations/Evgeny Aseev_The Hidden bot.pdf
http://media.kaspersky.com/en/Events/Presentations/Evgeny Aseev_The Hidden bot.pdf
http://media.kaspersky.com/en/Events/Presentations/Evgeny Aseev_The Hidden bot.pdf


 Page 14 BotConf 2014 – Ponmocup Hunter 2.0, The Sequel – Tom Ueltschi 

Kaspersky: «The Hidden Bot» SAS2013 

http://media.kaspersky.com/en/Events/Presentations/Evgeny%20Aseev_The%20Hidden%20bot.pdf 

http://media.kaspersky.com/en/Events/Presentations/Evgeny Aseev_The Hidden bot.pdf
http://media.kaspersky.com/en/Events/Presentations/Evgeny Aseev_The Hidden bot.pdf
http://media.kaspersky.com/en/Events/Presentations/Evgeny Aseev_The Hidden bot.pdf


 Page 15 BotConf 2014 – Ponmocup Hunter 2.0, The Sequel – Tom Ueltschi 

Malwageddon Blog: Zuponcic Kit 

http://malwageddon.blogspot.com/2013/06/zuponcic-is-it-bird-is-it-plane-no-its.html  
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Malwageddon Blog: Zuponcic Kit 

http://malwageddon.blogspot.com/2013/08/zuponcic-is-it-bird-is-it-plane-no-its.html  
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Fox-IT Blog: Zuponcic Kit 

http://blog.fox-it.com/2013/12/19/not-quite-the-average-exploit-kit-zuponcic/  
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http://blog.fox-it.com/2013/12/19/not-quite-the-average-exploit-kit-zuponcic/  

Fox-IT Blog: Zuponcic Kit 
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http://blog.fox-it.com/2013/12/19/not-quite-the-average-exploit-kit-zuponcic/  

Fox-IT Blog: Zuponcic Kit 

1 

2 3 
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Other publications:  

http://malware-traffic-analysis.net/2014/03/17/index.html  

PCAP and Malware in ZIP available for download 

http://malware-traffic-analysis.net/2014/03/17/index.html
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Other publications:  
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Other publications:  
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Traffic Delivery to Zuponcic Kit 
Infection chain step 1 
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Malware Infection chain 

• Traffic delivery through infected web servers 

• Malicious .htaccess file 

 At least 3 major versions of .htaccess  

• Commonly infected through stolen FTP creds 
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.htaccess – Hiding The Access 
• .htaccess Kung-Fu checking for 

  Requested file type (web page, no pics etc.) 
  No cookie set (first visit)   
  User-Agent (regular browser / OS – no wget, crawler etc.) 
  Referer (coming from search engine, webmail, SNS) 

 
 
 
 
 
 
 

 2 x /16 blocked – hiding from who? 
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.htaccess – Hiding The Access 

 

 

 

 

 

 

 

 



 Page 27 BotConf 2014 – Ponmocup Hunter 2.0, The Sequel – Tom Ueltschi 

.htaccess – Hiding The Access 
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.htaccess – Hiding The Access 

• . 
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.htaccess – Hiding The Access 

• . 
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How to find infected web servers? 
Introducing Ponmocup Finder 
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Thanks for mentioning  
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Tracking Infected Servers (21mo) 
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Tracking Infected Servers (21mo) 
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Tracking Infected Servers (12mo) 
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Tracking Infected Servers (1mo) 
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Tracking Infected Servers 

 

 



 Page 42 BotConf 2014 – Ponmocup Hunter 2.0, The Sequel – Tom Ueltschi 

Tracking Infected Servers 
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Tracking Clean-up Infected Servers 

 

 

Thanks to SWITCH-CERT! 
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Tracking Clean-up Infected Servers 
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Ponmocup Finder 
for the masses 
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Idea: Find more Infected Servers 

• Mass-Scan Ponmocup-Finder 

• Rewrite Bash script in Python 

• Use parallelization for more throughput 

• Scan larger number of servers 

• Use Alexa Top 1 million as PoC 
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«My crappy little Py script» [TM]  
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Idea: Find more Infected Servers 
• Alexa Top 1M infected sites  71 sites found 
 Top 16 and bottom 16 
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Higher Alexa rank != more secure 

• Web site textpad.com infected in January 2014 

  Alexa Rank 134’291 
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Higher Alexa rank != more secure 
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Higher Alexa rank != more secure 

• 25% - 33% visitors from search engines  
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Prevent & Detect Bot Infections 

• PRE-infection:  Prevention 

  Block Malware IP-ranges (redirection / gate) 

 178.211.33.202  –  .206 

 31.210.96.155  –  .158 

 81.92.219.60  –  .62 

• POST-infection: Detection (initial check-in only) 

  DNS Lookups for Domains: 

 intohave.com  or  fasternation.net 

  HTTP Connections to IP:  
 88.216.164.117  or  5.199.175.164 
 93.115.88.220 
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Find more infected Web Servers 

• Search Proxy Logs for referrer URLs from requests to 

  Malware IP-ranges (redirection / gate) 

 178.211.33.202  –  .206 

 31.210.96.155  –  .158 

 81.92.219.60  –  .62 
 

Sample Splunk & Bluecoat query: 
index=bluecoat r_ip="178.211.33.202" OR r_ip="178.211.33.203" OR 

r_ip="178.211.33.204" OR r_ip="178.211.33.205" OR 

r_ip="178.211.33.206" OR r_ip="31.210.96.155" OR 

r_ip="31.210.96.156" OR r_ip="31.210.96.157" OR 

r_ip="31.210.96.158" OR r_ip="81.92.219.60" OR 

r_ip="81.92.219.61" OR r_ip="81.92.219.62" | table _time, r_ip, 

cs_host, cs_uri_path, cs_uri_query, cs_referer 



 Page 54 BotConf 2014 – Ponmocup Hunter 2.0, The Sequel – Tom Ueltschi 

Anti-Sinkholing technique 
of this botnet in detail 
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Anti-Sinkholing technique 
• Resolving a C2-domain, but not using resolved IP? 

 

 

 

 
 

 

DNS(C2-domain) => IP1  f() ?  C2(IP2) 

• Unknown Anti-Sinkhole function f() 
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Anti-Sinkholing technique 
• Data encrypted in Cookie value  C2(IP2) 
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Anti-Sinkholing technique 

• Known variables 

 C2-domain = fasternation.net 

 DNS(fasternation.net) = 253.101.238.123 

 C2-IP = 93.115.88.220 

• Unknown function 

 C2-IP = f( C2-domain, DNS(C2-domain) ) 
 

  Anyone wanna take a guess at f() ?  
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Anti-Sinkholing technique 
• Solving the unknown function 

 C2-domain = fasternation.net 
 DNS(fasternation.net) = 253.101.238.123 
 ip2hex(253.101.238.123) = FD65EE7B 
 CRC32(fasternation.net) = A7B616A0 
 little/big endian: A7-B6-16-A0  A0-16-B6-A7 

 FD65EE7B  XOR  A016B6A7 = 5D7358DC 
 hex2ip(5D7358DC) = 93.115.88.220 

 

 It’s «trivial», right?  

 Anti-Sinholing technique solved!  (with some help, thanks!) 
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Anti-Sinkholing technique 
• Here a few active C2 domains to practice  
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Finding Bot infections 
from DNS traffic 
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Research on C2 domains 

• Knowing some C2 domains and IPs 

• Not having access to servers from IPs 

• No sinkholing of C2 domains 

 How could we find infected bots? 

 How could we «guesstimate» botnet size? 

 What can we learn from Passive DNS? 
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Finding Bots w/out Sinkholing 

• Starting with 5 known C2 domains 

• Received DNS data from confidential source 

 Src-IP from C2 domain DNS requests 

 Total of 17 C2 domains (through correlation) 

 27’404 requests in 6 days (10/29 – 11/04) 

 6’814 unique Src-IPs 

 2’177 unique ASN 
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Finding Bots w/out Sinkholing 

Bot C2 Domain 1 

C2 Domain 2 

C2 Domain 3 

C2 Domain 4 

• Add some knowledge from a malware RE 

• Malware has 4 C2 domains hardcoded 

 Possible 1 – 4 domains for C2 for each bot 
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Finding Bots w/out Sinkholing 
• How many C2-domains resolved per Src-IP (bot/bots) 

 

 each bot resolves  
1 – 4 C2-domains 
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Finding Bots w/out Sinkholing 
• How many Src-IP (bot/bots) with > 4 C2-domains 

 

 334 Src-IP (~5%) 
with multiple bots 
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Finding Bots w/out Sinkholing 
• # of DNS requests per C2 domain 

   2695 directiculture.com 

   2664 enckfeld.net 

   2535 separtila.com 

   1941 britishfederal.org 

   1938 workerssan.net 

   1794 howeveraged.net 

   1785 highlytraditional.org 

   1757 sectionsfear.com 

   1753 standardbay.net 

   1710 dogmationation.com 

   1683 culminaccessful.com 

   1648 leadwriting.com 

    996 directlyvast.com 

    991 claimsreference.net 

    798 hydroelection.net 

    670 continuatu.com 

     45 branean.com 
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Finding Bots w/out Sinkholing 
• # of unique src-IP’s per country (top 84) 
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Finding Bots w/out Sinkholing 
• # of DNS requests per src-IP (top 18) 

    208 69.123.38.8 

    144 174.19.115.90 

    135 216.82.212.175 

    120 173.166.69.113 

    115 37.75.208.40 

     91 192.138.178.127 

     87 78.166.219.69 

     84 219.92.1.25 

     78 87.38.10.2 

     77 116.202.224.33 

     65 116.202.227.32 

     62 69.27.134.136 

     62 201.247.155.225 

     60 14.102.3.194 

     60 116.202.226.33 

     59 116.202.226.32 

     58 116.202.224.32 

     58 103.9.200.44 
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Finding Bots w/out Sinkholing 
• ASN with most likely bot infections 

AT   1853  STEIERMAERKISCHE KRANKENANSTALTEN GESMBH 

DE  12312  STAEDTISCHE KLINIKEN FRANKFURT HOECHST 

DE  20676  LANDESFINANZSCHULE BAYERN 

DE   3320  BODENSEEWERK GERAETETECHNIK GMBH UEBERLINGEN 

DE   3320  DEUTSCHE TELEKOM AG 

DE   3320  LACK TISCHLER RECHTSANWAELTE PARTNERSCHAFT 

BE   5432  BELGACOM S.A.   not related to Regin  

FR  51964  SITA-SOCIETE INTERNATIONALE DE TELECOMM. AERONAUTIQUES 

GB  24958  THE BUNKER SECURE HOSTING LTD 

GB    786  WELSH ASSEMBLY GOVERNMENT 

IT   3269  FORD ITALIA S.P.A. 

NL  42894  MINISTERIE VAN VERKEER EN WATERSTAAT/RIJKSWATERSTAAT 

NO   5381  POWERTECH PTP NETWORK 

US    100  THE ROYAL JORDANIAN AIRLINES PLC 

US  16509  AMAZON TECHNOLOGIES INC. 

US   1785  MECHANICAL DYNAMICS AND ANALYSIS 

US  20115  AMERICAN CYBERSYSTEMS INC 

US    209  AMERICARE SYSTEMS INC 

US    209  COMMUNITY HOSPITAL 
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Finding Bots w/out Sinkholing 
• ASN with most likely bot infections 

US    209  COMMUNITY HOSPITAL 

US  20145  FLORIDA CANCER SPECIALISTS 

US    209  FIELDS LAW 

US  22803  NATIONAL OILWELL VARCO INC. 

US  23148  JACKSON MEMORIAL HOSPITAL PUBLIC HEALTH 

US  30437  GENERAL ELECTRIC COMPANY 

US  30449  ARIZONA STATE GOVERNMENT 

US  32291  ANNE ARUNDEL MEDICAL CENTER 

US  33378  EASTERN BANK 

US   3356  VERMONT ELECTRIC POWER COMPANY INC. 

US   3356  ST MOBILE AEROSPACE ENGINEERING 

US   3464  ALABAMA SUPERCOMPUTER NETWORK 

US   4323  CINCINNATI TRANSPLANT INSTITUTE 

US   4323  MEMORIAL HERMANN HEALTHCARE SYSTEM 

US  46746  SECURE-24 LLC 

US  53435  JACKSON ENERGY AUTHORITY 

US   6128  ZUFALL HEALTH CENTER 

US    714  APPLE INC. - 10G ASHBURN IDE 

US   8075  MICROSOFT CORP 
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Passive DNS on C2 Domains 
Data from Farsight’s DNSDB 
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pDNS analysis (DNSDB by Farsight) 
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pDNS analysis (DNSDB by Farsight) 

• List 
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How big was / is this Botnet? 
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How big was / is this Botnet? 
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Questions? 
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Bonus Slides from 2013 
Presentation 
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