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Disclaimer #1

“Failure [to properly attribute malware and
threat actors] is always an option!”




Disclaimer #2

Google Translate

[« » | |El | + | & hups @ translate.google.com/#auto/en/pycckuit20azeik

Google

Translate

German Portuguese Bpanbvl Russian - detected ~

4,  English Russian Spanish ~ m

PYCCKMIA A3blK X
O A

russkiy yazyk

See also

A3bIK, PYCCKUA

Google Translate for Business:

Tum off instant translation
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Translator Toolkit

Russian language

Translations of pycckuin a3bik

noun
mmm Russian pycckuid, pycckuii a3biK, pycckas

Website Translator ~ Global Market Finder

About Google Translate Mobile ~ Community

Privacy
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Political Correctness #1
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Because why should APT groups be the only
ones with fancy names?

Informal grouping

DDoS as a Service
DDoS booters

Public Russian language underground/hacking

forums
ARBOR



Forum Sampling

PRO:-Y -BRASE.COM

LOm - New oomAIN »~ .ORG - OLD DOMAIM
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Threat Actor Sampling

Vendett@ < Krabeg < Stelios < rosgosdos < Error-Team <
BanauT HoBHYOK HoBMYOK HoBUYOK HOBHUYOK
ERROR fu

404 |

olegteror chef CopilLeft

AaMuHmucTpaTop Cynep-MoaepaTop Windows v.3.51 (NT)

y
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Advertisement

[20.03.2011 21:08

Vendettaa

Beginner

|pate: 20.03.2011
|Posts: 11
IReputation: o

@
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/1\ Order >> DDOS attack / DDOS Service / DDOS Service <<

Order >> DDOS attack / DDOS Service / DDOS Service <<

YCTPAHUM MIOG0W CANT KOHKYPEHTA

We offer services in the organization of a DDOS attack.

DDoS-attack - an attack on a computer system in order to bring it to failure, ie the creation of an environment in which users of the system
can not access the resources provided by the system.

If you interfere with any site or server, or other online resource, we are ready to eliminate it @

Different methods of flood. Good prices!

[+] Http flood
[+] Https flood
[+] Icmp flood
[+] Post flood
[+] Syn flood
[+] Udp flood
[+] Dns stress

Price:
Hour from $ 5 **
Day from $ 60 **
Week from $ 350 **
** In the case of the order is possible manibek for the remaining time.
Before you start to do the test for 5-10 minutes, advise, help to understand in the event of any problems.
Just provide discounts:

When paying for a week - 3% of the total

When paying for 2 weeks - 5% of the total

When paying for 30 days - 10% of the total

Just strictly adhere to the policy of anonymity (no logs during a conversation is not in progress) *, no one under any circumstances will not
know who and why did we have this or that order.

* If the customer will give your own jabber server to register an account (complete lack of logging and complete anonymity)

In our work we use a privat DDoS bots. Can work on complex projects with anti-DDoS protection and the protection type CISCO ™ GUARD.
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Customers

» Gaming

* Rivalry

* Anti-competition
- Ransom

* Diversion

EEEEEEE
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ICMP flood

UDP flood

TCP flood

TCP SYN flood

HTTP GET/POST flood
Slowloris

DNS specific floods
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Pricing

 Hourly: $5-15
- Daily: $40-80
* Weekly: $260-400

» Trend Micro’s Cybercriminal Underground
Economy Series: Russian Underground Revisited

DDoS attack:
e Lasts 1 hour Us$4-10 US$2-25 US$2-60
» Lasts 24 hours US$30-70 US$15-60 US$13-200
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Reputation — Member Vouches

[ 19.03.2012, 16:51

Aleks777

Nobody

|pate: 19.03.2012
IPosts: 1
IReputation: o

@

Q
[ 27.04.2012 18:57

gerhard

Nobody

| pate: 27.04.2012
|Posts: 1
IReputatIon: [

@

o

#2
E
Use the services of the vehicle, everything went perfectly!
‘Il Obraschatsya else.

#3

E

I confirm! Seller adequate, pleasant to talk to. Conducted several tests, have chosen a more appropriate way, all for free. Prepay service,
but had to quickly change the time service, and within 5 minutes everything was ready. Advise!
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Reputation — Admin Test Targets

Fixed 25.09.12

Date: 08.01.2008
|P°sts, 6.340 : The test is successful. Specified resource (poseschalka to 3k) to stop responding for a minute.
|Reputation: 3759 | Last edited by onthar; 25.09.2012 at 01:23 ..
L] |
hd
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Reputation — Dispute Resolution

* Forum admins
—Judge
—Jury
— Executioner
* Doxing
— “Blacklist” section on forums
— Pastebin

EEEEEEE

16




“Working”

I [&) 15.06.2014, 09:07 I

Vendettaa |

Beginner
g work

|Date: 20.03.2011
|Posts: 11
IReputation: (1]

(@

[&) 29.06.2014 10:11

Vendettaa &

I°

Beginner
. true

|Date: 20.03.2011
|Posts: 11
|Reputation: 1)

[ ]

[ 08/17/2014, 7:58

Vendettaa E

Io

Beginner
g work

| Date: 20.03.2011
IPosts: 11
|Reputation: 1)

[ ]
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Communications

- 1CQ
- Jabber
* Skype

EEEEEEE
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DDoS Booters — Back-end Infrastructures

* “hmm, | dont know about wich booters you
talking, but russian ddosers always used
botnets” [sic] — AreYouAreDo

EEEEEEE
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BladeRunner

: https:/ /www.botconf.eu/wp-content/uploads/2013/12/24-)Jason)ones-BladeRunner.pdf

jan | \Q\ | + | [https @ www.botconf.eu/wp-content/uploads/2013/12/24-Jasonjones-BladeRunner.pdf ¢ | Reader | \g\
m o +

.\ ARBOR
W\
«

BladeRunner
Adventures in Tracking Botnets

Jason Jones and Marc Eisenbarth
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NETWOTREKS 20




The Many Booters of Stelios



GO glc http://brute.namefthreads/13655/ - n

Translate From: Russian To: English Translation Original

DDoS Service 911 |

= bl ted by Stelios

Page 1062 I8

Dot Somslea 04 4

DDOS SERVICE SN

access Is difficult.

Our DDoS service - the best remedy for pesky competitors that prevent you from working.
Urgent help in solving your problems -

We present you the service Ddos-services that can help you eliminate business rivals, etc. We will help you to test the anti-ddos protection for your server,
site. In our Ddos-service, you can order a DDoS attack on almost any website or server! Carry out DDoS attacks on game servers, online shopping, political
sites!

Our prices are the most affordable on the market DDoS services. Kolebatsya final price may be bigger, and the smaller
side. Wholesale customers and regular customers individual conditions!

Payment Methods:
WebMoney
Perfect Money
payment methods by arrangement.

| Ourwetlnlm: iIt-masters.cc ’




Yenyrw DDoS avasw 2o, 0

ARBOR

It-masters.cc

Cmamucmuaa DOoS-amax @ 2013 200y u Npoevas We
2014 200

Anonymous Caoucosus amasoeanu Ljosmpolans,
ClhopSare u dpyaue pocculone Gewy
Boe moeocTH

cnocobb! onnar

Ycnyrn DDOS araku. 3akasate [joC
Ha canT/cepBep KOHKYpPEeHTa.

Mpeanaraem BaweMy BHAMAHWIO YCNYTU NO YCTPEHEHWIO CARTOR W CepBepos.
Bu moxere 3axkasars DDoS araxy na caitr sawero xoukypexta nubo obuaumka.

Hawa xomanaa UCNoNb3IYeT HOBERLLME CUCTeMbI M TEXHONOMK Ans MowHsx [floC arak.

Boe 3akasnl BCErNA OCTAKTCA AHOHMMHBIM, O BALLEM 3aKa3e HUKTO HUKOTAA He yauaer!

Tak xe Mbl NpeAnaraem Bam HOBYX YCNyry Noa HassaHuem “Pnyn MoGHNbHBIX 1
CTAUMOHaPHBIX TENedOHOB 3BOHKAMK".

Mei MOXEM BLIKNIOMUTL HA Bpems NIOGORA CaiT, AOCTATONHO NKWL 3axasaTs [loC
yCcnyru y Hac.

Ecnu sam neoGxoauma Gonee aeranbHan MHOPMaUMa unu sankTepecosan Haw DDoS
cepsuc, - oﬁpamaiﬁeca K HaM 33 NOMOLLLIO NO YKA3aHHLIM HYKE KOHTaKTaMm.

Kak akasarbe DDoS araky?

(=]




Stelios — it-masters.cc

it-masters.cc

4///\\,

108.162.192.161 108.162.203.211 108.162.204.211 104.28.30.36 104.28.31.36 108.162.198.143 141.101.118.175 108.162.199.143

N%

Cloud Flare

ARBOR
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Stelios — Initial Pivots

Handles

— Satory (2013)

— maverbest (2013)
— maverickxx (2012)
— maverick (2011)
— BadGateway (2011)
ICQ

— 332212

— 372223

— 444556

Jabber

— stelios@jabber.se
— maverick@xmpp.jp
— stelios@exploit.im
Websites

— ddos-service.cc

— ddos-service.ws

ARBOR

N ETWORKS
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Stelios — ddos-service.cc

ddos-service.cc

- W e R - o s

5.9.30.9 193.193.194.73 141.101.117.169 141.101.116.169 37.221.160.60 5.34.179.248 93.114.43.51

EEEEEEE 26




Stelios — ddos-service.ws

ddos-service.ws

s

s s R

64.70.19.202* 141.101.118.113 64.70.19.34

l

Dirtjumper

l
D

C2 - http://www.ddos-service.ws/

EEEEEEE




My Maltego Outline
w

ddos-service.ws

R

- -

64.70.19.202* 141.101.118.113 64.70.19.34

DDoS Malware l
Family ;
o

Dirtjumper

C2 Pathname D

C2 - http://www.ddos-service.ws/

ARBOR
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Stelios — Nginx Identity

Promotional poster DDoS services {site} Views: 175 J Comments: 0

buying the site itself or design without domain price $ 50 If interested please write in

Information: Published: August 19, 2013 at 10:32 Seller: Nginx

» Handle: Nginx (2013)
ICQ: 497065
Jabber: nginx@xabber.de

Emails

— ddos_ddos@aol.com

— antiddos@ukr.net
Websites

— ddos-uslugi.zz.mu

— ddos-service.nethouse.ru

ARBOR
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Stelios — ddos-uslugi.zz.mu

ddos-uslugi.zz.mu
ﬂ ﬂ

31.170.164.5* 31.170.165.104

-—

v}
=
=
3
el
®

E.<—

C2 - http://ddos-uslugi.zz.mu/ad/

EEEEEEE




Stelios — ddos-service.nethouse.ru

ddos-service.nethouse.ru

/\

»

78.108.80.217 78.108.86.42

EEEEEEE
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Stelios — C2 Patterns

* ddos-service.cc
* ddos-service.ws

» ddos-uslugi.zz.mu - “uslugi” Polish for
“service” ?

* ddos-service.nethouse.ru

EEEEEEE
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Stelios — Doxed

ARBOR
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D // Slexy 2.0

Stelios = maverick
Author: maverick, Language: text. Description: Stelios = maverick = D, Timestamp :
2013-09-24 04:21:25 -0400 ...

Epr0|t IN Forum -> Stellos aka Maverlck lcq 222423 stelios..

Aug 16 2014 - 20 posts 7authors
MpusetcTayto! MpeTeHauu NoO CyTU HET, CyTb 3TOro nocTa B pasobnayeHun Stelios aka
Maverick. [laHHbili UHOUMBKUA NO NOATBEPXNKAEHHON ...

Maverick 444556, BHumaHue - kngana
kidala.info/kidala_ripper_18775.shtm| ~ Translate this page

May 1, 2012 - Jabber(2) kupanbi: maverick@thesecure.biz. Jabber(3) kuaansi:
maverick@ exploit.im. Jabber(4) kupanoi: stelios@)jabber.se. CaitT kupgansi: ...

VeNoM||. Stel'o[S] CSS - 3 Kill Together (with Maverick
www.youtube.com/watch?v=0WuAar3jONI

Feb 22, 2010 - Uploaded by Stelios Tr.

Sign in to YouTube. Sign in with your Google Account (YouTube,
iagdy] Google+, Gmail , Orkut, Picasa, or Chrome) to ...

Advent Chaos - The Gaming Family Wiki
thegamingfamily.wikia.com/wiki/Advent_Chaos ~

Upon arriving, though, there is an air of unease, as Maverick makes Stelios an offer, to
join an organization called the Cult of Chaos. Stelios does not comply, ...

Maverick=Stelios kugana! - ShopWorld
shopworld.biz » ... » Jlioasm o niopsax » Black ¥ Translate thig| page

Ecnu Y Bac ecTb gOKasarenbCcrsa MynbTOBCTBA - NpPOWY NpeaoCTaBuTb UX, a Tak 3170
NUWb BalM NycTbie cnosa U AOMbICNbI.. A MOry TOXe ...
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Stelios — IPs

Join date: 17 June 2012
Posts: 100

Say thank you: 42

£8 4550085

ARBOR
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91.121.166.108 (granted the admin of pastebina)

@ maverick = stelios = THREW, rat, cheater!!!

Quote:

Originally posted by Mavrusa

Hidden text (you must log in using your login or register and have 5 post (s)):
You do not have rights to see the hidden text contained here.

Mavrusa, you're dumb deer where you saw that I had someone threw? Nowhere, because I do not throw, and you're out there ¢
asshole.
And that's what you threw and moor, is well known to all, moreover, you here a couple of days ago threw Chela on the headstc

the money, while the site was quite weak, it means that you have even 200 bots haven't you only show-off their pitch and can

Quote:

Message from the log from blekmena (the neighing)

[23.09.2013 14:59:36] <[Links can only see registered users. | 3apeructpuposatsca... |1> ddos nado?
[23.09.2013 15:05:34] < none > Stelios horseman of the Apocalypse

[23.09.2013 15:07:30] <[Links can only see registered users. | 3apeructpuposatscs... |1> ve tut?

[23.09.2013 15:08:16] <[Links can only see registered users. | 3aperucTpUpoBaThCA... lya > maverick
[23.09.2013 15:08:55] <[Links can only see registered users. | 3apeructpuposatsca... |1> ve ahueli?
[23.09.2013 15:08:59] <[Links can only see registered users. | 3apeructpuposatsca... |]> mamka ebal
[23.09.2013 15:09] <[Links can only see registered users. | 3apeructpuposarscs... |1> rot toptal
[23.09.2013 15:14:26] <[Links can only see registered users. | 3apeructpuposarsca... |1> ale?
[23.09.2013 15:14:40] <[Links can only see registered users. | 3apeructpuposarsca... |]1> lox ebani

Mavrusecka simply obsiraetsa from ddosa, zaddosit’, nothing is in any way trying to eliminate competitors by fake.
pastebin.ru/VS781gsR

pastebin.com/6pSfnktD 91.121.166.108
Data pages are removeg‘ Ieaving only the Google cache

Here is the IP of the bastard, who all this dirt muddies

Please check this IP on the basis of the shop go online.

And here's more info, botnet Stelios (Moor):

81.177.6.12
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Stelios — 81.177.6.12 — Opror

W W

opror.ru opror.myjino.ru

\

s

81.177.6.12

Madness

»

C2 - http://opror.ru/ness/indexsphp C2 - http://opror.ru/122/index.php C2 - http://opror.myjino.ru/temp_images/inc/new_cp/index.php

[]

C2 - http://opror.ru/mad/index.php

ARBOR
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Madness Control Center

- Madness Control Center [ oo

) opror.ru/mad/adm/auth.php C | (PR~ startpage Q) E 8

T

Language: Default

2 USSR AePfwerik Peree:

Madness system & Madness control panel © 2013 by C++ GURU team, based on sw”~team product 2009-2014
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-irst logged attack: February 4, 2014
_ast logged attack: November 25, 2014

Distinct target domains: 509
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Stelios — Opror — BladeRunner

BladeRunner Observed Attacks

Zoom 1Im 3m 6m IO 1y Al

From | Feb4,2014 | To | Nov 24,2014

1000

M,
AJWWM PN N S

wllll ..|||.l|I| .I||I.|n.|I|L|I.| |ml|. il |II||I||| ||||I|.|I|| |.||I.|||.||I.I|||.I||II|I|||||IIII||...|...I..|||.. et bt 0 o0ttt it 1« et

17. Feb 3. Mar 17. Mar 31. Mar 14. Apr 28. Apr 12. May 26. May 9. Jun 23.Jun 7. Jul 21, Jul 4. Aug 18. Aug 1. Sep 15. Sep 29. Sep 13. Oct 27. Oct

SHIBNY DUNSIQ #  SPeRNY |BI0L #

10. Nov 24. Nov

Highcharts.com
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Stelios — Opror — BladeRunner




Stelios — Opror — BladeRunner?




Stelios — steliosmaver.ru

» Stelios
* Maverick

* Maverbest

EEEEEEE
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Stelios — steliosmaver.ru

steliosmaver.ru

s e
. 78.108.180.185 78.108.181.111
s
176.9.192.30 . .
s e

130.255.73.104 144.76.40.132*

Athena DirtJumer Drive

[] []

C2 - http://steliosmaver.ru/byga/gate.php C2 - http://steliosmaver.ru/logs/

ARBOR
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s

91.185.215.137
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Stelios — steliosmaver.ru — BladeRunner

* First logged attack: October 20, 2013
- Last logged attack: December 1, 2013

» Distinct target domains: 41

thehackersnews.com
umbrella.ws

WWwWWw.cobra.ua

thehackernews.com

ARBOR
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Stelios — steliosmaver.ru — BladeRunner

BladeRunner Observed Attacks

Zoom 1m 3m 6m YTD 1ly All From | Oct 20, 2013 | To | Nov 24, 2014

L

...I...Il..l...l.ljl..|...[. |

I I I | I I I I I
Nov '13 Dec '13 Jan'14 Feb '14 Mar '14 Apr'14 May '14 Jun'14 Jul'14 Aug '14 Sep '14 Oct '14 Nov '14

o
SHIBNY DUNSIF #  SPRNY |[BI10) #

Jlan'14 Mar '14 May '14 1ul'14 Sep'ld Nov'l4 dﬂ

Highcharts.com
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steliosmaver.ru — Legal D

==
W

legal-d.ru

santafes.ru

steliosmaver.ru

vsevl.ru

2domak.ru tryboots.ru

e

: Legal D
s Legal D

144.76.40.132*

=Y

176.9.192.30

X

Dirjumper Drive Athena Eclipse

-

91.185.215.137

e

184.105.163.227*

C2 - http://2domak.ru/new/ge php

C2 - http://steliosmaver.ru/logs/ C2 - http://steliosmaver.ru/byga/gate.php C2 - http:/tryboots.ru/asdfgh/index.php €2 - http://vsev1.ru/us/gate.php

C2 - http://legal-d.ru/log/getcmd.php

ARBOR
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e eeessssssse—————
1 3 3
YY) &/ &/

| legald-rgd.ru  legald-rgdy.ru  legald-rgds.ru

1

67.211.207.130*

45
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Legal D, DDoS Esquire



Legal D - Ad

Google

Translate
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http:/Mww xaker.namefforvb/showthread php?t=23657

From: | Russian ¢ To: English () View: Transistion  Original

Thread / Searchthis Thread / Dispiay Options
”
. [Recommend] N2 1 DDOS SERVICE! DDOS SERVICE! SERVICES DDOS! “LEGAL DDOS (support)”

[Recommend] N2 1 DDOS SERVICE! DDOS SERVICE! SERVICES DDOS! "LEGAL DDOS
(support)”

DDOS SERVICE

«LEGAL DDOS»

DDoS-attack - the attack on the computer system in order to bring it to failure, ie, the creation of conditions in which the
legitimate users of the system can not access the resources provided by the system.
A distributed denial-of-service attack is an attempt to make a computer resource unavailable to its intended users.

We provide service ddos attacks on your servers, sites, to verify the stability for this type of hacker attacks. Ddos attack we spend only to test your
servers and websites for stability, There is no purpose in any way to block access to the server or site. Presumption, we believe that the purpose of the
attack that you give - is your personal resource and you want it to check for immunity to this type of attack.

Terms of Service:

-Do not participate in schemes of blackmail, and other laws infringing schemes.

-Can refuse to accept the order to suit your personal wishes,

Resource that you give for the attack, we believe that it is your personal resource.

~For all wrongful acts responsibility rests solely with you, our goal is solely to help you configure your servers by testing.

~Considering that you will not violate the anonymity of working with us, for all actions, even if they are not completely clean, you will not suffer the
responsibility)
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Legal D — Paradise DDoS Bot

Google  htpimww.xakernameflorvbishowthread php?t-27515 | Tl sio

View: Translation  Original

Translate From: ' Russian ¢ To:  English

Thread ~/ Search this Thread ~ Display Options
#1
. DDoS BoT [legal D recommends) sell / sale

Beginner

h | Paradise DDoS BoT sell / sale
|Posu: 13 |
lzcmm ] : New Ddos Bot

For I had written a new DDoS bot. 7 ) test it actually made a list of what I would like to change and what to add. All my recommendations and
it is included in a part of my artillery, occupying today the first place among other windows bots.

The advantages of the bot are:

- Clean coding, no comp type synap

- Killmodul bots to destroy competitors.

- Drops the bot to different folders.

- The ability to adjust the attack

- Secrecy in the system, the bot does not load the processor and does not consume a lot of RAM, making it almost invisible in the system.
- Bot works on all versions of windows starting with 98 and ending with windows 8.

- Bot not need admin rights, it can work under yuzersky account.

= All rules send http request, all the headlines are as close to legitimate.

- The golden mean between performance and dolgozhitelnostyu bot.

- Easy and simple to manage.

Types of attacks:
-HTTP flood - effective against web servers such apache, nginx, attacks on port 80,
~HTTP DATA f1ood - effective for disabling Web sites that host post requests.

~TCP flood - effectively Scored for any open tcp ports.
-UDP flood - effective for clogged channel server and open udp any clogged ports.

ARBOR
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Legal D — paradisetest.ru

@ W W G W W oY

xarekl.ru teleon2.ru armatri.ru vitagilp.ru armab.ru armadva.ru paradisetest.ru

G

e e S

178.208.76.45 184.22.118.71 178.208.90.73

-

Ferret Eclipse Armageddon C2 - http://armadva.ru/arm/gs.php Paradise

.

D D D C2 - http://armab.ru.ri/arm/gs.php  C2 - http://armatri.ru/arm/gs.php D D

C2 - http://xarek1.ru/xar/news.php C2 - http://teleon2.ru/new/index.php  C2 - http://teleon2.ru/paranoik/index.php D C2 - http://paradisetest.ru/pir/bfg.php  C2 - http://paradisetest.ru/par/bfg.php

C2 - http://teleon2.ru/arm/gs.php

ARBOR
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Legal D — paradisetest.ru

* DDoS malware
— Paradise
— Armageddon
— Eclipse
— Ferret

 teleon2.ru

EEEEEEE
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Legal D — Teleon C2s

W | W | W a W W oY

xarekl.ru teleon2.ru armatri.ru vitagilp.ru armab.ru armadva.ru paradisetest.ru
AN

|
e B e

178.208.76.45 184.22.118.71 178.208.90.73

=

Ferret Eclipse Armageddon C2 - http://armadva.ru/arm/gs.php Paradise
D D D C2 - http://armab.ru.ri/arm/gs.php  C2 - http://armatri.ru/arm/gs.php D D

C2 - http://xarekl.ru/xar/news.php C2 - http://teleon2.ru/new/index.php  C2 - http://teleon2.ru/paranoik/index.php D C2 - http://paradisetest.ru/pir/bfg.php  C2 - http://paradisetest.ru/par/bfg.php

C2 - http://teleon2.ru/arm/gs.php

ARBOR
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Legal D — Teleon C2s

R e |
legal D | 15/08/2013, 11:58
Good afternoon. CE R L R

You on the forum topic I created a proposal DDoS services and sales DDoS bot. DDoS services on the market work for about 2 years, it can be seen by registering for different hack forums. 2 e passed inspection
and lots of positive feedback.

http://www.xaker.name/forvb/showthread.php?t=23657 my topic.
It left a man with the nickname review ramiss1980. Alerting everyone that it is better to me not to do business.
So that's the case. People are already 4 forum writes things like that. All his previous reviews have been removed, as he would accuse me of kidkov, saying that I was thrown and all warned not to work with me, in fact no reason to
do so. As he himself says he DDoS complete zero, and not only in DDoS and general knowledge related to IT. This is the whole problem. The situation is such that the person I ordered DDoS services were all happy, and then he
wanted to buy a r DDoS bot is I stated in the topic of this work. I have prepared a set for him, helped to put on the server, all set up. But he had constant problems and questions. I gave the
803077 - L l D s, but then again, the client has decided that he does not work bot and instaly not knock. As it turned out in the end, it was only because the panel was covered in the
ICq - ega he was waiting for me and wrote to me that the bot is not working and so on ..... I did not by itself can be given to a single customer all the time. By the end, he said that
y reputation. I suggest to him to solve everything peacefully, as it is suggest to the referee forum where he previously vylazhivat review, but it does not take this option.

ply have nothing to do, and all his problems were only due to the lack of knowledge in this area, and not wanting to buy them.

803077 (15:35:15 23/07/2013)

Roma in general, I gave you set the bot and he stood on the server. otstuk is myself prvoeryal, then it was not because I did not filled in the folder pane, and the boat was on the domains I have, create yourself panel reg py I'll give
myself domains that used to manage them, or sign up I'll do a rebuild on them , zalyu test bots that used to saw and goodbye, and then I'm tired already this fuss!

803077 (13:35:21 30/07/2013)

Roma, you have me just take the time, what I did not know all this scam 1! I am willing to give you another 1 new bot that just went on sale in the gift that you were not offended 1!

legal D
Here's a piece of correspondence where a person to me too a couple of days fooling, and eventually okazyvaetsya he just did not clean the cache and the problem was this.

Roma (01:41:33 2/07/2013)
the old man. panel does not plow. urgently needed. I understand the case, but I'm already 3 weeks no one test. although the money put huge.

Roma (03:35:59 2/07/2013)
answer.

Roma (03:36:10 2/07/2013)
forces there. pad does not work .. (

Roma (03:36:17 2/07/2013)

not included. g@gon/log in_php>

Roma (12:45:50 2/07/2013)
ing?

o strength. 3 weeks have not advanced a single step

803077 (21:16:07 2/07/2013)

link / teleon / log_in.php

| 803077 (21:16:10 2/07/2013)
here?
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RosGosDos — Ad

DDoS Tools "RosGosDos" / ddos service / ddos service \

rosgosdos

A

Post # 1| (] 19/10/2014 © 9:42

"RosGosDos" - disable your website!

| NonpofiogaTk cHOBA J

ICQ: 608013222
Contacts:
. > I1CQ: 608013222
Posts: 2 > Jabber: rgd@xep.li
Reputation: 0 Guaranteed receiving orders from 8:00 to 24:00 GMT.

Offline
Prices for "DDoS" services:
> From $ 50 night
Attention! In the price specified minimum price, it depends on the subject matter and purpose of protection!
% Discounts for large orders (from 2 sites or 2 days)!

Prices for additional services:
> Education DDoS + DDoS bot + Live + server cost of $ 600
> Private DDoS software - prices from $ 400

Conditions for our customers:

> Our service is almost 4 years old! Our experience even more!

> Monitoring of the goal!

> Use only the private and samopisny software

> We put any antiddos (grator, cloudflare, cisco guard and date of birth)
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ICQ
603226303
608013222
857837

Jabber

rgd@xep.li
rgdsupport@exploit.im
rgd@jabber.fm
rgdcrypt@jabber.mu
Website: buyddos.ru

Email: rosgosdos@gmail.com

ARBOR



Legal D — RD1 Threat Actors

 Legald-rgd.ru
» Legald-rgds.ru
» Legald-rgdy.ru
 Legald-rgdi.ru
* Legald-rgdo.ru
» Legald-rgdq.ru
— RosGosDos / rgd@ / rgdsupport@ / rgdcrypt@

* legal-d.ru
— Stelios / Maverick / Maverbest - steliosmaver.ru

 Teleon - teleon[123].ru
« Xarek ? - xarek[123456].ru

EEEEEEE
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Legal D — DDoS Malware Families

* Ferret

* Eclipse

» Armageddon

- Paradise

* Athena

* Dirtdumper Drive
* G-Bot

EEEEEEE
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Legal D — Busy RD1 Threat Actor

- DDoSing service
» Coder/seller of Paradise bot

» DDoS hosting provider for the RD17?

EEEEEEE
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Legal D — steliosmaver.ru

WWWW

xxxxxxxx

nnnnnn

smafesnu vievlw
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.......

2 - b fsamafes.ufloggetcmd.pho.
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Ferret — legald-rgd[oq].ru — BladeRunner

* First logged attack: February 7, 2014
- Last logged attack: March 3, 2014

» Distinct target domains: 6
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Legal D — Active Domains

ARBOR
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@ W W

vsevl.ru santafes.ru legal-d.ru

e

184.105.163.227

l
ﬁ‘

G-Bot

C2 - http://legal-d.ru/lods/getcmd.php  C2 - http://legal-d.ru/log/getcmd.php

C2 - http://santafes.ru/logi/getcmd.php
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G-Bot

G-Bot | +

legal-d.ru R~ startpage Q
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G-Bot - legal-d.ru/santafes.ru — BladeRunner

* First logged attack: July 23, 2014
- Last logged attack: November 15, 2014

» Distinct target domains: 246
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G-Bot - legal-d.ru/santafes.ru — BladeRunner

BladeRunner Observed Attacks

zoom 1m 3m Gm YD 1y Al From | Jul 23,2014 | To | Nov 24,2014

200

A A A 100
/\[f\'ﬁ/\,\/\&/\ AM /\ 0

5

SHIENY DUNSI #  SHPRNY |RI0L #

s 2
,-,_,-f-,r,lfl,l,-,_,‘-,-,l,l,l,l,-,-,-,l,lf-,l,I,l,l,If-,l,r,-,-,l,l,-‘r_,l,l,l,I,I,I,I,I,l,-,lfl,l,l,l,l,-,-,F,l,l,-,lfl,.‘_,l,_,_ ‘-fl,lf-,_*I,l,-,-,-Vl,l,-,-,-,_,‘li_,_,_,_ji-vl,l 0
1T T

28. Jul 4. Aug 11. Aug 18. Aug 25. Aug 1. Sep 8. Sep 15. Sep 22. Sep 29. Sep 6. Oct 13. Oct 20. Oct 27.Oct 3. Nov 10. Nov 17. Nov 24. Nov

@4. Nov

Highcharts.com
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G-Bot - legal-d.ru/santafes.ru — BladeRunner

fxt txtrendscam.co

sozdanie-prodvizhenie-saita.su autobazar.us
100dorog41.ru

www.0564.ua
interuno.ru Medik-centr.ru

e fireleads.ru
1Kkr.ua

www.stanki.ru

mediklist.net




Legal D — Leaves the RD1

» High-Yield Investment Program (HYIP)

— This

|Posts: 13
|chutob‘on: 4]
[ ]

IS a “legitimate business”

#29
=

Good day to all visitors of the portal administration. I want to share with you the news. I received an offer formal work on one of the hosting sites
(antidos hosting have many customers HYIP projects), and named a tidy bag of contract, from which it was difficult for me to refuse. Already flown to
the office, signed the papers (b afraid to fly that has not planted there, but everything was buzzing, said that they had half the team has a dark past))),
after a week I'm flying again, because I'll have to temporarily leave the underground and work in the opposite direction. Given the laws and the state
police, and the actual contract, I will not have time nor the opportunity not to provide services.

But there are pluses. Conclude a contract yet with me for 3 months, and if it Is not extended soon to come back and you have, as you know, with great
experience and knowledge in the field antiddos))

Generally all with whom a long time cooperated and agreed to meet, who will be in Missouri, please contact me in advance contacts, occasionally I will
read as much as possible and be welcomed here.

Generally you soon. As soon as I return to work in the underground, right in the subject line of all notified and will do for contacts newsletter.

Ask the administration not to remove the theme, and just close by comments that had not bred flooding. Ask users not to flood the topic.

Ask admins just close the topic, not to transfer to another section and removed as in any case come back to you
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Are You There AreYouAreDo
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AreYouAreDo — RD1 Connection

Quote:

B dl  Bn .  a  J
Posted by I.odwith Aredia:
AreYouAreDo (|16:31:48 24/09/2013)
there was a different storw

AreYouAreDo {:16. AreYO UAre DO
Moor site and Sited" y friends

AreYouAreDo ‘1 6:32:09 24/09/2013)
I saw how I

AreYouAreDo ’1 6:32:15 24/09/2013)
asked to remdve.

AreYouAreDo ;1 6:32:22 24/09/2013)
I was told tha ] vouched for him Metakhim

AreYouAreDo (16:32:25 24/09/2013)
I have to Met*him

AreYouAreDo JI 6:32:38 24/09/2013)
Metakhim saic that the problems are not necessary and therefore off the Moor

|
AreYouAreDo ((16:32:42 24/09/2013)

wand furaed.o

Krabeg (21:06:39 24/09/2013)

> Metakhim said that the problems are not necessary and therefore off the Moor
ie Metakhim ordered anti-ddos and parallel Moor mutil?

AreYouAreDo (21:06:51 24/09/2013)
yes

AreYouAreDo (21:07:09 24/09/2013)
he ordered protection for yourself
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GO SIC http://areyouaredo.cc/ “

Translate From: ' Russian $ To: ' English : View: Translation Original

10.04.2014 conduct an effective attack on the projects featured on: DDoS-guard, Qrator, Cloudflare, etc. More in secure
communications.

BE3OMNACHAS CBA3b
Home Services Terms FAQ Order 14:00 - 02:00 MSK
1CQ: 522899
backup link
Good day.
We offer services in the field of information security on the Internet.
(o] | h f k-based k: he inft from §$ 50 *
ur main specialization is the organization of network-based attacks on the information
i P! Is gani S S I from $ 300 *

infrastructure of your enemies, as well as protecting your information infrastructure from from $ 1000 *

such attacks.

from $ 500 *
Why choose us?
* - For each site / server is assessed individually
EX Professionalism. We work only with their own technologies and developments;

Bl Experience. Aimost three years, we are constantly improving our technology in this field

and apply new advanced solutions; Individuals 200 $
Bl Quality. Our experience allows us to exploit different vulnerabilities to a server, which Corporate from $ 500
makes the attack in our execution as efficient as possible;

El Power. Thanks to the continuous improvement of our technology, we have a huge
combat capability;
Domestic resource. Bypass in foreign countries;
: yP foreign count Day from $ 35 *
Anonymity. You can be sure that the data on your order will not get to the third parties; Month from $ 150 *

Decency. Adequate conditions to return the funds;

See for yourself. Carry out an attack on the free test Web-server; * - Depending on the characteristics and complexity of the
attack, the cost of security services may vary

ooon

Trust the professionals!
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AreYouAreDo - Infrastructure

y ; 3 Y : Y Y 3 Y Y b 3 5
) ) & & & (& (& Y & ) i) & &
crblog.cn y-andex.ru com cc com il i.ru g .com www.9000w.com pervogoaprela.ru bylojarkonadvore.ru

- W W W e W W @ E E @ W W

46.36.37.55* 5.9.28.7 185.16.40.215 88.214.207.83 78.47.162.184 93.115.210.10 37.187.195.49* 54.200.149.41 192.31.186.22* 23.19.99.206 89.248.168.126 95.85.25.65 46.36.38.23 89.248.171.91

- s

192.155.80.235* 5.187.3.228

Ayabot

3

[]

C2 - http://y-andex.ru/NET/google_add.php C2 - http://46.36.38.23 /classes/s.php

(3

C2 - http://88.214.207.83 /classes/s.php, C2 - http://89.248.168.126 /glasses/: C2 - http://nogiledeneli.ku/0942c3aad278ceS5ea571a61712b4506a.php C2 - http://pel oaprela.ru/0942c3aad278ce5ea571a61712b4506a.php

(3

C2 - http://crblog.cn/ppp/user_edit. C2 - http://glorymolly.com/0942c3aad278ge5ea571a61712b4506a.php C2 - http://bylojarkonadvore.ru/0942c3aad278ce5ea571a61712b4506a.php C2 - http://www.9000w.com/api/up.php

1
-
-

C2 - hup:/,

/cl: /s.php  C2 - http:/ j ru/0942c3aad278ce5ea571a61712b4506a.php  C2 - http://areyouaredo.com/0942c3aad278ce5ea571a61712b4506a.php
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AreYouAreDo — Ayabot

* Proprietary DDoS bot
* AreYouAreDo - Ayabot

EEEEEEE
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AreYouAreDo — Ayabot — BladeRunner

* First logged attack: August 22, 2013
» Last logged attack: June 19, 2014*

» Distinct target domains: 31*

EEEEEEE

71




AreYouAreDo — Ayabot — BladeRunner

www.igrafan.com

rugl' OHR -1V
zar-par.ru

qha.center softrok-k.ru
'f’g-me www.bitermo.ru

pizzarich.ru www.pilguni.ru
forum.ramgk.com week02.ru
na-raione.com hratish.info

vse.rv.ua tmsauto.ru




AreYouAreDo — Impromptu Interview

19:55:03 Me : where does the name "Aya" come from? is it just you behind the bot or
is AreYouAreDo a team?
19:55:31 AreYouAreDo: AreYouAreDo

20:01:15 Me : how long have you been in active in the hacking / DDoS scene ?
20:02:19 AreYouAreDo: couple of years

20:12:12 Me : how do you distribute it ? exploit kit, social engineering, spam, Trojan
Download networks ?

20:14:11 AreYouAreDo: its distributes it self. you did not noticed?

20:16:24 AreYouAreDo: well, if you dig, you find out

20:17:21 AreYouAreDo: exploits are very expensive

20:38:32 Me : how do you handling money ? without getting traced back to you, etc. ?
20:40:01 AreYouAreDo: well, ill say not clear true, but enough to understand. online

game currencyies
20:40:19 Me : hmm.. any bitcoin stuff or is that not secure enough ?
20:40:53 AreYouAreDo: bitcoin is not popular for russian customers
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AreYouAreDo -

Overloadlab

8 6.6 Overloadlab - Cepeuc TecTUpoBaHUA BbICOKMX HArpy3ok u atak tTuna DDoS e
J O Overloadlab - Cepsuc TecTMpos... I + l
‘4-_' b~ | & | @ overloadlab.com e | (B~ startpage Q) A [B~| 4~

overl(Oadlab

Overload laboratory

Hour

$15*

ORDER NOW

Moneyback guarantee

Basic support

ABOUT US

High load and DDoS testing service.

Day Week

$70* $400*

ORDER NOW

Moneyback guarantee

ORDER NOW

Moneyback guarantee

Basic support Professional support

Free test Free test

24/7 site monitoring 24/7 site monitoring

Month

$1400*

ORDER NOW

Moneyback guarantee
Professional support
Free test

24/7 site monitoring

* - basic load cost, prices may vary depending on the required load.

We provide high load testing services for network resources.

For three years, we are engaged in research of high loads, especially the DDoS-attacks. We have a distributed network of

servers designed to simulate high load's incidents.

Pre-installed software in our network allows you to simulate these types of attacks as HTTP (post), HTTP (browser), SYN,

ARBOR
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Feedbacks

Viadimir, web-developer

Kept site was down for a while, in spite of all
attempts to defend himself. Truly quality
testing!
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Storm Team / S-Team / Huntsman



DDoS order , as a means of decommissioning of the competing parties has become increasingly popular.
The very notion of DDoS comes from abbrevitury DDos meaning Distributed Denial of Service- distributed denial of

service.
"Anatomy” DDoS attack in most instances consists of the use of different vulnerabilities processing method request SYN,
mainly Internet Protocol TCP / IP, using procs servers complicates The identification Ip.
huntsman In quickening amount DDoS attacks on various types of servers recently played and raspostrenenie Windows NT / XP
odarator versions of based the last. It is known that the Windows operating system is vulnerable to DDoS attacker absolute
majority, to use simple tools (flood).
Also since it is worth noting that the attack on a particular server dostotochno proved beneficial as well. Provider to
protect against attack high load forced to deploy additional capacity (input filters) for spot filtering garbage traffic.
All this and so heats a large enough demand for such services.
We are a group of IT professionals specializing in providing. We organize all kinds of actually DDoS attacks (ICMP-
flood, SYN-flooding, or DDoS attacks on the DNS-server, etc.) using the most advanced software used in the industry.

¢ 1 frequency from 10 8
* 24 chasa- from 8 70
* Week - from $ 350
e Month - from $ 1300
Prices on medium difficulty ...

* Webmoney
e Yandex Money
* QIWI + 6%
* PM + 6%
Overlooking the payment can be negotiated separately

Jabber: s-team@logov.net
ICQ: 762760
skype: storm-team502




Storm Team — Details

* Websites
— ddos-service.net
— ddos-service.so
— ddos-service.ir
— storm-team.biz

- Jabber: s-team@I0g0v.net
- |CQ: 762760
» Twitter: @DDOSTeam

NNNNNNNN
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Storm Team - Front-end Infrastructure

. - g ~
L] .

ddos-service.ir storm-team.biz ddos-service.net ddos-service.so

\l/ \/

- s

188.165.32.177 46.105.76.163

EEEEEEE
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Storm Team — Accidental DDoS Targets

-WUZM&T 7
I

Krabeg< |
' Beginner l

wvatar Krabeg

%

Storm Team (icq 41111181) - Reseller

The response message on the board huntsman'a shopworld_biz (admin which he resigned):
http://shopworld.biz/showpost.php?p=111148&postcount=75

Explicit resellerstvo by Storm Team:

[rabeg offline

[30in Date: 17-06-2012

[Posts: 8

| Reputation: 0

[1cQ: 4550085

ARBOR

N ETWORKS

June

r=rmre

Quote:

-}

3

-
~.

Storm Team )

Storm Team (icq 41111181)

You have added

Storm Team (09:59:42 12/06/2014)
cookie

R ORE R W ORE RO W W W
Krabeg (10:01:53 12/06/2014)

listen

I
1
Storm Team (09:59:42 12/06/2014) '
I
I
I

Storm Team (10:02:58 12/06/2014)
ataukesh than crab (from the message I knew immediately what will be discussed)

Krabeg (10:03:29 12/06/2014)
Well, in many ways, but what?

Storm Team (10:03:38 12/06/2014)
Well

Storm Team (10:03:47 12/06/2014)
yukoz you put

10:03:50 12/06/2014)

12, 2014

Accidental paste of
DDoS targets

/2014)
koz conductive, a

Storm Team (10:05:23 12/06/2014)
-s‘:h-'q--------------------------q
Storm Team (10:05:50 12/06/2014) ]
energydiet24.ru

energydiets.ru '
energydiet-hd.ru |
(Stupidly decided to throw me your orders, well, of course, because nothing hunstmenu DDoS)
----------------------------'
Storm Team (10:05:56 12/06/2014)

Try any valnut

Storm Team (10:18:23 12/06/2014)
2
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Storm Team — Accidental DDoS Targets

* First logged attack: June 12, 2014
- Last logged attack: June 21, 2014
* Distinct C2 hosts: 15

EEEEEEE
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Storm Team — Back-end Infrastructure

w W w oY o W W W W W w W

b .com gyxi.com blog.pagerain.com  embroidery-designs-guide.com bestformen.ru lerodca.myji i vbfag.ru work72.info rules-sport.ru myseogig.com

w W

illusex.org lavia

104.28.21.114 104.28.20.114 192.185.74.35 81.177.140.74 208.75.149.114  74.220.207.181 89.108.67.236 94.250.252.251 108.175.156.204  198.252.66.101

c2-

C2 - http:/

c2- 3 ’ g g i G,

(]

U
(]
(]

c2- c2- Q- -php c2- hy

(]

C2 - http:/ /flowerspeaks.ru/modules/abonamand. php C2 - hetp://blog. i h c- e h

ARBOR

NETWOREKS 81




33 C2s lead to DirtdJumper Drives
Shared IPs

URL filenames
abonaman4.php (6)
chtogde1.php (5)
zimmerman6.php (4)
snowthread.php (4)
domberman1.php (3)
gruberman5.php (6)
suleiman3.php (6)
bomberman2.php (2)
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-irst logged attack: February 13, 2014
_ast logged attack: November 25, 2014

Distinct target domains: 1535
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Storm Team — Back-end — BladeRunner

BladeRunner Observed Attacks

Zoom 1m 3m 6m YD 1y Al From | Feb 27,2014 | To | Nov 24,2014

. AN

SHIBNY DUNSIA #  SHOBNY [RI0L #

| o .III||||..|||.|||||_I“.lIIIIIIIII.||__.|||_.||||‘|_|||| i w1l o

] I I I
10. Mar 24. Mar 7. Apr 21. Apr 5. May 19. May 2. Jun 16. Jun 30. Jun 14, Jul 28. Jul 11. Aug 25. Aug 8. Sep 22. Sep 6. Oct 20. Oct 3. Nov 17. Nov

Highcharts.com
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diplom-garant.com

adlerleto.ru

diplom-VO.Com fmsshop.biz

oldcvety.com oboi.com rapo.ru
wigecory NEdiklist.net

surva.ru
litsa.su

topright.ru

2ndfl-novosibirsk.com bankspravok.com

pOdarihit.ru Open_ﬁn.ru
ra-mart.com



Chef the RD1 Troll



Chef - Ad

[1)01/23/2013 15:13 #1

chef

L order DDoS, DDoS attack on the site, DDoS services, buy ddos

Super Moderator

DDOS SERVICE

«PRIVATE DDOS»

Greetings to all, we are glad to offer you quality DDoS services for a reasonable price. If you have a business rivals or someone you just offended, then take it out on the website is a one of the best

Last Activity: solutions.
3 minute (s) ago
Register: 07.08.2009 As a result of the attacks, the site of your competitor will not play in your specified period of time (from several hours to several weeks, and so on ....) Thus, your abuser, the competitor will spend a lot of
time and nerves lose attendance and profits.
Posts: 614 Used his botnet from a huge number of bots, located throughout the world and, therefore, are in different time zones.
This allows you to keep the primary part of the bots in online-mode.
Thanked total: 761 Unable to close the block DDOS attacks in the country.
for this post: 0 Supports all types of attacks (ICMP SYN / ACK UDP HTTP Flood, etc.)
The average price - $ 100 per night (price may be constantly changing depending on the project)
@ 2070072 Minimum order value - $ 50

Working with large projects! Customers for long terms - discount.

We work on 100% prepayment
Provide test services within 10 minutes free. (Suspicious persons test fee - § 5)
Interested serious people interested in long term cooperation.

When ordering, use this form of treatment: "The purpose, the period when the start is needed. I have a reputation out there that you are advised to something in the budget is
limited to such a wallet is not limited to the main result ".If you anything is not clear in the description of our themes, or want to clarify any point, please contact us and we will
explain everything to you.

On the organization to handle DDoS
ICQ: 2070072 (OTR)

Jabber: [Links visible only to registered users. | 3apeructpuposarsca... | ] (OTR)
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Booter: PRIVATE DDOS

ICQ
2070072
403031

Jabber
privateddos@exploit.im

legal.d@Onl1ne.at
twisted _ddos@Onl1ne.at
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nttp://
nttp://
nttp://

ega
ega
ega

ARBOR

d.net/ - Legal D
d.cc/ - Legal D

d.org/ = Legal D

nttp://abeyouaredo.biz = AreYouAreDo
nttp://abeyouaredo.cc - AreYouAreDo



Chef — Booter Infrastructure

distnbchs.com legald cc getpay.biz

l/l\/\

R R e e

208.98.22.213 5.39.45.197 158.58.169.155 185.18.148.121

W w W a/

legald.net abeyouaredo.cc velumbank.com legald.org

|

I 209.141.38.155

5.135.20.214
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abeyouaredo.biz

|

s

178.175.159.13
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Chef - Ferret DDoS Bot?

[0 08/05/2013, 01:54 48
E
chef
Agrees with hdsckr, the bot has turned out not bad S
Super Moderator

\Y HA $OPYME HE CPATh!
Agmunawompayses

All I beg to express discontent in the form of suicide

More than 5 similar messages about - Ban on the month, more than 10 - Ban for life @

Last Activity:
19 minute (s) ago

Register: 07.08.2009 ,\e?*"'

eXTANBHOrG K,

Posts: 614

Thanked total: 761
for this post: 0

£

3

£ 2070072 A
%

On
Line
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CopilLeft — Ad

01/22/2013, 20:45 #1

COpILGft [Copi] Team DDoS Service

We offer services in DDoS attacks.

Windows v.3.51 (NT) 2oz R :
DosE Serviced
D"A43=366632329 1)
Low prices:
Hour from $ 7 /[ works from 5-10 hours
Last Activity: From $ 70 per night
1 week ago Week from $ 400

Register: 05.01.2013 In the case of non-fulfillment of the order is possible manibek for the remaining time.

Posts: 127 Before ordering a test feature hotel 5-10 minutes

Thanked total: 223 X .
for this post: 0 Discounts are available!

Discounts from 7 days to 10, 15 and Beyond "further more"
443666329
copileft@xep.li Ability to work for long periods of time, with individual quotation!

Accept to order almost any sites, sites with antiddos!
The test is successful

[Links visible only to registered users. | 3aperucTtpuposartsca... | |

[Links visible only to registered users. | 3aperucrtpuposartsca... | |

[Links visible only to registered users. | 3apeructpuposarsca... | |
http://fuckav.ru/showthread.php?t=14338
[Links visible only to registered users. | 3apeructpuposarsca... |

[Links visible only to registered users. | 3apeructpuposarsca... |

[Links visible only to registered users. | 3apeructpuposarsca... |

[Links visible only to registered users. | 3apeructpuposarsca... |

[Links visible only to registered users. | 3apeructpuposarsca... |

]
]
]
[Links visible only to registered users. | 3aperucTtpuposarsca... | ]
]
]
]

[Links visible only to registered users. | 3aperucTtpuposarsca... |

Win mmnnwd.
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ICQ: 443666329

Jabber
copileft@xep.li
copileft@exploit.im

Email: cOp113ft@rambler.ru
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CopilLeft — copileft.myjino.ru

ARBOR

N ETWORKS

Koa:

D $38:23 370172013)
ecnu TaMm ewe Hago OyAeT MONONHUTL CKAXU ApYr)

[Copi]Left gonr 449$ (17:38:32 3/01/2013)
i MA3EpHbIA NONONHUA

iSupport (17:38:45 3/01/2013)
HY TYT yXk Tebe xocTep emaitn npuuner

iSupport (17:38:50 (E http://copileft.myjino.ru/opt/adm )

Korga 6abno KoH4aTh

iSupport (17:39:25 3/01/2013)
http://copileft.myjino.ru/opt/adm |

= optima/optima
iSupport (17:39:31 T

optima/optima 1
W W W W W T O W O W W W

[Copi]Left gonr 449$ (17:39:35 3/01/2013)
TaM 5 BOOWE He NOHAN KAK W 4YTO))) BOT N MONOAHWA HA 160..TAM N

iSupport (17:40:07 3/01/2013)
TaM 5 NOAK/IOYUN HECKONBKO HYKHBIX YCNyr

iSupport (17:40:25 3/01/2013)
M 3TO HEMHOTO YBENUYMIO CyMMy CMUCHIBAEMY EXKECYTOYHO
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Copileft — cOp1i3ft@rambler.ru

o 000000000 00000000 0 0 O ee0 0 o e o
® 0 0 0 0 00 0 000000000000000000 0 o 000000
o o o o e ° o
e ©o 000
e boan ® o 000 o 0 0 o
B e o o ®© © 000 e ¢ &9
¢ 6000 ® o 0 o
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Copileft —- DDoS Malware Families

- Paradise

* Neutrino

* Athena

* BlackRev

* Ferret

* Madness

* Dirtdumper Drive

EEEEEEE
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Copileft — Paradise / Athena / Neutrino

bl79ferretbl.com

e

188.190.101.36

Athena

[ ]

C2 - http://bl79ferretbl.com/http /gate.php

ARBOR

N ETWORKS

alcapardz.org

L

s e

91.220.163.242 188.190.123.59

g

Paradise

[]

C2 - http://alcapardz.org/index/bfg.php

e

178.162.212.109

l
ﬁ

Neutrino

|
=

C2 - http://178.162.212.109/neutrino/tasks.php
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Copileft — BlackRev

ARBOR

N ETWORKS

a/ o

blackrev.org clfrev.us

R e

91.220.163.242 188.190.99.246

i

BlackRev

-

[] »

C2 - http://clfrev.us/blackrev/gate.php C2 - http://blackrev.org/black/gate.php
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Copileft — BlackRev — BladeRunner

* First logged attack: April 25, 2013
- Last logged attack: May 6, 2013
» Distinct target domains: 43

EEEEEEE
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Copileft — BlackRev — Attack Targets

skriptomaniya.ru
webcamstudio.ru

ViVid Ca mS rU divacams.ru

zakazat-ddos-kupit-ddos-ddos-service.biz

kharkovforum.com

bolasonic.ccr)]r;cl 5 m Pd d d OS . I n

paSSIOHS 10.r'u

miami-studio.com 155ihbar.com
oberegi-runi.ru

EEEEEEE




Copileft — Ferret

Ca/ a/ a/ Ca/ Ca/

zakazat-ddos-ataky.com astfv43kol.com bl-v45.com.ua astinpwn.org bl79ferretbl.com

LA
= W W w y W o W W e

95.211.26.27 face-polmc.net B8 TN 65238 188.190.123.59 qq-exeexe.com 94.156.77.71 89.248.172.168 178.162.194.84 87.255.51.229 209.99.40.222 209.99.40.223

A

™

Ferret

- http://bl-v45.com.ua/v45 /bl.php
)

://qq-exeexe.com/v45 /g.php

»
C2 - http://bl79ferretbl.com/admin/se
)
C2 - http://178.162.194.84 /v467bl.php
) ) ) )

C2 - http://astfv43kol.com/v45/g.php C2 - http://31.131.16.233/v46/bl.php  C2 - http://zakazat-ddos-ataky.com/puk.php  C2 - http://face-polmc.net/v45/g.php

ARBOR 10
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/g.php

.156.77.71/puk.php

C2 - http://89.248.172.168//puk.php




Copileft — Ferret

02/03/2014, 22:19 #18
Q) ILGft Re: Complex for testing resistance to DDoS
p Long time use this bot, from the earliest versiyay, very pleased with the vehicle.
Everything exactly as described above in the descri
Windows v.3.51 (NT) Scecveral tlimslmn:onmhimmwhirc’f\drmon( i Long time use this bot, from the earliest [versions], with its refinement!
nerally recommend a decent p very pleased with the vehicle.
The dispute on the forum - this is the same as the eby
Last edited Copileft; 02/03/2014 at 22:27.
Last Activity:
1 week ago
[ Register: 05.01.2013
[ Posts: 127
Thanked total: 223
for this post: 1
443666329
[ copileft@xep.li

ARBOR 103
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Copileft — Ferret C2s

* Version updates
— [priv/priv.php
— [v46/bl.php
— Iv45/bl.php
— Iv45/g.php

* Filename patterns
— g.php
— bl.php
* bl-v45.com.ua
* bl79ferretbl.com

— puk.php

NETWOREKS
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-irst logged attack: August 11, 2014
_ast logged attack: August 22, 2014

Distinct target domains: 14

ARBOR



Copileft — Ferret — BladeRunner




Copileft — Madness

Ca/ Ca/ a/ W a/

yetty.myjino.ru metall777.myjino.ru ajw666.myjino.ru sosiskaruof.myjino.ru suigintou.myjino.ru

e e e

81.177.141.191 81.177.135.112 81.177.141.223

Madness

C2 - http://suigintou.myjino.ru/madcp7/index.php  C2 - http://sosiskaruof.myjino.ru/mad/index.php C2 - http://ajw666.myjino.ru/mad /index.php

» »

C2 - http://metall777.myjino.ru/index.php C2 - http://yetty.myjino.ru/mad/index.php
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~irst logged attack: October 29, 2013
_ast logged attack: March 24, 2014

Distinct target domains: 40
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Copileft — Madness

BladeRunner Observed Attacks

Zoom 1m 3m 6m YTD 1 Al From | Nov 27,2013 | To | Nov 24, 2014
H

500 9-"

g

>

A an A 250
[\JJ\J \h /—\ i

w

(U

=)

@

I 0 b b g

| o &

Ifllflll . ! 111 ll‘llllllll T IIIIIIIIIIII"“ T T T T T T T T %
Dec'13 Jan'14 Feb '14 Mar '14 Apr '14 May '14 Jun'l4 Jul'14 Aug '14 Sep '14 Oct '14 Nov '14 v

' , A—H May '14 Jul'14 Sep'l4 Nov'14 ¢|

Highcharts.com
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Copileft — Madness — BladeRunner




Copileft — Dirtdumper Drive

W
suhastcom

w Y

cwstop.com  sdomansservice.com  zakazat-ddos-ataky.u

wines.de

@ W W
s

®
cos-saycom

ez

e o o e

€2 - rap:/valeda retfimages/drv]

ARBOR
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Copileft — DirtJumper Drive — BladeRunner

* First logged attack: June 28, 2013
- Last logged attack: November 22, 2014

» Distinct target domains: 1669

EEEEEEE
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Copileft — DirtJumper Drive — BladeRunner

BladeRunner Observed Attacks

Zoom 1m 3m 6m Y10 1/ Al From | Apr 10,2014 | To | Nov 24,2014

/N

20

SHIBNY DUNSI #  SHORNY [RI0] #

...........;|I.||..I|.I.....|...|,..||n.....||||||.,T..|....,I....‘......u..... M. it 11T P ol s BT ||I|!"| [}

| |
21. Apr 5. May 19. May 2. Jun 16. Jun 30. Jun 14, Jul 28. Jul 11. Aug 25. Aug 8. Sep 22. Sep 6. Oct 20. Oct 3. Nov 17. Nov

Highcharts.com
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profakedocs.com

tic-research.com irkpravda.com

* .12 nzgft.com
WWW°pSySOCIahS'm poleznaya.dp.ua

WWW.CN.ru job-sbu.org
www.gaode-hydraulic.ru IICW S . P11 not24.at

gaode-hydraulic.ru
rt.com dream-supply.com

gaode-hydraulic.com gOlUbCy.net alekscentr.ru

sharacom.com

satsis.info tavria24.com.ua

www.kirovograd.net

millta maps .ll’lfO landmarklofisreviews.com




Copileft — C2 Patterns

* Dirtdumper Drive
— [drv/

» Copileft
— clfrev.us
— clftest.ru
— verifiedclf.ru

EEEEEEE
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Crabby Krabeg



Krabeg - Ad

* Krabeg Posted on June 28, 2012 - 22:51

Offered DDOS services on the various sites, servers, and other Internet resources.

DDoS-attack (from the English. Distributed Denial of Service - distributed attack of the "denial of service").
The attack on a computer system in order to bring it to failure, that is, to create conditions under which legitimate users of the system can not access the provided
system resources (servers), or the access is difficult.

Service Features:

e Complete anonymity

e Service without the mediation

e Reasonable prices for excellent quality

e Continuous monitoring of the targeted purpose

e Pre Paid test before ordering (from $ 5)

o Different types of attacks, including the different protocols and ports
e Refunds in case of failure or cancellation

Members
2 posts

The prices of the service:

e 5 $ - per hour

® $ 40 - per night

e from $ 250 - per week

(The price depends on the targeted goals)

Payment Methods:
¢ WebMoney
e Yandex Money

Contacts:
* ICQ: 455-00-85

Passed Inspection:
e shopworld.biz - Passed audits (3 pcs.)

ARBOR
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Krabeg — Details

+ [CQ: 4550085
- Jabber: 4550085@qip.ru

EEEEEEE
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Krabeg — Stelios Blacklisting

B 09/24/2013, 15:19

Krabeg

DDoSer

d, rats, fraudsters 11!

September 24, 2013 D)

Hidden text (you must login to your account or sign up and have 5 message (s)):
You do not have sufficient rights to see the hidden data contained here.

Join Date: 17-06-2012

Posts: 103 Mavrusha you stupid deer, where did you see me somebody threw? Nowhere, because I do not throw, but what are you saw on Google, well, you yourself read it? Stupid asshole.

But you threw the Moor and, well, it has long been known to all, in fact, you're just a couple of days ago, threw a chela on the headstock, the site could not keep, and refused to return the money, though the site was
Thanks: 43 a very weak, this suggests that you do not have even 200 bots, you just show-off their scatter and you can, all that zapezdyvaya 20Gb power there @
€ ass50085 Quote:

Message from the Log from Blackman (neighing)
[09/23/2013 14:59:36] <[Links visible only to registered users. | 3apeructpuposarscs... | ]> Ddos nado?
[09/23/2013 15:05:34] <Horsemen of the Apocalypse> no Stelios
[09/23/2013 15:07:30] <[Links visible only to registered users. | 3aperucTpuposars

[09/23/2013 15:08:16] <[Links visible only to registered users. |WI 1> Ya maverick
[09/23/2013 15:08:55] <[Links visible only to registered users. | 3apeructpuposateca... | 1> Ve ahueli?
[09/23/2013 15:08:59] <[Links visible only to registered users. | 3apeructpuposarsca... | 1> Mamka ebal
[09/23/2013 15:09:00] <[Links visible only to registered users. | 3apeructpuposarsca... | J> Rot toptal
[09/23/2013 15:14:26] <[Links visible only to registered users. [ml 1> Ale?
[09/23/2013 15:14:40] <[Links visible only to registered users. |ml 1> Lox ebani

| 1> Ve tut?

Mavrushechka just smear from DDOS can not do zaddosit because by any means trying to eliminate competitors by fakes.

pastebin.ru/VS781gs
pastebin.com/6pSfnl
These pages are re
Femmmm--
That IP of worm which all this dirt muddies:
1 91.121.166.108 (Cortesy admin pastebina

91.121.166.108

R L L L L LN
Please check this IP on

L BB )

I And here's another ii\fa botnet Stelios (Moor):

| 81.177.6.12

N o]

ARBOR
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Krabeg — kiraab.bget.ru

* kiraab.bget.ru = Krabeg

] - W W —— W

C2 - http://kiraab.bget.ru/a.php Dirtjumper 91.106.203.33 kiraab.bget.ru

EEEEEEE 120




Krabeg — kiraab.bget.ru — BladeRunner

* First logged attack: May 30, 2013
» Last logged attack: October 14, 2013

» Distinct target domains: 119

EEEEEEE
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Krabeg — kiraab.bget.ru — BladeRunner

BladeRunner Observed Attacks

Zoom 1m 3m 6m YTD 1ly All From | May 30, 2013 | To | Nov 24, 2014

500

mmwﬂﬂjinmmmnmmnmmm 1:

I I I | I I | | I | | I
Jun'13 Jul'13 Aug '13 Sep '13 Oct'13 Nov '13 Dec '13 Jan'14 Feb '14 Mar '14 Apr'14 May '14 Jun'14 Jul'l4 Aug '14 Sep '14 Oct '14 Nov '14

o
SHIBUY DUNSIQ # PPNV |BIOL #

' O Jan'14 Apr'l4 ul'14 Oct'14

Highcharts.com
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Krabeg — kiraab.bget.ru — BladeRunner




Krabeg — San Wells Blacklisting

[ 08/10/2014, 5:46

Krabeg <
Beginner

Avatar Krabeg

IKrabeg offline

[0in Date: 17-06-2012

[Posts: 8

I Reputation: 0

[1cQ: 4550085

ARBOR

N ETWORKS

# 1 ( Permalink )

€ san Wells bred / icq 35993512 bred / icq 660975608 bred

And now this "man" again decided to contact me:

And so, the 5 th, this month, me in ICQ tapped "man" and would like to order a website, here is communication on ICQ:

Quote: /—_——\
.rn«-'g' Fomthe (sarly conversation on T8QY: | 5 need ddos )
35993512 (17:33:48 5/08/2014) |
need ddos

e we o we we e e e e o e )
Krabeg (17:34:21 5/08/2014)
Hi

35993512 (17:34:32 5/08/2014)
Hi

35993512 (17:34:37 5/08/2014)
already ordered
(Why bother knocking if you are already booked, writes the type of DDoS needed a minute longer needed)

Krabeg (17:34:40 5/08/2014)
ca.

Quote:

Message from (today's talk on ICQ):
35993512 (02:53:55 10/08/2014)
Hi

| —

35993512 (02:53:57 10/08/2014)
here?

Krabeg (02:54:23 10/08/2014)
August 10, 2014 - san-wells."** >

35993512 (02:54:31 10/08/2014)
ﬁ”ww’ut-------

35993512 (02:55:07 10/08/2014)
san-wells. ***

R W W NN W
35993512 (02:55:10 10/08/2014)
can?
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Krabeg — san-wells.ws — Attack C2s

* http://legal-d.ru/log/getcmd.php
» http://santafes.ru/logi/getcmd.php
* http://compromat-kavkaz.ru/

EEEEEEE
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Legal D — Active Domains

ARBOR

N ETWORKS

@ W W

vsevl.ru santafes.ru legal-d.ru

e

184.105.163.227

l
g

G-Bot

C2 - http://legal-d.ru/logs/getcmd.php  C2 - http://legal-d.ru/log/getcmd.php

C2 - http://santafes.ru/logi/getcmd.php
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Krabeg — compromat-kavkaz.ru

w W

compromat—kavkaz ru fuf999.biz laboko.biz
91.212.124.33 81.177.135.22 91.212.124.31 93.170.129.34

\\ // l

o

Dlrtjumper Drive Pandora

/ \ |

[

C2 - http: //fuf999 biz/li/ C2 - http: //compromat—kavkaz.ru/ C2 - http://laboko.biz/1/
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-irst logged attack: November 25, 2013
_ast logged attack: November 22, 2014

Distinct target domains: 767
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Krabeg — compromat-kavkaz.ru —
BladeRunner

BladeRunner Observed Attacks

Zoom 1Im 3m 6m VO 1y Al From‘ Mar 6, 2014 ‘ To‘Nov24. 2014

T—

00

A ] A M » w.'my. !

25

SHPBNY DUNSIQ #  SIENYV |BI0L #
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Highcharts.com
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Krabeg — compromat-kavkaz.ru — BladeRunner

www.Isresearchchems.com i profakedocs.com
dream supply com
satsis.info

sharing-service. ru

militarymaps.info rt. VOr.veC
news.pn www.lsrcdistribution.com

sharacom.com

shara.pro

golubey.net




Passive Enumeration
Luck
Shaky pattern matching
Gut feelings
Incomplete information

Active Enumerating
DDoS honeypots
Known target domains

ARBOR



Thanks Much !

» Questions/Comments/Feedback

- dschwarz@arbor.net
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