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$ whoami 

• Dennis Schwarz 
– Sr. Security Research Analyst 
 
 
 
–  (Formerly) Security Analyst 
 



Disclaimer #1 

•  “Failure [to properly attribute malware and 
threat actors] is always an option!” 
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Disclaimer #2 
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Political Correctness #1 
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The Russian DDoS One or RD1 

• Because why should APT groups be the only 
ones with fancy names? 

 
•  Informal grouping 
 
• DDoS as a Service 

– DDoS booters 
 
• Public Russian language underground/hacking 

forums 



Forum Sampling 
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Threat Actor Sampling 
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Advertisement 
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Customers 

• Gaming 
• Rivalry 
• Anti-competition 
• Ransom 
• Diversion 



DDoS Attack Types 

•  ICMP flood 
• UDP flood 
• TCP flood 
• TCP SYN flood 
• HTTP GET/POST flood 
• Slowloris 
• DNS specific floods 
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Pricing 

• Hourly: $5-15 
• Daily: $40-80 
• Weekly: $260-400 
• Trend Micro’s Cybercriminal Underground 

Economy Series: Russian Underground Revisited 
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Reputation – Member Vouches 
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Reputation – Admin Test Targets 
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Reputation – Dispute Resolution 

• Forum admins 
– Judge 
– Jury 
– Executioner 

• Doxing 
–  “Blacklist” section on forums 
– Pastebin 
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“Working” 
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Communications 

•  ICQ 
• Jabber 
• Skype 
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DDoS Booters – Back-end Infrastructures 

•  “hmm, i dont know about wich booters you 
talking, but russian ddosers always used 
botnets” [sic] – AreYouAreDo 
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BladeRunner 
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The Many Booters of Stelios 
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Stelios – Ad 
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Stelios – it-masters.cc 
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Stelios – it-masters.cc 
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Stelios – Initial Pivots 

•  Handles 
–  Satory (2013) 
–  maverbest (2013) 
–  maverickxx (2012) 
–  maverick (2011) 
–  BadGateway (2011) 

•  ICQ 
–  332212 
–  372223 
–  444556 

•  Jabber 
–  stelios@jabber.se 
–  maverick@xmpp.jp 
–  stelios@exploit.im 

•  Websites 
–  ddos-service.cc 
–  ddos-service.ws 



Stelios – ddos-service.cc 
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Stelios – ddos-service.ws 
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My Maltego Outline 
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Stelios – Nginx Identity 

\ 
•  Handle: Nginx (2013) 
•  ICQ: 497065 
•  Jabber: nginx@xabber.de 
•  Emails 

–  ddos_ddos@aol.com 
–  antiddos@ukr.net 

•  Websites 
–  ddos-uslugi.zz.mu  
–  ddos-service.nethouse.ru 



Stelios – ddos-uslugi.zz.mu  
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Stelios – ddos-service.nethouse.ru 
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Stelios – C2 Patterns 

• ddos-service.cc 
• ddos-service.ws 
• ddos-uslugi.zz.mu à “uslugi” Polish for 

“service” ? 
• ddos-service.nethouse.ru 



Stelios – Doxed 
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Stelios – IPs 
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Stelios – 81.177.6.12 – Opror 
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Stelios – Opror – Madness 
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Stelios – Opror – BladeRunner 

• First logged attack: February 4, 2014 
• Last logged attack: November 25, 2014 
• Distinct target domains: 509 
 



Stelios – Opror – BladeRunner 
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Stelios – Opror – BladeRunner 
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Stelios – Opror – BladeRunner? 
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Stelios – steliosmaver.ru 

• Stelios 
• Maverick 
• Maverbest 



Stelios – steliosmaver.ru 
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Stelios – steliosmaver.ru – BladeRunner 

• First logged attack: October 20, 2013 
• Last logged attack: December 1, 2013 
• Distinct target domains: 41 



Stelios – steliosmaver.ru – BladeRunner 
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steliosmaver.ru – Legal D 
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Legal D, DDoS Esquire 
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Legal D – Ad 
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Legal D – Paradise DDoS Bot 
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Legal D – paradisetest.ru 
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Legal D – paradisetest.ru 

•  DDoS malware 
–  Paradise 
–  Armageddon 
–  Eclipse 
–  Ferret 

•  teleon2.ru 



Legal D – Teleon C2s 
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Legal D – Teleon C2s 
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RosGosDos – Ad 
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RosGosDos – Details 

•  ICQ 
–  603226303 
–  608013222 
–  857837 

• Jabber 
–  rgd@xep.li 
–  rgdsupport@exploit.im 
–  rgd@jabber.fm 
–  rgdcrypt@jabber.mu 

•  Website: buyddos.ru 

• Email: rosgosdos@gmail.com  
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Legal D – RD1 Threat Actors 

•  Legald-rgd.ru 
•  Legald-rgds.ru 
•  Legald-rgdy.ru 
•  Legald-rgdi.ru 
•  Legald-rgdo.ru 
•  Legald-rgdq.ru 

–  RosGosDos / rgd@ / rgdsupport@ / rgdcrypt@ 

•  legal-d.ru 
–  Stelios / Maverick / Maverbest à steliosmaver.ru 

•  Teleon à teleon[123].ru 
•  Xarek ? à xarek[123456].ru 
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Legal D – DDoS Malware Families 

• Ferret 
• Eclipse 
• Armageddon 
• Paradise 
• Athena 
• DirtJumper Drive 
• G-Bot 
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Legal D – Busy RD1 Threat Actor 

• DDoSing service  
• Coder/seller of Paradise bot 
• DDoS hosting provider for the RD1? 



Legal D – steliosmaver.ru 
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Ferret – legald-rgd[oq].ru – BladeRunner 

• First logged attack: February 7, 2014 
• Last logged attack: March 3, 2014 
• Distinct target domains: 6 



Legal D – Active Domains 
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G-Bot – legal-d.ru/santafes.ru 
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G-Bot – legal-d.ru/santafes.ru – BladeRunner 

• First logged attack: July 23, 2014 
• Last logged attack: November 15, 2014 
• Distinct target domains: 246 



G-Bot – legal-d.ru/santafes.ru – BladeRunner 
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G-Bot – legal-d.ru/santafes.ru – BladeRunner 
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Legal D – Leaves the RD1 

• High-Yield Investment Program (HYIP) 
– This is a “legitimate business” 



Are You There AreYouAreDo 
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AreYouAreDo – RD1 Connection 
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AreYouAreDo – Ad 
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AreYouAreDo – Infrastructure 
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AreYouAreDo – Ayabot 

• Proprietary DDoS bot 
• AreYouAreDo à Ayabot 
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AreYouAreDo – Ayabot – BladeRunner 

• First logged attack: August 22, 2013 
• Last logged attack: June 19, 2014* 
• Distinct target domains: 31* 



AreYouAreDo – Ayabot – BladeRunner 
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AreYouAreDo – Impromptu Interview 

73	  

19:55:03	  Me	  :	  where	  does	  the	  name	  "Aya"	  come	  from?	  is	  it	  just	  you	  behind	  the	  bot	  or	  
is	  AreYouAreDo	  a	  team?	  
19:55:31	  AreYouAreDo:	  AreYouAreDo	  
	  	  
20:01:15	  Me	  :	  how	  long	  have	  you	  been	  in	  acHve	  in	  the	  hacking	  /	  DDoS	  scene	  ?	  
20:02:19	  AreYouAreDo:	  couple	  of	  years	  
	  
20:12:12	  Me	  :	  how	  do	  you	  distribute	  it	  ?	  exploit	  kit,	  social	  engineering,	  spam,	  Trojan	  
Download	  networks	  ?	  
20:14:11	  AreYouAreDo:	  its	  distributes	  it	  self.	  you	  did	  not	  noHced?	  
20:16:24	  AreYouAreDo:	  well,	  if	  you	  dig,	  you	  find	  out	  
20:17:21	  AreYouAreDo:	  exploits	  are	  very	  expensive	  	  
	  
20:38:32	  Me	  :	  how	  do	  you	  handling	  money	  ?	  without	  geRng	  traced	  back	  to	  you,	  etc.	  ?	  
20:40:01	  AreYouAreDo:	  well	  ,	  ill	  say	  not	  clear	  true,	  but	  enough	  to	  understand.	  online	  
game	  currencyies	  
20:40:19	  Me	  :	  hmm..	  any	  bitcoin	  stuff	  or	  is	  that	  not	  secure	  enough	  ?	  
20:40:53	  AreYouAreDo:	  bitcoin	  is	  not	  popular	  for	  russian	  customers	  
	  



AreYouAreDo – Overloadlab 
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Storm Team / S-Team / Huntsman 
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Storm Team – Ad 
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Storm Team – Details 

• Websites 
– ddos-service.net 
– ddos-service.so 
– ddos-service.ir 
– storm-team.biz 

• Jabber: s-team@l0g0v.net 
•  ICQ: 762760 
• Twitter: @DDOSTeam 



Storm Team – Front-end Infrastructure 
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Storm Team – Accidental DDoS Targets 
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Storm Team – Accidental DDoS Targets 

• First logged attack: June 12, 2014 
• Last logged attack: June 21, 2014 
• Distinct C2 hosts: 15 



Storm Team – Back-end Infrastructure 
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Storm Team – Back-end Infrastructure 

• 33 C2s lead to  DirtJumper Drives 
• Shared IPs 
• URL filenames 

–  abonaman4.php (6) 
–  chtogde1.php (5) 
–  zimmerman6.php (4) 
–  snowthread.php (4) 
–  domberman1.php (3) 
–  gruberman5.php (6) 
–  suleiman3.php (6) 
–  bomberman2.php (2) 
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Storm Team – Back-end – BladeRunner 

• First logged attack: February 13, 2014 
• Last logged attack: November 25, 2014 
• Distinct target domains: 1535 



Storm Team – Back-end – BladeRunner 
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Storm Team – Back-end – BladeRunner 
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Chef the RD1 Troll 
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Chef – Ad 
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Chef – Details 

• Booter: PRIVATE DDOS 
•  ICQ 

– 2070072 
– 403031 

• Jabber 
– privateddos@exploit.im 
–  legal.d@0nl1ne.at 
–  twisted_ddos@0nl1ne.at 
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Chef – Booter Websites  

• http://legald.net/ à Legal D 
• http://legald.cc/ à Legal D 
• http://legald.org/ à Legal D 
• http://abeyouaredo.biz à AreYouAreDo 
• http://abeyouaredo.cc à AreYouAreDo 
 



Chef – Booter Infrastructure 
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Chef – Ferret DDoS Bot? 
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Copileft 
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CopiLeft – Ad 
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CopiLeft – Details 

•  ICQ: 443666329 
• Jabber 

– copileft@xep.li 
– copileft@exploit.im 

• Email: c0p1l3ft@rambler.ru 
 



CopiLeft – copileft.myjino.ru 
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Copileft – c0p1l3ft@rambler.ru 
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Copileft – DDoS Malware Families 

• Paradise 
• Neutrino 
• Athena 
• BlackRev 
• Ferret 
• Madness 
• DirtJumper Drive 



Copileft – Paradise / Athena / Neutrino 
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Copileft – BlackRev 
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Copileft – BlackRev – BladeRunner 

• First logged attack: April 25, 2013 
• Last logged attack: May 6, 2013 
• Distinct target domains: 43 
 



Copileft – BlackRev – Attack Targets 
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Copileft – Ferret 
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Copileft – Ferret 
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Copileft – Ferret C2s 

•  Version updates 
–  /priv/priv.php 
–  /v46/bl.php 
–  /v45/bl.php 
–  /v45/g.php 

•  Filename patterns 
–  g.php 
–  bl.php 

•  bl-v45.com.ua 
•  bl79ferretbl.com 

–  puk.php 
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Copileft – Ferret – BladeRunner 

• First logged attack: August 11, 2014 
• Last logged attack: August 22, 2014 
• Distinct target domains: 14 



Copileft – Ferret – BladeRunner 
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Copileft – Madness 
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Copileft – Madness 

• First logged attack: October 29, 2013 
• Last logged attack: March 24, 2014 
• Distinct target domains: 40 



Copileft – Madness 
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Copileft – Madness – BladeRunner 
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Copileft – DirtJumper Drive  
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Copileft – DirtJumper Drive – BladeRunner 

• First logged attack: June 28, 2013 
• Last logged attack: November 22, 2014 
• Distinct target domains: 1669 



Copileft – DirtJumper Drive – BladeRunner 
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Copileft – DirtJumper Drive – BladeRunner 
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Copileft – C2 Patterns 

• DirtJumper Drive 
–  /drv/ 

• Copileft 
– clfrev.us 
– clftest.ru 
– verifiedclf.ru 

 



Crabby Krabeg 
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Krabeg – Ad 
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Krabeg – Details 

•  ICQ: 4550085 
• Jabber: 4550085@qip.ru 



Krabeg – Stelios Blacklisting 
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Krabeg – kiraab.bget.ru 

• kiraab.bget.ru à Krabeg 
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Krabeg – kiraab.bget.ru – BladeRunner 

• First logged attack: May 30, 2013 
• Last logged attack: October 14, 2013 
• Distinct target domains: 119 



Krabeg – kiraab.bget.ru – BladeRunner 
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Krabeg – kiraab.bget.ru – BladeRunner 
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Krabeg – San Wells Blacklisting  
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Krabeg – san-wells.ws – Attack C2s 

• http://legal-d.ru/log/getcmd.php 
• http://santafes.ru/logi/getcmd.php 
• http://compromat-kavkaz.ru/ 



Legal D – Active Domains 
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Krabeg – compromat-kavkaz.ru 
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Krabeg – compromat-kavkaz.ru – BladeRunner 

• First logged attack: November 25, 2013 
• Last logged attack: November 22, 2014 
• Distinct target domains: 767 



Krabeg – compromat-kavkaz.ru – 
BladeRunner 
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Krabeg – compromat-kavkaz.ru – BladeRunner 
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Takeaways and Future Work 

• Passive Enumeration 
– Luck 
– Shaky pattern matching 
– Gut feelings 
–  Incomplete information 

• Active Enumerating 
– DDoS honeypots 
– Known target domains 
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Thanks Much ! 

• Questions/Comments/Feedback 
 
• dschwarz@arbor.net 


