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radare in 2006
radare2 in 2009
written in pure C
350k LoC

several contributors
RSoC



Platforms
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Runs on Handles

= Windows = PE/COFF

m Linux m ELF

m BSD m MachQ

m OSX = DEX/JAVA
= Android = BIOS/TE

= i0S = GB/GBA/DS
® Smartwatch m XBOX

u Browser m Plan9



Architectures
I I ——

m 8051 m i8080 m spc700
m arc m java B sysz

® arm = m638k m tms320
= avr = malbolge = v850

m brainfuck = mips m whitespace
m crl6 = msil m x86

m csr = msp430 m Xxcore

m dalvik H nios2 m z80

m dcpul6b m powerpc m propeller
m ebc m rar H shes

m gb m sh B psosvm
= h8300 H sparc m 6502



What about install & update
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m git clone https://github.com/radare/radare2
m cd radare2

m ./sys/install.sh

m Profit!



What about a GUI?
|
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What about a GUI?




What about graphs?
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Analysis

Functions detection
Local var detection
FLIRT integration
(X)REF

DWARF and PDB




Binary diffing with radiff2
I —

/bin/true /bin/false




Assembling and disassembling




Structures




Visual mode

Ncurses-like
Static
Dynamic
Analysis

Try it, really.




ROP

Efficient

Multi-arch

Filterable output

No ROP-chain builder
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Shellcode compiling




Binary patching

Assemblers
Cracker's toolbag
Cacheable
Patchfiles




Debugger

Works in visual mode

mov rdi, rsp

Several backends
Classic features

Tracing




Conclusion
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m Open
m Attracting contributors
m Full of features

m Steep learning curve



Conclusion
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Radare2 is nice.
You should use it. !

1 Thanks jvoisin for the slides
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