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Malware with self-defense and protection capabilities collected
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Many tools are available...
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unprotect.tdgt.org

“One place to have an overview of malware self-defense and protection...”

Create account Login

Page Discussion Read View source View history Q

Unprotect Unprotect Project

[Project]
Contents [hide]
Main page 1 Introduction
Recent changes
Random page 2 Why malware use self-defending techniques and protection?
Help 3 Purpose
Techniques 4! Ungrotact Map

Sandbox Evasion
Antivirus Evaslon

Anti-debugging Introduction
Anti-disassembly
Process Tricks Wi to Unpi Project: The about If-defending and p
g:;:;‘l’ﬁ;"" and Dala Malware are one of the most agressive threat in Cyber Security. Companies and Security Industry are working to be more effective against this threat and detecting new
ParKary variants.
Tools Coding a malware can sometimes be an hard task and time consuming. To avoid detection by security solution but also by malware analysts, it is crucial for malware
— developers to implement technics to evade the security solution. With this kind of technics, malware are able to pass under the radar and stay undetected on a system.
What links here The purpose of this wiki is 1o try to centralise all these technics, to understand and detect new generation of malware.
Related changes
Special pages

Printable version A Follow Gfgge._

Permanent link

{in acurity @
McAfee



What’s happen if | create fake artifacts in my
real machine?

YES! If a malware detects my fake environment, it
will not run and | will not get infected ©
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A quick & dirty POC

Stay protected by emulating a malware analysis machine

4 Coded in C++
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Thank you
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