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First report to the ISC, Sunday 09:30PM CET



s/7547/5555



The culprit?

TR-069



TR-064 (LAN)
Client >HTTP(s) Request > CPE (Job: “Your new NTP server”) 
 Client >HTTP(s) Response >CPE (JobResult: “Done") 

TR-069 (WAN)
CPE >HTTP(s) Request > ACS (TR-069 Inform, “Something for me?”) 
ACS > HTTP(s) Response > CPE (Job: “Show me xxx”) 
CPE > HTTP(s) Request > ACS (JobResult: “this, something else?”) 
ACS > HTTP(s) Response > CPE (JobResult: “Ok, bye”) 





Source: https://devicereversing.wordpress.com/2016/11/07/eirs-d1000-modem-is-wide-open-to-being-hacked/





Deutsche Telekom
“Houston We Have A Problem “

Outage





http://5.8.65.5/1 
http://5.8.65.5/2 
http://l.ocalhost.host/1 
http://l.ocalhost.host/2 
http://l.ocalhost.host/3 
http://l.ocalhost.host/x.sh 
http://p.ocalhost.host/x.sh 
http://timeserver.host/1 
http://ntp.timerserver.host/1 
http://tr069.pw/1  
http://tr069.pw/2 
http://srrys.pw/2

1: ELF 32-bit LSB  executable, MIPS, MIPS-I version 1 (SYSV), statically linked, stripped 
2: ELF 32-bit LSB  executable, MIPS, MIPS-I version 1 (SYSV), statically linked, stripped 
3: ELF 32-bit LSB  executable, ARM, version 1, statically linked, stripped 
4: ELF 32-bit LSB  executable, Renesas SH, version 1 (SYSV), statically linked, stripped 
5: ELF 32-bit MSB  executable, PowerPC or cisco 4500, version 1 (SYSV), statically linked, stripped 
6: ELF 32-bit MSB  executable, SPARC version 1 (SYSV), statically linked, stripped 
7: ELF 32-bit MSB  executable, Motorola 68020 - invalid byte order, version 1 (SYSV), statically linked, stripped

01fb38152c7f86aca2c42e8e8ebc46a9abeeac0501b0800e8009ee6328d112fd  1 
b4d378a917b01bbb8a783bbd7a8cfe070c7dd6ac7b8aa5f205df6e7e24f0a85e  2 
1fce697993690d41f75e0e6ed522df49d73a038f7e02733ec239c835579c40bf  3 
828984d1112f52f7f24bbc2b15d0f4cf2646cd03809e648f0d3121a1bdb83464  4 
c597d3b8f61a5b49049006aff5abfe30af06d8979aaaf65454ad2691ef03943b  5 
046659391b36a022a48e37bd80ce2c3bd120e3fe786c204128ba32aa8d03a182  6 
5d4e46b3510679dc49ce295b7f448cd69e952d80ba1450f6800be074992b07cc  7

http://srrys.pw/2


Source: http://blog.netlab.360.com/a-few-observations-of-the-new-mirai-variant-on-port-7547/



So?

http://www.routercheck.com/2014/08/14/major-problems-tr-069/ 

Why is this port exposed in the wild? 

Why ISP’s do not restrict access to it? 


