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1000002 (2016-08-19)

* 38503c00bebb7f7eeb5076c0bd071b4c
* bf621ef7e98047fea8c221e17c1837b8
* 0804499dba4090c439e580f5693660e0
* E438dc8fd08d4f65a68d0a40e2190c70

Source: http://www.threatgeek.com/2016/10/trickbot-the-dyre-
connection.html (-- Fidelis Threat Researcher Jason Reaves)



http://www.threatgeek.com/2016/10/trickbot-the-dyre-connection.html

1000002 — Dyre like config
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1000002 — Dynamic Injects

="dinj" file="dinj"
1="sinj" file="sinj"




1000005 (2016-10-28)

e 104923556acel7b4fle52a50be7a8eal

Source: https://f5.com/about-us/news/articles/little-trickbot-growing-
up-new-campaign-22790 (Julia Karpin, Shaul Vilkomir-Preisman, Anna
Dorfman)



https://f5.com/about-us/news/articles/little-trickbot-growing-up-new-campaign-22790

1000005 — more targets

Figure 1: TrickBot target evolution



1000005 — modified config
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Figure 2: TrickBot's old configuration Figure 3: TrickBot's new configuration




1000005 — redirect attacks
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Figure 4: TrickBot's new configuration



1000005 — redirect attacks

GET /Logon/Logon.jsp HTTP/1.1

Connection: close

User-Agent: Mozilla/5.8 (Windows NT 6.1; rv:43.8) Gecko/201088181 Firefox/43.@
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

Accept-Language: en-US
Host:

¥X-Forwarded-For:
Clientinfo: not3

Figure 5: A redirected request to a malicious domain



1000007 (2016-11-23)

e 43cfa53d6d327356f23bc73dc737bfcd



1000007 — more targets




1000007 — more targets




1000009 (2016-11-30)

e 46ffaa075dd586a6f93a4d26a2431355
e 26992865a2ae96ed48df8ddfc7223a13
e 1c8ea23e2892c4c7155¢c9f976¢c6e661d

(Source: Shaul Vilkomir-Preisman)



1000009 — new module
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1000009 — new module

@le « AppData » Reaming » Modules » mailsearcher32_configs v ‘ 4y H Search m a 2
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1000009 — new module
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1000009 — new module

> - i Br S5 £4¥ Sb B UZ ‘11 FTT . i3} 01U,
18 oD 00 0A 00 00 00 00 00 =.. P
10 00 00 00 00 00 00 00 00 ... Siaimimieaieie
10 00 00 00 00 00 00 00 00 OO0 00 ...iesiamamasanans
10 00 00 00 00 00 00 00 00 00 00 ...iesiamamasanans
10 00 00 00 00 00 00 00 00 00 00 ...... PSP
A 00 10 02 00 00 00 52 ‘53 44

1 8B 46 EE CB C7 Fi1 04

A 5C 45 6D 6C 5F 67 72 61

7 69 6E 33 32 5C 52 65 6C 65 61

i9 6C 73 65 61 72 €3 68 65 72 2E

10 00 00 00 00 00 00 00 00 00 00O

7 00 10 00 00 00 00 00 00 00 00

7 00 10 F4 57 00 10 00 00 00 00 ON. ...
10 '00 00 00 00 00 00 FF FF FF FF T




1000009 — new module




1000009 — new User Agent
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1000009 — new User Agent

Details for GET to 78.47.139.102:80

Request URL: /raw

Format

Converted

Hex View

Details

GET /raw HTTP/11
Connection: Keep-Alive
User-Agent: Xmaker
Host: myexternalip.com
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48 [conun. GET /raw H]
74 [TTP/1.1..Connect]
8D [ion: Keep-Alive.]
61 [.User-Agent: Xma]
74 [ker..Host: myext]
[ernalip.com....]



TrickBot is evolving quickly..

- 1000002 (2016-08-19)
- 1000005 (2016-10-28)
- 1000007 (2016-11-23)
- 1000009 (2016-11-30)



Thank You!



