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Checker
• A normal bot

Skaro
• C&C server role

A same node can be Checker and Scaro.
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• Communication between
Checkers and Skaros

• Uses a SSL tunnel
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• Communication between
Checkers and Skaros

• Uses a SSL tunnel

• Estratégia: man-in-the-
middle + certificado SSL 
distribuído junto ao malware
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COMMUNICATION BETWEEN CHECKERS AND SKAROS
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POST /ping HTTP/1.1

This command is used by Checkers to inform a Skaro its information and stats. 
It includes: system architecture, operating system, a “checker” port number 
(used for bot to bot communication) and machine load (CPU and Memory). In 
the response, it receives the SSL certificate files (CA, CERT and KEY), a list of 
up to 30 Skaros addresses and 50 Checkers

GET /upgrade/up HTTP/1.1 Command issued by the Checker to get a new list of username/password 
combinations from a Skaro.

GET /upgrade/vars.yaml HTTP/1.1 Issuing this command, a Checker receives a response like the initial parameters. 
It’s a kind of configuration refresh.

GET /upgrade/linux-armv5 
HTTP/1.1 This command is used to get a new version of the malware binary file. 
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Uses a non-encrypted communication over HTTP
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GET /  HTTP/1.1 One bot querying another to discover its own IP address.

GET /love HTTP/1.1
Like the previous command, one bot uses “/love” to query another for its own 
IP address and PTR (the reverse name associated with that IP address). There 
is a “zen” parameter we didn’t realize its function.  
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METHODS

Crawling Sensor Nodes

SIZING THE BOTNET



CRAWLING

Recursively query Skaros while counting the results
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CRAWLING
Now, using the right client SSL certificate

SIZING THE BOTNET

30	Skaros

50	Checkers



CRAWLING

Crawling while creating Graphs with Python Scripts
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Crawling Graph

CRAWLING
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Checker sensor
• Execute the malware binary and let it interact with the network;
• Block SSH output connections;
• Enumerate checkers that query our sensor;

Skaro sensor
• Continually announce our sensor into the botnet as a Skaro;
• Bind a HTTPs server to receive Checker connections;
• Collect data posted by Checkers and enumerate the nodes;
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SENSOR NODES
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Nginx HTTPS	Server
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Sensor Node
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5 Honeypots

• Oregon (North America)
• São Paulo (South America)
• Ireland (Europe)
• Singapura (Asia)
• Austrália (Oceania)
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On each honeypot:

• TCPDump capturing all the data;
• Nginx HTTPS server (Skaro Sensor);
• Crawling script;
• Malware running (Checker Sensor);
• Outgoing SSH connections blocked.
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• Simultaneously started in all
honeypots

• During 72 hoursENVIRONMENT PREPARATION
EXPERIMENTS



NODE TYPE / METHOD CRAWLING SENSOR INJECTION UNIQUE NODES

CHECKERS 498 24782 24967

SKAROS 281 239 299

UNIQUE NODES 779 24839 25084
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MALWARE SAMPLES

OS ARCH MD5 SHA256

Linux i386 4d08072825eb9e32b9736988c57050eb 7328e81a67419bba42d204a82db311db1a033c
1c37d454f7adc3e1ebd635e976

Linux ARM abf87f358d265a072d3ee4a4e1ddc16f 519c236f9974279e1db3c973b2d3c4e561307cf
b52dcca4b77d19004b506157d

Linux MIPS f6eed5ce7e92f4d34de98d6d262a869b f5dc3cb4d884012b8f255a4946c2914d9ecaa33
82f556125124480c3c47be07e

Linux x86-64 b5cc4d3e6188cbb6a6f725b53fbf3c6b 3e538db81365c3a64af78f53cb64fd58c7843ffa
690ec0996b7556fc43a876df

FreeBSD x86-64 8e9f0211e0e6448e587aaa979f311ac1 9d476b8b4326be1207e3064f0aa0e0164627772
2c50c8e9a61c8c87f53416075
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