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HOSTING PROVIDER PARADOXBOTCONF
2017

- Suffer	from	DDoS	Attack
- You	may	host	the	C&C	that	hits	you.

- The	laws	forbids	you	to	look	at	your	customer’s	data.
- How	to	establish	the	infringement?

- Rely	on	Abuse	reports
- Lot	of	noise
- Most	of	the	time	incomplete
- Already	gone



INTERNET-OF-THINGS BOTNETBOTCONF
2017
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PEER-TO-PEER INFECTIONBOTCONF
2017
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SKIDZBOTCONF
2017



STRONG POTENTIAL OF HARMBOTCONF
2017

QBOT

- 2015	– Social	networks	à 400	Gbps

MIRAI

- September,	20th 2016	– OVH	à 1	Tbps
- September,	20th 2016	– Krebs	à 620	Gbps

- October,	21st 2016	– Dynà 1	Tbps

Flows	of	the	OVH	attack



HOW TO DETECT THOSE C&C ?BOTCONF
2017

- Use	Shodan to	search	for	C&C	banners
- Easy	&	reliable
- Not	exhaustive	enough

- 360’s	Netlab
- Very	interesting
- Not	suitable	for	abuse	team



HOW TO RECOVER THE C&C ?BOTCONF
2017

- Use	our	honeypots	&	sample	analysis?
- Sandbox	?

- Exotic	arch:	MIPS,	ARM,	SH4,	…
- Old	kernels	(2.x)
- Up	to	30	samples	/	min

- Code	is	easy	to	reverse
- “strings”



WORKFLOWBOTCONF
2017
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SAMPLE ANALYSISBOTCONF
2017
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STATISTICSBOTCONF
2017
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RESPONSIVENESSBOTCONF
2017

Detected	in	3	days	
after	the	vps
creation



LESS C&C HOSTED BUT UPWARDS TRENDBOTCONF
2017
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GLOBALISATIONBOTCONF
2017

- Being	more	reactive	together
- Detecting	IOT	C&C
- Detecting	bots

- Let’s	hope	manufacturer	will	learn	from	their	mistakes…

02/2017 03/2017 04/2017 05/2017 06/2017 07/2017 08/2017 09/2017 10/2017 11/2017

#1 Virgin OVH Nuclear
fallout

Comcast OVH OVH OVH OVH OVH OVH

#2 Sky	UK Comcast Comcast OVH Cloud
flare

Comcast Comcast Cloud
flare

Comcast Comcast

#3 OVH Qwest GHOSTnet Nuclear
fallout

Internap Marbis Cloud
flare

Comcast AT&T Cloud
flare

#4 Telecom
Italia

Dotsi OVH AT&T Dotsi Cloud
flare

AT&T AT&T Cloud
flare

Sky	UK

Ranking	Of	The	Most	Targeted	Autonomous	System	By	IOT	C&C	Over	The	Months



CONCLUSIONBOTCONF
2017

- Strong	potential	to	cause	harm	(still)
- But… Easy	to	detect	and	to	take	down	!

- Managing	Abuse	is	a	hard		job	!

- How	to	share	data?
- Abuse	Report	Format	(ARF	/	X-ARF)
- Botconf 2015:	The	Missing	Piece	Of	Threat	Intel,	Frank	Denis



T H A N K  Y O U


