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Speculations

* APT campaign against Saudi Arabia
* Industrial espionage before Aramco’s IPO

Security

* A new campaign against the global energy Mack on Saudi Aramco hit 30,000

workstations, oil firm admits

First hacktivist-style assault to use malware?

By John Leyden 29 Aug 2012 at 09:18 4 SHAREY

Iran-linked OilRig hacked group use a new Trojan in
Middle East Attacks

October 10, 2017 By Pierluigi Paganini

Analysis Saudi Aramco said that it had put its network back online on
Saturday, 10 days after a malware attack floored 30,000 workstations at
the oil giant.



Investigation Goals

Who is the attacker?

What are his targets?

Why focusing on Aramco this way?

How is he working (modus-operandi)?

Which instruments and tools are used in this campaign?

Does this incident require an immediate intervention?



Digging Deeper
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Investment company based in Saudi Arabia
Site was compromised to host malicious executables
APT Targeting Saudi Arabia?
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Investment company based in Saudi Arabia
Site was compromised to host malicious executables —
APT Targeting Saudi Arabia?
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“Legit” file hosting service
Hosted most of the samples related to this campaign
INTERNET ARCHIVE - Generally, hosted a vast amount of malware

mﬂuuﬂﬂumﬂﬂﬂlﬂﬂ directlink.cz . Affiliated with hackforums.net

We have chnaged our domain to http//DirectLink.CZ due to an issue.

Max File Size: 15MB
Allowed File Types: .exe, rar, .zip, .7z, jar, .bat

Drop files here to upload

We are not responsible for the files uploaded. By uploading, you agree to our terms and own the files you upload. If you believe
someone has uploaded copyrighted or illegal work contact us at the link below.

nate | Terms of Service | Contact | Statistics

Keep us alive! Donate at this page
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Executable packed with a custom packer
After unpacking, we get a binary with obfuscated strings
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date_ format db "%s%.2d-%.2d-%.4d’,0
; char log_head[]
log_head db 8Dh,BAh
db 8Dh, B8Ah
db ‘[Log Started] - [%.2d/%.2d/%d %.2d:%.2d:%.2d]’',6Dh,0Ah,0
; char date_time_format[]
date_time_format db 6Dh,8Ah
db 8Dh, BAh
db ‘[%s] - [%.2d/%.2d/%d %.2d:%.2d:%.2d]" ,8Dh,0AN,0
huh? db ‘[CwP8H3wPU]",8
what db *[o¥ruz]’,@
the db '[Fuz]',@
hell db '[z22mE EUDK]",B8
is ‘[z22mB i3]°,8
this '[z22mB vdcJr]' .8
thing *[z22mE kmBY]",8
? ‘[qnju]’,8

77 ‘[nwcl i3] ,0
e "[nwcll kmBY]",8
TEEE ‘[oYu]",8




Attacker Infrastructure

date_format db *
; char log_head[]
log_head db

; char date time format[]
date_time_ format db .

Al-Khalaf
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huh? '[CwP8N3wPU]",8

what ‘[o¥rU2]",0
the ‘[Fu2]',8

hell ‘[z22mB EUDK]",B
is ‘[z22mB i3]°,8
this '[z22mB vdcJr]' .8
thing *[z22mE kmBY]",8
?

‘[qnju]’ ,8

77 ‘[nwcl i3] ,0
e "[nwcll kmBY]",8

2277 *[oYu]’,8




Decryption Routine!

Attacker Infrastructure

nl_decode string proc near
L meoded s buff= dword ptr
St ize
m I: format= nkr
= war A= byte 5
eMAL- ohfuscation fer= byte ptr
E ' 1 obfuscated s jte ptr
n push edi

Phisihing Mails
from Aramco

ffset obfuscation_index - aFg xAUuKdZibUleylJy

* +obfuscation_inde

S+ +obfuscs

q
-ing_buff

short end

Partially Obfuscated

date_ format db '%s5%.2d-%.2d-%.4d',0 ofFfFsel string_buff
; char log_head[]
log_head db 8Dh,8Ah
db 8Dh, 8Ah ronde stiring endp
db ‘[Log Started] - [%.2d/%.2d/%d %.2d:%.2d:%.2d]',8Dh,B0Ah,8
; char date_time_format[]
date_time_format db 6Dh,8Ah
db B8Dh, B8Ah
db "[%S] - [%.2d/%.2d/%d %.2d:%.2d:%.2d]",8Dh,0AN,0
huh? db '[CuPS8H3wPU]',0 get_obFu N
what db *[o¥ruz]’,0 Ezg el pee ErthlJ;-n|-n index_buffe
the db "[FwZ]',8 - a— .
hell db '[z22mE EUDK]",B8

is '[z22mB i3]",0
this '[z22mB vdcJr]' .8
thing ‘[222mE kmBY]',8
? '[qij]',l] i AN +obfuscation index

77 ‘[nwcl i3] ,0 i

T '[nucl kmBY]',8 F t next_char z 5 t get_obfuscation_index char
FEEY *[oYu]",8

t get_single_char
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@ DirectLink.cz

AHA!

Partially Obfuscated Deobfuscated ... What is this malware?

date format db '%s%.2d-%.2d-%.4d’,0 date_format db '%s5%.2d-%.2d-%.4d",0
; char log_head[] ; char log_head[]
log_head db 8Dh,8Ah log_head db 8Dh,BAh
db @Dh,BAh db @Dh, BAh
db db ‘[Log Started] - [%.2d/%.2d/%d %.2d:%.2d:%.2d]",@Dh,BAh,0
; char date_time_format[] ; char date_time_format[]
date_time_format db 6Dh,8Ah date_time_format db 6Dh,BAh
db @8Dh, BAh db 8Dhh, BAh
db ‘[%s] - [%.2d/%.2d/%d %.2d:%.2d:%.2d]" ,8Dh,0AN,0 db ‘'[%s] - [%-2d/%.2d/%d %.2d:%.2d:%.2d]" ,8Dh,0Ah,@
huh? db *[CwP8N3wPU]" ,8 Backspace db '[Backspace],0
what db *[o¥ruz]’,@ Enter ‘[Enter]" ,8
the db '[Fuz]',@ Tah *[Tab]’,8
hell db '[222mB EUDr]',8 Arrow Left ‘[Arrow Left]',o
is ‘[z22mB 13]°,0 Arrow_Up '[Arrow Up]*,@
this ‘[222mE vdcJr]®,8 Arrow_Right ‘[Arrow Right]®,8
thing ‘[222mE kmBY]',8 Arrow _Down ‘[Arrow Down]',8
B ‘[gqmju]’,@ Home '[Home]"' .0

77 "[nwcl i3]°,8 Page_Up ‘[Page Up]*,8
e ‘[nucl kmBY]",8 Page_Douwn ‘[Page Down]',8
7777 *[oYu]’,B End *[End]" .8
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Looking at the deobfuscated strings we see that the malware is...

% woruo e s

NetWire Lite

Our Most Affordable Package Ever

Support 24/7
SEMI-ANNUALLY

Free Updates sso

1 License /1 PC

You Can Contact Us by Ticket or Email

Pricing Contact Latest News Client Area

=AW

Q

Al-Khalaf
j Investment Group

. DirectLink.cz

4 Remote Host (root @ bt) - Key Logger =1

[root@bt: ~/Desktop] - [14/04/2012 14:54:50]
[Arrow Up]

[root@bt: ~/Desktop] - [14/04/2012 14:54:51]
[Eniter]

[root@bt: ~] - [14/04/2012 15:01:28]
ifconfig[Enter]

[Welcome To Backtrack 5 - Commerdal - Mozilla Firefox] - [14/04/2012 15:02:21]
192, 168.1. 1[Enter] [Enter]

[root@bt: ~] - [14,/04/2012 16:34:54]
t

|

[root@bt: ~] - [14/04/2012 16:34:54]

esting [Backspace] [Backspace] [Backspace] [Backspace] [Backspace] [Backspace] [Backspace] [Backspace] [Backspace]
#testing linux keylogger [Enter] [Ctrl+3] [Ctrl+3] #it works fine, and [Enter] #show eve[Backspace] [Backspace]
[Backspace] [Backspace] [Backspace] [Backspace] [Backspace] [Backspace]capture every single keystroke[Enter] #nice
[Enter]

Find Text

TextTo Find: Red || Case Sensitive Find Mext | Res:
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Looking at the deobfuscated strings we see that the malware is... — et 1]

&= = 2 e o
Connections | Reverse Proxy

Hanidle IP{DNS Host 1d Username @ Computer  Flatform Country 05 Yersion Maximum |

’ WORLD me Lnns Home Pricing  Contact  LatestNews  ClientArea Q [IMs2s 192168012 I - windows Unknown windows 1P Uniimited
wiring world Tor you

NetWire Lite

Our Most Affordable Package Ever

< >
Support 24 /7 —
i SEMI-ANNUALLY =1 ‘ Timestamp Remote IPDNS Message
et Db W] ' ' 0310020141 59 Local Application Loading Settings..
P 5 o il 0 3/10/2014 10:34:59 Lacal Application Settings Loaded,
|
) i 1§ © 3/10/2014 10:35:10 AM 192,168,012 Incomming Connection, Authenticating. ..
1 License / 1 PC T — =) a8 017 - fo :
& 3/10/2014 10:35:10 AM 192.168.0.12 Authentication Complete, Waiting For Remote Response. .,
A 3/10/2014 10:35:10 AM 192.168.0.12 Authenkication Successful, Connection Established

You Can Contact Us by Ticket or Email

Hosts Online: 1 Active Ports: 3360, 3361, 3362, 3363, 3364, 3365, 3366, 32 Netwire Workstation Version 1.4c




Netwire’s Business Model

[TUTY NetWire MURT-Platform RAT Setup - Features Explalned - FAQ [TUT] Thread Options

11-25-2012, 09:18 PM (This post was last modified: 02-02-2013 04:22 AM by Stev Post: #1

\
wiring woqd of you

xProtect Cryplter

lemen, In this tutorial T will show you how to setup NetWire RAT and how to manage the features of NetWire RAT. T will also
answer on some frequently asked questions.
Since NetWire RAT s Multi-Platform compatible, 1 will show you the setup of each OS apart
fou don't need to own NetWire RAT, to follow ths tutonal, you can also use our Tnial Version which can be downloaded

GIVIHg y With the Password Recovery feature on NetWire, you w
e The feature is 100% working and it

variety of tasks c
infrastructure, It is a single “commar inter* where you can
keep a list of all your remote computers, monitor their statuses

and inventory, and connect to any of them for maintenance
purposes.
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NetWire RAT
T2 WonLD WRED {9 e

Attacker held VPSs in various countries from which he operated the Netwire servers
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NetWire RAT £
8 i WORLD WIRED [ABS ﬁg_

t\-)”

Attacker held VPSs in various countries from which he operated the Netwire servers
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NetWire RAT o P
Y0 womuo wiRenaes ca o

Yet another custom packer...

B . E > E > - This time the unpacked payload is a VB6 compiled binary

Seems to be some kind of info stealer



Stolen App Credentials

[Public Sub Proc_0 8 405754
'Data Table: 401740
Dim var 14C As Strinj
Dim var E8 As Lonq
loc _405385: Me(32) = 0
loc_4053Al1: var 98 CStr (Environ ("USERNAME") )
loc_4053CB: var_ FO = CStr (Environ ("ALLUSERSPROFILE") & "\Application Data\Microsoft\Network\Connections\Pbk\rasphone.pbk")
loc_4053E4: ReDim arg 1
loc_405429: LookupAccountName (0, var 98, var 9C(0), var A0, var A4, var A8, var AC)

S TriLLian

Public Sub Proc 0_0_403FBC
'Data Table: 401740
loc_403EEC: var_88 = CStr(Environ("appdata”) & "\Trillian\users\globallaccounts.ini")
loc_403F15: If (Dir(var_88, 0) = vbNullString) Then

bublic Sub Proc_0_ 19 404A34
'Data Table: 401740
Dim var BC As Loni
e i R loc_403F18: Exit Sub
Dim wvar DC As Variant ; loc 403F19: End If
loc _40488B: var AC = CVar (FindWindow (0, "Yahoo! Messenger")) 'Variant 100:4031-‘20: Open var_88 For Binary As 7 Len = &HFF

loc_40489D: If CBool(var AC <> 0) Then e Tt V*ég‘élltzzri“g(wﬂﬂ -
SN AR . oc_ : . 0, T ring . var_]
loc 4048CO: var BO = FindWindowEx (CLng(var aC), 0, 0, Q) loc_403F60: Close 7
loc_404EDB: If (Proc_O_20_404140(var_BO, var_B0) = "YLoginWnd") Then loc_403F70: var_94 = Proc_0_1_403C28 ("Account000", "Account")
loc_403F81: var_98 = Proc_0_1 403C28 ("Account000", "Password", var_g88)
loc_403FA8: Proc O 18 40429C(var_B8, "Trillian", "www.trillian.im")

loc_403FB9: Exit Sub
End Sub
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NetWire RAT o~ ISR PN
| \}:wumnmgggn;ﬂgﬁ lgE Stealer ﬁg_

ISR'Stealer/0'3 B Abou

ROMANIA Developer BUNNN

B : z / : - ' Made In Romania, Europe
nee Mmtccause "(3,5.;3Tff;;;i;?@efo‘”‘y gware Compiled at 20/08/2012: 12:15 AM
' e o Coded for

TrojanForge.com
Your php il [http Jfwww.host.com/index.php ] GFX by Y.xakep and Tinkode

el ‘ Credits to  Cobein, 7, Bilal Ghouri
Change icon |gelect icon ey
9 ’ i E SqlleEzEr, Rtflol and Nirsoft Team.

Bind one file |Select one file ... ! E Special thanks goes to

Steal options: Puscas_Marin Steve10120
[ Intemet Explorer 7/8 [ Inteet Explorer 6 DarkCoderSc MI52 aka 7
[[]Mozilla Firefox 3.2.2 ] Google Chrome HaZl0oh Cobey321
[[]Opera 8/3/10 [ FileZilla Codex leyinferno
[C]Y! Messenger 8/9/10 [ |Yahoo ETS Jonhyk Kvisceral
[[]Msn Messenger [] Pidgin Zippy Gakh
[[Windows cd key [] Mail passwords Ome Noble
[[INo-lp ["] DynDns Jumper Abhe

[ Pack with Uipx [] Check al Fsiven e

Random segments of code grouped
toqether to form unexpected protocols.

| About || BuildServer | | Testphp |
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-

Stealer &

Victim Data
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ISR*Stealer;0°3 X

ROMANIA

"\ Because we care,we're secunty aware
www.insecurity.ro

Your php url |http: /fwww.host.com/index.php |
Change icon |Select one icon ... | [+
Bind one file |select one file ... ‘ E

Steal options:

[]Internet Explorer 7/8 [ Intemet Explorer 6
[[Mozilla Firefox 3.xx [ Google Chrome
[[]Opera 8/3/10 [ FileZilla

[C]Y! Messenger 8/9/10 [ |Yahoo ETS
[[]Msn Messenger [] Pidgin

[[Windows cd key [] Mail passwords
[[INo-lp ["] DynDns
[[]Pack with Upx [] Check all

| About || BuildServer | | Testphp |

Abou

Developer BUNNN

Made In Romania, Europe
Compiled at 20/08/2012: 12:15 AM
Coded for  TrojanForge.com

GFX by Y.xakep and Tinkode
Credits to  Cobein, 7, Bilal Ghouri
SqlleEzEr, Rtflol and Nirsoft Team.

Special thanks goes to

Puscas_Marin Steve10120
DarkCoderSc Mi52 aka 7
HaZl0oh Cobey321
Codex leyinfermna
Jonhyk Kvisceral
Zippy Gakh

Omec Noble
Jumper Abhe
Raven Nex

Random segments of code grouped
toqether to form unexpected protocols.




ISR Stealer’s C2 Server

Please Check Your Username/Password

Please enter your password

if (%_GET["action'] == "add")
1
($_SERVER[ '"HTTP_UISER_AGENT '] ISER_AGENT)

(isset(% GET["app"]} isset($ GET["username"]) isset($ GET["sitename"]} isset($ GET["password"]) isset($ GET["pcname"]})
($_GET tkey $value)

fdata[tkey] query($value);

1

fresult - mysgl_guery(" id “logs® Tapp’ '" urldecode($data[app™])."" AND “url® = '".urldecode($data["sitename”])."" AND “username’ = '".urldecode($data[’
username’])."" AND “password” = '".urldecode($data['password’])."':™);
(mysql_num_rows(&result) @)

$results = mysgl_guery(™ “logs® ("id*, Tapp”, Turl’, Tusername’, ~password , ~pcname’, “date’, Tip")
{ » " .urldecode($data["app”]}.""', "".urldecode($data["sitename®]}."", "".urldecode({%data['username']}."',"".urldecode($data[ 'password'])."",
urldecode($datal 'pcname”])."", "".date(™v-m-d H:i:s")."", "™.% SERVER["REMOTE_ADDR'].""}:"};
mysql_free_result($results);

mysql_free_result($result);




Version Artifacts

Same binary version info across all ISR Stealer samples...

- =-@3 1 VERSICNINFC
B+ leon FILEVERSION 0,4,0,0
m-(23 Icon Group PRODUCTVERSION 0,4,0,0
=123 Version Info FILECS Ox4
23 1 FILETYPE 0xl
11033 L

BLOCK "StringFileInfo™
{
BLOCKE "040904BO™
{
VALUE "CompanyName™, "SIMPLY THE WORST™
VALUE "ProductMName™, "msi™

W o
I'COULDN'T AGREEMORE;

ttbaanasas s D BREE




Version Artifacts —

Same binary version info across all ISR Stealer samples... /

=33 1 VERSICNINFC
B+ leon FILEVERSION 0,4,0,0
m-(23 Icon Group PRODUCTVERSION 0,4,0,0
=123 Version Info FILECS Ox4 ‘ .
: FILETYPE 0Ox1
Ea;@ 1033 { APT Meter

BLOCK "StringFileInfo™
{
BLCCE "040904BO"
{
VALUE "CompanyMName®™, "SIMPLY THE WORST™

VALUE "ProductMams", "m3i” RPT

Ridiculous
Persistent
Threat

W o
I'COULDN'T AGREEMORE;

o Sl SGON
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NetWire RAT : . |E!

Guess what ... custom packer.
Unpacked version contains .NET binary

Victim Data



Decompiled Code

rinserver

.nInternal IP Addre
I rnallp,
ernal IP Address: ",
alled Anti-Virus: ",

stalled Firewall: ",

= )il

KEYLOGGER




Hawkeye Features

"\

o Minecrah 11O MO 4B G e i EIAM Matthewso_Q

Il HawkEye Keylogger HAWKSPY o . HE - Stealing Keystrokes
s - Stealing Clipboard Data

- Screenshots e
: | _ . Dedicated Stealers :
‘ﬁ » . Minecraft
- Steam

KEYLOGGER

Option #1 Option #2 Option #3 Option #4

Options Stealers
Bl 2dd To Startup Chrome W Minecrat @ Pidgin
= Meit File FireFox e Nimbuzz BTC
Confirm Exec.

Safari @' Outlook k' PalTalk
Keystroks A <
B <eioc: e [ Fiezila ¢ DM
-CIH'I:\bcd,Ergg ) Opera Steam Q’ JDownloader
Screenshots 48 AM @ SmartFTP ~w» Much More...

.SpecialFolder.

Disablers Spreader  Clear History B ocly exe.

B sk vor il Msconfic [l use B chrome[ll S
- CMD . RegEdit . P2pP . Firefox . Steam -

| status: [die.. 01/06/2015 22:45
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NetWire RAT 2 ISR 2 HawkEye 4 Pﬂ
WIRED LAES ﬁg Stealer WM Keylogger iy ((

& woRw
‘wiring waorl of you

4 )

Victim’s Machine

f @
§ HawkEye

Victim Data
o /

Server in attacker’s possession
Compromised Server

=
. From: Attacker
Eourp  To: Attacker



SMTP C2 Channel

E r( . );
"nBhyHy65ak6H1+J6Nou947Z3hNVpE2s2Y+t9hDzedZy1KOSDAjVEYo36hx7uEXM2W" ;
= "XJEaMaDVqUDOODP/2zi6jP10Ybu7KSyECTXHtDnMnTo=";
"p6j1A/pFxPY/GhNpssNs4I1lejCwlv55+QnCgnAbgk4A=";

encryptedBytes, secretKey) E AES Key

( . (encryptedBytes)))

ithm(secretKey);
r(), CryptoStreamMode. 1)

[1 - ( m St n. - 1L) + 1];

count > , @ YmemorySt
1 [ y, 9, count);

SMTP credentials
encrypted with AES +
Base64 encoded

AES Key: “EncryptedCredentials”

encryptedemailstring, "EncryptedCredentials™};
.encryptedpassstring, "EncryptedCredentials");
.encryptedsmtpstring, "EncryptedCredentials");
~yp F entials");
entials"™);
entials");
entials");




B Nowthatsallevelofstupid

0

10 -
\\\\\\\lll///

+= new EventHandler(this ml_ );
encryptedemailstring "nBhyHy65ak6H1+J16Nou9473hNVpE2s2Y+tShDzed Zy1KOSDA
= "XJEaMaDVqUDOODP/2zi6jP10Ybu7KSyECTXHtDnMnTo=";
"p6j1A/pFxPY/GhNpssNs4I1lejCwlv55+QnCgnAbgk4A=";

ALPT

Absolutely Ludicrous Persistent Threat

string secratkey) h ; his encryptedemailstring, "EncryptedCredentials™};
string, "EncryptedCredentials");
string, "EncryptedCredentials");
entials");
entials"™);
N : y . ) entials");
r(), CryptoStreamMode. "z . his.D fhfis. ; entials™ )j

( . (encryptedBytes)))

- 1) + 1];

t)memoryStrez
0, count);




Att k I f < - C“l)"\l Al /L~I.£
aC er n ra& : Inbox Pt _From: o R

.:,GetMessages v E/"u‘."rite v @ Chat !,AddressBock l Tag Y Quick Filter

I ¢ - % 2 % 0

¥ Inbox (522) ot :
DR Subject

e I
@  Logger - Key Recorder [N

£, Sent
Shein Logger - Server Ran —
Trash Logger|Recovery I.og_

] . -S R B _
188 Local Folders ogger erver nan
£ rl _
Trash 0gg RECOVEIy lOg

-' i @  Logger - Key Recorder _
@ Logger - Key Recorder - _
& Logger - Key Recorder - _
& Logger - Key Recorder - _ I
@  Logger - Key Recorder - _ E
@ Logger - Key Recorder - _ iﬁp

@  Logger - Key Recorder - (NN

|

& Logger - Key Recorder - _
@  Logger - Key Recorder - _
@  Logger - Key Recorder - |

=3
Victim Data

Mail Account Setup

Your name: gglaser

Email address:  gglaser@bellair.biz

Password:  eeesseses

[¥] Remember password

Get a new account

Your name, as shown to others

Continue ‘ ’ Cancel
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Attacker Infrastructure AbKhalaf
Investment Group
_ - =
G intext’Inc’ @taiwan’ % | Taiwan Automohile Acces: % | PROSPEROUS ENTERPRISE X | W Economy of Taiwan- % | Litel 4 Email Extractor | Lit X | 7 Zimbra: Sent % | Bd (14 unread) - sale.cem % | ox App Suite. Inbox xm E=RFel
€ ) @ B  webmail.bellair.biz/appsuite/#!|&app=io.ox/mail &folder=default)/INBOX E1 ¢ || Q search ﬁ’ B 4+ @ x us5b B5 1P : 198.7.58.99 o =
Portal Mail 13 Address Book (2] = Dx‘
Q Compose - -y [ad W W [ - | = View -
& Inbox 13 = Select all Sortby = i
s Drafis yyrussmusnaLue v Lodaer|Recovery Lod - [—
& Logger - Key Recorde || 99 l ryog
<4 Sent objects
2 gglaser@bellair.biz 1:11 AN & gglaser@bellair.biz 1AM [
@ Trash LoggeriRecovery Log _ To gglaser@bellair.biz
» B Archive GrEET Rl R ick reply  Reply Al Forward Delete =
Logger|Recovery Log -
My folders
gglaser@bellair biz 1:11 AM Operating System Intel Recovery
Mail quota Cogger - Server Ran - I ST ST T PO ST
6.33 MB of 100 MB crPuU Name: [N
- o X Local Date and Time: 5/%/2017 7:13:41 A
gglaser@bellairbiz 1:11 AM L Installed Language: en-US
Logger - Server Ran - ([ Net Version: 2.0.50727.6420 L
Operating System Platform: Win32NT
gglaser@bellair biz 1:09 AM Operating System Version: 6.1.7601.655
Logger - Key Recorder - A AHIIIIE & Operating System: Microsoft Windows
B Internal IP Address: 1.1.2.16
- o External IP Address:
Eglaser(R@bel\I:eur.‘E}:_z 12:59 Al Installed Anti-Virus:
oggeriRecavery Log - Installed Firewall:
gglaser@bellairbiz 12:58 AM WEB Browse
Logger - Server Ran - AR AR R AR
gglaser@bellair biz 12:45 AM
Logger - Key Recorder - (N~ el Messengs
gglaser@bellairbiz 12:36 AM Mame
LoggerRecovery Log - I Application -
Email
gglaser@bellair biz 12-:36 AM Server
Logger - Server Ran - Server Port
Secured :No
| @bellairbi 12:35 AM Type OP
gglaser@bellair.biz 5 AN User
Eogger - Sener R - I pecvors I
Profile : Qutlook
« gglaser@bellair biz 9/26/2016 Password Strength : 8

) 9 S.T



Findings



Modus-Operandi

5 intext:"Inc” @.taiwan" % | Taiwan Automohbile Acces: x | PROSPEROUS ENTERPRISE | W Economy of Taiwan - % | Litel .4 Email Extractor | Lit: | i@ Zimbra: Sent

R

® | b (14 unread) - sale.cem % | ox App Suite, Inbox
Pp

€ ) @ B  webmail.bellair.biz/appsuite/#!|&app=io.ox/mail &folder=default)/INBOX E1 ¢ Q, Search ﬁ’ B 4+ @ x us5b B5 1P : 198.7.58.99 e =
Potal  Mal 13  Address Book o e = OX
Q Compose - -y [ad W W [ - | = View -
& Inbox 13 = Select all Sort by - Il
s Drafis yyrussmusnaLue o Lodaer|Recovery Lod - [—
& Logger - Key Recorde || 99 l ryog
<4 Sent objects
2 gglaser@bellair.biz 1:11 AN & gglaser@bellair.biz 1AM [
@ Trash LoggerlRecovery Log - To gglaser@bellairbiz
» i i ' ' Wi =
B Archive GrEET Rl R Quick reply  Reply Al Forward Delete
Logger|Recovery Log -
My folders
gglaser@bellair biz 1:11 AM Operating System Intel Recovery
Mail quota Logger - Server Ran - || N
6.33 MB of 100 MB crPuU Name: [N
- o . Local Date and Time: 5/9/2017 7:13:41 AM
gglaser@PeIIa|r.b|z 1:11 AM | Installed Language: en-US
Logger - Server Ran - ([ “| et Version: 2.0.50727.6420 L
Operating System Platform: Win32NT
gglaser@bellair biz 1-09 AM Operating System Version: 6.1.7601.65536
Logger - Key Recorder - A AHIIIIE & Operating System: Microsoft Windows 7 Ultimate
Internal IP Address: 1.1.2.16
gglaser@bellair biz 12:59 AM E’g:r;d' fnﬁiﬂiﬁfz
LoggeriRecavery Log - Installed Firewall:
gglaser@bellairbiz 12:58 AM WEB Browser Password Recovery
Logger - Server Ran -
EEIgagseerr@l‘?:llaérétg;rder - 1zasAll Mail Messenger Password Recovery
gglaser@bellairbiz 12:36 AM Mame
Logger|Recavery Log - | RRARRERR Application 07/2010 -
Email :
gglaser@bellair biz 12-:36 AM Server
Logger - Server Ran - Server Port
Secured :No
laser@bellair.bi 12:35 AM Lpe 0%
gglaser@bellair.biz 5 AN User
Logger - Server Ran - Password _
Profile : Qutlook
« gglaser@bellair biz 9/26/2016  « Password Strength : I

o 'S

-~ O M .




Modus-Operandi

5 intext:"Inc” @.taiwan" % | Taiwan Automohbile Acces: x | PROSPEROUS ENTERPRISE | W Economy of Taiwan - % | Litel .4 Email Extractor | Lit: | i@ Zimbra: Sent

- T el
x | Ba (14 unread) - sale.cem x/,r ox App Suite, Inbox X\+__ & |

€ ) @ B  webmail.bellair.biz/appsuite/#!|&app=io.ox/mail &folder=default)/INBOX E1 ¢ Q, Search ﬁ’ B 4+ @ x us5b B5 1P : 198.7.58.99 e =
Potal  Mal 13  Address Book o e = OX
Q Compose - -y [ad W W [ - | = View -
& Inbox 13 = Select all Sortby = i
s Drafis yyrussmusnaLue o Lodaer|Recovery Lod - [—
& Logger - Key Recorde || 99 l ryog
<4 Sent objects
S EET gglaser@bellair.biz 1:11 AM £ gglaser@bellair.biz 111AM [
@ Trash LoggerlRecovery Log - To gglaser@bellairbiz
’ v i / / =
Malware B Archive gglaser@bellair biz Quick reply Reply All  Forward Delete
products from Logger|Recovery Log -
infected gglaser@bellair biz 1-11 AM Operating System Intel Recovery
. Mail quota Logger - Server Ran - || N
machines 6.3 118 of 100 1B 9 cPU Name:
- o . Local Date and Time: 5/9/2017 7:13:41 AM
gglaser@PeIIa|r.b|z 1:11 AM Installed Language: en-US
Logger - Server Ran - ([ Net Version: 2.0.50727.6420 L
Operating System Platform: Win32NT
galaser@bellair biz 1:09 AM Operating System Version: 6.1.7601.65536

Logger - Key Recorder - A AHIIIIE &

gglaser@bellairbiz 12:59 AM
Logger|Recovery Log -

gglaser@bellairbiz 12:58 AM
Logger - Server Ran -

gglaser@bellairbiz 12:45 AM
Logger - Key Recorder - ||| N
gglaser@bellairbiz 12:36 AM
LoggeriRecovery Log - I
gglaser@bellairbiz 12:36 AM

Logger - Server Ran -

gglaser@bellairbiz 12:35 AM
Logger - Server Ran -

gglaser@bellairbiz 9/26/2016

o 'S

Operating System: Microsoft Windows 7 Ultimate
Internal IP Address: 1.1.2.16

External IP Address:

Installed Anti-Virus:

Installed Firewall:

WEB Browser Password Recovery

Mail Messenger Password Recovery

MName
Application 07/2010
Email :
Server
Server Port
Secured “ Mo
Type - POP3
User

Password _
Profile - QOutlook
Password Strength -

-~ O M .




Figuring who he
attacks and why

5 intext:'Inc” @ taiwan” intex % | Taiwan Automobile Accessorie: % PROSPEROUS ENTERPRISES (T/ x | W Ecenomy of Taiwan - Wikip % Litel 4 Email Extractor | Lite 1.4 xJ,f' 1% Zimbra: Sent

Modus-Operandi

Harvesting emails

» ‘\-ﬁ (14 unread) - sale.cement_t | L E@g

€)? | 0& IR

vmware” ZIMBRA

Address Book

Calendar

Tasks

Fw: QUOTATION REQUEST

Preferences

L Mew Message g Reply Reply to All F o]
¥ Folders Sorted by Date g
&, Inbox (104)
E7 sent - =) Fu: QUOTATION REQUEST
3 Drafts (&)
£3 Junk /= Fw: QUOTATION REQUEST - Dear ©
2 ash
Searches =) Fw: QUOTATION REQUEST
Tags
P Zimlets =] Fwd: QUOTATION REQUEST - De
/=) Fu: QUOTATION REQUEST
e /=] Fw: QUOTATION REQUEST -
=) Fur: QUOTATION REQUEST
| Fw: QUOTATION REQUEST -
=) Fu: QUOTATION REQUEST
/=) Fuw: QUOTATION REQUEST -
“ 4 May 2017 LN 4
30 1 2 3 4 5 6 ) Fuw: QUOTATION REQUEST
7 8 10 11 12 13
14 15 16 17 18 19 20
21 22 33 M 25 26 27 | Fw: QUOTATION REQUEST -
28 29 30 31 3

Delete

B ¥+ @ X ussb E5P:19875809 (@

Message Sent

Spam @ 7 @ 7 Actions ¥ Read Mare - View ¥

Fw: QUOTATION REQUEST May9, 2017 1:04 AM »

32 messages

136 AM © rrom: ((
oF =« |
134 Al e
ease ece ehav gy P Reply To: [ SALES CEMENT
1:32 AM |%] Saudi Aramco Qil And Gas.rar (591.1 KB) Download | Remove
il
1:31 AM
g e rece ehi g P Dear Sir/Ms, .
1:29 AM _ o ) 5
Y Please confirm the receipt of this mail as we have sent several emails to vour esteemed company.
1:37 AM T Find attach 2 pages of our purchase order request for the month of May,
et chav gp P kindly send us PI signed and stamped also do advice bank details for LC processing.
LasAM ¢
PP :
Thanks and Regards
1:22 AM Nurafi
et ehay g P
1:22 AM Saudi Aramco
D P P.O. Box 5000 i
Dhahran 31311, Saudi Arabia
1:19 AM
o e b P P -
Telephone: +966 18 372 0115
1:19 AM Fax: +966 13 373 3190
= Telex: 301220 A SAO SJ
Cable: ARAMCO DAMMAM
L1k Email: webaster@aramco.com
et ehay g P
1:15 AM

* IMPORTANT:




Attacking vi Modus-Operandi

genuine email
address
(compromised)

Low-quality of
phishing
|

iwan" intex ® | Taiwan Automobile Accessorie: % | PROSPEROUS ENTERPRISES (T2 = | W' Economy of Taiwan - Wikip x | L,*J.d Email Extractor | Lite 1.4 xj' 1% Zimbra: Sent * ‘\-ﬁ (14 unread) - sale.cement_t | G N El—g

(-i(i)x it ¢ || Q Search % e 3 @ X usbEEP:19875899 (@

vmware ZIMBRA

Address Book Calendar Tasks Preferences

L Mew Message 7 Reply Reply to All Forward Delete Spam @ 7 @ 7 Actions ¥ Read Mare - View ¥
¥ Folders Sorted by Date © 32 messages | Fw: QUOJATION REQUEST May 9, 2017 1:04 AM «
&, Inbox (109 136 AM = From:
) sent < /=) Fw: QUOTATION REQUEST - Dear Sir/Ms, ., Please confirm the receipt of this mail as we hav g [ Bee
£ s | ESSSEESSSSSSS'
134 AM
3 Junk3) /=) Fu: QUOTATION REQUEST - Dear Sir/Ms,.. Please confirm the receipt of this mail as we hav g P= Reply Toff SALES CEMENT )
77 Tash
1:32 AM |%] Saudiramco Qil And Gas.rar (591.1 KB) Download | Remove
Searches /=) Fw: QUOTATION REQUEST - Dear © ¢ receipt of this mail as we hay g3 [
Tags 1:31 AM
> Zimlets /=) Fwd: QUOTATION REQUEST - Dear 5 Please confirm the aswe hi g3 [ Dear Sir/Ms, ..
1:29 AM - . ) 5
- . Please confirm the receipt of this mail as we have sent several emails to vour esteemed company.
[=) Fw: QUOTATION REQUEST - Dear Sir/Ms, .. Please confirm the receipt of this mail as we hav g3 [P
1:37 AM Find attach 2 pages of our purchase order request for the month of May,
: =) Fw: QUOTATION REQUEST - Dear Sir/Ms, . Please confirm the receipt of this mail as we hay g = keindly send us PI signed and stamped also do advice bank details for LC processing.
Laaam F
=) Fw: QUOTATION REQUEST - Dear 5 5,.. Please confirm the receipt of this mail as we ha ﬁ [= Thanks and Regards
1:22 AM Nurafi
) Puws QUOTATION REQUEST - Dear 5 5, Please confirm the receipt of this mail as we ha //)'—
1:22 AM Saudi Aramco
=) Fw: QUOTATION REQUEST - Dear 5 5. Please confirm the receipt of this mail as we hav g e PO. Box 5000 b
Dhahran 31311, Sandi Arabia
119 AM
| Fw: QUOTATION REQUEST - Diear 5 e as we ha P —
D3 < ? Telephone: +066 18 372 0115
wo o Mmoo vow oam || Fax +966 13 373 3190
-: 1 2 3 4 5 é =) Pw: QUOTATION REQUEST - Dear 5 s,.. Please confirm the receipt of this mail as we hav g2 [= Telex: 301220 A SAO SJ
7 8[8]10 11 12 13 Cable: ARAMCO DAMMAM
14 15 16 17 18 19 20 HIBLLL Email: webaster@aramco.com
21 27 33 24 35 26 37 ] Fw: QUOTATION REQUEST - Dear 5 5, Please confirm the receipt of this mail as we hav ¢ [
28 29 30 31 1 2 3
ot s o s oo 1:15 AM ) )
T A R T B FTF G [t T T (e e e T e = T e * IMPORTANT:

B P




Use of multiple email

accounts

Attacking via
genuine email
address
(compromised)

T

LWebrnail

roundcube @

« ¥ @D

Cancel

Contacts M 4 » P

Q

B3 Personal Addresses

— L

¥ From

To

3/webmail/paper_lantern/index.htmli?mailclient=roundcube

%—. T v
m Inbox (11) - revfrch % | (2078 unread) - cci ® | ox App Suite Inbox % | ax App Suite, Inbox % | ©x App Suite. Inbex ¥ | ¥ Inbox— Yandex\| ®  Litel 4 Email Extractor | x| Webmail - Main % \ﬂt App Suite, Inbox x | +

ey

wB O 3 @& A4 X ns=TP:9520122636 =

€212mB

B Mail

4 mail@ CG+LOGOUT

¢ Settings

.L Address Book

- F

Low-quality of
social engineering

Reply-To % caiticarinternational@yahoo.com
@ Add Cc € Add Followup-To
Subject RE: (RFQ) - 14000090529
B 7 U === ZE==49T1m
Onginz pSSage
SubjectiRE: (RFQ -14000991}5 0
Date2017-05-15 20:0
Eﬂﬂ 0 GROUP aio@afc gre tl.com
m citicarinternational@yahoo.c

Dear SirMadam
Attached please find our Request for Qluctation

Please acknowledge the receipt of this mail

Thanks in anticipation of your immediate response and usual support

viv

Font Family

-

Font Sizes

-

&

& B~

Q W BB

<>

H 4

m

Attach a file

m RFQ scope of requirement... &




Modus-Operandi

5 intext:"Inc” @.taiwan" intex x_| TaiwanAutomohileAccssmiez_x | PROSPEROUS ENTERPRISES (T~ = | W Economy of Taiwan - Wikip x | Litel 4 Email Extractor | Lite 1.4 x/ 1@ Zimbra: Forward X\E sale.cement_till_tw@yahoo x |n IEIM
€ O & ma I @ || Q Search Y Ba ¥+ # X ussbEEP:1987589 @ =
vmware ZIMBRA Q -

Mail Address Book Calendar Tasks Preferences (9]

Send Cancel Save Draft é ﬁ

Tao: |

Co | Hide BCC

e ||

Priarity: :

Subject: Fw: QUOTATION REQUEST

Attach ¥ |[:Saudi Aramco Qil And Gas.rar (591.1 K

FontFamily  + 3 (12pt) -A-¥-|H

Dear SirtMs, . —
d B
Please confirm the receipt of this mail as w{

Find attach 2 pages of our purchase order
kindly send us PI signed and stamped also

m

Living on the
edge

Thanks and Regards
Nurafi

Sandi Aramco
P.O. Box 5000
Dhahran 31311, Sandi Arabia £

Telephone: +966 18 372 0115
Fax: +966 13 373 3190

Telex: 301220 A SAQ ST
Cable: ARAMCO DANMMAM
Email: webaster(@aramco.com

* IMPORTANT:
219 AM
5/9/2017

< O M ol )




Facebook X ) Facebook X M Inbox (336) - michella.trr X ¥ ¥ Inbox — Yandex.Mai X M Mail - ffirat_btslogisticsic X \ - V—— |—D—| ==
g b
< C | & Secure | https://web.facebook.com Yo| €%, ¢

— # CreateaPost = [E Photo/Video Album | B¢ Live Video

News Feed
\;) Messenger LEs See A
SHORTCUTS i O

P - Photo/Video Feeling/Activity
& The Due Process Ad...

& WIRE WIRE.COM

6 photos and 3 videos

EXPLORE . 25 others at @ House On The Rock
[16] Events v Owerri
Pages
™ Groups i want to Sa):‘ a special thanks to everyone who took out there time to wi;h =
me happy birthday , Thank youll you made me feel so loved yesterday i
On This Day dnt really knw the right words to use in appreciating you all, Gosh you guys :
Friend Lists are awesome .i never expected it, i never knew i inspired some people )
here on Fh, i never knew i gat Fans here . i never knew i was loved here . i _
Pages Feed never knew how special i am to so many people and this reason i celebrate )
@™ Pokes all of you, your text message your calls and Gifts i really appreciate and i ‘
- say a big thanks may God bless you al@ @ P © € ez = [ s oacliatbiating i
5 e=N o ‘ Tt " ._ ¥
Bringing .~ 3" .
CREATE % : ¥ Vg A7
e e men “(ilobal Peace "\ :
im0 el il -
Woman build your home. Fiain

£+ Confirm Friend

=

. - oo

< il W o607



Meet the Attacker

¢ S.0
— Abuja, Nigeria
— Moto: “Get rich or die trying”
— Estimated age is 27-28.




Meet the Attacker

AN

-.’A - l‘d-ﬂ _
| ‘

| Brother

Sister

Family member

Favorite Quotes

GET RICH OR DIE TRYING.
IF YOUR SWAGG TOO MUCH THEY WILL SAY IS
19.



Some Statistics

Over 6,000 email addresses targeted in a single campaign.
Over 4,000 distinct corporates and organizations, including some of the largest

= = = n
é =

organizations world-wide.
o oil/gas sector
o car manufacturers

‘.
Sl

o Banks

Dozens of distinct machines infected wit
to 7 recognized companies.




From: Danicla G = daniclz, ISR alrnini, com = Sent: Thu 18/08,/2016 19:59

To: sani 'y shoo. com

Cc

Subject: Re: Fw:Pwd: ATTN: GHAMIM, REG. ALMINI
Dear Sanil,

Please with due respect kindlv send our pending pavments Asap! to our China subsidiars THAT N IG En In“ Pn I " cE N E"En
EMAILED BACK®.
IS s -s _%'-

vour company name will be blacklisted all over EUROPE.

Your immediate response will be highlv appreciated.

Thanks,
Daniela.

On August 17, 2016 at 6:21 PM sanil @ vahoo.com wrote:

oh, what is wrong here, where Is the money. it deducted on 15th from our acco
If machinery not received in time, we have no relation with this china company and if you say you did not
receive, whom we will ask. please check agian. i can not imagine the consegences. please help, why its like
this, whre is the money, yopu take the responsibility of this moenty as you said to send china. | need receipt
and confirmation of sendign machinery, oh,



-y

A+ Add Friend || X\ Follow | ¢ Message

Timeline About Friends Photos More v

o you know S

To see what he shares with friends, send him a friend request 1+ Add Friend

Groups

Public

Entertainment Portal + Join Friends Who Like Foxy Unisex Saloon 4 Join

WIRE WIRE.COM + Join writing group + Join




Wire-Wire: Stealing in the daylight

£ Clinton Izuchukwu » WIRE
< " WIRE.COM
" 16 December 2016

INBOX ME FOR RDP 1 MONTH GUARANTEE + EXTRA
DAYS(U CAN STILL RENEW)

SSH SMTP

WEBMAIL(5000 PER SEND)

EMAIL HARVESTER

Uﬂ) Like &> Share
02

‘ Frank Riches
| need am

/l O w L i k e

< Frank Riches » WIRE WIRE.COM .
18 January

Wires, if you get bank login that has money inside ﬁ§
please contact me for immediate wire.
$$No wire No light. $$

[['2) Like &> Share
02
Gb Onyegbula Damian Duff
| Can you wire from Union Bank of India?
38w Like



Aftermath



Insights

 APT? ... NPT!



Insights

 APT? ... NPT!

NPT

Nigerian Prince Threat



Insights

 APT? ... NPT!

* A noisy campaigh without unigue OPSEC methods
completely undetected by AVs for over a month.

* The threat actor was able to establish a big operation
(almost APT like) and cause damage, using very little skill

Before ... Now

No engines detected this URL

No engines detected this URL
URL http://bellair.biz/ URL http://bellair.biz/
f Host bellairbiz [ Host bellair.biz [A
35t analvsis 07 6-06 09:03-10 UTC

Lastanalysis 2017-11-09 12:50:29 UTC

'O,f54' Ozf63



Insights

e Part of the (malicious)-as-a-service ecosystem.
— One of many actors of the same kind

* Requires the attention of security vendors & law enforcement

* The threat actor is still free, active and using the same
infrastructure.



Check Point

SOFTWARE TECHNOLOGIES LTD.

Thank You!

C e . o

@ CTV Edmonton &

2 @ctvedmonton

$43M in cash found in empty Nigerian apartment

\.*' ..'~ i

Nuckfuggets
‘: @MatHouchens

Poor guy probably spent the past decade trying
to share it but no one ever replied to his email.




