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About	Us



whoami

• Paul Rascagneres – prascagn@cisco.com // @r00tbsd
• Security Researcher at Cisco Talos
• Malware & APT hunter for more than 7 years…
• Co-Organizer of Botconf https://www.botconf.eu/



whoami

• David Maynor / @dave_maynor
• Talos Threat Intelligence Lead, Europe and Middle East



Talos Threat	Intelligence



Talos Interdict ion

• Over a year of direct involvement.
• Intelligence partnerships with both gov and private 

partners. 
• Support

• Threat Intelligence
• Malware Analysis 
• Strategic Advisor 
• Development of local resources



Real  T ime vs  Histor ical  Event
• Traditional research is focused on locating APT samples and 

mining historical data to build a narrative.
• Nyetya unfolded as the word watched
• Work while world watches
• Disproving misinformation 



I t  started with a  phone cal l…



Actual  Tweet…



What and Where of  start ing

• The information we received 
• Ransomware
• It appears to be targeting every org in Ukraine.
• Effectiveness compared to a flash flood
• Infection and delivery vector unknown. 



The Telemetry 
• Internal Talos developed tools

• Sandbox
• Honeypots
• Intelligence data

• Cisco Security Telemetry
• AMP
• OpenDNS
• Email & Web Security Appliances

• Collaboration Tools to enable analyst-to-analyst communications  
• Ground level updates
• Distribution of OSINT information 
• Key partners included in communications channels 
• Talos made the early decision to include companies like ESET because of the severity of the 

crisis  



Its	not	what	we	found	in	these	sources	that	was	
important…but	what	we	didn’t	find.



Our F irst  Take
• Honeypots

• No increase in new samples
• No increase in scanning for port 445

• No substantial increase in phishing email
• Deconfliction of other malware families including Lokibot
• OpenDNS data for clients didn’t show signs of any new C2 domains
• AMP for Endpoint logs showed the drop of the malware by a number of 

processes.
• Further log analysis pointed to initial vector being process that 

belongs to a small accounting software app: M.E.Doc



Questions we had

• Why is this ransomware so bad at being ransomware?
• Can the files every be decrypted?
• Why can’t we see the malware execute when rerunning 

M.E.Doc now?
• Was there some sort of network manipulation (DNS, 

BGP) involved?
• Was their an email vector?
• Does it only affect orgs in Ukraine?



“Show	me	customers	that	have	M.E.Doc	and	have	been	hit.”
“There	is	overlap…”



M.E.  Doc

• Windows .Net app used for tax processing.
• Auto Update 
• Webserver and update server analysis showed 

exploitation would be trivial over a number of vectors
• PHP Webshells
• Talos utilized partnerships to contact the company a 

little over 4 hours after the investigation began. 



How much communicat ion did  we do?



E x e r c i s i n g  t h e  T a l o s  I n t e r d i c t i o n  A d v a n t a g e

• Less than 5 hours from the initial notification we were communicating with 
M.E.Doc.

• M.E.Doc representatives were very cooperative. 
• M.E.Doc accepted help in the form of two incident response specialists from 

the Advanced Services group who arrived on the evening of the 29th with a 
supporting specialist in the UK.

• Server error logs showed signs that during a period 3 hour period on the 27th

update traffic was forwarded to an external server. 
• The external IP was in a network owned by OVH and resold by a company 

called thcservers.
• The box was wiped by the malicious actor on their way out the door. 



Simple terms?



The	Result



M.e.Doc Connect ion



The Backdoor

Contacts	upd.me-doc.com.ua every	2	mins

Retrieve	email	data	from	local	me-doc

Wait	for	&	execute	commands

These	commands	almost	certainly	used	to	
distribute	Nyetya.



The Backdoor
Steal	SMTP	credentials	and	store	them	in	registry



The Backdoor



M.e.Doc Connect ion



Restor ing Connect ions



Nyetya Malware



Nyetya Ransomware?

§ Worm	capabilities

§ Credential	Stealing

§ Ransomware	(disk/files)



Propagation

ETERNALBLUE

Scans	IP	subnet
139	TCP

Perfc.dat
PSEXEC

WMI

ETERNALROMANCE



Malware Credential  Steal ing

• Command	line

– Modified version of Mimikatz pen testing tool.
– Credentials passed over a named pipe.

• Malware	collects	stolen	credentials	as	it	propagates.

• Collects	current	user	token	via	Windows	API.

rundll32.exe	C:\Windows\perfc.dat,#1	60	"username:password”

C:\WINDOWS\TEMP\561D.tmp,	\\.\pipe\{C1F0bf2d-8c17-4550-af5a-65a22c61739c}







Propagation

Perfc.dat

If	MS17-010	not	applied:
Trigger	EB	or	ER	exploits.
Installs	modified	DP	backdoor.
Installs	perfc.dat,	executes	as	a	dll.

DoublePulsar – modified command codes
modified response codes
modified response location in SMB packet 

ETERNALBLUE

ETERNALROMANCE

MODIFIED
DOUBLEPULSAR



DoublePulsar Modif icat ions



DoublePulsar Modif icat ions



DoublePulsar Modif icat ions



Propagation

Perfc.dat

PSEXEC

Drops	PsExec as	dllhost.dat.
Uses	stolen	user	token.
Connects	to	new	machine	(IP:	w.x.y.z).
Installs	perfc.dat,	executes	as	a	dll.

C:\WINDOWS\dllhost.dat \\w.x.y.z -accepteula -s -d 
C:\Windows\System32\rundll32.exe C:\Windows\perfc.dat,#1



Propagation

Perfc.dat

WMI

Uses	stolen	username	&	password.
Connects	to	new	machine	(IP:	w.x.y.z).
Installs	perfc.dat,	executes	as	a	dll.

Wbem\wmic.exe /node:"w.x.y.z" /user:"username" /password:"password" 
"process call create "C:\Windows\System32\rundll32.exe 
\"C:\Windows\perfc.dat\" #1" 



Encryption Process

Schedule	reboot	in	1hr

Encrypts	files
RSA	2048

Escalate	privileges	of	current	user

Encrypts	MBR
(if	administrator)

Final	log	clean	up

ETERNALBLUE

PSEXEC

WMI

ETERNALROMANCE



Payload



Genuine Ransomware?

§ Single	bitcoin	wallet	means	difficult	to	follow	who	has	paid.

§ Single	contact	email	address,	now	blocked

§ you	can’t	contact	the	criminals	even	if	you	want	to.

§ If	admin,	MBR	is	overwritten.

§ If	MBR	not	overwritten,	wipes	first	10	disk	sectors.

§ If	have	software	“avp.exe”	running,	wipes	first	10	disk	sectors.



Mitigat ion

• PATCH!
• Apply	the	MS17-010	patch	to	your	systems

– Microsoft	has	also	released	this	update	for	XP/Server	2003	systems
– Removes	vulnerability	to	EternalBlue &	EternalRomance



Mitigat ion

• Network Segmentation
– Design	networks	to	stop	infiltrations	spreading
– Control	and	monitor	traffic	between	units

– Block	traffic	on	ports	139	&	445
– Disable	/	disallow	SMBv1	traffic



Mitigat ion
• Network Security
• Snort Rules

– 42944	– OS-WINDOWS	Microsoft	Windows	SMB	remote	code	execution	attempt

– 42340	– OS-WINDOWS	Microsoft	Windows	SMB	anonymous	session	IPC	share	access	attempt

– 41984	– OS-WINDOWS	Microsoft	Windows	SMBv1	identical MID	and	FID	type	confusion	attempt

– 43459	– Detects DoublePulsar variant	traffic

– 5718 – OS-WINDOWS	Microsoft	Windows	SMB-DS	Trans	unicode Max	Param/Count	OS-WINDOWS	attempt

– 1917 – INDICATOR-SCAN	UPnP service	discover attempt

– 5730 – OS-WINDOWS	Microsoft	Windows	SMB-DS	Trans	Max	Param OS-WINDOWS	attempt

– 26385 – FILE-EXECUTABLE	Microsoft	Windows	executable file	save onto	SMB	share attempt

– 43370 – NETBIOS	DCERPC	possible	wmi remote process launch



Extra-Part :  BadRabbit



Comparing Nyetya & BadRabbit



Comparing Nyetya & BadRabbit



Comparing Nyetya & BadRabbit

• Evasion techniques in DoublePulsar (Nyetya) &  
EternalRomance (BadRabbit)

• Self-relocation of the malicious dll
• Process & thread token manipulations
• Network peer identification
• Bitflag based feature control
• …



Conclusion



Stay Informed

Spreading security news, updates, 
and other information to the public

ThreatSource Newsletter
cs.co/TalosUpdate

Social	Media	Posts
Facebook:	TalosGroupatCisco

Twitter:	@talossecurity

White	papers,	articles,	&	other	information	
talosintelligence.com

Talos	Blog
blog.talosintelligence.com

Instructional	Videos
cs.co/talostube



www.talosintelligence.com
blog.talosintel.com
@talossecurity


