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David Bianco’s
“Pyramid of Pain”
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Problem Definition, Part 1
Small Teams

We are a team of ten people
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Problem Definition, Part 2

Limited Resources

Paid data feeds
Large data volume
Signal to noise

Limited tool capacity
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Problem Definition, Part 3 > t‘ f

Limited Time

Analysts must spend time
analyzing, not moving data
around
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Analyst

Process
Start

Update
Rulesets in
Text Files

Copy and
Paste to
Deploy

Read
Notification
Emails

Download
Some Files
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YARA Hunting

Systems

VirusTotal
YARA
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Doing It Wrong

Maintaining team YARA rules:

1. On afile server
2. Some person’s laptop
3. Lots of people’s laptops

YOU'RE DOINGIT
WRONG
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Doing It Wrong

Wasting analyst’s time:

1. Downloading files
2. Uploading files
3. Waiting for AMAs to finish
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Analyst

Update Deploy
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Revision Hunting Intel Report
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Git YARA 3y’ Prioritization > File —is Sandbox e Intelligence
Repository Hunting System Repository Platform

o
© 2018 ThreatConnect, Inc. All Rights Reserved.



Doing It Right

GIT BLAME

Use revision control

We use git!

Deployment scripts

Sync with threat intel platform

¥
N

LY
r
]
I= il alw

Melicys winet

© 2018 ThreatConnect, Inc. All Rights Reserved.



YARA Rule
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rule Nemucod JS Ransom

{

meta:
priority = "Medium"
confidence = "High"
sandbox restricted = true
strings:
a$ = "If you do not pay in 3 days YOU LOOSE
ALL YOUR FILES" nocase wide ascii
b$ = " + \"phpdts.dll\";" wide ascii
c$ = "\"To restore your files you have to
pay \"" wide ascii
condition:

any of them
and new_file
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Associations for the Win
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PLY (Python Lex Yacc)

Parser handles VirusTotal and vanilla
rules

Takes a ruleset file as input

Outputs a python dictionary
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plyara

https://github.com/8ula/plyara




Send Improvements Upstream!

Component Description Comments
Operating System FreeBSD -CURRENT FreeBSD was selected for its balance of stability
(HEAD) and features, a strong development community

and staff expertise. All code improvements,
feature additions, and bug fixes are contributed
directly back to the open source community via
the FreeBSD committers on our team. We also
strive to stay at the front of the FreeBSD
development process, allowing us to have a tight
feedback loop with other community and partner
developers. The result has been a positive open
source ecosystem that lowers our development
costs and multiplies the effectiveness of our
efforts.

Web Server NGINX NGINX was chosen for its proven scalability and
performance. The audio and video components
that comprise each Netflix streaming title are
served directly to the customer client software via
HTTP.

Netflix Open Connect Appliance: https://openconnect.netflix.com/en/software/

\'@ © 2018 ThreatConnect, Inc. All Rights Reserved.




Send Improvements Upstream!

Component Description Comments

Operating System FreeBSD -CURRENT
(HEAD)

and staff expertise. All code improvements,

feature additions, and bug fixes are contributed
directly back to the open source community via
the FreeBSD committers on our team. We also

development process, allowing us to have a tight
feedback loop with other community and partner
developers. The result has been a positive open
source ecosystem that lowers our development
costs and multiplies the effectiveness of our
efforts.

Web Server NGINX NGINX was chosen for its proven scalability and
performance. The audio and video components
that comprise each Netflix streaming title are
served directly to the customer client software via
HTTP.

Netflix Open Connect Appliance: https://openconnect.netflix.com/en/software/

\'@ © 2018 ThreatConnect, Inc. All Rights Reserved.




Demo: plyara
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Jupyter @

Notebook Programming

jupyter

Somewhere between REPL
and monolithic script

https://jupyter.org/
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Prioritization
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Lottery Queue
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Scoring

GOOD BAD
Rule is high priority Rule is low priority
Rule is high confidence Rule is low confidence
File type is executable or document Alert already worked (Claimed tag)

Alert is older than X days

File is a rescan (# alerts > # sigs)

File is tagged FP (Disposition = False Positive)

High detection ratio ( >=.75)

File exists in Research Org

Large file size
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Non-Intuitive Ordering

High Priority / High Confidence

High Priority / Medium Confidence
Medium Priority / High Confidence
Medium Priority / Medium Confidence
High Priority / Low Confidence
Medium Priority / Low Confidence

Low Priority / Low Confidence
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Prioritization

Meetings

| DON'TALWAYS SHOWUP TO

BUT,WHEN 1 DO, | DERAILTHEM WITH‘S‘TUPIII
QUESTIONS %
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Automate

AMAs

Cuckoo Sandbox
Joe Sandbox Cloud
VxStream

VMRay

Lastline

ThreatGrid
ReversinglLabs
Your AMA Here!
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Future Work

Business Value (BV)
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Data claimed

Dataset analyzed
Intelligence published
Blog published

New account created
New customer
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, Happy Bean Counters

Maximize collection -> exploitation
Collect metrics on utilization
Establish KPls

AMAs at maximum capacity
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, Key Performance Indicators

A Key Performance Indicator is a
measurable value that demonstrates how

effectively a company is achieving key
business objectives.

IS WATGHING YOUR INPUT
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Sources of Samples

e (Carved from Network Capture (Use Bro!!)
¢ Incoming email attachments
e Endpoint collections (AV and otherwise)
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Success
Stories

https://threatconnect.com/blog/
kasperagent-malware-campaign/
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KASPERAGENT Malware Campaign resurfaces in the run up to
May Palestinian Authority Elections

ThreatConnect has identified a KASPERAGENT malware campaign leveraging decoy Palestinian Authority documents. The
samples date from April - May 2017, coinciding with the run up to the May 2017 Palestinian Authority elections. Although

we do not know who is behind the campaign, the decoy documents’ content focuses on timely political issues in Gaza and
the IP address hosting the campaign’s command and control node hosts several other domains with Gaza registrants.

In this blog post we will detail our analysis of the malware and associated indicators, look closely at the decoy files, and
leverage available information to make an educated guess on the possible intended target. Associated indicators and
screenshots of the decoy documents are all available here in the ThreatConnect platform.

Some of the indicators in the following post were published on AlienVault OTX on 6/13.

Background on KASPERAGENT

KASPERAGENT is Microsoft Windows malware used in efforts targeting users in the United States, Israel, Palestinian
Territories, and Egypt since July 2015. The malware was discovered by Palo Alto Networks Unit 42 and ClearSky Cyber

Security, and publicized in April 2017 in the Targeted Attacks in the Middle East Using KASPERAGENT and MICROPSIA blog.

It is called KASPERAGENT based on PDB strings identified in the malware such as “c:\Users\USA\Documents\Visual Studio
2008\Projects\New folder (2)\kasper\Release\kasper.pdb.”
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Malicious File Calls Out to DynDNS

gbam1234.hopto.org

DynDNS
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Success Stories
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Key Takeaways and Lessons Learned

e (Organize signatures in revision control
e Automate between systems in tool chain
e Separate queues by signature type
e Attack Pattern
e Malware family / Adversary
e Periodic prioritization meetings
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'ﬁ% LARGAT @ThreatConnect

Thank You
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