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who am I?

Antoine Rebstock @AntoineRebstock
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what is this talk about?

DDoS resilience tests
• legal audit
• purposed-built, controlled &

cloud-based botnet

how much does it costs?...
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sorry, we will not talk 
about...

legal & ethical issues
• DDoS law
• authorizations

detailed technical how-to
• attack types
• spoofing issues
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agenda

back to school
• botnet cost model

comparative survey
• infrastructure & data costs

use case

discussion & further research
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back to school...
How much should you pay for your own botnet?
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back to school...

cost variables
• infrastructure
a nb of attack bots

r nb of report bots
c nb of C&Cs

T instance operating time (mn)

x1 unit price (€ per instance per mn)

• data transfer
i index of price stage
d transferred volume (GB)

n nb of price stages (per month)

x2 unit price (per GB)

S global throughput (Mbps)

s individual bot throughput (Mbps)

t2 flood duration

theorical cost for audit z
• infrastructure • data transfer
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back to school...

theorical audit cost
• infrastructure & data (transfer) costs
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back to school...

theorical audit cost
• infrastructure & data (transfer) costs

additional cost variables
• infrastructure
l nb of locations
p nb of cloud providers
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theorical audit cost
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comparative survey
How much should you pay for your own botnet?
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infrastructure cost

assumptions
• instance size: 2vCPU – 4GB
• geographical area: France

low

geographically 
variable
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infrastructure cost
geographical multiplier factor

instance in same area
• reference: France/Western Europe
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data transfer cost
France (Western Europe) area

significant

provider 
dependent
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data transfer cost
geographical multiplier factor

instance in same area
• reference: France/Western Europe 
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use case
How much should you pay for your own botnet?
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use case
single audit

infrastructure
• France
• 100 attack bots + 11 report bots + 6 C&Cs

duration
• 30mn botnet setup
• 3 (volumetric) attacks

➢ 2x 5mn-shots
➢ 30mn inter-shots

• 30mn post-attack

data transfer
• 400Mbps throughput per bot → 9TB data transferred
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use case
infrastructure cost
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use case
data transfer cost



www.6cure.com12/11/2018

use case
provider comparision

equitability
• price/service ratio equivalence
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discussion & further 
research

How much should you pay for your own botnet?
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discussion

approximations
• calculation of multiplier factor
• single provider/location
• only attack (flood) traffic considered

lack of information
• throughput limitations
• detailed processor characteristics

to be confirmed
• preeminence of data transfer costs
• provider detection schemes
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conclusion

audit cost
• depends on multiple factors (approx. required)
• affordable cost for (target) customer

how to choose?
• provider data costs
• IP diversity
• flexibility in instance management

further research
• technical how-to & assumptions
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see you later
thank you for your attention

How much should you pay for your own botnet?
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