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Necurs history

• Appeared in late 2012

• Largest spam botnet

• Big campaigns

• Dridex

• Locky

• GlobeImposter



Necurs Monitoring



Monitoring Necurs - protocols

• C2 protocol
• C&C servers, peer-list, module distribution

• P2P
• C&C servers, C&C shared secret, C&C path

• Mailer module
• Email templates, recipient list, attachments (dictionaries)



Monitoring Necurs - tracker

• Client emulation
• Infected peer tracking

• Each branch identified by C2 shared secret (C2 protocol)

• Each branch may have sub-branches identified by P2P shared secret (P2P protocol)

• Currently 4 sub-branches from branch 0x5ba4fa79 tracked, 5 other branches known to exist
• Branch 0x5ba4fa79

• paths: /locator.php, /news/index.php, /news/soap.php, /news/stream.php



Monitoring Necurs - processing

Core Module

Mailer Module

C&C
Hey, I got this cool module! Run it with these params.

Download & Execute

Module C&C

Bad guys

Give me template!

Here you go! [Template]

Hey! Got any data for me?



Monitoring Necurs - processing

Core Module

Mailer Module

C&C
Hey, I got this cool module! Run it with these params.

Download & Execute

Module C&C

Bad guys

Give me template!

Here you go! [Template]

SMTP server

Hey! Got any data for me?

Give me resource [resource]!

%%var nm=20171809_{{rndnum(11,11)}}

To: <{{to_addr}}>

Subject: Message from KM_C224e

From: <copier@{{to_host}}>

Reply-To: <copier@{{to_host}}>

X-Mailer: KONICA MINOLTA bizhub C224e

Date: {{date}}

Message-ID: <{{rndhex(8,8)}}.019.{{rndhex(12,12)}}.copier@{{to_host}}>

MIME-Version: 1.0

...

--KONICA_MINOLTA_Internet_Fax_Boundary

Content-Type: application/zip; name="{{nm}}.7z"

Content-Disposition: attachment; filename="{{nm}}.7z"

Content-Transfer-Encoding: BASE64

{{[1.doc]}}

--KONICA_MINOLTA_Internet_Fax_Boundary--



Monitoring Necurs - processing

Core Module

Mailer Module

C&C
Hey, I got this cool module! Run it with these params.

Download & Execute

Module C&C

Bad guys

Give me resource!

Here you go! [Resource]

Hey! Got any data for me?



Chain of infection

Necurs botnet Monitored branch SPAM email Internet shortcut

VBS control panelC&CDownload & ExecuteFlawed Ammyy



VBS Control panel



Spam email



Spam email



• Get payloads in advance

• Receive personal messages

• (We love you too.)

SMB-sharing is caring



C&C server communication

• Hardcoded C&C address

• Get info about device

• Prepared for update with fallback C&Cs

• C&C server communication



VBS Control panel structure

Download and Execute executable



VBS Control panel structure

Download and Execute plugin



VBS Control panel structure

Update control panel



VBS Control panel structure

Uninstall control panel



VBS Control panel structure

DDoS attack



VBS Control panel structure

Persistence



VBS Control panel structure

Logging is a key



Version differences



Version differences



ARS Loader

• Additional information provided by Jose Miguel Esparza from Blueliv Labs

• Same family seen in targeted attacks in Canada

• Different infection chain, different type of obfuscation

https://www.blueliv.com

https://www.blueliv.com/blog-news/research/ars-loader-evolution-zeroevil-ta545-airnaine/


That sounds like a botnet… 

with few extra steps.

imgur.com

https://i.imgur.com/RuuQr5e.png


Are we there yet? No!

• Anti-emulation tricks
• Repeated external function calls 

(without side-effects)

• Checks for Windows system 

processes
• lsass.exe, smss.exe, dwm.exe, 

explorer.exe, svchost.exe
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Are we there yet? No!

• Anti-emulation tricks
• Repeated external function calls 

(without side-effects)

• Checks for Windows system 

processes
• lsass.exe, smss.exe, dwm.exe, 

explorer.exe, svchost.exe

• Replace old Ammyy services
• Check for AV

• Download payload
• Decrypt payload (RC4)



Flawed Ammyy

• Last stage (so far)

• Flawed Ammyy
• Remote Administration Tool (RAT)

• Based on the leaked source code of Ammyy Admin remote desktop software

• Capabilities
• Remote desktop

• File system manager

• Proxy

• Audio chat



• Emails spread by Necurs botnet

• Control panel downloaded through internet shortcut file in the email attachment
• SMB share

• VBS

• Stager downloaded by a control panel

• RAT downloaded by a stager

• Flawed Ammyy

Summary



Q&A


