
Collecting Malicious 
Particles from 
Neutrino Botnets

Jakub Souček | Malware Analyst

Jakub Tomanek | Malware Analyst



Jakub Souček
Malware Analyst

Jakub Tomanek
Malware Analyst

3 years in ESET

Botnet tracking

jakub.soucek@eset.cz

2 year in ESET

Analysis of malware

jakub.tomanek@eset.cz

Who are we?



What is Neutrino Bot?



What is Neutrino Bot?

•Alias:
•Win/Kasidet (Microsoft, ESET)

• Trojan-Banker.Win32.Jimmy (Kaspersky)



What is Neutrino Bot?

Feature 2014 Today

Spreading yes no

DDoS yes no

Download & Execute yes yes

Keylogger yes no

Webinjects no yes

Proxy no yes

Redirection via hosts via hooks

Modular structure no yes
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•Lots of articles in the past (2014 – 2017)
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Why Neutrino Bot?

•What do they all have in common?

•They focus on
• the bot in general or

• one specific incident

•They answer:
• How to analyze the bot

• How is the bot distributed



Why Neutrino Bot?

•They do NOT answer
•What the bot did during those incidents?

•What configuration did the bot receive?

•What target does/did the bot aim at?

•What about 2018?

•We wanted to gain that information



Why Neutrino Bot?

•We tracked it for one year from 1st October 2017

•Found a lot more than expected

•Key findings
• The bot still evolves

•New interesting and unpublished features

• A lot of Neutrino botnets exist simultaneously (!)



Agenda



• History

• Current state

• How to extract useful information

• Discovered Neutrino botnets

• The funny stuff



History



Jul-15

Ver 3.9.4
String obfuscation

Jun-16

Ver 5.0
API call obfuscation
Modular structure

Feb-15

Ver 3.5
Concept of build id
Spreading mechanism removed

Nov-14

Ver 3.2.1
No obfuscation
DDoS commands

Oct-15

Ver 4.4
Lost support for DDoS
Exfiltration of data
Scanning running processes

Mar-15

Ver 3.6
Login data stealer
Credit card scraping
Capturing network traffic

Nov-17

Ver 5.3
64-bit support
Webinject support
RC4 encryption

Sep-16

Ver 5.1
Privilege escalation
Firewall exception

Apr-17

Ver 5.2
Windows Defender evasion

Jan-18

Ver 5.4
Country restriction
Firefox patching
Credentials stealing

2015 201720162014 2018



Version 5.0

•Modular structure

•API call obfuscation

•Helper threads:
Network Data Stealer

Credit Card Scraper



Version 5.0 - Commands

• Rate

• LOADER

• PLUGIN

• Screenshot

• CMD

• DNS

• UPDATE

• FINDPROC

• FIND

• PROXY
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Version 5.1 – hardening the analysis

•Cracked

•PLUGIN
• Ammyy Remote Admin

•Stealth tricks
• Firewall exception

• Disabling Windows 
SmartScreen



Version 5.2 – minor update

•Persistence
1. Scheduled task

2. Run key

•More stealth tricks
• Cripples RDP by setting timeout values to 0

•Windows Defender exclusion path



Version 5.3 – where things got interesting

•64-bit support

•Helper threads
Network Data Stealer

Injector

Pipe Operator

Chrome Link Modifier

Parent Protector





Version 5.3 – where things got interesting

•RC4 

•Optional XOR



Current state (5.4)



Version 5.4 – the current state

•Encryption of modules

•New control flow

•Persistence:
1. Winlogon registry key

2. Screensaver

•Support for webinjects
update



Current state - features

•Firefox security patch
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Current state - features

•Firefox security patch

•Country check

•Credential stealing
•Microsoft Outlook

•Mozilla Thunderbird

•Windows Live



Current state - features

•Firefox security patch

•Country check

•Credential stealing

•New persistence



Collecting the fragments



Why collecting information?

•Sold to a large variety of cybercriminals

•Chaos if tracked together
• Different builds

• Different activities

• Different targets

•Classify into groups to make sense of the data



What to collect?

•Four identifiers
• C&C servers
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What to collect?

•Four identifiers
• C&C servers

• Version

• Bot name

• Build id
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How to classify?

•By version? Hardly.

•By C&Cs? In rare cases possible.

•By bot name?
• Guess what the most popular bot name is?

• „NONE“ (95%)  sadly no

•By build id?
• YES!



Build id

•Alphanumeric string

•Best for classification

•Similar build ids = 
the same botnet

•Verified 
experimentally

•But with great results

emFiZXIxQrphYmJlci5ubwaa

emFiZXIxQrphYmJlci5ubwaa

emFiZXIxQrphYmJlci5ubwaa

emFiZXIxQrphYmJlci5ubwuu

Zm9yZXg3QrphYmJlci5vcmcu

Zm9yZXg3QrphYmJlci5vcmch

aWxvdmVoYXmoaUBleHBsb2l0Lmlt

YnmzaEBleHBsb2l0Lmlt



Journey through 2018



Statistics

•120 different builds

•Classified to 41 unique botnets
• 12 showed no special activity

• 18 were significantly active, but are not any more

• 8 were active and still are

• 3 were evaluated as a special case



Disclaimer

•The (nick)names of the botnets are not official

•They were created by us to
• Describe some strong feature of the botnet

•Make it easier not to get lost in build ids



25/05/2018 - 05/06/2018

Custom Password Stealers

13/06/2018 - 13/07/2018

Fake Ammy

03/06/2018

Librarians

06/11/2017 - 16/12/2017

Bitcoin Stealers

06/11/2017 - 31/03/2018

Web Server Miners

13/05/2018 - 22/09/2018

Gamers

19/01/2018

Proxy Guys
16/03/2018 - 02/09/2018

Credit Card Stealers

10/02/2018

Tinukebot & Fareit

06/04/2018 - 29/04/2018

Filecoder Guys

19/03/2018 - 23/03/2018

Pirates
22/10/2017

Mining RATs

01/05/2018 - 30/05/2018

Fake Express VPN

19/10/2017

Lethic Guys

26/05/2018 - 26/06/2018

Porn Injectors

07/06/2018 - 08/09/2018

Wordstore

25/10/2017

Redirectors

07/05/2018

Arsonists 23/09/2018

Delphi Spies 2

15/09/2018

New Zealand 
Bankers

28/08/2018 - 12/09/2018

Dridex Distributors

01/12/2017 - 05/01/2018

NanoCore Payoneers

01/11/2017

Zbot Guys

06/04/2018 - 20/04/2018

Delphi Spies

2018

04/01/2018 - 15/01/2018

Net Viewers

2017



13/06/2018 - 13/07/2018

Fake Ammy

16/03/2018 - 02/09/2018

Credit Card Stealers

06/04/2018 - 29/04/2018

Filecoder Guys

19/10/2017

Lethic Guys

06/11/2017 - 31/03/2018

Web Server Miners

25/10/2017

Redirectors

22/10/2017

Mining RATs

26/05/2018 - 26/06/2018

Porn Injectors

28/08/2018 - 12/09/2018

Dridex Distributors

07/05/2018

Arsonists

15/09/2018

New Zealand
Bankers

2.10.2018

Tinukebot & Fareit

01/05/2018 - 30/05/2018

Fake Express VPN
06/11/2017 - 16/12/2017

Bitcoin Stealers

19/01/2018

Proxy Guys

2017 2018



The Lethic Guys

•The most stable

•Payloads:
•Win32/Lethic

• 34 configurations

• 10 IP addresses

•Win32/Zurgop

• password stealer

•Distribution
• Fake Flash installer

•Other malware







The Redirectors

•Mexican banks

•Redirection
1. DNS command

2. Hosts file

3. Keystrokes

•Other Payloads:
• Password & email stealer

•Distribution
• SPAM

• Financial theme











The Mining RATs

•Payloads:
• Coin Miners

• RATs
• Win32/Remcos

• MSIL/Immirat

• MSIL/NanoCore

• Win32/Formbook

• Win32/Zurgop,

• Win32/Neurevt



The Arsonists

•Target: France

•Methods:
•Webinjects

• Stealing files

•No payloads
Nickname based on C&Cs 
containing “burntheworld” 



Tinukebot & Fareit

•Webinjects
• Italian Post Office

• Facebook

•Payloads:
•Win32/Tinukebot

•Win32/Fareit



The Dridex Distributors

•Webinjects
• Invalid (9 banks)

•Win32/Tinukebot
format

•Payloads:
•Win/Dridex

•Win/Ursnif



The Fake ExpressVPN

•Fake installer

•Fake website

•Payloads:
• Credentials stealer

• Coin miner

•Win32/ClipBanker



The Fake Ammyy

•Supply chain attack
• Ammyy website 13.6.

•Victim machine scan
• Cryptocurrency

• Remote access

•No payloads

•World Cup as cover





Others

• Bitcoin Stealers
• FIND command to steal wallets

• Credit Card Stealers
• FIND command to steal credit cards

• Filecoder Guys
• Win32/Filecoder

• New Zealand Bankers
• Webinjects targeting a New Zealand bank



Others

• The Web Server Miners
• Coin miners, Firewall configuration

• Win32/Filecoder.GandCrab (October 2018)

• The Proxy Guys
• Setting up proxy

• Win32/TrojanDownloader.Carberp

• Target: Canada



The funny stuff



The Pirates



The Porn Injectors



The Angry Redirectors



Invalid webinjects - Winners

•39 bank targets

•… formatted for
Win32/Tinukebot



Information leakage

Reminder
• C&Cs are stored encrypted

• Bot name is not 



Misused commands

Who What How

Web Server Miners DNS Used as LOADER

Mining RATs FAIL Completely unknown command

Tinukebot & Fareit DNS Used as FIND



Mining RATs – Anti-Emulation off switch

•Distributed unknowingly

•Disables Anti-Emulation completely



Conclusion



Conclusion

•Neutrino Bot is still active and evolving

• It is used by a large variety of cybercriminals

•The botnets differ in
• Distribution

• Payloads

• Targets

•Methods



Questions?



Thank you for your 
attention

jakub.soucek@eset.cz jakub.tomanek@eset.cz


