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Who Am I?
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▪ I am

– Senior Security Researcher, FireEye iSIGHT

▪ I do

– RE

– Write code

– Botnet monitoring

– Banking malware

– Webinjects
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Agenda

▪ Introduction

▪ Webinjects Systems overview

▪ Trackable elements of Webinjects

▪ Differentiating actors using banking malware

▪ Automation

▪ Interesting results

▪ Summary
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Introduction
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Webinjects and Banking Malware

▪ Banking Malware

– Other monetization methods such as Cryptocurrency mining more attractive to 
entry-level cybercriminals

– New families indicate space is active – serious players only

▪ Webinjects

– Rarely simple, frequently complex web applications

– Off-the-shelf solutions popular

▪ Can we identify and track Webinjects Systems being used in banking malware?

▪ Can we use data harvested from Webinjects to track actors using multiple 
malware families?
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Webinjects Systems
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Recap

▪ Webinjects are a feature of Banking Malware where code is injected into a 
webpage

▪ Ranging from simple form field additions to full blown Automated Transfer 
Systems

▪ Injected code frequently just stub code

▪ Web application for managing Webinjects with own Administration Panel

▪ Off-the-shelf products often work with multiple malware families, or injects 
formats – Zeus vs Gozi

▪ Some systems in circulation for many years
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Webinjects Systems
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Yummba

▪ Highly prevalent, very well known, sold by “yummba”

▪ In circulation since at least 2012

▪ ATSEngine, Grabbers, Replacers

▪ Deployed by many families including non-Zeus format families, e.g. Corebot, ISFB

▪ About $800 per inject

▪ Easily identifiable code

▪ Huge range of targets including:

– US, Canadian, Japanese, Australian, French banks and Financial Orgs

– Retail Orgs, Porn websites
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Webinjects Systems
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Yummba

Source: http://www.xylibox.com/2014/05/atsengine.html
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Webinjects Systems
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Yummba
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Webinjects Systems
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Tables

▪ Named after the title on the login page

▪ Active since around 2014

▪ Grabber/Replacer

▪ Default Zeus format but easily customisable. Observed deployed by:

– Nymaim, Goziisfb, Corebot, Atmos, Terdot, Gootkit, ZeusPanda, Ramnit

▪ Wide range of targets including:

– US, Canadian, French, UK, German, South American banks and Financial Orgs

– Tax/payroll companies

– Retail Orgs, email providers

– Cryptocurrencies, online payment Orgs
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Webinjects Systems
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Tables
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Webinjects Systems
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Tables
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Webinjects Systems
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inj_inj

▪ Real name and seller not known

▪ Named after consistent variable name usage “inj_inj = “

▪ In circulation since 2015

▪ Wide usage: ISFB, Gootkit, Terdot, ZeusPanda, Corebot, IcedID, Dridex

▪ Grabber/Replacer, 2016 Buguroo Dridex report describes functionality

▪ Predominantly used against US, CA banks and Financial Orgs, but also Spanish 
and Australian
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Webinjects Systems
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inj_inj
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Webinjects Systems
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inj_inj
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Webinjects Systems
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LOB_ATS

▪ Unknown seller/real name

▪ Named after constant use of “/lob.php” in panel URLs

▪ In circulation since at least 2016

▪ Used in families distributed by Chanitor – Terdot, ZeusPanda, IcedID, CoreBot, 
ISFB, older Dridex use

▪ Grabber/Replacer, OTP interception + more

▪ Predominantly targeting US banks and Financial Orgs + Retail, Careers, 
Cryptocurrencies
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Webinjects Systems
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LOB_ATS



©2018 FireEye  |  Private & Confidential 

Webinjects Systems
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adm_ssl

▪ Unknown seller/real name

▪ Named after variable names in early examples, “?adm=ssl&”

▪ First observed mid-2017

▪ Used by: Gootkit, Danabot, ISFB, Terdot, ZeusPanda

▪ Grabber, Replacer, OTP interception

▪ Targeting has more European focus:

– Lots of Italian banks and other Orgs

– Austrian, German banks

– Cryptocurrencies, Webmail providers
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Webinjects Systems
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adm_ssl
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Webinjects Systems
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concert_hall

▪ Seller unknown

▪ Named after title page on panel

▪ First encountered: 2016

▪ Used by: Nymaim

▪ OTP bypass, session hijack. Often ListVNC panel on same server

▪ Targets: US, German, Polish banks and Financial Orgs. Also retailers, 
Cryptocurrencies, Trading platforms
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Webinjects Systems
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concert_hall
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Webinjects Systems
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delsrc

▪ Seller unknown, possibly referred to as “Tokenka”

▪ Named after variable and function names “delsrc”

▪ First encountered: early 2017

▪ Used by: Gootkit, Danabot, TinyNuke, Corebot, ZeusPanda, ISFB

▪ OTP bypass, Grabber/Replacer

▪ Targets: US, Italian, Canadian, Polish banks and Financial Orgs, Cryptocurrencies
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Webinjects Systems

25

delsrc
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Trackable elements of Webinjects

27

Overview

▪ Extract network infrastructure data from the injected code

– “Follow the money”

▪ Harvest data from the Injects System Server
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Trackable elements of Webinjects
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Network Infrastructure

▪ URLs, Domains, IPs
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Trackable elements of Webinjects
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Server Data

▪ Downloaded JS -> further infrastructure

▪ Crawl the panel
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Differentiating actors using banking malware
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Overview

▪ What is the commercial model employed by the malware family?

▪ Sold as a standalone product (traditional Kit-like model):

– Customer owns botnet, responsible for running it

– Malware used by many different actors, look for customer-set configuration 
values, e.g. encryption keys

▪ Affiliate model

– Affiliates responsible for some areas, not others, e.g. distribution

– Cryptographic keys may belong to the author, not the affiliate

▪ Single actor

– No differentiation necessary
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Differentiating actors using banking malware
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Differentiating features

▪ Cryptographic keys

– Symmetric keys: RC4, AES, Serpent – Zeus families, ISFB, Ramnit

– Asymmetric keys more common in affiliate models, or single entity models –
Nymaim, IcedID

▪ Botnet names

– Often simple or not changed from default values

– May be reused by different actors

– Sometimes used to differentiate affiliates – Dridex, Danabot

▪ Affiliate IDs

– Can be used to differentiate activity in affiliate based models – Corebot, 
Gootkit
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Automation
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Overview

▪ Automate entire process from config extraction, through Injects harvesting and 
processing

▪ Automatically cluster activity by actor

▪ Identify overlaps in clusters
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Automation
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Process

Config 
Harvesting

• Execute 
samples in 
Cuckoo

• Extract 
controllers, 
keys etc

Webinjects 
Harvesting

• Emulate Bot 
C&C 
protocol to 
download 
Webinjects

• Parse, identify 
Injects 
System, 
extract URLs

Activity 
Clustering

• Model data 
in Graph DB

• Auto 
differentiate

• Identify 
overlap in 
clusters



©2018 FireEye  |  Private & Confidential 

Automation
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Webinjects Harvesting

▪ Convert Webinjects into consistent, 
machine readable format -> JSON

▪ Identify Webinjects System for each 
block of stub code

– Yara rules

– “system_name” meta property to 
identify Webinjects System

▪ Extract Webinjects System URLs

– Series of Regular expression 
searches

– Decode data if necessary
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Automation
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Activity Clustering

▪ Define actor differentiator per family

– ZeusPanda = RC4 key, Corebot = “core_token” etc

▪ Assign human readable value to each cluster or “Threat Group”

– Gh38gIsvjWvc = tg_terdot_1, 10291029JSJUYNHG = tg_goziisfb_53, 7200 = 
tg_dridex_8

▪ Create relationship between Webinjects derived data and Threat Group in 
Graph DB

– (URL)-[:BelongsTo]->(ThreatGroup)

– (URL)-[:BelongsTo]->(InjectsSystem)



Interesting Results

38



©2018 FireEye  |  Private & Confidential 

Interesting Results
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Overview

▪ Identify instances of Webinjects network infrastructure overlap between auto-
generated groups

– (Webinjects System URL/Domain/IP) [BelongsTo] > 1 (“Threat Group”)

▪ Look into controllers, distribution, targeting to determine the nature of the 
relationship

– Same actor using new key?

– Same actor using different malware?

– Same actor as affiliate of different malware?

– Webinjects being used as a service?
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Interesting Results
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Chanitor/Moskalvzapoe

▪ Well publicized email distribution campaign -
https://www.blueliv.com/downloads/network-insights-into-vawtrak-v2.pdf

▪ PDF/OLE attachment -> Chanitor -> Pony, Evil Pony, Banking Malware

▪ January 2017 switched from Vawtrak to Terdot, late 2017 -> ZeusPanda

▪ Temporarily deployed other families: IcedID, ISFB, Danabot, and others

▪ Distribution and payloads not necessarily same group

▪ Webinjects infrastructure shows relationship between the banking malware 
payloads
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Interesting Results

41

Chanitor/Moskalvzapoe

▪ Terdot

– RC4 key: TyweJ848wWb7o0JfQMfY6pyd6YEp0pI2 – tg_terdot_1

▪ ZeusPanda

– RC4/RSA key: 30820121300d06092a864886f70d0101010…. – tg_zeuspanda_71

▪ IcedID

– One RSA key, injects don’t change with campaigns -> tg_icedid_1
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Interesting Results
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Chanitor/Moskalvzapoe

▪ Both tg_terdot_1 and tg_zeuspanda_71 have US-targeted Webinjects, using 
lob_ats and unusual, obfuscated version of yummba

▪ Yummba domain reveals an overlap

– halftrust.com in both sets of Injects

▪ lob_ats domains reveal other relationships

– https://regioncdn.com/lob.php + others used by tg_terdot_1 and tg_terdot_29
– additional Terdot group

– https://demdex.me/lob.php used by tg_goziisfb_26 and tg_terdot_29 – ISFB link

– https://aesofa.com/lob.php used by tg_zeuspanda_71, tg_icedid_1, 
tg_corebot_22 – links to IcedID and Corebot
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Interesting Results
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The Italian Job (2)

▪ Italian Org-focused spam campaign

▪ Widely documented using ZeusPanda and xls downloaders

▪ Cutwail distribution

▪ Webinjects System domain overlaps indicate use of other malware
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Interesting Results

44

The Italian Job
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Interesting Results
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The Italian Job

▪ ZeusPanda RC4/RSA key: 30820121300d06092a864886f7… = tg_zeuspanda_63
(Q4 2017-Q3 2018)

▪ Mostly using delsrc and adm_ssl

▪ Older activity

– saberstat.top, westrostres.bid, sslstats.info, elementaleios.win: tg_zeuspanda_52
(Q3 2017-Q2 2018), tg_zeuspanda_15 (Q2 2017-Q4 2017), tg_terdot_22 (Q2 
2017-Q4 2017)

▪ Newer activity

– guardnet.review (tg_zeuspanda_63: June 2018): tg_goziisfb_62 (September 
2018)

– 31.214.157.12: Danabot botnets: 3, 4, 9
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Interesting Results
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American Panda

▪ North American targeted, using ZeusPanda delivered through Emotet (CA,US)

▪ Webinjects System domains overlap with ISFB, Corebot, Gootkit, Nymaim groups

▪ High degree of success
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Interesting Results
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American Panda

▪ https://www.malware-traffic-
analysis.net/2018/07/02/index.html

▪ https://www.malware-traffic-
analysis.net/2018/08/16/index2.htm
l

https://www.malware-traffic-analysis.net/2018/07/02/index.html
https://www.malware-traffic-analysis.net/2018/08/16/index2.html
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Interesting Results
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American Panda

▪ RC4/RSA key = tg_zeuspanda_51

▪ US/CA Orgs (mostly banks), also 
Cryptocurrencies, Payroll/Tax

▪ Tables, inj_inj, Yummba, delsrc

▪ gremnova.xyz

– tg_corebot_25

▪ farleza.co

– tg_goziisfb_5

▪ k1s0lokio.com

– tg_gootkit_14, tg_gootkit_93, 
tg_gootkit_99, tg_corebot_25, 
tg_zeuspanda_64

▪ oncofonderot.top

– tg_nymaim_1, tg_goziisfb_82, 
tg_goziisfb_63, tg_goziisfb_5
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Summary

▪ Relatively small number of Webinjects Systems widely used, easy to identify

▪ Webinjects often have their own infrastructure which can be tracked – “follow 
the money”

▪ Activity within Malware Families used by multiple entities can be clustered based 
on certain information such as cryptographic keys

▪ Modelling data related to Banking Malware and Webinjects infrastructure in a 
GraphDB allows us to easily cluster activity across Malware Families

▪ Actors use multiple Malware Families with reasonable regularity
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