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Headlines on Mirai



• Easily exploited (weak credentials, exploits)
• 24/7 availability
• Powerful enough for DDoS attacks
• Rarely monitored and almost never patched
• Low security awareness
• Malware source code available for use

Why target IoT?



Botnet - Source code leaks

• Hydra (2008)
• Aidra (2012)
• Wifatch (2014)
• Bashlite/Qbot/Gafgyt/Torlus/Lizkebab (2014)
• Mirai (September 30, 2016)



Surge of IoT Malware
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• Command and Control Server
• Report Server
• Loader
• Bot (installed on the IoT device)

– Attack
– Killer
– Scanner 

Mirai’s components



How Mirai Works

Bot
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How Mirai Works



Re-use of Mirai Source Code



Re-use of username/password combination



1. IRCTelnet/ newAidra (October 2016)
– 77 username/password combination, most from Mirai
– Based from the source code Aidra (2012)

Re-use of username/password combination



2.    Hajime (October 2016)
– uses Mirai’s username/password combination
– No ddos modules
– P2p network

Re-use of username/password combination



• IdaPro + BinDiff / JEB Decompiler

Code re-use

MIRAIIoTReaper



3.   IoTReaper (September 2017)
– Use of 9 exploits for infection
– Integrated Lua environment

Code re-use



4.   Persirai/Http81 (April 2017)
– borrows the port scanning module from Mirai
– borrows utils functions from Mirai
– “Mirai” string is found in the filenames
– Target vulnerabilities in Wireless IP camera(P2P)

Code re-use



Code re-use
Function similarity confidence
checksum_generic 0.97 0.98
killer_init 0.32 0.56
killer_kill 0.43 0.62
killer_kill_by_port 0.33 0.62
rand_init 0.69 0.95
rand_next 0.7 0.98
scanner_kill 0.43 0.62
setup_connection 0.87 0.92
util_atoi 0.94 0.97
util_local_addr 0.74 0.78
util_memsearch 0.96 0.98
util_strlen 1 0.99
util_zero 0.52 0.69



5.  BASHLITE/Gafgyt/Qbot with MiraiScanner (August 2017)
– Source code is leaked
– MiraiScanner()
– MiraiIPRanges()
– MiraifindARandomIP()
– Mirai’s username-password combination

Code re-use



• BASHLITE – client.c module

Code re-use



6.   HideNSeek (January 2018)
– configuration table similarity
– Re-use of utils functions from Mirai
– Re-use of consume_pass_prompt() 
– Re-use of consume_user_prompt()
– Can use both dictionary and exploit attacks
– Capability for data exfiltration

Code re-use



Code re-use
MIRAIHideNSeek



Consume_pass_prompt()

Code re-use

MIRAI



Consume_pass_prompt()

Code re-use

HideNSeek



• Consume_user_prompt()

Code re-use

MIRAI

HideNSeek



Code re-use
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Code re-use



7.   ADB.miner (February 2018)
– Utilize port scanning code from Mirai
– Username/passwords from Mirai is in the binary
– Targets Android devices with open debug ports
– Monero cryptominer

Code re-use



Code re-use



Code re-use



Significant changes by Mirai variants 



• Scanner
– new username and password combination
– targets more architecture
– use of known  and 0-day exploits 

• Attack
– DoS Attack methods 

• Anti-analysis
• C2 - DGA and Block-chain DNS

New functionalities – Mirai variants/ copycats



• Discovered January 2018
• Initially used by Okiru Variant
• ~2 billion chips per year
Other variants joining the ARC:

Targeted Architecture

ARC International ARCompact processor

MASUTA SAUCE NEKO
OMNI chickenxings
ROOT WICKED



• 0-day exploits
– CVE-2017-17215 (December 2017)
– CVE-2018-18852 (Oct 2018)

• ~40 exploits seen to be used
• 20+ are unauthenticated exploits

Exploits



Exploit and its year of disclosure
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New Dos attack methods

attack_method_greeth

attack_method_grepip

attack_method_tcpstomp

attack_method_tcpack

attack_method_tcpsyn

attack_method_udpplain

attack_method_udpgeneric

attack_method_udpvse

attack_method_udpdns

attack_app_http

MIRAI 
attack
methods

NEW
attack
methods

attack_method_std

attack_method_asyn

attack_method_udpgame

attack_method_tcpxmas

attack_method_tcpfrag

attack_method_tcpall

attack_method_tcpusyn

attack_method_tcplynx



1. Vanilla UPX – w/ modified UPX packing magic numbers
- prevents unpack command “-d”
solution: fixing the headers in the binary

2. Vanilla UPX – w/ modified UPX source code
- adding routines in the source code to alter the output
solution: reading code and debug it

“Unpacking the non-unpackable” by @unixfreaxjp

Anti-analysis



Modified UPX headers

end of file ..

end of file ..



Modified UPX headers

SNDJ 0xAD86570B
dsjn 0x0DF0ADBA
RAW\x0 0xF596A4B5
KSL! 0x085A6508
upx 0x58550000
KTN! 0x0CE7790A
VEN! 0x47413509
ELF! 0xDEAD7721
help WHO!
NOOB
GMT!



• Monetization of botnets 
– Bitcoin miner (Mirai)

New tricks
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– Bitcoin miner (Mirai)
– Stealing ETH Coins (Satori)
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• Monetization of botnets 
– Bitcoin miner (Mirai)
– Stealing ETH Coins (Satori)
– Proxy service (OMG)

New tricks



• Monetization of botnets 
– Bitcoin miner (Mirai)
– Stealing ETH Coins (Satori)
– Proxy service (OMG)
– Booter/stresser (Mirai, Bushido)

New tricks



Timeline 



Timeline 





Special thanks to @MalwareMustDie, @unixfreaxjp, @ankit_anubhav, 
@liuya0904 and @RooKiter
• https://github.com/ifding/iot-malware
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