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Headlines on Mirai

21 KrebsOnSecurity Hit With Record DDoS
On Tuesday evening, Krebst 21 DDOS on Dyn Impacts Twitter, Spotify, Reddit

distributed denial-of-service
Criminals this morning massively attacked Dyn, a company that pros-id--

services for Twitter, SoundCloud, Spotifs- B~

forloT Botnet ‘Miral’ Re\eased
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Why target loT?

Easily exploited (weak credentials, exploits)
24/7 availability

Powerful enough for DDoS attacks

Rarely monitored and almost never patched
Low security awareness

Malware source code available for use
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Botnet - Source code leaks

Hydra (2008)
Aidra (2012)
Wifatch (2014)

Bashlite/Qbot/Gafgyt/Torlus/Lizkebab (2014)
Mirai (September 30, 2016)
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Surge of loT Malware

80853

~49% mirai

33918
~31% mirai
13281
~3% mirai

"2016" "2017" "2018"
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Mirai’s components

Command and Control Server
Report Server

Loader

Bot (installed on the IoT device)
— Attack

— Killer

— Scanner
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How Mirai Works
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How Mirai Works

Botnet admin

Report srv Loader
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How Mirai Works

Botnet admin
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How Mirai Works
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How Mirai Works
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How Mirai Works
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How Mirai Works

Botnet admin Botnet user

Add account & Send attack frand
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How Mirai Works

Botnet admin Botnet user

Add account & Send attack £
/ rand .
Assign max bots Infected loT Devices
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Re-use of Mirai Source Code
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Re-use of username/password combination

add_auth_entry(™\x
add_auth_entry(™\x5E \ \
add_auth_entry (™ \x58\x4D\x4D\ x
add_auth_entry("\x43\x46\x
add_auth_entry(™\x58\x4D\;
add_auth_entry(™\x58%x4D\ x40\ x
add_auth_entry(™\x
add_auth_entry(™\x ;
add_auth_entry(™\x58\x4
add_auth_entry(™\x58%x4D\ x40\ x
add_auth_entry(™\x514x5;
add_auth_entry(™\x58%\x4
add_auth_entry(™\x43\x46\ x4
add_auth_entry(™\x58%x4D\ x40\ x
add_auth_entry (™ \ x50\ x4l
add_auth_entry("\x57\x5]
add_auth_entry(™\x43\x46\ x4
add_auth_entry(™\x58%x4D\ x40\ x
add_auth_entry (™ \x43\x4€
add_auth_entry("™\x58\x4D\x
add_auth_entry(™\x43\x46\ x4
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Re-use of username/password combination

1. IRCTelnet/ newAidra (October 2016)

— 77 username/password combination, most from Mirai
— Based from the source code Aidra (2012)

New, more-powerful IoT botnet infects
3,500 devices in 5 days

Discovery of Linux/IRCTelnet suggests troubling new DDoS menace could get worse.
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Re-use of username/password combination

2. Hajime (October 2016)
— uses Mirai’s username/password combination
— No ddos modules
— P2p network

Mysterious Hajime botnhet has pwned
300,000 loT devices

The Dark Knight of malware's purpose remains
unknown

By John Leyden 27 Apr 2017 at 16:02 170 SHARE ¥
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Code re-use

* |daPro + BinDiff / JEB Decompiler

sirmilarity | confide change EA primary Narne grimary EA secondary narne secondary con algorithm

1.00 1 00019%38 cub 19838 215 00019F38 cub 19F38 343 prirne signature matching
1.00 REGEE e 0001 CFED term_proc D001EES4 term_proc narme hash matching

1.00 1 Q00080RD =ub_B0B0 0 A00080ED zub B0OB0 266 call reference matching
1.00 0ag e a001243C sub 1243C 57 0012128 table_lock val call reference matching
1.00 0ag e 000124 F4 zub 124F1 58 Q00121 ED table_unlock_val call reference matching
1.00 L 0001483C cub 1483C 85 00013690 ioct] call reference matching
1.00 098 - a001488C cub 1488C 86 00013544 keill call reference matching
1.00 e 00017048 sub 17048 158 0no142c4 connect call reference matching
1.00 093 -oeeee- 0001 7ESE cub: 17ESE 163 00014344 cub 14344 784 call reference matching
1.00 08g -eeeee- 00017EBC cub 17EBC 164 00014308 cend call reference matching
1.00 e 0000ETDC sub_B7DC_20 0000FCED rand_next prime signature matching
1.00 088 ceeeee 0000BE34 sub_BE34_71 Q000FCDE rand_init prirne signature matching
1.00 098  --ee-e- 0000B9ESE ztub B9BE 23 Q000FF3.C resolve_entries_free prime signature matching
1.00 0898  --e--e- 00017014 cub 17014 134 000190E4 cub 190E4 326 prirne signature matching
1.00 R 00012410 cub_ 12410 56 a00120FC table_retrieve val call reference matching
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Code re-use

3. loTReaper (September 2017)
— Use of 9 exploits for infection

— Integrated Lua environment

THE REAPER 10T BOTNET HAS
ALREADY INFECTED A MILLION
NETWORKS
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Code re-use

4. Persirai/Http81 (April 2017)
— borrows the port scanning module from Mirai
— borrows utils functions from Mirai

— “Mirai” string is found in the filenames

— Target vulnerabilities in Wireless IP camera(P2P)

Persirai loT botnet threatens to hijack
over 120,000 IP cameras
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Code re-use

Function similarity confidence

checksum_generic 0.97 0.98
killer_init 0.32 0.56
killer_kill 0.43 0.62
killer_kill by port 0.33 0.62
rand_init 0.69 0.95
rand_next 0.7 0.98
scanner_Kkill 0.43 0.62
setup_connection 0.87 0.92
util_atoi 0.94 0.97
util_local_addr 0.74 0.78
util_memsearch 0.96 0.98
util_strlen 1 0.99

util_zero 0.52 0.69
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Code re-use

5. BASHLITE/Gafgyt/Qbot with MiraiScanner (August 2017)
— Source code is leaked
— MiraiScanner()
— MirailPRanges()
— MiraifindARandomlIP()

— Mirai’s username-password combination
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Code re-use

char * Mirai Passwords[] = {

e BASHLITE — client.c module “telnet\0",

"xc3511407,
“vizxw\@",
"admin‘@",

"admin‘ 8",

char * Mirai_Usernames[] = {
"telnet\@",
”r-DDt :E!nj

G

“root\@",
“rooth@”, "888888\0",
“admin)\@", "xmhdipc\8™,
"defaulti@”,
"root\8 "juantech8”,
"root\d
"root\d

R void MiraiScanner|(int wait_usec, int maxfds){

int max = getdtablesize() - 188, i, res,
char buf[128], cur _dir;

" oot d (max > maxfds)

" support\0”, max = maxfds;

"root\8", fd_set fdset;

"root\B
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Code re-use

6. HideNSeek (January 2018)
— configuration table similarity
— Re-use of utils functions from Mirai
— Re-use of consume_pass_prompt()

— Re-use of consume_user_prompt()

— Can use both dictionary and exploit attacks
— Capability for data exfiltration
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call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call

Code re-use

HideNSeek

thl_unlock_val ; /proc/net/tcp
thl_unlock_val ; /proc/
thl_unlock_val : fexe
tbl_unlock_wval ; /fd
thl_unlock_val ; /proc/
thl_unlock_val ; fexe
thl_unlock_val : femdline
thl_unlock_val : fexe
thl_unlock_wval : fstatus
thl_unlock_val ; /proc/
thl_unlock_val ; telnetd
thl_unlock_wval ﬁmufﬁrgﬁﬂﬂ

tbl_unlock_vall: REPORT %s:%s
thl_unlock_valf: HTTPFLOOD
thl_unlock_wvall: LOLMNOGTFO

thl_unlock_vall: zollard

thl_unlock_vall: /bin/busyboy ~~~c
thl_unlock_ valll: ~~~mmmne : applet not foun

d

=7

thl_unlock_val ; /bin/busybox titp -g -1 %s/%

g -r %6T %l
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Code re-use

Consume_pass_prompt() MIRAI

int knnsume_pass_prnmpﬂ(Sfrucf scanner_connection *conn)

char *pch;
int i, prompt ending = -1;

(i = conn-»rdbuf pos - 1; 1 » 8; i--)

(conn->rdbuf[i] == ":" || conn->rdbuf[i] == '>' || conn->rdbuf[i] == '$' || conn->rdbuf[i]

prompt_ending = i + 1;

3

(prompt_ending == -1)
int tmp;

{((tmp = util memsearch(conn->rdbuf, conn->rdbuf pos, "assword”, 7)) != -1)
prompt _ending = tmp;
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Code re-use

Consume_pass_prompt()

int i;: J/
char s; //

unsigned int prompt_ending; //

signed int tmp; //

char assword buff[40]; //

= —>rdbuf_pos;
while ( ——i > 0 )

HideNSeek

roivetf—
== TV l[ b=

L

1 n - +
ir ( + 1 >= 0 )
return
break;
}
}
decrypt (&byte_41150E,

= util_memsearch (
pt = 0;

Lii_assword

n—>rdbuf_ pos,
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Code re-use

 Consume_user_prompt()

(prompt_ending == -1)

int tmp; MIRAI

((tmp = util memsearch(conn->rdbuf, conn-»rdbuf pos, "ogin™, 4))
prompt_ending = tmp;

((tmp = util memsearch(conn->rdbuf, conn-»rdbuf pos, "enter”, 5)) != -1)
prompt_ending = tmp;

tbl _unlock_val{ai, a2, {(int)&unk_865BA89, &uS)}// ogin
vl = a3 + 16;
result = util memsearch{a3d + 16, =*{ DWORD =)}{a} + 12), {(int)&uv}
if { result € 8 )
» {

H|deNSeek tbl unlock val{result, v3, {int)&unk SO5BA96} &u5);// enter
result = util memsearch(a2 + 16, ={ DUORD =) frS=——r—t2r=—{trtrtus

if { result € 8 )

{

tbl unlock val({result, v3, {(int)&unk 865BABE, &v5};// sername
result = util _memsearch({a3 + 16, ={ DWORD =){a: -

s 1)
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Code re-use

Adds persistence

First spotted:
Hide 'N Seek

dec j j j aL

=_HHa_—_ - bl
2018

UPX Packed
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Code re-use

Adds persistence

First spotted:
Hide 'N Seek

dec j j j aL

S ———____,_,_... ' 11— —————___=
2018

Xor key: 0x73  0x52 OXFO  OXE5, 0x75 0x20
0x61
UPX Packed OxAE 0OxFB
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Code re-use

CouchDB RCE

Exploits: OrientDB RCE
TPLink-Routers RCE

Netgear RCE
Adds persistence  CISCO Linksys Router RCE

First spotted: . HomeMatic Zentrale
Hide 'N Seek Belkin Netcam RCE AVTECHRCE ~ JAWS/1.0 RCE CCU2 RCE

dec j j jul a

=HHa—__ T
2018

Xor key: 0x73  0x52 OXFO  OxE5,0x75 0x20
X

UPX Packed OxAE OxFB
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Code re-use

7. ADB.miner (February 2018)
— Utilize port scanning code from Mirai
— Username/passwords from Mirai is in the binary

Early Warning: ADB.Miner A Mining
Botnet Utilizing Android ADB Is Now
Rapidly Spreading

Author: Hui Wang, RootKiter,
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Code re-use

tmps/droidhbot . apk

com.android.
good.miner/com.e
famplq.test.ﬂgin
aslocalstmp/sss
sdataslocal tmp~s
nohup sdataslo
=l Aman fhad Ao
PMMU ZA-gi!
THKRZT CFOKL
+33333  FZOJFKRA
FGDCUHU HUWCLUGAJ

A3 I+
i QURRHMPU RCQQ
UMPF L 1
LQGP RCQQ
CFOKL !4 ninm

QOACFOKL

e

INT!»+4 cFOKLKEQU
PCUNP OGKLQO
QGPTKAG QURGPTKQ
MP EWGQU CFOK
L! CFOKLEKQUPCUM
P IMT!!
e N JK«4%
e CLIH
EWHo
IMITKRZT FWHo
IMICFOKL Qrqu
GO KIu@ FPGC
OEMZ PGCHUGI
tttttttt nnnnn
=ik
OMUJGF DAl
ur Alla Ul il L
adbh connect

e
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Code re-use

tmps/droidhbot . apk
com.android.
good.miner/com.e
wample.test .MHain
Activity sdat
aslocalstmp/sss
sdataslocal tmp~s
nohup sdataslo

ral tmnfhat Adat

root xc3511
vizxy admin
888888 xmhdipc
default juantech
123456 5432
1 support pass
word 12345
user pass
admini234 1111
smcadmin
6b6bbe 1234
klvi23 Administ
rator meinsm
service supervis
or guest admi
nl administrato
r ubnt klud
234 Zteb21 hids
18 Jjuvhzd anko
zL1xx. PujH
koBuizxu FujH
koBadmin syst
em ikwh drea
mbox realtek
nlals1515]15]6]0) 1111
111 4321 tech
mother fuck

adbh connect
s Graa

e
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Significant changes by Mirai variants
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New functionalities — Mirai variants/ copycats

Scanner
— new username and password combination
— targets more architecture
— use of known and 0-day exploits
Attack
— DoS Attack methods
Anti-analysis
C2 - DGA and Block-chain DNS
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Targeted Architecture

ARC International ARCompact processor

* Discovered January 2018

* I|nitially used by Okiru Variant
e ~2 billion chips per year
Other variants joining the ARC:

MASUTA SAUCE
OMNI chickenxings
ROOT WICKED
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Exploits

* 0-day exploits
— CVE-2017-17215 (December 2017)
— CVE-2018-18852 (Oct 2018)

e ~40 exploits seen to be used

e 20+ are unauthenticated exploits
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Exploit and its year of disclosure

2008 2010 2013 2014 2015 2016 2017 2018

Exploit Count
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New

MIRAI
attack
methods

Dos attack methods

attack_method greeth
attack_method grepip
attack_method_tcpstomp
attack_method tcpack
attack_method_tcpsyn
attack_method udpplain
attack_method udpgeneric
attack_method udpvse
attack_method _udpdns
attack_app_http

attack_method_std
NEW

attack
methods

attack_method_asyn
attack_method _udpgame
attack_method_tcpxmas
attack_method_tcpfrag
attack_method_tcpall
attack_method tcpusyn
attack_method_tcplynx




Anti-analysis

1. Vanilla UPX — w/ modified UPX packing magic numbers
- prevents unpack command “-d”
solution: fixing the headers in the binary

2. Vanilla UPX —w/ modified UPX source code
- adding routines in the source code to alter the output
solution: reading code and debug it

“Unpacking the non-unpackable” by @unixfreaxjp
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Modified UPX headers

HRBBEOEA -
ABEREA10:
HBBBE6208:
ARERER30a:
HBBBRG4a:
AREREALSA:
HRPBE060a -
AREREE7A -
HBBBE0EAa -
AREREAEYA:
BRBBB6AAa -
ABEBEARA :
HBBBEACa :
AREBEADA :
HAPEBPAED -
AREREAra:

AABA6E14:

ABAAGE44 -

[7F
82

48
aa
a1
aa
68
aa
88
88
a8
L1
aa
aa
a8
A8

4682
ap-a1
Ba8-86
aa-408
a8-a5
Ba-a6
Ba-a8
aa-a6
B0a-a8
Ba-a6
B8-a8
64-06
B08-a8
Ba-06
Ba8-a8
16-08

Ba-88 a8-a8
Ba-ca Ba-0a8
Ba-a6 Ba-aa
ap-03 Ba-08a8
#0888 B8-a8
Ba-068 aa-aa8
#8-68 B8-a8
ap-01 ae-06
#8-88 Ba-88
Ba-06 Ba-aa8
B8-a6 B8-a8
aa-a6 aa-08a8
B8-a8 a8-a8
Ba-0a8 Baa-0a8
B8-3F 29-53
aa-nne aa-nna

end of file ..

Fi-18 D8 A1
410-88 B8 8@
F6-F2? 88 BE
AA—-49 A7 8@
ABEBBaca :
AaERAALA :
HAERAAER -
AREAEAra:

F_FRNR > -Efe

n an
il BE-H88 88
88 BB-—H88 88
08 BE-88 88
an 16688 88

36 D5-31 2B
B8 BA-53 4E
BE BA-29 DD
B8 BA-AB FEA

l= 1
A8-80 aa
Aa-8a 68
A8-3F 16
Aa-pl EA

end of file ..
Fi—-18 D8 A1 85-32 9C 21 48 16 FL+iiE TF1 22 F R
40P BB B B8-53 4E 44 4n X

F6-F? 88 BE 82-CB A2 B8 8@ S ANE>: -BRS
B8-49 A7 B8 54-F4 BA 68 BA [ ag I= T
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Modified UPX headers

SNDJ
dsjn
RAW\XO
KSL!
upx
KTN!
VEN!
ELF!
help
\[o]e]:
GMT!

OxAD86570B
OxODFOADBA

OxF596A4B5
Ox085A6508
0x58550000

OxOCE7790A
0x47413509

OxDEAD7721
WHO!
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New tricks

e Monetization of botnets

— Bitcoin miner (Mirai)

Mining Bitcoin With Toasters Is the
Dumbest Use of the Miral Botnet
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New tricks

* Monetization of botnets
— Bitcoin miner (Mirai)
— Stealing ETH Coins (Satori)

Art of Steal: Satori Variant is Robbing
ETH BitCoin by Replacing Wallet
Address
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New tricks

e Monetization of botnets

— Bitcoin miner (Mirai)
— Stealing ETH Coins (Satori)

— Proxy service (OMG)

THREAT RESEARCH

OMG: Mirai-based Bot Turns loT
Devices into Proxy Servers
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New tricks

* Monetization of botnets
— Bitcoin miner (Mirai)
— Stealing ETH Coins (Satori)
— Proxy service (OMG)

— Booter/stresser (Mirai, Bushido)
THREAT RESEARCH

DDoS-for-Hire Service Powered by
Bushido Botnet
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Timeline

‘NewAidra HideNSeek

MIRAI B,ashlite—Mi_-rai' ADB.Miner

-Pé_mirai'-_ InTReapefrl_
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Timeline

0Day Cerio DT-300N

-Newmdr"a Bitcoin Miner HideNSeek Proxy Service

MIRAI Exploit Usage Bashlite-Mirai ADB.Miner Target ADB

jan

2018
Hajime Persirai  loTReaper ~ ARCCPU ETH Mining Rig
Stresser DGA Oday Huawei HG532 Block-chain DNS
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’ Miraibotnet
\ @miraibotnet

IOT TIMELINE:

2015: the same default creds on every device.
2016: the same default creds on every device.
2017: the same default creds on every device.
2018: the same default creds on every device.

Iot specialists: i dont get how they still get in
jot devices, we worked so hard.
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