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WHAT IS WEBASSEMBLY?

• A BINARY INSTRUCTION FORMAT FOR A STACK-BASED VIRTUAL MACHINE.



WEBASSEMBLY INTRO

• WASM IS DESIGNED AS A PORTABLE TARGET FOR COMPILATION OF HIGH-LEVEL LANGUAGES LIKE 

C/C++/RUST/.NET.

• WRITE ONCE,RUN ANYWHERE.

• RUN ON LIMITED VIRTUAL MACHINE LIKE JVM,STANDALONE.

• THE WAVM HAS BEEN OPEN SOURCE AT GITHUB.

• IT MEANS WASM BINARY CAN RUN IN “SPECIAL PROGRAMS”,IT MAY MALICIOUS.
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WHY FOCUS IT ?



COINHIVE MINNER

• THE SHELL WRITTEN BY JS

• CORE CODE WRITTEN IN WASM

• USUALLY CONFUSED 
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PRETTY SECURITY DESIGN?

• CVE-2018-4121  WEBKIT: WEBASSEMBLY PARSING DOES NOT CORRECTLY CHECK SECTION 

ORDER

• CVE-2017-5116 V8 ENGINE EXPLOIT

• CVE-2018-4222 INFO LEAK IN WEBASSEMBLY COMPILATION

• CVE-2018-6092 V8:INTEGER OVERFLOW WHEN PROCESSING WASM LOCALS

• ….
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MORE?



WITH NORMAL ATTACK METHOD

• XSS

• ADWARE

• HIJACK

• MAN-IN-THE-MIDDLE

• CAN REPLACE BY INJECT

• WAF/IPS ESCAPE

• WEBSITE MALICIOUS CODE

• LIKE MINER
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WITH THE INTERFACE PROVIDED BY JS

• HIDE SOMETING

• HIDE SQL/ENCRYPTION ALGORITHM/…

• NETWORK TRAFFIC AGENT/ENCODE/ENCRYPT

• USING WEBSOCKET

• HIDE MALWARE BINARY IN WASM BINARY



HOW TO ANALYZE IT



• USE BINARYEN

• TOOL KITS FOR WASM SPECIALLY

• CONVERT JS/C++/C TO WASM BINARY

• CONVERT WASM TO WAT FORMAT

• USE IDA

• RE-COMPILE TO C PROGRAM,DRAG INTO IDA

• USE THE IDA PLUGIN:IDAWASM,PROVIDE BY FIREEYE

• USE BROWSERS

• F12 AND JUST SET A BREAK

• MANUAL

• TURN .WAT TO ASM, IT IS BETTER THAN READ C SOURCE CODE WHICH CONVERT BY BINARYEN
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• .WAT TO .WASM SIMILAR WITH .PY TO .PYC,TEXT CONVERT TO BYTECODE

• .WAT FORMAT LIKES THIS:

• STACK-BASED DESIGN

• LESS OPCODE THAN OTHER LANGUAGE

• EFFICIENT FUNCTION CALL

• THE PROGRAM CLAIM 2 FUNCTIONS

• IMPORT PUTC_JS FROM MODULE ENV



• .WASM FORMAT LIKE THIS:

• SIMILAR WITH PE FORMAT

• TRANSLATE AND RUN BY VIRTUALIZE ENV

• ONE-TO-ONE CORRESPONDENCE WITH WAT

• START WITH WASM FLAGS

• SECTION WITH IMPORT ,EXPORT,ETC…

• CLAIM FUNCTION IN FUNCTION SECTION 

DIFFERENT WITH PE FORMAT

• THE CODE IN CODE SECTION,IT’S INDEPENDENT



CONCLUSION



• NEED TO CONCERNED ABOUT WASM PARSER SECURITY,MAY BYPASS WAF OR BROWSERS

• CONCERNED ABOUT ROADMAP,IT UPDATE QUICKLY.

• SUCH AS NEW FEATURES:THREADS,EXCEPTION HANDLING

• COMPILER UPDATE

• GRAMMER UPDATE

• BE CAREFUL HTTP TRAFFIC,IT MAY COMES FROM WASM BINARY.

• NO CODE PROTECT,CAN EASILY ACCESS SOURCE CODE

• NO PACKER FOR WASM,MAY IT CAN WRITE BY JS OR WASM.

• NO CHECKSUM FIELD,CAN NOT CHECK BY IT SELF.

• WHEN PACKETED, IT WILL RUN FASTER THAN JS ANYMORE?



CONTACT US

WUTIEJUN@NSFOCUS.COM

ZHAOGUANGYUAN@NSFOCUS.COM



APPEND

• REFER:

• HTTP://I.BLACKHAT.COM/US-18/THU-AUGUST-9/US-18-SILVANOVICH-THE-PROBLEMS-AND-

PROMISE-OF-WEBASSEMBLY.PDF

• HTTP://I.BLACKHAT.COM/US-18/THU-AUGUST-9/US-18-LUKASIEWICZ-WEBASSEMBLY-A-NEW-

WORLD-OF-NATIVE_EXPLOITS-ON-THE-WEB-WP.PDF

• HTTPS://GITHUB.COM/WEBASSEMBLY/DESIGN

• HTTPS://GITHUB.COM/MWRLABS/CVE-2018-4121

• HTTPS://GITHUB.COM/TUNZ/JS-VULN-DB/BLOB/MASTER/V8/CVE-2017-5116.MD



THANKS FOR WATCHING


