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Who are we? LAC

* Organization: LAC Co.,Ltd.(lac.co.jp)
* Department: Cyber Emergency Center
* Job Title: Cyber Threat Analyst and handler

* Department: Cyber Emergency Center

Ay * Job Title: Cyber Threat Analyst and handler

Shiii Naano (GREM)
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Agenda LAC

m Purpose

m A study of Go language (GolLang)

m wellmess and its detalil

m wellmess C2 traffic simulation (DEMO)
m Prevention method

m Conclusion
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Purpose fAC

m  wellmess malware and its botnet is currently a No engines detected this file
still categorized as an unknown Golang A° SHA-256 U . -
malware ELF File name QnapSSL

File size 5.83 MB

= several incident cases that we handled from (/40 Last analysis | 2018-06-13 23:46:06 UTC

January 2018 |

m Not detected;y by security software until we
published analysis reporti about June 2018

We would like to introduce the analysis result of "wellmess"
And now hopefully will be useful to prevent the attack in the future.
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A study of Golang executable
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What about Golang Iﬁ

m Gogwis an open source programming language developed by
Google Inc. in 2009, in our presentation we call it as “GolLang”.

m Current stable version 1.11.2
®m Run on various platforms such as Linux, Mac, Windows, Android

m Golang malware
= Mirai(C2/Server)is one of the most famous
m Otherwise such as Ladyis, GOARM.Bots, Go Athena RATs;, Encriyokor,

Copyright ©LAC Co., Ltd. All Rights Reserved.



Golang executables characteristics

A—
SIS,

LAC

m Go executables is huge file size (even packed by UPX; < 4Mb)

= Function name is left intact in the executable files (in many cases)

m The character string becomes one continuous block (go1.8 higher)

(7] botlib_reply

|7 botlib_Service

| 7| botlib_saveFile
7] botlib_UDFile

[ 7] botlib_Download
(7] botlib_Send

Not stripped
function Name

db !

db 'id
db °’
db °
db '
db '
db '
db °
db '

continuous block

. \ >
. ANva 4 I1Nva
O
* - * L * ' - —
3 COuU . IUESK COUCLS a a
. ) ] : . *
A3 ¢ 4 RNa.m d SVACK
(& (&
| * *
~ \ -y . @
8. o a . . >
. ‘ S | T
. S .« VO L . & A
~ o o
w n ISESTa un me
C
~~~~~~ N - -
| S - an moe 3 C .
4 ne +* - -~ 1 *
J ) X 2 aNvVal .
O o
R ~ - e " M~
c ’) 3 CLOU

Y y Y
A m.S lAr . 3 M1
;) A0CKECO ANivVa
* " 3 .
‘YP i y as
= . ~ - P <
C { '\ >4
. '
S -
Yol AL & . |
t. DAk » b * o) 3
n " ntim
w -
-~ ~ -~ A n
, )
e
» ©
- ~E
2645149230957 259

Copyright ©LAC Co., Ltd. All Rights Reserved.



Golang executables characteristics - 2
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LAC

The function names can be specified by using IDAGolangHelper in IDA Propa.

Before

Function name

(7] sub_61D780
7] sub_61D840
7] sub_61DSE0
7] sub_61DA00
(7] sub_61E770
(7] sub_61FOF0
(7] sub_61F430
(7] sub_61FB40
(7] sub_61FFBO
(7] sub_620690
(7] sub_620C70
7] sub_620D80
(7] sub_620E30

After

Rename
functions

>

Function name

__home_ubuntu).
__home_ubuntu)
__home_ubuntu)
__home_ubuntu
__home_ubuntu)
__home_ubuntu,
__home_ubuntu]
__home_ubuntu).
__home_ubuntu).
__home_ubuntu)
__home_ubuntu)
__home_ubuntu]
__home_ubuntu)

GoProject_src_bot_botlib_reply
GoProject_src_bot_botlib_Service
GoProject_src_bot_botlib_saveFile
GoProject_src_bot_botlib_UDFile
GoProject_src_bot_botlib_Download

| GoProject_src_bot_botlib_Send

GoProject_src_bot_botlib_Work
GoProject_src_bot_botlib_chunksM
GoProject_src_bot_botlib_Join
GoProject_src_bot_botlib_wellMess
GoProject_src_bot_botlib_RandStringBytes
GoProject_src_bot_botlib_GetRandomBytes
GoProject_src_bot_botlib_Key

eserved.



Golang executables characteristics - 3 iAC

Not every string-blob can be separated IDAGolangHelper, so we need to do it manually

rax, aChanSendNilcCha+12ch ; ["http://IEEEEEE " -17d 1tz

loc_62266E:

mov
\'

: "PUBLIC KEYPhoeniEa

split values mov
call

[rsp+17@h+var_170], rcx

[rsp+176h+var_168], rdx

rcx, aPublicKey ; ['PUBLIC KEY"

[rsp+170h+Vates , PcX
+var_158], ©Ah

runtime_eqstring

cs:__home_ubuntu_GoProject_src_bot_botlib_Url, rax

; CODE XREF: main_main+708!j

Possible
loc_62266E:
mov [rsp+1706h+var_170], rcx
mov [rsp+170h+var_168], rdx
lea rcx, aGomaxprocsgeti+96h
mov [rsp+170h+var_160], rcx
mov [rsp+17@0h+var_158], |@Ah
call runtime_eqgstring
Impossible
jnz loc_622DAC
lea
mov
mov
mov

cs:qword_7DCAB8, ©| No split values ...

eax, cs:runtime_writeBarrier

LUPYIIBIL WLAL LU., LLU. Al Righws Reserved.



wellmess and its detail

Copyright ©OLAC Co., Ltd. All Rights Reserved.



P—
PN
ST

What’s about wellmess LAC

wellmess is a RAT coded on GoLang on multiple platform operating
systems.

_/home/ubuntu/GoProject/src/bot/botlib.GetRandomBytes
®m C2 Functions _/home/ubuntu/GoProject/src/bot/botlib.RandStringBytes
_/home/ubuntu/GoProject/src/bot 'botlib.wellMess
_/home/ubuntu/GoProject/src/bot/botlib.Join
_/home/ubuntu/GoProject/src/bot/botlib.chunksM

m Command Execution (RCE)
m File Upload and Download

m Identification
m Lang: GolLang (main) & .Net (minor version only)
m Type: Windows 32/64-bit Executable(these main slides) & ELF x64 (Appendix:C)
m Characteristic:
m Compiled with Ubuntu (go1.8.3), Windows (go1.8)
m "wellmess” naming is coming from "Welcome Message” (attacker’s thought)
m Usage of IRC terms like “welcome message”, “bot”, “chat” or “join” etc

Copyright ©LAC Co., Ltd. All Rights Reserved.



Typo strings LAC

/home/ubuntu/GoProject/src/bot/botlib/choise.go

Does he means choice?

/home/ubuntu/GoProject/src/bot/botlib.wellMess
Does he means welcome message?

Mozzila/5.0 (Windows NT 6.1; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0

Does he means Mozilla?

Copyright ©LAC Co., Ltd. All Rights Reserved.
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Specific characteristic strings LAC

/home/ubuntu/GoProject/src/bot/replace.go
/home/ubuntu/GoProject/src/bot/bot2.go
/home/ubuntu/GoProject/src/bot/bot5.go
/home/ubuntu/GoProject/src[bo
C:/Server/BotUI/App_Data/Temp/73/src/Bot/main.go Supports Japanese,
Korean and Chinese

different package name C2 server
P 4 packag

C:/Server/BotUI/App_Data/Temp/73/src/golang.org/x/text/encoding/traditionalchinese/big5.go
C:/Server/BotUI/App_Data/Temp/73/src/golang.org/x/text/encoding/simplifiedchinese/all.go A
C:/Server/BotUI/App_Data/Temp/73/src/golang.org/x/text/encoding/simplifiedchinese/tables.go
C:/Server/BotUI/App_Data/Temp/73/src/golang.org/x/text/encoding/simplifiedchinese/hzgb2312.go
C:/Server/BotUI/App_Data/Temp/73/src/golang.org/x/text/encoding/simplifiedchinese/gbk.go
C:/Server/BotUI/App_Data/Temp/73/src/golang.org/x/text/encoding/korean/tables.go
C:/Server/BotUI/App_Data/Temp/73/src/golang.org/x/text/encoding/korean/euckr.go
C:/Server/BotUI/App_Data/Temp/73/src/golang.org/x/text/encoding/japanese/all.go
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Specific User-Agents LAC

Each wellmess had a different User-Agents hard-coded.

Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.36

Mozilla/5.0 (X11; U; Linux x86_64; ja-JP; rv:1.9.2.16) Gecko/20110323
Ubuntu/10.10 (maverick) Firefox/3.6.16

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_9 3) AppleWebKit/537.75.14
(KHTML, Like Gecko) Version/7.03 Safari/7046A194A

Mozilla/5.0 (X11; OpenBSD amd64; rv:28.0) Gecko/20100101 Firefox/28.0

Mozzila/5.0 (Windows NT 6.1; WOW®64; rv:56.0) Gecko/20100101 Firefox/
56.0

Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Trident/5.0;
FunWebProducts)

Copyright ©LAC Co., Ltd. All Rights Reserved.
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Lateral movement LAC

welmess doesn’t have lateral movement function, for that purpose the
attacker was using another tool, in some cases they used gosts;, a tunneling

tools written by Golang gost - GO Simple Tunnel

GOIESEmNZLeME
snap_built and released

Socks Server
A —
Victim PC \ gost
' A
/ s Connectto
g8%588 Compromised PC Socks Server 8080 Attacker
8080

Server/NAS
Copyright ©LAC Co., Ltd. All Rights Reserved.
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_Other version: compiled with .NET wellmess  jac
dnSpys)

4 @ vdsldr (6.1.7600.16385)
4 2
b PE
b =m References
D{} i . - O 4 4 3 ~rSHe Nl n L L 4
) 45 Bxpond 002004003 = (too long, redacted)

byte[] enc Dafa = Fror 645t ring (SSL. G4(text));
hyte[] array 9 Expand.Decry; Iunu,[)4f4, soL.FromNori f | lte“f"n
f (array. STOT

%, Program @02000006 Paonad(DLL file) is encrypted
%3 Proxy @020000
%

Replace strings and Base64, decrypt RC6
. . AppDomainSetup info = ne pDomaind HTI () ;
Payload DLL file is tppDomain appDomain = rr['unw reat eDonair (“NetDomain™, null, info);
Type typeFromHandlu = “~:q;ilPru -
loaded and executed Proxy proxy = (Prox )ﬁmlDonmn C rwtelm tancefndUnwrap {t ypeFromHand | e.
. R PrOXY . = pdrnmptvr -
using AppDomain Proxy. parameters
pProxy. paraneters.skey;
CreatelnstanceAndU proxy. - parameters. nealth
Proxy. = parameters.u
nwrap method proxy . = parameters.mps;
prn,} = pm’-mwfp s.interval ;

utilizing Proxy class. proxy.Get Assenbly (array) ;

;-«Hmuturg.%.. h = proxy.

Copyright ©LAC Co., Ltd. All Rights Reserved.
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=l x64 ft.Dt \ MicrosoftDtcPowerShel |
P = PE
b =B References
>{} -
4 |{} MicrosoftDtcPowerShell - - -
b 4 AsymmCrypto @02000002 ( nz script)
b 4g awcrvB @0200000D o
b 4 BotChat @02000004 t> collection:
b #4g Chat @02000006 (Runspace runspace
b4

b 4 Chunks @02000009 runspace . O
b * 20200000A (i

b %¢ Init @02000008 {

SE 20200000C powerShel |l .

E:: ~:»_::";- ;‘ -.: o DOK.‘EI'S}'IE‘[ | .} nd (" Invoke-Command ™) .

powerShel | :

value = ripth K. (script);
i | {7 ) Fat eter("ScriptBloch
20200001 ol lection = powerShe

) o collection = powerShell.l:

D‘Qi“' M

E:z . v .NET version RCE is also using Powershell
b % ransport @02000014 Has similar functions methods which are not found in the

E:"; s Ml o5 per in Golang version Golang version

Copyright ©LAC Co., Ltd. All Rights Reserved.



Comparison of Golang and .NET wellmess [AC
Functions | Golang (mostly spotted) | .NET (several casesonly)
Support OS Windows, Linux, (NAS) Windows
Encryption RC6, AES, RSA, obfuscation RC6, AES, RSA, obfuscation
Bot commands Command Execution Command Execution
File Upload and Download  File Upload and Download
How to Command Exec CMD (Windows) PowerShell, CMD
Execve (Linux)
C2 Protocol HTTP, POST, Cookie HTTP, POST, Cookie
Packer UPX or none Original Packer (bytes obfuscator)
Latest version(ITW) 2018-10-02 2018-07-25

#Virus Total First Submission

Bot functions is almost the same among Golang and .NET
We think that the main wellmess used by an attacker is Golang

Copyright ©LAC Co., Ltd. All Rights Reserved.
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Comparison of Golang and .NET wellmess LAC

m Golang (mostly spotted) .NET (several cases only)

Support OS Windows, Linux, (NAS) Windows
Encryption RC6, AES, RSA, obfuscation RC6, AES, RSA, obfuscation

~ 1 - =] ~ L

Bot commands

data.replace("+", " "). replace( " "=").replace(". ", "").replace("
How to Command Exe. reel.?.cue\('v'vl.'..:w);f eplace("'"' / ) e e e
Execve (Linux)
C2 Protocol HTTP, POST, Cookie HTTP, POST, Cookie
Packer UPX or none Original Packer (bytes obfuscator)
Latest version(ITW) 2018-10-02 2018-07-25

#Virus Total First Submission

Bot functions is almost the same among Golang and .NET
We think that the main wellmess used by an attacker is Golang

Copyright ©LAC Co., Ltd. All Rights Reserved.
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Bot commands syntax LAC

wellmess uses tags in XML format to communicate tag C2 commands
Following is regular expression matching rules of the tags

Golang version
o(?Pkeys51%? s (2Pvalues 17y G5 1%75s

.NET version
a2keys 51?7y 2valuey [ (1?25 1*?

Copyright ©LAC Co., Ltd. All Rights Reserved.



Bot commands [AC
Tag Command | Functions
<:;head;> C Used with <;service;> tag
G C2 server acceptance

<;service;> P (Re)Initialize AES key and Sending Host Info
fu File upload (from C2 to bot)
fd File download (from bot to C2)
m Change the division size per communication
u Change user-agent

<:title;> a:x_X ltem number information of divided

communication
rc Waiting C2 command

<;body;> Payload part added to the command

Copyright ©LAC Co., Ltd. All Rights Reserved.



Bot commands samples f?c

AOyniCcS=1bLTL+NuPy0+%2CeDJx+1Q%2Cm0+1zZ8a+uj84J+VLbRk+tYH8v+pCel6+gRkR; D9y5yGqO=G
+B%3AbW%3A0.+Y8GDHj+K2QKny+WZ2vQZ+L1v84h+p3P1qT.+Z8auj8+4JVLbR+ktYH8v+pCfbOO+ZDg5
77 .4+LySyuj+30PgHX+%2CXho8Z+YzBMr8+tQlevh.+rxEblz+OVIVRP+x9DfH6+duxldn+PKi3f4.+y%2Cl6td+
RfavbR+67eQVwW+twTN%3AlI+HB1vPy.+hWzm2f+ASQlzB+Jiz9pt+EzNRQA+fRvIimL.+pziFHi+vzbux9+VA2
zkY+8Ve9rz+TOu8jb.+1LH0%2Cx+WDpcVw+TIJjDV+5Dy6Mx+GTUarDtVk+++

l Decrypted Cookie header

;head;y57494e2d3550464b544835345154517c636f6e
736f6c657c57494e2d3550464b544835345154517c757
36572e3b0c44298fc1c149afbf4c8996fb92427ae41e46
49b934ca495991b7852b855/pi;head; ! title;da: 1_0Ok;title
J;service;pk;service;s

Copyright ©LAC Co., Ltd. All Rights Reserved.



C2 traffic communication

A—
SIS,

LAC

Bot

[2]

1
2
3
4

C2

=

4
"
.
.

We must prepare the
hard-coded RC6 key and
changing RSA public key

There are 4 steps until command &
control communication

1.Bot sends AES + iv + Host Information
1.C2 acceptance

2.Bot sends Host Information
2'.C2 acceptance

3.Bot sends ready signal to RCE
3".C2 send RCE

4.Bot sends result of RCE
4'.C2 acceptance

Copyright ©LAC Co., Ltd. All Rights Reserved.



C2 traffic communication - 1 f;‘c

Bot

C2

POST / HTTP/1.1 N
HOST : ( Cookie Header: Infected
User-Agent: Mozilla/5.0 (windows . .
(KHTML? like cecko) chrome 41.0.2 Host Information in RC6
Content-Length: 427

cookie: dckbiwh5=1bL+TLN+uPy+0%2Ce+DIx+1Q%2C+m01+2Z8+auj+84)
+VLD. +RkT+YHB+vpC+eL6+gRk. +RGB+%3ADWE3A0+YBGDH+ JK2QK+ 2.
+vQZL1+v84hp+3P1qT+Z8auj+84 VL. +bRKTtY+HBvPC+fbOOZ+Dq57 7+LySyu.
+330Pq+HX%2CXh+08ZYZ+BMr 8t+QIevh. +r XEDI+ZOVIV+RPX9D+FH6du+x 1 dnP.
+K13f4+y%2cIGt+deav+bR67e+vatw.+TN%3AIH+81vpz+hwzm2+fASQ1
+2ZBJ1Z. +9ptEZ+NRQAF+RVImML+pZiFH+ivzbu. +x9vA2+zkY8v+e9rzT+0u8jb
+1LHO%2C. +XWDPC+VEKhE+; yCCXuwwN=0fBGh+XBDfS+A77CVDGE+++

UAVZBEY OXApPNNf BTjoxve KI9tm549 6GZryxB IXvIxv] :AwppMl 7utIf3m
1zd2unu wWjwxL8Z R8a6IX,. bBIXFEI 91hp7I, naeS5mr6 M7ndqOA
Bdxglcx. ttyzOvb vefGu:e z1C1Pry GBbméYu uvdaqQhq. Pkrm2an :5yz
k9IT pBEa dzZ5U. UgjH SpND Xs,K SXPF 6ENF. voip sXz3 Pty5 u,SuU
TNNS. EJuO v3Y2 JKgN JWOS wzTj. 4wkQ TQ86 cGIt HMHX 6BFy. pEbp
4yzm mgyw ZsIS5 chvk. yga8 Bp91 c2:0 AKj9 Tul6. xk,1 vRxh ATUG
Bvcz XX2,. Yvca c06v ,ke5 FIpQ fsIE. IS84 LIntktCg

WITP7 T 0200 0K -
POST Body: AES +ivin
RSA public key

Copyright ©LAC Co., Ltd. All Rights Reserved.
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C2 traffic communication - 1 LAC

Bot

-

POST HTTP/1.1

HOST:

User-Agent: Mozilla/5.0 (wWwindows NT 6.1) ~pplcﬂ9bu1t 537.36
(KHT™L, like Gecko) Chrome/41.0.2228.0 safari/537
Content-Length: 427

(nnronr-runn' annlicarion y_'mn_Fﬁrﬂ_“r1onrndod: charcoer_urf 8

(4

p” means Initial phase

cookie: dckbiwh5=1bL+TLN+uPy+0%2Ce+DIx+1Q%2C+m01+2Z8+auj+843
‘VLb.~Rkto¥H80:pC~eL6.ng.»RGBO 63ADWE3AO+YBGDH+ JK2QK+NywZ 2.
vQZL1+vB4hp+3P1qT+Z8auj+84 VL. +bRktY+HBvpC+fb00Z+Dq5 “oL
'1JUPQ¢H\,JC\PoOb7\Z¢U r8t+QIevh. +rxEbI+zov I»-Rpxwoofufdu-\ﬁdrp.
*PI3Y*+{BZC-1(*ded +bRE7e+QVWEW. + TNE3ATIH+B1Y Pk+hhlr +fasqQl
+ZBJ1iZ. +9ptEZ+NRQAF+RVImL+pZiFH+ivzZbu. +X9VA2+zkY8V+e9rzT+0u8jb
+1LHO%2C. +anpC+v6KhE+: yCCXUWWN=0TBGh+ XBDF S+A77CVDQE+++

"\.Lc‘ll C"\U\lll'\l \Jl Y

UAVZBEY OXApPNNf BTjoxve KPtm549 6GZryxB IXvIxv] :Awppml 7utIf3m
1zd2unu WjwxL8Z R8a6IX,. JoBiXFEI 91hp7I, naeSmr6 M7ndqOA
Bdxglcx. ttyzOvb vefgu: 1Jclpr, GBbm6Yu uvdaoha. pPkrM2an :5y2
k9IT pBEa dZ5U. UQjH SppD Xs,K SXPF GENF. WV(

TNNS. EJuO v3Y2 JKQN JwDs wzTi. 4wkQ TQ86 c¢ Phase 1 0f2 >
4vzm mqyw ZsIS5 chvk. yfla8 Bp9i c2:0 AKj9 Tul. -
BvCcz XX2,. Yyca cO6v e5 FIpq fsIE. 1584 L1rtltc

TIP 0 200 Q

ved.




C2 traffic communication - 1 ]i:c

Bot C2

NULL of SHA256 hash
2N

57 49 4e 2d 35 50 46 4b 54 48 35 34 51 54 |WIN-5PFKTH54QTQ] |

63 6F 6e 73 6f 6C 65 7c 57 49 4e 2d 946 4b ||console|WIN-5PFK|

54 48 35 34 51 54 51 7¢ 75 73 65 72 | TH54QTQ| user. . .B|
14 9a fb T4 c8 99 6f b9 24 27 ae 41 ed| |......4

54 9b 93 4c a4 95 99 1b 78 52 b8 55

HexDump

35345154517¢75736

OEO0OTKRT70 Y Q E B s hooar i o " 3+ ]
:1 ,‘__' ‘ _)‘L,l [\'_‘D. t.r‘/.J JN , I { g~ s, LA < "a . 4
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C2 traffic communication - 1 LAC

Bot C2 POST HTTP/1.1

Host:
User-Agent: Mozilla/5.0 (windows NT 6.1) ApplewebkKit/537.36
(KkH™L, like Gecko) Chrome/41.0.2228.0 safari/537.36
Content-Length: 427
Content-Type: application/x-www-form-urlencoded; charset=utf-8

@ Cookie: dckbiwh5=1bL+TLN+uPy+0%2Ce+DIx+1Q%2C+m01+2Z8+auj+84)
#VLD. +RKT+YHB+vpC+eL6+gRK. +RGB+X3ADWE3 A0+ YBGDH+ JK2QK+NywZ 2.
+vQZL1+vB4hp+3P1qT+Z8auj+84 IvVL. +bRKkTtY+HBvPC+fb00Z+Dq57 7+LySyu.

1 +330PqQ+HX%2CXh+08ZYZ+BMr 8t+QIevh. +rXxEbI+zOVIV+RPX9D+TH6du+x | dnP.

+K13f44+yX2CI6T+dRFav+bRE7 e+QVWEW. + TNE3ATIH+B1lvPy+hwzm2+fASQ]

—p +ZBJ1Z. +9ptEZ+NRQAT+RVImML+pZiFH+i1vZbu. +X9VA2+ZKY8V+e9rzT+0u8jb

+1LHO%2C . + XWDPC+VOKhE+; YCCXUWWN=OTBGh+XBDF S+A77CVDQE+++
Accept-Encoding: gzip

UAVZBEY OXApNNf BTjoxve KI9tm549 6GZryxB IXvIxv] :Awppml 7utIfi3m
1zd2unu WijwxL8Z R8a6IX,. bBiIXFEI 91hp7I, nae5mr6 M7ndqOA
BdxglCx. ttyzZOvb vefGu:e ziClPry GBbméyu uvydaQhq. PkrmM2anN :5vz
k9IT pBEa dZ5U. UgQjH SpND Xs,K SXPF GENF. voip sXz3 Pty5 u,SuU
TNNS. EJUO v3Y2 JKGN JWOS wzTj. 4wkQ TQ86 cGlt HMHX 6BFy. pEbp
4vyzm mMqyw ZsI5 chvk. yga8 Bp9i c2:0 Akj9 Tul6. xk,1 vrRxh ATUG
BvCcz XX2,. Yyca c06v ,ke5 FIpQ fsIE. 1IS84 LIntktCg
WP/ 1.0 200 0K
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C2 traffic communication - 1' LAC

Bot C2

ES &

HTTP,/1.0 200 OK
server: BaseHTTP/0.3 Python/2.7.6
Date: Mon, 22 Febh 2016 23:38:00 GMT

set-Cookie: auvdCy00=8BK3+myeUZ.+b0%3A+55vW0. +ND7+r%2CCa
+y23E2Cm3v+ Ir¥2CUFTH2C+Bhp+qqVvF+0yHwd J+HCh+1 AqUf P+uTnoX.

+4GHOP.+Z251+5Y
set-Cookie: BsIbftAam=a+Y9gv+SMBg+Q + +

Foamtamt | o amoEble ATYT

Cookie Header: C2 Server
response in RC6

arsetgutf-8

“G” means just received

Copyright ©LAC Co., Ltd. All Rights Reserved.



C2 traffic communication - 2 f;‘c

C2 POST / HTTP/1.1

Host:
user-aAgent: mMozilla/5.0 (windows
(kHTML, Tike Gecko) Chrome/41.0.2

Bot

Cookie Header: Infected
Host Information in RC6

- - ion/x-www-form-—ugrienconenl” (Narsel=uIT-=-
=1bLTLN+uPy0%2Ce+DIx1Q%2C+m012Z; hbhImmdi«8
auj84 1+ VLbRKT+YHBVPC+elL 6gRk+RGBE3IADW+X3A0YBGD+H JK2QK. +nywZ2v
QZL1V8+4hp3P1+qTZSau+j84JVL.+bRthH+8vpCfb+002035+77LySy+uj3OPq.
HX%2CXho+82ZYzBM+r 8tQIe+vhrXEb+IZOVIV. +RPX90F+H6duXT+dnPKi3+Fay%
2CI6+tdrfav. +bR67eQ+VWEWTN+%3AIHB1v+Pyhwzm+2fASQl. +2B1129+ptEZNR
QAFRV14+NQISNZ+HDOAGM. +eZSIEM+X2C818e9+rZTOuS+ Jb1LHO+X2CXWDPC. +V%

RCXwWNT+r owoN5+13cX3ApV+OwWO6w+++

DL - sle) 0. O .

wWG fXuD p,rS YEMy 1FTp Xp20 vcS7 GSAB NQFM y7yq eppi. ,ro2
IZ30 jPx1 3mCN EKnp. 35d8 wcod 50An :aku 1?66. 16r; 7C6U yHFA
6Ng Tezk. 1fT7 LTOv XcaB 7Mmaa fb,0. PTf1 11Rn Xcg ucnZ vDjs.
918 SmMZc fMR4 xvto wvfj. ckhp 1F6L nMOI 4QG8 knob. kO8H fagx
79G pbrp 051Q. HUXu KrgJ EjHH RUNO BFJ5. rolz c5nQ DVZO NU7N
8QCd. Bdem T,jVv w,2x Mq,) e}AP. x08IDS ,029:5 y2L1K4 QIYYRK
Spdsxm. Y100dQ swreEoZ Sx1jEg BTIKot KgBApL. DFKMAV RRK6F1

agznnQ HTTP/1.0 200 OK

POST Body: Host Information
in RSA public key

Copyright ©LAC Co., Ltd. All Rights Reserved.
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C2 traffic communication - 2 LAC

POST / HTTP/1.1

Bot C2 0. e—
HOST . ‘ . "
user-Agent: Mozilla/5.0 (windows NT 6.1) ApplewebKit/537.36
(KHT™ML, like Gecko) Chrome/41.0.2228.0 safari/537.36

Content-Length: 44Q

Cookie: JIS77KXT=1bLTLN+uPy0O%2Ce+DIx1Q%2C+m012zZ; hbhImmdi«8
+auj84 1+VLbRKT+YHBVPC+eL 6gRK+RGEBE3IADW+R3A0YBGD+H JK2QK. +nNywZ2v

+QZL1v8+4hp3P1+qTZ8au+j84IVL. +bRKTYH+8vpCfb+00ZDq5+77LySy+uj30Pq.
4+ HX%2CXh0o+82YZzEM4+r 8tQIe+vhrxEb+IZOVIV. 4RPXIDF+H6AuXT+dnPK13+Fdyx

1 2CI6+tdrfav. +bR67eQ+VWEWTN+%3ATIHB1v+Pyhwzm+2fASQl. +2BJ1Z9+ptEZNR
1’ +QATRVI4+NQISNZ4+HDOAGM. +eZSOEM+X2C818e94r ZTOuS+ Jb1LHO4+%2C xXWDpC. + VX%
) 2CXwWNTt+r owoN 5+ 1 3cR3ApV+OWO6w+++
ACCept-Encoading: Qzip

KvwG fXuD p,rS YEMy 1FTp Xp20 vcS7 GSJP NQFM y7yq eppi. ,ro2

1230 jPx1 3mCN EKnp. 3Sd8 wcod 50An U 1g66. 16rj 7C6U yHFA
o6Ng Tezk. 1fT7 LTOv xXcaB 7Maa fb,0. PTf1 TIRn XCj7 ucnZ vDjs.
1918 SmMzc fMR4 xvto wvfj. ckhp 1F6L rmMOI 4QG8 knob. kOSH fagx
Z79G pbrp 051qQ. Htxu hrEJ EjHH RUNO BFJ5. rolz c5nQ DVZO NU7N

8QCd. Bdem - e =3an. x08IDS ,029:5 y2L1K4 QIYYRK
spdsxm. Y100 rTKot KgBApL. DFKMAV RRK6F1
agzan Phase 2 of 2 ——

opyright ©OLAC Co., Ltd. All Rights Reserved.
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C2 traffic communication - 2 LAC

Bot C2 POST / HTTP/1.1
I

HOSt :

user-aAgent: Mozilla/5.0 (windows NT 6.1) ApplewebkKit/537.36

(KHT™ML, like Gecko) Chrome/41.0.2228.0 safari/537.36

Content-Length: 440

content-Type: application/x-www-form-urlencoded; charset=utf-8
@ Cookie: JIS77KXF=1bLTLN+uPy0%2Ce+DIx1Q%2C+m012zZ; hbhImm4i«8

+auj84 34+ VLbRKT+YHBVPC+eL 6gRKk+RGBE3ADW+X3A0YBGD+H JK2QK. +nywZ2v

+QZL1v8+4hp3P1+qTZ8au+j84 VL. +bRKTYH+8vpCTb+00ZDg5+7 7LySy+uj30Pq.

+HX%2CXho+82ZYzZzEM+r 8tQIe+vhrxEb+IZOVIV. +RPX9DF+HEduXT+dnPK1 3+ Fayx

2CI6+tdrfav. +bR67eQ+VWIWTN+%3ATIHB1v+Pyhwzm+2fASQ1. +2B1129+ptEZNR
1’ +QAFRV1I+NQISNZ4+HDbOAGM. +eZSIEM+X2CB18e94r ZTOuS+ Tb1LHO+%2CXWDPC. 4+VE

2CXwWNTt+rowoN S5+ 13cR3ApV+OwWobw+++

Accept-Encoding: gzip

IKWG fXuD p,rS YEMy 1FTp Xp20 vCS7 654P NQFM y7yq eppi. ,rol
1230 jPx1 3mCN EKnp. 3Sd8 wcCod 50An :aku 1g66. 16rj 7C6U yHFA
06Nqg Tezk. 1fT7 LTOv XcaB 7Maa fb,0. PTf1 TIRn XCj7 ucnZ vDjs.
1918 SMZc fMR4 xvro wvfj. ckhp 1F6L rMOI 4QG8 knob. kO8H fagx
Z79G pbrD 051Q. HUXu Krk) EjHH RUNO BFJ5. rolz c5nQ DVZO NU7N
8QCd. Bdem T,iV w,2x MQ,) eJAP. x08IDS ,0Z9:5 y2L1K4 QIYYRK
Spdsxm. Y100dQ swrEoZ Sx1jEg B8TIKot KQBApL. DFKMAV RRK6F1

aqz 0 ]

~ Computer [ Mode | User — User
Name Domain Name




C2 traffic communication - 3 f:‘c

Bot

POST / HTTP/1.1

C2  vost: I Cookie Header: standby

user-agent: mozilla/5.0 (windows

(kHTML, Tike Gecko) Chrome/41.0.2 i
Content-Length: 1683 to receive C2 Command

Cookie: Jvm/7Ermve=IYGMKP+%3AMZRV1+KCYy%3AZ7+XFXTZ8+auj84)+VLbRKT
+YHBVPC+eL 6gRk+RGBE3ADW+X3A0YBGD+H JK2QK. +NnywZ2v+QZL1vE+4hp3Pl
+QTZ8au+j84 VL. +bRKTYH+8vpCTb+00ZDQ5+7 7LySy+u]j30Pq. +HX%2Cxho
+82vzBM+r8tQle+vhrxeb+I12OVIV. +RPXIDF+HEdux 1+dnPK13+Fay%2C16
+tdrRfav. +bR67 eQ+VWIWTN+X3AIHB1v+Pyhwzm+ 2fAQy8. +PQGt6a+I55pi)

1’ +IJMOFL+KVZADR2C+HXCH2CUR2C . 4 37 XpBm+ LE2CK 2T+ 5TSr iH+HATmgM+FC;
wI/7Lrkmk=3%2C9r.+0p53y2+qBeTAp+gGrsQb+dyIxd+++
. ale . g
5 gzvTp

YWFhYWF hywFhyw FhywFhy wFhywFh YwFhywF hywFhyw FhywFsu 1Jsul)s
u13suld sulasul Jsulasu. 13sul3s ulasull sulasul Jsulaisu

POST Body: It looks like
no data is included

Copyright ©LAC Co., Ltd. All Rights Reserved.
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C2 traffic communication - 3 LAC

POST HTTP/1.1

Bot C2 HOST :
user-agent: mMozilla/5.0 (windows NT 6.1) Applewebkit/537.36
(KHTML, like Gecko) (hrOﬂe 41.0.2228.0 safari/537.36
Content-Length: 168

cantent _Ivne* 2nn1ir2finh v-unv-fnrr_nr]nnrndpd' charcer_utrf_R
Il' i o 7 v

+YHB\ p<+elogRL+RG JaAbﬁ+o3~O\bFD~H1P7Qh +nyn.? +QZLivB+4hp3Pl
+QTZ8au+384 VL. +bRKTYH+8\ pcfb»OOZcho‘ LySy+uj30Pq. +HX% 'tho
+82YzBM+r8tQle+vhrxeb+I120VI +RF’x(QDfHﬂ:duﬂJ»’drPi‘|3+1’J,’c
1 +thfav.»bR6“erVntuTNf%3A*M81 +Pyhwzm+ 2T AQyS. ’Pcftba*In)p1J
1’ +IJMOFL+KVZAOR2C+HXCH2CUR2C . 4+ 37 XpBm+LE2CK2Th+ 5TSr iH+HATmgM+TC ;
wI7Lrkmk=3%2COr.+0p53y2+qBeTAp+gGrsQb+dyIxd+++

@ Cookie: IJvm/ErmveIYGMKP+%3AMZRVI+KCYy%3AZ7+XFXTZ8+au]84)+VLbRKT

2 ACCeEpTTETCOUTIg T g Z TP
2’
3 YWFhYWF hYWFhYW Fhiasrby wrbsasrh sssrbsase biascbsay FhywFSU 1JSU13S
ulisull sulaisul 11 JIsulisu
= o =777 “rc” means to standby

receiving C2 command

@blbbb:ﬂ.

Copyright ©LAC Co., Ltd. All Rights Reserved.
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C2 traffic communication - 3' LAC

Lo

HTTP/1.0 200 OK
Bot C2 Server: BaseHTTP/0.3 Python/2.7.6

Set-Cookie: ncevvt5g=NC4eGY5+KRxx9.+TBFBKLd+NTMOhBSs+6M5ft%2C+aso
4+ IZUZr . 4+ Tinenrg+HACACA+MOIF+QE2CLPLWH44 TRM. 4DK34aT1%2C+2Q7 1fCcz+ 16
Set-Cookie: G2UERFey=h7+Q + +

content-Length: 88
_ content-Type: text/plain: charset=utf-8

BNk8CpTh+wsuRwiKScxoTP21bCaw8g0x] Sy2wPmeDhDAT TUaPdevXENBAyknL /1 ¢
1 1 +weAvyIHTH3NmO5BLZYA
2 " POST Body:
3 C2 Command in AES

Copyright ©LAC Co., Ltd. All Rights Reserved.
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C2 traffic communication - 4 LAC

Bot

C2

1[
21
31

POST /
HOSt :
User-Ag
Aﬁp1ewe
C

rome /41.0.2228.0 safari 537.1 Cookie Header: split

content
Ccontent

Cookie:
+0d3+f6
+0f1+2h

Accept-

-Ty?e: application/x-www block number in RC6
- -8

HTTP/1.1

ent: Mozilla/5.0 (windows NT 6.1)
bkit/537.36 (kHT™ML, 1ike

-Length: 631

QfCFooly=eYBFBZx+h; BOfYuvaw=r9+xMI+byU+zOr+ZAp
B4+UVa+BVX4+ONU. +EBE+IOV4+WQT+ETQ+OVL. +1UN+mFwW+912Z
2.+nf74ryvexsX2C+e2v+Zkk. + SWC+Dm2+H14+PoQ+XxKU.

S+ 44

Encoding: gzip

SuwGK Y
Y5Qon,y
ul06Zng
9:b19fE

eW2EEMS .
LnCvxds.

5jermaD
gLaN,c6
uh240d]
kn1qock

Wmw 3wwr

LIKMvmC
FDO9M6EMa
6z296:TA

IMFT R7GCS hek2K eyixS 8rxd) wsSmmT
,NAOTag aAvzk0j o,7MP3a. uRneKkiY Leouul,
U7B7wpL :8X3V3L. XNndS5) 8qOomaxM sZurBT]
x1,kRu0. 98mLtQ) RvSakv, MISOHS5V MKTT7NF
gLDTWd6 pDHpuwl HkIgCaB aN,whzt
:AXkalE tze9wbx EQUhNNG guFQixo UNNnbv32.
EyfC3BN nmgadvI 1gzMN1i QUj:bLC. Fr ,wWivF
wyqx2v3 B6t3vkd QQxqqo2. 10NNmOO ygvguwvv
vP:QuYV gDsvwlr. jZu6bcs] kQiLgoT x:lhMgj
2,YMMAd. 9dYOVFI uSPFbx2 SsuKga: QSEzIZ
Fdv2Ea9 Tkxs1j: wS,FkTo MCxbgsSD 9BkyRT].
wnNBTwzR Awoubr0O vaeqcd4n Ob:147d. kuMRT90
prjosuT 28T:p6v mosboIl ¥KRE N 2w

9A HITR/L.0 290 9% pOST Body: Result of C2

Command in AES

Copyright ©LAC Co., Ltd. All Rights Reserved.




C2 traffic communication - 4 If"c

POST HTTP/1.1
Bot C2 HOST
ser-Agent: Mozilla/5.0 (windows NT 6.1)
ﬁp'lemebmt 537.36 (kH™ML, like Gecko)
Chrome/41.0.2228.0 Ssafari/537.36
Content-Length: 631
Content-Type: application/x-www-form-urlencoded;
arser=urf-8
@ cookie: QfCFooly=eYBFBZx+h; BOfYuvaw=r9+xMI+byU+zOr+ZAp

+0d34T664+uva+8VX+9NU. +EBE+ IOV4WQT+ETQ+OVL . +1Uh+mFw+ 912
1 +0f1+2h2. +nf7+ryvexs%2C+e2v+Zkk. + SWC+Dm2+H14+POQ+XKU.
1’ +3NS+YVPUGMS +++
2 4 AN o¥ Bl _‘, gglp
2’ QuUWGK YIMIFT R7GCS hek2K eyixXsS 8Brxd) wSmMmT
3 Y5Qon,y JNAOlag anszj 0,7MP3a. uRneKiY Leouul,
3’ Ulo6Zng J7B7wpL QomaxM sZurgT]
4 9:b19fE/x1,kru0. | Phase 1 of 1 SOHSV MKTT7NF
ew2EEM4L qLOTndb R N,whzt
—. LnCvXxdy. :AXKkalE tze9wbx EQUhNNG guFQixo UNNnbv32.
5jermaD EyfC3BN nmgadvI 1gZfN1i1 QUj:bLC. Fr ,wWiVvF
gLaN .#6 wyqx2v3 B6T3Ykd QQxagp?2. 10NNmOO 'g\'g'Ux'v
: JhM

uh24 vP: b\v DsvwWlr. iZL kQJLagoT

Copyright ©LAC Co., Ltd. All Rights Reserved.



C2 traffic communication - 4 LAC

Bot C2

I A&_J I .
A alals s fT','r_lF‘i .ip:‘,

The Japanese font is garbled § -utf-8

QFfCFooly=eYBFBZx+h; BOfYuvaw=r9+xMI+byuU+zOr
D4UVA+BVX4+9NU,. +EBE4+IOV4+WQT+ETg4+OVL. 4 1uh+mFw4
m2+H14+POQ+x}

~ily (,»-r.:l'

cation/x-www-form-ur lencoded;

UhoouCohu C G{LOOOLG (60U LOLXLLLLLLLLE| BULGE el el e e
o o o - s & o s & o s & o o o Bl & | FIYVHFEXSHRLILAECLVHLKK . + 0+
v{vooou| wy wVouuoAwuucouue 683D-667C wiw pPUGMS +++

4 TEBEBENG U
,NAOlag aAvzkO URNeKiYy lm ul,

<DIR> cygwinb4 U7B7wpL :8X3V3L. XNndS5) 8qOomaxMm sZu L‘T

MFT R7GCS hek2K eyiXS 8rxd) wBwm
i O a

5:31 <DIR> YFS eamDumper x1,KRuO, 98mLtQ)J Sakv, MISOHSV KTtT/NF
>.90 <DIR> ~ o fl nec . QLDTWd6 pDHpuwl HLLCLJ% aN,whzt -
- i v . :AXKAJE TtZE9WOEX EQUhNNG QuUFQiX0 UNNnbv32

2 <DIR> rogram Files EyfC3BN nmgadvI 1gzMN1i QUj:bLC. Fr ,wivF
6:28 <DIR> roc iles 86 Wy QX :3 v3 BOT3Yk4d QQxqqo02. llj.l‘_.N"Du '-,';'. guwvy
09 - 30 <DIR> vt he y ;F Qu gDsvwlr. jZubcsl kQiLgoT x:JhMgj
s S ' . y L8l ' 2, YMMAd. 9dYOVFI uSPFbx2 Ssukga: ‘_kL-hu

23:17 , 963,264 sample.exe . Fdv2Ea9 TKXS 1j: ws,FkTo Vthgﬁn 98kyRT] |
5+00 <DIR> Users wnNBTwZR Awoubr0O vaeqcd4n 0b:147d. KuMRT9O

aQ . ED ) S L34 e slins o prjosuT 2BT:pb6v mOsbOIl. XKRFgaw
133 <DIR> Lndows 94 MITR/1.0 200 OK

1 6[[i%euCos
4 T6BUGENGgLE

Copyright ©LAC Co., Ltd. All Rights Reserved.



wellmess C2 traffic simulation DEMO
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Import notes LAC

m [tis forbidden in Japan to share any form of any malicious code
without the written acknowledgement from and to the law

enforcement.

m In this demonstration there is a possibility the used PoC code can be
misused to control a real alive malware, there is a risk for malicious
used if this PoC leaks, it is considered as malicious code.

m Due the circumstances above, we can not share the source code
used for this demonstration, however, this demonstration itself is
explaining enough details to proofing the concept of the C2
communication traffic/protocol used by wellmess malware.

Copyright ©LAC Co., Ltd. All Rights Reserved.
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Prevention and Detection LAC

m C2 traffic connection in network detection
m wellmess traffic detect at using Suricataus or snortuz

alert tcp SHOME_NET any -> SEXTERNAL_NET any (msg:"wellmess C2 traffic detection!";
content:"Accept-Encoding|3a 20| gzip"; content: "POST / HTTP/1.1"; pcre:"/Cookie\x3a [a-
zA-Z0-9]{8}=/"; content:"Content-Type|3A| application | 2F | x-www-form-urlencoded |3b |
charset|3d|utf-8"; sid:1000000;)

m Static and dynamic detection

®m YARA[s

m wellmess malware can be detected and identified. By the YARA rule (will
be introduce next slide)

m EDR

m Powershell and crnd wellmess execution can be traced by EDR log or
p rocess tree Copyright ©OLAC Co., Ltd. All Rights Reserved.



YARA rules (one case) LAC
For Golang For .NET

rule wellmess_go { rule chatbot_net {

meta: meta:
author = "LAC Co., Ltd." author = "LAC Co., Ltd."

strings: strings:
Smz={4D5A} Smz={4D5A}
Self = {7F 45 4C 46} Sstr = "Start bot" wide
$strl = "botlib.FromNormalToBase64" $str2 = "ROL"
Sstr2 = "botlib.AES_Encrypt" Sstr3 = "ROR"
Sstr3 = "botlib.UnpackB" Sstr4 = "FromBase64ToNormal"
Sstr4 = "botchat.go" Sstr5 = "FromNormalToBase64"
Sstr5 = "choise.go" Sstre = "SSL"
Sstr6 = "wellmess.go" condition:

condition: (Smz at 0) and all of them
(Smz at 0 or Self at 0) and any of (Sstr*) }

}

Copyright ©LAC Co., Ltd. All Rights Reserved.



Pr—
PN
ST

EDR tracing for wellmess infection LAC

Si(‘):g explorer.exe
exolorer.exe i 7152a8cb963cefdfab5d35a3565¢3549b223a26 Windows Defender ATPi9
P ' &3 Signer: Microsoft Windows Machine Timeline
c\windows\explorer.exe

[0 Explorer.EXE

sample.exe
o

sample.exe

&J Unsigned file
c\users\manager\desktop\sample.exe
2 "sample.exe”

Sb%:g cmd.exe
w1 3585b37200ef3321262b0977401183694a3¢15¢6
CImclene &Y Signer: Microsoft Windows
CA\Windows\System32\cmd.exe

(£ cmd.exe /c ipconfig

Copyright ©LAC Co., Ltd. All Rights Reserved.



Conclusion fAC

m wellmess is a RAT coded on GolLang and .NET, a RAT
controlled by the C2 botnet.

m We have confirmed some cases where wellmess infection
was found in targeted organizations. So, Attacks using the
malware may continue in other countries.

m For the information sharing with OPSEC on a global
scale, you are more than welcome to contact us !

Copyright ©LAC Co., Ltd. All Rights Reserved.



Appendix A - Reference LAC

=

https://www.lac.co.jp/lacwatch/pdf/20180614 cecreport_vol3.pdf
https://www.virustotal.com/ja/file/
Ob8e6alladaa3df120ec15846bb966d674724b6b92eae34d63b665e0698e0193/analysis/
https://golang.org/

https://news.drweb.com/show/?i=10140&Ing=en
http://blog.0day.jp/2014/09/linuxgoarmbot.html
https://blog.talosintelligence.com/2017/02/athena-go.html#more
https://www.symantec.com/connect/blogs/malware-uses-google-go-language
https://upx.github.io/

9. https://github.com/sibears/IDAGolangHelper

10. https://www.hex-rays.com/products/ida/

11. https://www.paterva.com/web7/

12. https://github.com/ginuerzh/gost

13. https://github.com/0xd4d/dnSpy

14. https://blogs.jpcert.or.jp/en/2018/07/malware-wellmes-9b78.html

15. https://suricata-ids.org/

16. https://www.snort.org/

17. http://virustotal.github.io/yara/

18. https://www.microsoft.com/en-us/windowsforbusiness/windows-atp

N

©NOU AW
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Appendix B - 10C fAC

m Golang

m efda5178286678794b40987e66e686¢ce
m 6fd56f2df05a77bdfd3265a4d1f2abac

m b981736a057b888170148a91bcd86a59
m 579d3af1b487ea3c442870eabe886a4f

m .NET

m 98fe909510c79b21e740fec32fbbblal
m 432b8954695b32322508e844ff7e74f5

Copyright ©LAC Co., Ltd. All Rights Reserved.



Appendix C — Flow chart 1/4 (case of ELF) fAC

Initial communication

m - CheckHash of UserParameter
long sleep setParameter
] - Send Initial Traffic—{func: BotLib_SendMessage)
1. getlP /'\ - Load KeyRC6 func: BotLib_POST)
set C2 URL strings (for HTTP) 2. grep values from system ENV -Send POST to C2 -
"http /| - getEnv (grep “SESSIONTYPE") - Load URL (func: Botlib.URL)
!I - getEnv (grep “LOGNAME") - Form "POST", "HTTP/1.1"
set proxy to 0 (no proxy) - getEnv (grep “USER") - Form header (lJserAaent.ContentTvne etc)
3. getUserCurrent Form Cookies
N I - use func: JarSetCookies)
set User-Agent (for HTTP) I formed userParameter - encoding value, cglculate MD
0zilla/5.0 (X11; OpenBSD amdé4; <IPADDRESS> SESSIONTYPE | Delete Temporary Files
iv.zs.m Gecko/20100101 Flrofox:2i.0' <currentUsers> | <LOGNAME> Get Response Cookie (ret, con
T Encrypt Text (body)
- - UsingRSA, Encrypt PKCS1v1$
set '”'“al (hash) value for R‘(436 crypto/SHA256 encryption & build hash M- Encode base64
— ]" —_— - Trim Base64 into Strings
set SendTraffic value (Base64ToNormal)
(MinTime,MaxTime,ServiceType,Interval) - - gethash of result
- Load PublicKey
A - Check PubKey (func: pem_Decode) i
- Parse PubKey
getRandomSeed - Generate SymmKey from PubKey GET REPONSE FROM C2
- Load userParameter
- check hash of userParameter Func: BotLub.Download)

- encrypt userParameter
- make hash of cryptic userParameter
- encoding base64 of cryptic userParameter

- Trim base64 "="|"/" | ":" & add space (func; Base64ToNormal)
- Make strings (func: slicerunetostring)

CUPY B Lne wus, Loue Al ugies R€Served.



Appendix C — Flow chart 2/4 (case of ELF)

A—
SIS,

LAC

Receive response

& Bot process

BotLib_Download

ale

BotLib_ReceiveMessag;
- Load RC6 (func: BotLib_KeyRC6
- Run DeCipher (BotLib_Cipher)
- Decoding (func: base64_DecodeString0

(Create temp data)
- Decoding (func: base64_DecodeString)
- Splits token/words (func: BotLib_Split0
- Loop to decode...
- In the end ENCODING result to base65
(Delete temp data)

v

Parse To Data
- Decoding base64

- grep "service" , "title" , "head"
"body" from the decrypted "Response"

- Decrypt contents of tags above
with AES (func: BotLib_AESDecrypt)

4_l

.

If the <body> data is binary
Unpack AND Encode again to Base6
(func: base64_EncodeToString)

4I If the <body> data is TEXT
Unpack and form Strings

Confirmation On Receiving:
- Convert RandomStringToBytes

- Decode Base64 to Normal
- SEND POST TRAFFIC
1

Get Response: (Crge Temp)
- Load RC6
- Dechiper the text
- Encode strings to base64
(Delete Temp)

—~—

Func: Bot

BOT COMMAND & SERVICE

Lib_Work
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Appendix C — Flow chart 3/4 (case of ELF) fAC

Execute Bot Command

o

Functon: BotLib_Work
- Check tag "service", "body" and "head"

- | |
T =
—l DownloadFile
UpdateFile (same func) (data in bodytag)
(func: BotLib_UDFile) (data in bodytag) - get FilePath_Dir
- get FilePath_Directory - get FilePath_Absolute
- get FilePath_Abolute - set strings "fd" to <service>
- set strings "fu" to <service> - Read File (func: Go/io_util.ReadFile)
- set path name ="/upload" (hardcoded) - set filename ="/download"
Send POST message to C2
(condition: Success or Fail)

| I Y BOT SERVICE / Func: BotLib Service ) BO”QI " "
- Get Argument (for Command) .. €xecution fgace (Func: BotLib_Join)

- Send Reply (func: BotLib _Reply0

o] - Setvalue"a" &"1lon reply.strings on cookie
- Calculate & Set MaxPost Size
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Appendix C — Flow chart 4/4 (case of ELF) fAC

Continue Bot
Command botnet join routine

Bot JOIN
(Func: BotLib_Join)

check C2 command/values

- Check <title> value
- Receive Data (func: BotLib_ChunksM)
- Checking <body= value

- WELLMESS (Check Welcome Message)
func: BotLib_wellmess

- Check value, ¢

- if initial = add tag <mil>
- If if exist -> decoding base64
> AES256 Decrypt
- Check <service> & <title> value
If exist check <body=> (payload)

1
to UDFile J k to Command Exec
. BotLib_SERVICE
BotLib_ WORK — .
(To Download/Upload) @ (To Command Execution)

Copyright ©LAC Co., Ltd. All Rights Reserved.



e,

—
P
LAC Thank you. Any Questions ?
EHIC.TFI
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