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Introduction
Swhoami

B Security Researcher @ Fraunhofer FKIE & University of Bonn

B Research Scope:

Analysis of malicious software (malware) / reverse engineering / analysis automation

B Past Appearences at Botconf:
2014 - Semantic Exploration of Binaries
2015 - DGArchive: A deep dive into domain generating algorithms
2017 - Malpedia: A Collaborative Effort to Inventorize the Malware Landscape
2018 - Code Cartographer’s Diary

2019 - YARA-Signator: Automated Generation of Code-based YARA Rules
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MCRIT: System Overview
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Use Cases
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Motivation

o Meel Mehta

9¢/c/149387ale/9679a87dd1bar55be @ Ox402560,
Ox40F598

ac21c8ad899727137c4b94458d7aa8d8 @
0x10004ba0, Ox10012AA4

Floha - Fre Infamous WannaCry
- Fahrt heu!

Hohenstein B Ransomware attack using wormable

exploit (EternalBlue)
Attack started on May 12th 2017
e -]
1t heute von § == &;_jibf 230k affected systems in ~8 hours

ihain - B e # —
Celti = —eb) Aue (sachs) Quickly disrupted due to a
(Erz0 lucky registration of killswitch domain

- ciadel - Thalheim
Einsie randt Dresden Hbf

B Impact

: sachs) - Tha
Fioha -gg‘fgg?__': tois 11

i.‘&-"f‘f

UK NHS disrupted (£100m damage)

B Attack Attribution?

[1]
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Nissan, Renault, Telefonica, FedEx, DB, ...


https://en.wikipedia.org/wiki/WannaCry_ransomware_attack
https://twitter.com/neelmehta/status/864164081116225536
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Unigue across all of Malpedia

[1] https://twitter.com/neelmehta/status/864164081116225536
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Motivation

B Code Similarity Analysis
High potential to help analysts and accelerate analysis
Code identification, library filtering, hunting, label transfer, ...
Existing solutions mostly limited to
1:1 comparison

Proprietary

B Let's see what we can do. ;)
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MCRIT
System Overview
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MCRIT
Design

B Goal: Analyze code sharing and third-party library usage in malware
Create tools to leverage Malpedia binary corpus

Don’t reinvent the wheel: of as described in literature

B Requirements:
Similarity: reliable, interpretable estimate
Scalability: (tens of) millions of functions
Efficient representation: (significantly) smaller than indexed code

No cross-bitness or cross-architecture

~Z Fraunhofer
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Code Recovery and Similarity Analysis
MCRIT: Approach

B [nitial Observations

Haq et al. [1] survey:
50+ works on code similarity since 2010

Only 17 with 10+ malware samples

Only 1 analyzed FOSS usage in malware (Alrabaee et al. [2])

® MCRIT

Combines quasi-identical and fuzzy code representation
Block & Function-level similarity
Efficient 1:n matching via

Hashmaps

Locality-Sensitive Hashing (LSH)

Project Co-Authors: Paul Hordiienko, Steffen Enders, Manuel Blatt, Daniel Enders

Minhash-based Code Relationship & Investigation Toolkit (MCRIT)

58 8

disassembly
J = D‘ :
? g_. ._L '|
= ;ﬂ 2 = ===
= 28 = T ===
wildcarding token- and
of addresses metrics-based features

[ PicHash ] [ MinHash ]

quasi-identical fuzzy
representation representation

[1] 1. U. Haq and J. Caballero, “A survey of binary code similarity," In: Arxiv.org Computers & Security, 2019.
[2] S. Alrabaee, P. Shirani, L. Wang, and M. Debbabi,

FOSSIL: A Resilient and Efficient System for Identifying FOSS Functions in Malware Binaries," In: ACM Trans. Priv. Secur., vol. 21, 2018.
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MCRIT
PIC Hashing

: Attribites bp-based Frame
sub_162481 proc near
var_13%= byte pte -134h6

war_f@= byte per -OA8hK
aryg_#= dword pir 8

B Quasi-ldentical: Position Independent Code (PIC) Hashing

On function level (original method as introduced by Cohen and Havrilla [1])

On basic block level (more granularity, almost the same speed)

-

; Attributes: bp-based Frane

; dnt stdcall sub_HF BEN{AYTE =lpData)
Sub_WaFBED proc mear

war_11C= bygte pte -11CH
war_9@= byte ptr -%0h
lpbata= dward ptr 8

push ebp

2?‘ ::: pop mau ebp, esp
il snsp: LR :::n :::. 1ICh
::Sr‘h :2: ebx 1 13 el #bi, £bx
push  wsi plchash(,,55 8BEC 81EC34010000 ... ) o [ebpedpnsta], eb
Chp [ebpearg 0], ebi =
jz shart loc 16245k % L
‘. N W
[N -> 8806641384121875405 e
[ ds sbyte_176FCC, 1
J; shm'ir loc_ 142850 T
L L [
" . lea was, [ebpruar_11G]
1ea eax, [ebpruar_134] g::: :3: N1MHED
] :::_ISN?R 1ea eax, [ebpewar_ 0]
A esi, BAh ﬂ:n ::: [ebpslpbata]
e [ebpsuar_nB] oy ebx, OAEh
- - 11 sub_AZESGY
r.::“ ::: [ebprarg_i] ::m r::_. : chbata
call *.lub:I-ﬂE??a - [push [ebpelpbata] + 1pData
push wsi push a ] dl:wpe
push  [ebprarg @] push  oFfset word_NI39C0 ; 1pValueHame
push 3 _ . gg:: 25;53;‘;25“-"“““ i 1pSubkey
anr il otk ko SR M pichash(,55 8BEC 81EC1C010000 ...") mov 1. al
call  sub_171AEE f I,
oy bl, al
_\‘]_i_t_ T
PRy -> 10270976525648996728 loc_KoF191: 3 nhukes
push  dward_k33o0s
log_162454: :::1 ::n_;f&ns:
B ds:dwerd 177508 .
2:;1 szb_.ig:rﬁr qnp ehx
U] 1, bl . . . . . . A
por o B Good for recognizing statically linked code (often binary identical) reta .
eave sub_ROFGED endp ; sp-analysis Failed
vetm 4 /
sub_162401 endp
[1] C. Cohen and J. Havrilla, “Function Hashing for Malicious Code Analysis*, tech. rep., SEI, CMU, 2009. —

~ Fraunhofer

FKIE




MCRIT
PIC Hashing

¢ ACtributes: bp-based Fram

sub_162481 proc near
var_13%= byte pte -134h6

war_f@= byte ptr -@A8RK
aryg_#= dword pir 8

™

B Quasi-ldentical: Position Independent Code (PIC) Hashing

On function level (original method as introduced by Cohen and Havrilla [1])

On basic block level, size 4+ (more granularity, almost the same speed)

\

; dnt

; Attributes:

bp-based fFrane

stdcall sub _heF BEO{BYTE =lphata)

Sub_WaFBED proc mear

war_11C= bygte pte -11CH
war_9@= byte ptr -%0h
lpbata= dward ptr 8

push by mas  ebp, esp
. e::: Toan > pichash(,,55 8BEC 81EC34010000 ..) pichash(,,55 8BEC 81EC1C010000 .“) — -
s ehx ¥ .
s ebz » L :lov ?::p:::aln'. ehx
zus—ll ;:: e e jz short loc &OF131
G2 short log tézash _ 1
T -> 620962970 -> 2827249019 — L
"I 1 e byte &K3IKI2C, 1
cap ds:byte_176FCE, 1 jhe short 1oc BOF131
jbe short loc 14745h o
L L [
L i b . lea was, [ebpruar_11G]
ush rax
posh  oau’ [POtrInA pichash(,,8D85CCFEFFFF 50 E8?? ..‘*) pichash(,,8D85E4FEFFFF 50 E8?? ..) Coll  sub_w1zuet
call  sub_ 159470 ;::n :g:- [ebpevar_pe]
pan ::i i [ eax, [ebpelpbata]
1ea eax, [ebpruar i8] iy whbax, DiEh
wsh eax call sub_NFRSH9
pass cax, [ebprarg_t] -> 847901973 -> 640583737 push  whx ;: ebbata
::E: ::I}_ME??Q S:.::: !‘th Iphata] [ ;:2:;;:
push  [ebpearg @] push  oFfset word_A339C0 ; 1pUalueName
push 3 push  offset word_AJI908 ; 1pSubkey
push affset afyap  ; “Tyap” .. . . call :lllh_ﬁf“2ﬂ
e A B B Good for recognizing partial code reuse (candidates) e o T
oy bl, al L
T — -
- - loc_NOF131: : hHutex
H I H 6 ] L]
roc 16785n: pichash(,,FF357222?7?? E8?2?7 .) pichash(,,FF352?272?2?? E8?72?? ..) push  dura_saano
push  ds:dwerd_177504 o al, bl
call  sub_170FBF ';:Eu- ehx
E: :;; bl retn Ll
i:::? . -> 463987246 -> 463987246 Sub_®OFBED endp ; sp-analysis Failed
sub_162401 endp
[1] C. Cohen and J. Hauvrilla, “Function Hashing for Malicious Code Analysis*, tech. rep., SEI, CMU, 2009. —
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MCRIT
MinHash 101

B MinHashing

~Min-wise independent permutations” - Locality Sensitive Hashing (LSH) scheme [1]

Fast estimation of set similarity -> approximation of Jaccard similarity coefficient

Scalability: O(log n) for single lookups

B Use cases:

Jaccard Similarity

UTE THE 5

® B 4 »

text documents / websites (duplicates, plagiarism) a
. €1 A A
genome sequencing 1 O [N
code similarity! [2] 2 ] O
Jaccakb LIMTLARITY
T 0.5
]

[1] “Min-wise independent permutations”. Broder et al., In: Proceedings of the 30th ACM Symposium on Theory of Computing (STOC '98), New York, NY, USA. —

[2] “Binary Function Clustering using Semantic Hashes”. Jin et al., Carnegie Mellon University, 2012.

[3] https://www.learndatasci.com/glossary/jaccard-similarity/
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MCRIT
MinHash Composition

® Token-based features:
Instruction 3-grams
Abstract semantically

Convert to 3-perms (sorted)

B Metrics-based features:
Numerically describe structure of a function

Normalize & Quantize for fuzzy matching

B MinHash matching:

Count same values in same position

Example Function:

push esi
push esi

push Bxl4
pop  eax

mov  esi, BxB823C598C

call dword ptr [8x82391294]

push dword ptr [Bx823C5978]

mov  word ptr [BecB23C5980], ax
mov  eax, dword ptr [esp+Bx18]
mov  dword ptr [BxB23C5988], eax
call dword ptr [0x82382085)
XOF @A, eax
cmp  dword ptr [esp+8x8], eax
jz BxB2384830

Metrics-based Features

Feature Value LogBucket Triplets
nax_block_size 14 12 | 14 | 16
num_calls 4 3] a1 s
num_ins_C T 4 | & | 8
num_ins_5 9 6 | & | 18
num_ins_A_rel 8 &€ | 8 | 18
num_ins_M_rel 17 14 | 16 | 28
stack_size ] 1] e | 1

Token-based Features:

Instruction 3-grams (first 5)
[push esiHmov esi, 8x623C598C Hpush esi]

|mov esi, 8x823C598C Hpush esi|call dword ptr [8x02391294]|
l [push esiHcall dword ptr [Bx92391294]Hpush 8x14]
|call dword ptr [6x82391294]push éx14}{pop eax|
[push ex14]{pop eaxHpush dword ptr [exe23C5978]]
4 converted to escaped 3-perms:
Yy [M REG, CONSTH'S REGHS REG|
dword ptr [8x823C5978], eax

h
o [ PTRHH R, consTHs Reg)
call dword ptr [6x8239129C]
pop
ret

push dword ptr [esp+8x8]
push eax

or  eax, BuFFFFFFFF
call Bx823892C5

esi

. |c PTRHS cowsTHS REG|
B5
o8 [c PTRHsS comsTHs ReG]

iS CNISTHS PTR HS IIEGI

he

I I S T T N T N T
(] 60 o B B B B B B ] ] ﬁMm

|n.1.n||!lln||ntn||nin||Hin||nln||m,n||H1,n||n‘:n||nin||m,n||nln||th||n\n||ﬂin||,ﬂ“|

wwwwwwwmwwmmmmmm
I T S T S T A T N A T N

L

12/16 = 75%

109 52 | 76 |112 | 51 | 68 | 165 | 65 | 124 | 124 | 82 | 48 | 99 | 75 | 115 | 33
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MCRIT
MinHash Composition

® Token-based features:
® Instruction 3-grams
W Abstract semantically

W Convert to 3-perms (sorted)

B Metrics-based features:
"  Numerically describe structure of a function

™ Normalize & Quantize for fuzzy matching

B Candidate Identification:

= Additionally index subsequences from
signatures into buckets

15
© Cyber Analysis and Defense Department, Fraunhofer FKIE

Example Function: Hetrics-based Features

ey Feature Value LogBucket Triplets
mov  esi, Bx823C598C max_block_size 14 12 | 14 | 16
push esi num_calls 4 3| 4] &6
call dword ptr [Bx082391294] | | num_ins_cC T 4 | 6| 8
push  Bx14 num_ins_5 9 6 | & | 18
pop  eax num_ins_A_rel ] 6 | & | 18
push dword ptr [BxB23(5978] num_ins_M_rel 17 4 | 16 | 28
nov  word ptr [0x823C5988], ax stack_size 8 1] e | 1
mov  eax, dword ptr [esp+Bx18]
mov  dword ptr [Bx823C5988], eax .
esll d ptr [0x62389085] Token-based Features:
®Or  eax, eax Instruction 3-grams (first 5)
;ﬂn :;;d ptr [espsdxB], eax [push esiHmov esi, 8x623C598CHpush esi|
Fa 384838

l | : [mov esi, 8xB23C598CHpush esi[Hcall dword ptr [6x62351294]]
[push esiHcall dword ptr [ex82391294]Hpush @x14]

push dword ptr [esp+8x8
el PO ] |call dword ptr [Bx82391294]Hpush 6x14jHpop eax|
or  eax, BuFFFFFFFF [push Bx14}{pop eax]{push dword ptr [BxB23C5978]]

11 OxB23B92C5 »
2 "] converted to escaped 3-perms:

— L Y |M REG, COMSTH S REGHS REG|
push es
nov  dword ptr [Bx823CS978], eax [c PTRHM REG, CONSTHS REG|
call dword ptr [Bx8239129C] |C PTR}HS CONSTHS REG|
pop esi
ret  exB [c pTRHS consTHS RG]

5 COMSTHS PTRHS REG)

he

I_Ll | I_Ll I
. [ | b e |“:'|

I
[ ]
1 1 1 1

|ntn||nln||ntn||nin||nin||nlﬂ||m,n||n1n||n\n||nin||ntn||nln||ntn||nin||nin||m|
1

[tse. ] [esea] [useu] [useu| [use. | [sea [ussa | [useu | [uss, | [usn, | [usau | [usm, | [useu | [usea | [useu ] [usm.

'S N S T T

=

L*

m e ] ]

B | | by
1 1

109 | 52 [ 76 |112| 51 | 68 | 105 | 65 | 124 |124 | 82 | 48 | 99 | 75 | 115 33




MCRIT
MinHash Feature Engineering

g
f . . ; 0 5 e . ; . E L] EE®® T E P B
cature-name | space | min  25% 50% 7AW max | avg sd | pszbic  Posbit  Psame Pdif f il . E i. g <3 .08 E o, : £ 0 CE: 72 ;: - 1 _:: . -
cyclomatic_complexity 232 0 4 9 561 | 8223 13767 | 0.961 0953 0858 0923 5 E f. SE8 f EL3E g g % TR f LEEELE f EEEL:
max_block size 554 2 9 12 17 G669 22173 100,559 0946 .966 0.963 0805 EEEE E 5 fdddddditdidiidedieadedeadeiB
nesting_depth 65 0 2 q 7 101 | 4.871 4777 | 0973 0966 0970  0.960 —— ] )

num-blocks 339 1 1 9 18 B1T | 15.417 22605 | 09714 0939 0954 0933 um_gdges
num_ealls 148 0 1 3 T 380 | 6.308 10.260 | 0.980 0080 0980 0952 um_blocks
num_edges 480 0 4 11 25 1,376 | 21.640  36.096 | 0.960 0949 0955 0929 Pum_sccs
num.inrels 114 1] 0 1]} 1 224 1018 3.907 05496 .86 1 0,605 LU {1 mesting. depth
num_ins_A 516 0 3 6 12 3929 | 16.244 83.531 | 0.985 0963 00981 0688 Rt comphky
num_ins.C | 495 0 7 15 32 1,343 | 26781 38042 | 0950 0971 0976 0964 e r——
num_ins_FF 14 0 0 (1] 0 30 0,003 0161 0.972 - 0.4972 =0.000 m_“,_“
num_ins M 691 0 i 14 33 2,811 | 29.725  60.236 | 0.980 0970 0981  0.384 S
num.ins P 25 1] 0 (1] 0 40 0.012 0,373 0. GG L6493 1655 0,471 num_irs_5
num_ins_§ 301 0 2 [ 15 932 | 13.854 24.501 | 0.947 0946 0965  0.006 s, oo
numins_X 261 0 0 0 0 5897 | 2.560  66.481 | 0.893 0957 0934  0.637 fum_retums
mum_ins_Y 30 1] ] (1] 0 250 0,161 4.015 0967 .95% 0982 0.929 a_bleck_size
num_ins_A_rel 83 0 9 13 17 86 | 14.465 9469 | 0914 0944 0854  0.106 Fiack s
num.ins.C.rel a7 0 2 43 10 100 | 33.017 12,931 | 0.909 08964 0952 0424 M"‘::::
num_ins_F _rel 13 L1} 0 1] ] 27 0.004 0.236 0.972 - 0.972 -0.000 m_:, C_rel
num_ins_M_rel 100 ] 13 al 16 99 | 32.194 16,820 | 0.935 0939 0975 -0.648 -
num_ns_P _rel 13 1] 0 (1] 0 13 0.007 0,207 0629 0.716 0.677 418 ae_iers_M_rel
num_ins_S._rel 80 0 3 11 30 86 | 17.022 16.306 | 0.907 0963 0976 -0.339 ——
num.ins X rel a7 1] ] 1] 0 99 1.MGE T.O057 0.887 0.957 00,5953 106356 L
num_ins_Y _rel 45 0 i 0 0 84 | 0,41 2501 | 0980 0990 0087 0917 s ing_X_el
numinstructions | 1,293 | 10 23 48 100 6,743 | 89.718 182,991 | 0.950 0961 0973  0.771 s Y
num_loaps 36 0 0 0 1 100 0.380 1.139 | 0857 0962  0.961 0.894 "‘""-'“‘-*—"F'
num_outrefs 88| 0 0 0 0 128 | 0.692 2843 | 0.886 0886 0886  0.810 —r
B returns i 1] 1 2 3 232 2.197 3.249 0.973 0,930 0,956 682 r:._“ .; »
num sees 262 1 1 8 15 555 | 12.672 16.598 | 0.973 0941 0954 0.931 e £ el
stack size 389 0 0 8 48 4,092 | 44.652 143470 | 0.952 0912 0971 -0.292 " bitness

Table 6.9.: Results for the metrics-based feature evaluation. Qualified features highlighted yellow,
selected features highlighted green. p lists the Spearman rank correlation for function

pairs of 32bit and G4bit as well as same and difference bitness only. Full details in my PhD thesis

[1] ,Classification, Characterization, and Contextualization of Windows Malware using Static Behavior and Similarity Analysis“, D. Plohmann, 2022.
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MCRIT

. b offset num_bytes % = b Score
Querying the System ST = SEl o orn G
P 4459063 ¥ 406770 150 win hardrain 1159 1135454 [ 62
4458063 ¥ 0406770 150 win.op_blockbuster 1858 1816610 [1 ]
4450063 ¥ Ox406770 150 win.op._blockbuster 5954 8681224 (1
= Query Wlth @;\ 4459063 W 0406770 150 Win, [0meos 4498 4990660 1
Basic Block ] “ 4459063 ¥ Ox406770 150 Win.romeos 4730 5238246 [
. J 4459063 YW Ox406770 150 win romeos 5710 6362927 (3 92
Function e )
a—ll 4459063 W 0x406770 150 win, badcall 1288 1257856
Sample =
For every function, we know how many families we match.
1. We can use this to weigh by occurrence frequency
when aggregating to sample matches.
2. We can identify unigue matches into just one family
and use this as further indication for identity.
& Version » SHA256 Filename Bitness FNs Min# Pic# Lb Direct | Frequency | Uniq
win.romeos W 2014-07-07-alfa 4455 W decB214b  eff542acBe. Ox00400000 a2 a1 247 247 71 98 97) 47 59 2148%
win.hardrain W 909"  c3blaf3s 2cc3bS2di..0x00240000 a2 289 138 108 66 50 37 13 13 0.00%
win.op_blockbusier W 2015-04-08 1850W  2f629c3c 629c3cB5...3 unpacked 2z oM 158 122 70 56 43 12 12 0.00%
win keymarble W 2017-04-12 4543 W  figcdgef e23800000f..0x00400000 32 448 168 137 70 53 38 9 8 0.00%
[1] eff542ac8e37db48821ch4e5a7d95c044fff27557763de3a891b40ebeb52cc55 @ 0x406770 | win.romeos | —

~ Fraunhofer
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MCRIT
Setup

Database

MCRIT Server
Core of the system
Enable access to stored content (API)

Create matching jobs

MCRIT Workers

Process jobs from the queue

MCRIT Web
Expose service functionality in a user interface
User management

API forwarding to MCRIT server

Docker-Compose

MCRIT
Web

E".\ Flask P

MCRIT
Server

Falcon

o

3

mNGII/IX
l

A A

N/

MCRIT
Workers

Database

. mongoDB

https://github.com/danielplohmann/docker-mcrit

\
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MCRIT
Setup

B Interaction

Browser

P

CLI

MCRIT
Client

E )

MCRIT
Web

E".\ Flask P

Docker-Compose

MCRIT
Server

o

3

IDA

w.

mNGII/IX
l

Falcon ﬁ

N

MCRIT
Workers

/f"

Database

. mongoDB

https://github.com/danielplohmann/docker-mcrit

\
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MCRIT
Setup: WebUI

Z Fraunhofer

[&)MCRIT

Overview of Families
Search

E 1 ~ Family * Samples © Functions Library

] unnamed (5 38 55170 Q E\E]E]

—— . - n DR
2 win wastedlocker (2 10 1620 o (a])(2])(=](=]
3 win.isfb (2 118 74792 ° [a](a][®][e]
4 win juicy_potato 2 1 1688 o (a](a][®][=]
s win.lyposit 2 2 1095 ° (a)(a](»](=]
s win horus_eyes_rat (4 0 0 o (a](2])(®][=]
7 win bumblebee &3 23 157017 ° (8](2](®][=]
s win.cobra &3 53 14954 o (3)(a)[&][=])

\
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MCRIT
Setup: WebUI

Z Fraunhofer

—
Za Fraunhofer
Explore Analyze Data pnx
1wsN 1wsl Cross Query
wannacry
# * SHA256 © Family Version % Filename Bitness Functions = Library
626 e458d4T3 COYpLor  Wt-2017-05-05  0345782378ee7aBb4Bc2...7366_dump_0x00400000 3z 922 [+] i ]
1380 2be58851  win, wan YRIQD 2017-02-09 3e6dede2baacf2309496,, cedd_dump_0x00400000 az 450 (-] [ ]
4092 ca29deld winwannacryplor 2017-03-19 calddeldcBal 7689 3e.. 1I52bad69c_unpacked az 207 L] o
4805 d181368a winwannacrypior  wt-2017-05-12  b9cSd4339809e0ad9a00...1c25_dump_0x00400000 32 926 -] [: ]
4955 d36ad118 win wannacryptor vt-2017-05-12  edOlebfbc®ebSbbea545...41aa_dump_0x00400000 32 926 -] [: ]
5828 G611ccie  win wannacryplor 2017-03-19 calddeldcBAl TE6ECI e, 69cB_dump_0x00400000 az 590 -] i ]
€ ¢ 1 » »
B Force rematch
Minhash Standard 9
Matching:

~Z Fraunhofer

FKIE



MCRIT
Setup: WebUI

22

ale

Z Fraunhofg[
Z Fraunhofer

Best Family Matches

total: 5, showing: 1 - 5 (filtered: 966)

Filter results to (nonlib) direct ‘ regular {0-100) I nonlib (0-100)
score

Filter results to (nonlib) frequency l 5 l nonlib (0-100)

sScore
only show families with D exclude own family
unique matches

i Version # SHA256 Filename

Bitness FNs Min# Pic# Lib

win.wannacryptor W 2017-03-19 4092 W ca29deld ca29deldcs...B_unpacked

win kuaibug ¥ 2017-01-30 3490 ¥ 3d3c3bfé 5793b30729...0x00400000

win.sys10 ¥ 2013-03-07 4357 W G386aeS5 afe3dd68bd...0x00400000

32 907 161 114 14

32 1288 76 62 8

32 337 48 37 -

13.93%
0.00%
0.00%

0.00%

Compare
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Use Cases
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Example Use Cases

Malware family identification and library code differentiation
Isolation of unique family code

Lead generation for discovering potentially unknown links

Label Transfer

\
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Example Use Cases

Malware Family Identification and Library Code Differentiation

LockBit ransomware goes 'Green,' uses new Conti-based encryptor
num_samples

By Lawrence Abrams a num families
num_functions

num_pichashes

Query Sample

The LockBit ransomware gang has again started using encryptors based on other operations, this ime
switching to one based on the leaked source code for the Conti ransomware,

Since its launch, the LockBit operation has gone through numerous iterations of its encryptor, starting
with a custom one and moving to LockBit 3.0 (aka LockBit Black), which is derived from the BlackMatter
gang's source code,

This week, cybersecurity collective VX-Underground first reported that the ransomware gang is now
using a new encryptor named "LockBit Green,’ based on the leaked source code of the now-disbanded
Conti gang.

6243
1440
6995154
1464810

i Drop file or click here to import
[ 45c¢317_lockbit_green.exe ]
0 unmapped
Dumped
Minhash Standard &
Matching:

Disassembly + Matching: 35sec

(1
[2] lockbit green: 45¢317200e27e5c5692c59d06768ca2e7eeb446d6d4950841414d0f261f75315

~ Fraunhofer
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https://www.bleepingcomputer.com/news/security/lockbit-ransomware-goes-green-uses-new-conti-based-encryptor/

Best Family Matches

total: 1070, showing: 1 - 10

3 Version # SHA256 Filename Bitness FNs Min# Pic# Lib Direct | Frequency
win.meow ¥ 2172¥  222e2b91 222e2b91f5...3_unpacked 32 702 461 126 220 66 71| 41 53
win.conti ¥ 2021-02-04  5041¥ aS5751a46 a5751a4676...6 unpacked 32 736 516 183 256 59 58

win.scarecrow Y 6199¥  bcfd9782 bcf49782d7...a_unpacked 32 653 582 271 334 61 51| 27 32

26
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Best Family Matches

total: 1070, showing: 1 - 10

3 Version » SHA256 Filename Bitness FNs Min# Pic# Lib Direct Frequency
win.meow ¥ 2172 ¥  222e2b91 222e2b91f5...3 unpacked 32 702 461 126 220 66 71 41 53
win.conti ¥ 2021-02-04 5041 a5751a46 a5751a4676...6 unpacked 32 736 516 183 256 59 58 28 36
win.scarecrow W b 4 bcf49782 bcf49782d7...a_unpacked 32 653 582 271 334 61 51 27 32

wn

howing: foreign family match frequency, library matches, best foreign family match scores.
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Best Family Matches

total: 1070, showing: 1 - 10

£ 13 Version » SHA256 Filename Bitness FNs Min# Pic# Lib Direct Frequency
win.meow ¥ 2172 %W 222e2b91 222e2b91f15...3 unpacked 32 702 461 126 220 66 71 41 53
win.conti ¥ 2021-02-04 5041 Y a5751a46 a5751a4676...6 unpacked 32 736 516 183 256 59 58 28 36
win.scarecrow W 6199 Y bcf49782 bcf49782d7...a_unpacked 32 653 582 271 334 61 51 27 32

Showing: foreign family match frequency, library matches, best foreign family match scores.

{ Code from standard libraries (MSVCRT, ...)

||-r "I:'I!" i .|" !.' " '||.||
"!!I III II ]" 'l|||||| I |I l' |
|'"|' ,--. | |'| i "-!i | | II I
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Best Family Matches

total: 1070, showing: 1 - 10

3 Version » SHA256 Filename Bitness FNs Min# Pic# Lib Direct Frequency
win.meow ¥ 2172 ¥  222e2b91 222e2b91f5...3 unpacked 32 702 461 126 220 66 71 41 53
win.conti ¥ 2021-02-04 5041 a5751a46 a5751a4676...6 unpacked 32 736 516 183 256 59 58 28 36
win.scarecrow W 6199 'Y bcf49782 bcf49782d7...a_unpacked 32 653 582 271 334 61 51 27 32

wn

howing: foreign family match frequency, library matches, best foreign family match scores.
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Function CFGs [1] conti: a5751a46768149c5ddf318fd75afc66b3db28a5b76254ee0d6ae27b21712e266

Show Cyches  Show Loops [ Show Loop Bowndaries [ | Ensble Tooltip

| lockbit green
Best Family Matck R

conti
@0x10017a0

total: 1070, showing: 1 - 10

13 Version Min# Pic# Lib Direct Frequency

win.meow ¥ 461 126 220 66 71 41 53

win.conti W 2021-02- 516 183 256 59 58 28 36

win.scarecrow W 582 271 334 61 51 27 32

wn

howing: foreign family match freque




Example Use Cases

Isolation of Unique Family Code

M Essentially like YARA-Signator,

but with basic blocks

Family B
N-gram Poal Family C
N-gram Pool

Unique Block Isolation Report

ks IO S39F5Bade L1 IaT T2 104
Family

Samiples %

Unigue Bl ks looae

Has a TARA rule?

FARA, rule covnera AP

Bue, covers: 19 samples

WisE

Statisnics

Block Statistics across Samples

Linigies Blocks

TARA Puile

Characterstic blocks are basic blocks onfy found in this collection of samples (versus rest of the whale data setl, uregue blocks afe ondy found in the specfic samgle

Bample 1D Total Biscks Characteristic Blocks Unigue Biocks
N.';iamni':yi';o{ol N_';?-';}!Fp%ﬂ 1104 563 (B7.41%) 0 { 0.00
nm 1058 (B9 684%) AT (48 1A%
1108 867 (B7.42%) 10 0.00%)
Taa S48 (7 48%) 6l ( 9.33%)
B2 3423 (42 68%) 188 { 2.34%)
L T43 [B%.70%]1 66 (30 &5%)
s 1041 T.ams) 33 2aN)
a7 ¥937 (47.39%) O 0 00%)
Ba1s 7938 {47.30%) 0 0.00%]
\ 138 1157 (87 53%) Td { 5. 10%)
\ \ o 743 (05,05%) 45 5.99%)
YARA Rule
— Family D
_——

31

© Cyber Analysis and Defense Department, Fraunhofer FKIE

~ Fraunhofer

FKIE



Example Use Cases
Isolation of Unique Family Code

Explore Unigue Blocks

Filter blocks to
B Essentially like YARA-Signator,
but Wlth baS|c blocks total: 10028, showing: 1 - 100
Score  PicBlockHash Samples Instructions Function 1D Block
Family B
N.gi.am Pml 97.14 Oucadb4056Tec?E5E 19719 &
Family A Family D
N-gram Pool N-gram Pool
Bi1ls OwlbbTeleddBbldTsl 15719 7
\ BOI0  Ox3AbL1BASSAcIBTSE 15719 [

YARA Rule

—] | Family D

\
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Example Use Cases

Isolation of Unique Family Code

M Essentially like YARA-Signator,
but with basic blocks

Family B
N-gram Pool

Family C
N-gram Pool

Family A

Family D
N-gram Pool

N-gram Pool

YARA Rule

—] | Family D

Proposed YARA rule
Copy rule to clipboard! (B

Tald BIFLT_RISFEESAEN TSI NGTTIR S |
et

sathor = "MCAIT YAAR Gonsrator™

description = "Code-based YARA rule compored from potentislly snigue basic blocks for the selected set of seaples/daeily
aate = “HOE.A3. 29"

BIrENgs

£ Rale peneration selecved 1 ploblecks. covering 19719 input saspleisd.

/v plebledikash: BalbaYeleadSnRaTil - coverage: 15719 saaples.

=8 | puth sba
*m | Bun wox

- | P en1

* EBedilN | pud Gubiiled
o | s e

L] | unth eba

= rra | eall et

“

SBLDERRAIR BribbTeleaRBELATA1 = [ 53 83 54 BATTIITIIT 83 83 freT

£ ploblegihach| Suledldi il f 1400 - qaverage) 14719 samples,
] | pwih Swidd pLF [ebd + B)

* 580 I pean g

* GARGRIGRE | puin Budisd

= FP1%ccllo0 | call sword prr [Bxdlisee]

* Bgdoss lea wcx, [abp + 8]

-5 I pan 0w

. peah gax

* FP1SedB LM | call denrd pte [Bwd18ded]
R | oo srd pIF [etn < 8], B
= rhee Joe Bud10ach

-

salnckhash SrlehS4altarifidle = [ 17508 date) LA0OG40000 TrASPITIITIT Sstatd 41 S8 TRISPIFIIRIT S3Tesaee TLIT )

* pleblociiagh MlIEIRERRRcITEE - CavEragE ) 1519 seaples,
* GEMITLE | puss BndlITHE
= EATENTAL | push SmelITR4

= et | call el

-5 | g

- rres | ealt

® alakBadiB | mov dwsrd pir [BcdlBssd]. ea
oy

iblockhash SxMOS10EEacIITSE = [ GAPTPRTPAT GAPITIITIT #0447 BB TROE ADITRITIIT }

7 plenlecunash: GuifoBlffel6iiiden - coverage: 16/19 samples.

= frree puih dword ptr [ebe + B)
. e | pean gemrd ptr [e33]

* FP1SacIML00 | call gword prr [Bndliisc)
. 1 pos #sa

" Wl I Test ean, ean

ET) | pop ees

= Taar te Gueaeiac

33
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Example Use Cases

Lead Generation for Discovering Potentially Unknown Links

B May 15th 2017 - Tweet by Neel Mehta (Google) with hashes + offsets

Earlier version of WannaCry sharing ,rare” code with Contopee

B Identification of similar functions with appearance across few families

Potential reuse of non-public code as an indicator for relationship

Frequency

Family Match

Library

Similarity Recognition

Fareign

Al i"lml“l'

link to link to
win.contopee| |win.romeos

libzlib 1.1.3 |

i |.|'

a Neel Mehta
L 7 A7

' W.ﬂl“hll\ll' |

AES unknwn

ltnk to
win. joanap

Families matched:

[ja Os-1s
[P 0 16-31
LJz-3 W 3z2-63
Oa-7 W4+

Library identified:

O none

B Hsve

Eother library
BErmultiple libraries

Similarity score:

] Ore-19
BEric O sa-69
Ooe-106 W 50-59

[Dae-89

[1] https://twitter.com/neelmehta/status/864164081116225536

[2] ,Classification, Characterization, and Contextualization of Windows Malware using Static Behavior and Similarity Analysis“, D. Plohmann, 2022.
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Example Use Cases
Lead Generation for Discovering Potentially Unknown Links

Function Matches
selection: 49, showing: 1 - 49 (filtered: 128) Function CFGs

Filter results to g3 [m.u :.:urzm-lucu] 3 ] [ o | s ST e

exciude exclude PIC hits
V functions with
library hits

Function

[1:] offset  num_bytes Matched Families Matched Samples Matched Functions  Best Score  Min  Pic  Lib  Unig

\
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Example Use Cases
Label Transfer

7] Functions 0@ = 0. X | Eesev. X @Eesen. X Dhreee.. X | Do x Hs.x Fe.x & 2 | @e. 2 @ mcamaoaven .

BoOHYOHBE Xk

Function name

£l sub_401DDO
7] mullsub_2
£ sub_S01E10 Activity Info: 2023-03-29T13-21-33F - Success! Received remote Sample Entry.
7] sub_a01E30 . : = = isti
7] subs 401E40 Remate server: hitp:127.00001:8000) = 0.19.0 = No statistics.
7] sub_401EEQ Remaote sample: 2 (winwannacry =)
71 sub_401FA0
] sub_402060 SHAZS6: JeddefebaacfI3094564TC 3998 1 BeT a2 caeal 626dfBa46840TE540025 1 Seedd
z xor_meve Architecture: Intel
F1 smth_time Bitness: 32 bit
r|sub_4023EQ .
7] sub_4024C0 ImageBase;  OX401000 .
7 type_infacraw_name{vaid) Functions: 428 (leafs 222, recursive; 2)
71 sub_4024F0 Instructions: 17430
7] sub_402500 CodeSire: 52406 bytes
7l sub_402540 Familly: WHLWANBRCTY
cl i
Jb_402670 Nl
7| sub_4026€0 Library: NG
71 sub_4026E0
Z sub_402730 P Function Matches | % Sample Match Summary | 8 Function Makch Summary
7] sub_4028C0
7| sub_402910 Matches for Functhon: 02402560 - 2 families, 2 samples, 2 functions.
Z sub_402980 Filter out Library Matches
7] sub_402A40
7] sub 402820 ¥ Active Live PicHash Queries
Fil sub_402BED , = Functicn Matches
= o SHAILA Sample Farmnily Wersion Pics Ming Lib
T 1[I 2ecenez 2 Wi wBRRACTY ¥ES 100 MO
2 8% 2edethbat 0 wincontopes HO &7 NHO
& Graphoverview 0 @ ®
{ 'I Mames from Matched Functions
I Score user Function Label
; T . . \ 11158 100 ananymous [N S
100.00% 117,2 {928, y 00 402 nit_en E wi 1aw
& output De s

Pythan
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Summary
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Limitations
Minhash-based Code Relationship & Investigation Toolkit (MCRIT)

B Version released today is a first version

Fully functional, but needs some usability improvements

B Data exchange

Basic import / export, looking to improve reference data distribution

B Architecture support

x86/x64 only, not optimized for cross-bitness

B Matching/ Search
Currently only PicHash and MinHash, may add further options (WinAPI, strings, PE/ELF meta data, ...)

[1]
~Z Fraunhofer

FKIE


https://github.com/danielplohmann/docker-mcrit

Summary

Minhash-based Code Relationship & Investigation Toolkit (MCRIT)

® MCRIT

A framework for quasi-identical and fuzzy 1:n code matching

® Variety of Use Cases

Code identification & library filtering, hunting, label transfer, ...

B Full Open Source Release

Convenient deployment via Docker [1]

» Vo b oy e I, D, B, Wi, 1L W L B0

MCRIT: The MinHash-based Code
Relationship & Investigation

Toolkit

Danie! Plahmann’, Masusl B, and Danle Ender”
 Faperater £

Th i wih arenamted o Bkome! 20 71 B mbory. 17 H gl 300 wam Bsversl o
O Pt 8, -5 i L Dol i maparnaan, By CHCYH, Ml 4yt g
N 18 sk e o 2 7 s MY o e, e &

Abarach
A Pop b gl s aflecia ol
g g e e
omaLng workiosd 1hn growseg comphtiy
IR Sy
s Frrain ke £ kg rgeg o REYRI B
(R
i aimiar 7 sy v £y b povdee Lo

R BN b T Y By TR P
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[ ]

g e My (18] Smpanmna
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[1] https://github.com/danielplohmann/docker-mcrit
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Thank you for your attention!

Dr. Daniel Plohmann 2
daniel.plohmann@fkie.fraunhofer.de m a I @ la

. @push_pnx

\
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