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— Intro

Performing a behavioral analysis using procmon is a step into identifying more TTPs & 10Cs

File Edit Event Filter Tools

Options  Help
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Time .. Process Name PID Operation
940 s ReadFile
940 ¥ ReadFile
940 s ReadFile

940 s GueryName rfomationFie
11632 [ RegGueryKey
11632 [ RegOpenkey
11632 (B RegQueryValue
11632 (B RegCloseKey
11632 s ReadFie
11632 [ RegQuerykey
11632 [ RegOpenkey
940 s QueryNamelnfomationFie
11632 g;ﬁegoueqkey
11632 [ RegOpenkey
11632 [ RegQueryKey
11632 B RegQueryKey
11632 [ RegOpenKey
11632 B RegQueryKey
11632 [B RegOpenKey
11632 (B RegQueryValue
11632 [B§ RegCloseKey
11632 B RegCloseKey
11632 [ RegQueryKey
11632 [ RegOpenkey
11632 [ RegQueryKey
11632 [ RegOpenkey

11632 [ RegOpenKey
11632 [ RegQueryKey
11632 [ RegOpenKey
11632 [ RegQuenyValue
11632 [ RegCloseKey
11632 (B RegQuerykey
11632 [ RegOpenKey
11632 [ RegQueryValve
11632 (B RegCloseKey
11632 'RegouecyKey
11632 (B RegOpenKey
11632 [ RegQueryValue
11632 (B RegCloseKey
11632 [ RegQueryValue
11632 (B RegCloseKey
11632 [ RegQueryKey

11632 B RegQueryKey
11632 B RegOpenKey
11632 [ RegQueryKey
11632 B RegOpenKey
11632 (B RegQueryValue
11632 [ RegCloseKey
11632 [l RegQueryKey
11632 [l RegOpenKey
11632 [ RegQueryKey

11632 [ RegQueryKey
11632 [ RegOpenKey
11632 [ RegQueryValue
11632 [ RegCloseKey
11632 [ ReaQuervKey
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Path
C:\Windows\System32\sasrv.dil
C:\Windows\System32\sasrv.dil
C:\Windows\System32\sasrv.di
C:\Users\Félix Guyard'\Desktop\Procmon64.exe

KLM

HKLM\Software\Microsoft\Input \Locales\loc_040c

HKLM\SOFTWARE\Microsoft\Input\Locales\loc_040C'\Processor

HKLM\SOFTWARE\Microsoft\Input\Locales\loc_040C
C:\Windows\System32\InputService di
HKLM

Save To File

Events to save:
@ All events
O Events displayed using current filter

Also include profiling events

O Highlighted events

Format:
O Native Process Monitor Format (PML)
(® Comma-Separated Values (CSV)
O Extensible Markup Language (XML)

Include stack traces (will increase file size)

(will be slow)

givelnputShellHot.

Path: | C:\Users\kindOne\Desktop\Logfile.CSV|

Cancel

Hotkey

HKLM\SOFTWARE \Microsoft\Input\Settings
HKLMGOFTWARE\Mlcmsuﬂ\lnpmGemngs\vmc 1

HKLM\SO!
HKLM\SOFTWARE\Wicrosot\nput\Setings\oroe 1

HKLM\SOFT
HKLM\SOFTWARE\Microsoft\nput\Settings

HKCU
HKCU\SOFTWARE\Microsoft\Input\Settings
HKCU

HKCU

OFTV

HKLM\SO Appl
HKCU
HKCU\Software\Microsoft\InputPersonalization

HKCU\SOI
HKCL\SOFTWARE\Microsoft\nputPersonciization
HKCU

HKCU\SOFTWARE\Microsoft\Input\Settings
HKCU
HKCU

HKLM\SO! \AppMaodel\Lool

HKLM
HKLM\SOFTWARE\Microsoft\Input\Settings

OFT

HKLM\SO
HKLU\SOFTWARE\Wicrosoft\nput\Setings
HKCU

Resut Detail
SUCCESS Offset: 1600 000, Length: 16 384, /0 Flags: Non-cached. Paging I/0, Synchronous Paging 1/0. Priorty: Normal
SUCCESS Offset: 1583 616, Length: 16 384, 1/0 Riags: Non-cached. Paging I/0, Synchronous Paging 1/0. Prirty: Normal
SUCCESS Offset: 1439 648, Length: 16 384, /0 Flags: Non-cached. Paging I/0, Synchronous Paging 1/0. Prorty: Normal
SUCCESS Name: \Users\Félix Guyard\Desktop\Procmon64.exe

SUCCESS Query: Handle Tags, HandleTags: (x0

SUCCESS Desired Access: Read

SUCCESS Type: REG_DWORD, Length: 4, Data: 1

SUCCESS

SUCCESS Offset: 4 088 320, Length: 16 384, /0 Flags: Non-cached. Paging I/0, Synchronous Paging 1/0, Priorty: Normal
SUCCESS Query: Handle Tags, HandleTags: 00

SUCCESS Desired Access: Read

SUCCESS Name: \Users\Félix Guyard\Desktop\Procmon64.exe

SUCCESS Query: Handle Tags, HandleTags: (0

NAME NOT FOUND Desired Access: Read
BUFFER TOO SM. Que'y Name, Length: 0

SUCCESS ery: Name
NAME NOT FOUND Desied Access: Read

SUCCESS Query: Handle Tags, HandleTags: 00
SUCCESS Desired Access: Query Value
SUCCESS Type: REG_DWORD, Length: 4, Data: 0
SUCCESS

SUCCESS

SUCCESS Query: Handle Tags, HandleTags: (x0
SUCCESS Desired Access: Read

SUCCESS Query: Handle Tags, HandleTags: (x0

NAME NOT FOUND Desired Access: Read
BUFFER TOO SM... Query: Name, Length: 0

SUCCESS Query: Name
NAME NOT FOUND Desied Access: Read

SUCCESS Query: Handle Tags, HandleTags: 00
SUCCESS Desired Access: Query Value

NAME NOT FOUND Length: 144

SUCCESS

SUCCESS Query: Handle Tags, HandleTags: 00
SUCCESS Desired Access: Query Value

NAME NOT FOUND Length: 144

SUCCESS

success Query: Handle Tags, HandieTags: 00
SUCt Desired Access: Query Value

NAME NOT FOUND Length: 144

SUC

NAME NOT FOUND Length: 144

SUCCESS

SUCCESS Query: HandleTags, HandleTags: 00

NAME NOT FOUND Desired Access Queiy Value
BUFFER TOO SM... Query: Name, Length:
SUCCESS Query: Name

NAME NOT FOUND Desired Access: Read

SUCCESS Query: Handle Tags, HandleTags: 0x0
SUCCESS Desired Access: Query Value

SUCCESS Type: REG_DWORD, Length: 4, Data: 0
SUCCESS

SUCCESS Query: Handle Tags, HandleTags: (x0

NAME NOT FOUND Desired Access: Read
BUFFER Too SM. 0ue¢y Name Length: 0

succi me
NAME NoT FOUND Deslred Access Read

SUCCESS Query: HandleTags, HandleTags: 0x0
SUCCESS Desired Access: Read

SUCCESS Type: REG_DWORD, Length: 4, Data: 1
SUCCESS

SUCCESS Query: HandleTaas, HandleTaas: 0x0
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1-Demo
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2 — Thanks

Twitter @k1lndOne
Contact me : felix.guyard@forensicxlab.com

https://github.com/forensicxlab/VISION-ProcMon

https://github.com/k1ndOne/
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