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About Me
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Stamus Networks

• Co Founder
• CTO

Social Media

• @regiteric on Twitter 
(#jesors)

• https://www.linkedin.co
m/in/ericleblond/

Open Source and Security

• Suricata
• Developer
• Board member of OISF

• Netfilter
• “Emeritus” core team 

member



Writing Suricata Signatures
Bringing you own intelligence to threat intelligence



Writing  Suricata Signatures
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Some dare to say out loud what people are thinking 
quietly



Suricata Signature examples
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Process of signatures writing
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● Writing Suricata Signatures can be a nightmare:
○ Syntax inherited from Snort
○ With important evolution

● It is a repetitive process:
○ Write a signature
○ Check syntax
○ Check it is matching
○ Refine the signature
○ Check performance
○ Refine the signature
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Suricata Language
Server
By a lazy one, for the lazy ones



Excuse my French ? Language Server ?

● Language Server Protocol
○ Standardize communication between IDE/Text Editor and Language 

Server
○ Via JSON RPC

● Features
○ Auto complete
○ Go to definition
○ Find all references
○ Warnings

● More information:
○ https://microsoft.github.io/language-server-protocol/
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https://microsoft.github.io/language-server-protocol/


Suricata Language Server

● A language server for Suricata signature
● Will get you

○ Syntax checking
○ Performance hints

● Rule optimization
● Detection engine optimization (fast pattern)

○ Auto completion
● In your preferred editors
● Tested with:

○ Visual Studio Code
○ Neovim
○ Kate
○ Sublime Text 3
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VS Code
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Neovim
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More info

● Suricata Language Server:
○ https://github.com/StamusNetworks/suricata-language-server
○ VS Code plugin: Suricata Intellisense

● Suricata Language Server webinar: 
https://www.stamus-networks.com/suricata-language-server

● Suricata for Analysts book: 
https://www.stamus-networks.com/suricata-4-analysts

● Contact me:
○ Twitter: @regiteric
○ Mail: el@stamus-networks.com
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