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Houdini & Co Overview

● VBS Based RAT
● Started in 2013

(10 years ago)
● Some variants in JScript 

(like WSHRAT)
● Still active in 2023
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Download samples & 
extract fingerprints

Download
● VT Livehunt (YARA rules on 

« /Vre », « /is-ready », …)
● Other DBs like Tri.age

Extraction
● Run samples on a Win VM 

and monitor plaintext HTTP 
trafic

● Add bots to our database C2 
URL & User-Agent)
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Bots database

Latest C2 URLs and User-Agents
in the database
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Bots farm

Goal
● Automate communications 

with C&C servers to retrieve a 
maximum of recent orders 
(that contains payloads)
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Modular architecture

Benefits
● Adding a new family is very easy
● Each bot runs in a dedicated thread
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Samples/payloads 
database
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Latest samples and payloads (extracted 
from orders) in the database



Results

● Almost 1000 bots created and 500K orders received (lots of 
sleeps)

● Sometimes open directories on C2s
● Useful orders received are « execute » ones : Houdini & Co 

are mainly used as droppers
● Payloads dropped are mainly RATs

(Nanocore, BitRAT, NjRAT, Remcos)
    and sometimes CobaltStrike 
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