
Ransomware
What breadcrumbs get left in 
negotiations?
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Collecting
150+ ransomware negotiations

Revil, DarkSide, Avaddon, Ranzi, Avos, Hive, BlackMatter, Black 
Basta…

A privileged point of view
as negotiations are often dealt with away from the IR team.

Access to
decryptors, payment adresses, and some more insights
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• Starting with an actually 
observed ransom 
payment.

Follow the trail
Show me the money
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• Finding consolidation 
nodes.

• Assessing past activity 
...

Follow the trail
Show me the money
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• … and following 
ongoing activity.

Follow the trail
Show me the money
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• A first script.
• Same for 17

negotiations. 
• Exagrid, HSE, etc. 

• Seems based on a script 
used with Fat Face ans
two previous victims.

A peak into internal organisation
Tell me who you work with
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• A second one.
• Seen with 8 negotiations.

A peak into internal organisation
Tell me who you work with
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• Already in 2020.
• Seen with 3 negotiations.

A peak into internal organisation
Tell me who you work with
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• Same password for the 
proof packs.

• 4 REvil cases, incl. Acer 
and Asteelflash.

• 4 Conti cases, nope 
public.

Bad habits
Tell me who you are



Merci !

Valéry Marchive (lemagit.fr)

@ValeryMarchive
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