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Who are we? 

We are threat researchers at Trend Micro.
We are responsible for tracking and detecting APT attacks within APAC region.

Nick Dai Sunny W Lu Vickie Su
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Outline

• Campaign Investigation

• Threat Hunting

• Conclusion



Campaign Investigation



5 | ©2023 Trend Micro Inc.

All starts from an email...
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/ abused victim's email addresses
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Code Internal Strings

0x9 Stop TOnePipeShell

0xA Stop TOnePipeShell

0x4 Upload file begin

0x5 Upload file write

0x7 Upload file cancel

0x6 Upload file Endup

0x3 Create TOnePipeShell

Table. Command codes in TONESHELL variant A
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Name Offset Size Description

magic 0x0 0x3 17 03 03

size 0x3 0x2 Payload size

type 0x5 0x1 Connection type, 0x0 or 0x1

unique_id 0x6 0x4 Victim ID

payload 0x10 size Payload

Name Offset Size Description

magic 0x0 0x3 17 03 03

size 0x3 0x2 Payload size

payload 0x5 size Payload

Table. The bespoke stager from Cisco Talos report, 
detected as PUBLOAD in Trend Micro

Table. TONESHELL variant A
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Motivation
Cyber espionage

Tools
• PlugX
• PoisonIvy
• Cobalt Strike
• NBTscan
• RCsession

Industries
• Diplomatic missions
• Military personnel
• Political party

Countries
• United 

States
• Mongolia
• Myanmar
• Japan

• India
• Taiwan
• Australia
• South Africa

Earth Preta
Mustang Panda
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Arrival Vectors
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Arrival Vectors
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DLL Side Loading

RAR

EXE DLL DOCX
Side-load Rename and drop

C&C

• PUBLOAD
• TONESHELL

Arrival Vectors
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Shortcut Links

RAR

LNK EXE DLL
Execute Side-load

C&C

• TONESHELL

Arrival Vectors
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Fake File Extensions

RAR

DOCXEXE DLL Install and
rename

Side-load

C&C

DOCX DOCX DOCX

EXE DLL

• TONEINS
• TONESHELL

Arrival Vectors
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DLL Embedded in DOCX

RAR

DOCXEXE DLL Decrypt, install
and rename

Side-load

C&C

DOCX DOCX DOCX

EXE DLL

• TONEINS
• TONESHELL

Arrival Vectors
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DLL Embedded in DOCX

Arrival Vectors
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Standalone Executable

RAR EXE
Contain Connect C&C

• QMAGENT
(MQsTTang)

• MIROGO
• TONESHELL

Arrival Vectors
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Arrival Vectors
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Table A. TONESHELL variant A (TCP)

Table B. TONESHELL variant B (TCP)

Table C. PUBLOAD variant A (TCP)Name Offset Size Description

magic 0x0 0x3 17 03 03

size 0x3 0x2 Payload size

type 0x5 0x1 Connection type, 0x0 or 0x1

unique_id 0x6 0x4 Victim ID

payload 0x10 [size] Payload

Name Offset Size Description

magic 0x0 0x3 17 03 03

size 0x3 0x2 Payload size

key 0x5 0x20 32-byte XOR key

payload 0x25 [size] Payload

Name Offset Size Description

magic 0x0 0x3 17 03 03

size 0x3 0x2 Payload size

payload 0x5 [size] Payload

Name Offset Size Description

HTTP headers 0x0 sz
Legit-looking HTTP 
headers

magic sz 0x3 17 03 03

size sz + 0x3 0x2 Payload size

payload sz + 0x5 [size] Payload

Arrival Vectors

Table D. PUBLOAD variant B (HTTP)
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QMAGENT (MQsTTang)

➢ MQsTTang: Mustang Panda’s latest backdoor treads new ground with Qt and MQTT by ESET

Arrival Vectors

https://www.welivesecurity.com/2023/03/02/mqsttang-mustang-panda-latest-backdoor-treads-new-ground-qt-mqtt/
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MIROGO

• Delivered via spear phishing email

• Backdoor written in Golang

• Bypass AV product "SMADAV"

• Capabilities

• Command execution

• Set up fileless PowerShell backdoors in 

scheduled tasks

Arrival Vectors
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Features QMAGENT (MQsTTang) MIROGO

Delivered via Spear-phishing emails Spear-phishing emails

First seen Jan. 2023 Feb. 2023

C&C protocol MQTT HTTP

C&C traffic encoding key b'nasa' b'NASA'

C&C traffic encryption Base64 + XOR + Base64 XOR + Base64

C&C response body
{
 "msg": "<payload>"
}

{
 "msg": "<payload>"
}

Table. Similarities and differences between QMAGENT and MIROGO

Arrival Vectors
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Detection / Name Description

HackTool.Win32.ABPASS
• Bypass UAC by hijacking the protocol "ms-settings"
• Reuse codes from UACME's "ucmShellRegModMethod3"

HackTool.Win32.CCPASS
• Bypass UAC by hijacking the protocol "ms-windows-store"
• Reuse codes from UACME's "ucmMsStoreProtocolMethod"

SilentCleanup
• Bypass UAC by abusing a native Windows service SilentCleanup
• It hijacks the environment variable %windir% and trigger the service to execute the 

specified command.

Table. List of privilege escalation hacktools

Privilege 
Escalation
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• Worm.Win32.HIUPAN

• Backdoor.Win32.ACNSHELL

➢ Always Another Secret: Lifting the Haze on China-nexus Espionage in Southeast Asia from Mandiant
➢ Family Tree: DLL-Sideloading Cases May Be Related from Sophos

Lateral 
Movement

https://www.mandiant.com/resources/blog/china-nexus-espionage-southeast-asia
https://news.sophos.com/en-us/2022/11/03/family-tree-dll-sideloading-cases-may-be-related/
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Command and Control

• PowerShell

• CertUtil

• Backdoor.Win32.CLEXEC

− Clear event logs and execute commands

• Backdoor.Win32.COOLCLIENT

− Manipulate files, send portmap and record keystrokes

• Backdoor.Win32.TROCLIENT

− Manipulate files and record keystrokes

Command and 
Control
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Figure. PowerShell commands for downloading next-stage payloads

Figure. Using certutil.exe to download a WinRAR binary

Command and 
Control



31 | ©2023 Trend Micro Inc.

Command and 
Control
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Argument / Behaviors COOLCLIENT TROCLIENT

install

Create a service named “InstallSvc” V V

Execute itself with “passuac” V V

Set Run Key with “work/online” V V

passuac

AppInfo RPC V

CMSTPLUA COM V V

Token Manipulation V

work / online

Send portmap V

Connect to C&C V V

File operations V V

Keylogging V V

COOLCLIENT vs. TROCLIENT

Command and 
Control
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Figure. Shellcode in Worm.Win32.HIUPAN Figure. Shellcode in Backdoor.Win32.TROCLIENT

Command and 
Control
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Figure. Similar obfuscations are used in HIUPAN (left) and TROCLIENT (right)

Command and 
Control
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WinRAR + cURL

• Use cURL (log.log) to upload exfiltrated files to the actor-controlled 

FTP servers

Exfiltration
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NUPAKAGE & ZPAKAGE

• Have some features in common

− Need a unique passcode to be executed

− Exfiltrated data is wrapped in a custom file format

• Drop 2 files

− xxx.zip: a logging file with a fake ZIP header

− xxx.z: the exfiltrated data

Exfiltration
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Logging File

• An example of the logging file from HackTool.Win32.NUPAKAGE

[+] Program ready!
[+] FILE ORIGINAL PATH: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\1494870C-9912-C184-4CC9-B401-A53F4D8DE290.pdf
[+] FILE PATH SIZE: 198
[+] FILE ORIGINAL SIZE: 186837
[+] FILE COMPRESSED SIZE: 183734
[+] FILE ORIGINAL PATH: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\Click on 'Change' to select default PDF handler.pdf
[+] FILE PATH SIZE: 210
[+] FILE ORIGINAL SIZE: 186837
[+] FILE COMPRESSED SIZE: 183734
...
<omitted>
...
[*] File or folder access denied!
[*] File or folder access denied!
[+] All completed!

Exfiltration



Threat Hunting
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Threat Hunting

• Google Drive links

• Artifacts hidden in malware

• Malware traffic
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https://drive.google.com/uc?id=gdrive_file_id&export=download

https://drive.google.com/file/d/gdrive_file_id/view

Google Drive Links

Figure. An example of the Google Drive link in the wild

Figure. File owner in the details pane
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Figure. A TONEINS sample without any relation

Artifacts Hidden in Malware
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Figure. Names of the files dropped from TONEINS

Artifacts Hidden in Malware
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Figure. Search the filename "List of terrorist personnel at the border".
The last file is a password-protected RAR archive.

Artifacts Hidden in Malware
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Figure. Surprisingly, this password-protected archive has an 
execution parent called "Letter Head.docx"

Artifacts Hidden in Malware
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Figure. "Letter Head.docx" is a document embedded with a 
Google Drive Link and a password.

Artifacts Hidden in Malware
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Why does an RAR archive have an execution parent?

Artifacts Hidden in Malware
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Answer. The sandbox in VT triggers the link and IE downloads it silently in the background.
The file is temporarily downloaded to the cache folder:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\R0IAZP7Z\List%20of%20ter
rorist%20personnel%20at%20the%20border[1].rar

Artifacts Hidden in Malware
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Search Password-Protected Archives

tag:rar tag:encrypted name:INetCache size:500kb+

Artifacts Hidden in Malware
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DLL Embedded in DOCX (TONEINS/TONESHELL)

RAR

DOCXEXE DLL Decrypt, install
and rename

Side-load

C&C

DOCX DOCX DOCX

EXE DLL

• Password-protected archives
• Documents containing links
• DLL Embedded in DOCX

Artifacts Hidden in Malware
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Search Documents Containing Links

tag:docx have:dropped_files behavior_files:rar behavior_network:googleusercontent.com

Figure. The given password is wrong. Why???

Artifacts Hidden in Malware
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Search DLL Embedded in DOCX

crowdsourced_yara_rule:SUSP_XORed_MSDOS_Stub_Message tag:docx

Artifacts Hidden in Malware
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➢ MQsTTang: Mustang Panda’s latest backdoor treads new ground with Qt and MQTT by ESET
➢ What is MQTT? Definition and Details

Figure. C&C communication in QMAGENT (MQsTTang)

Figure. MQTT architecture

Malware Traffic

https://www.welivesecurity.com/2023/03/02/mqsttang-mustang-panda-latest-backdoor-treads-new-ground-qt-mqtt/
https://www.paessler.com/it-explained/mqtt
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Why not subscribe the topics and monitor the behaviors from actors?

Malware Traffic
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Malware Traffic
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Malware Traffic
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Instead of monitoring actors, we are monitoring … analysts and sandboxes?

Malware Traffic
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Malware Traffic
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1st batch: 4~6 hours delay

Report published

2nd batch: 14~21 hours delay

Malware Traffic
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Malware Traffic
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https://github.com/kevoreilly/CAPEv2/blob/master/conf/cuckoo.conf#L164

Malware Traffic

https://github.com/kevoreilly/CAPEv2/blob/master/conf/cuckoo.conf


Conclusion
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Conclusion

• Earth Preta is constantly updating its TTPs and arsenals.

• To fly under the radar, they apply various countermeasures:

− Hide the payload in a legitimate-looking file

− Tools which require a unique passcode to run

− Protect the archives with a password

• Use as many artifacts that look unique as possible for threat hunting.
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Research Blog

• You can check our published research at

− Pack it Secretly: Earth Preta’s 

Updated Stealthy Strategies

− Earth Preta Spear-Phishing 

Governments Worldwide

https://www.trendmicro.com/en_us/research/23/c/earth-preta-updated-stealthy-strategies.html
https://www.trendmicro.com/en_us/research/23/c/earth-preta-updated-stealthy-strategies.html
https://www.trendmicro.com/en_us/research/22/k/earth-preta-spear-phishing-governments-worldwide.html
https://www.trendmicro.com/en_us/research/22/k/earth-preta-spear-phishing-governments-worldwide.html
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Thanks for your listening!

nick_dai@trendmicro.com

sunny_w_lu@trendmicro.com

vickie_su@trendmicro.com
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