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Threat Landscape - Remote Access Trojans



Threat Groups Leveraging Top RATs

Threat Group Malware Target Industries

TA558 NjRat, RemcosRAT, AsyncRAT Hospitality & Travel Sector

APT33 RemcosRAT Energy, Aviation and various other sectors

APT-C-36 NjRAT, AsyncRAT, LimeRAT Colombian government institutions & financial, 

petroleum industries

TA2541 AsyncRAT Aviation & Transportation

Patchwork QuasarRAT Diplomatic and Government agencies

Mustang Panda NjRAT Foreign governments & NGOs

Gamaredon APT BitRAT Ukrainian Government Agencies

Confucius APT WarzoneRAT Military & government agencies in Pakistan & 

China

Kimsuky QuasarRAT South Korean Government Agencies

APT18, IronTiger Gh0stRAT Technology, Manufacturing & Government



About Threat Actor - TA558

• A financially motivated threat 

actor active since 2018.

• Targeted Industry Verticals:

• Travel

• Hotel

• Hospitality

• Targeted Region: Latin 

America

• Languages used in Lures:

• Portuguese

• Spanish



Venom RAT Campaign By TA558 

• Observed Multiple TA558 campaigns delivering the RAT with Ransomware module 

"VenomRAT"

• Campaigns began around October 2022 and still active in 2023

• Created two clusters based on the varying TTPs (Tactics, Techniques and Procedures) seen 

in the infection chain delivering VenomRAT over time
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VenomRAT

• Been In-the-Wild since 2020

• Sold as Malware-as-a-Service 

(MaaS) by Venom Control Software

• Carries out transactions through the 

Sellix.io platform

• Updates are provided on the 

Telegram Channel

• Various Features & Modules:

• HVNC, Stealer, Miner, Ransomware, AV Evasion,

• Hidden browsers, Keylogger etc.



VenomRAT

• Variant of QuasarRAT - Modified 

Code

• Configuration decryption routine is 

similar to the QuasarRAT

• In TA558 campaigns we saw two 

versions of VenomRAT been 

leveraged by TA's:

• VenomRAT v2.7.0.0

• VenomRAT v2.8.0.1

• Both versions have Ransomware 

Module



Infection Chain - Cluster 1

Google Drive
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Malicious CHM

• CHM file bundled inside a RAR archive downloaded from Google Drive.​



• CHM File downloads and executes a HTA File using a trusted Windows utility 

“MSHTA.exe”

Malicious CHM



Infection Chain - Cluster 1

Google Drive

RAR/ZIP         
Archive

Malicious CHM HTA file

• HTA downloads and executes obfuscated VBScript from the Remote URL using a 

PowerShell script.



• Remote HTA spawn a new PowerShell process which downloads & executes an 

obfuscated VBScript

• VBScript executed using Start-Process

Remote HTA



Infection Chain - Cluster 1
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• VBScript decodes Loader PowerShell script



• Obfuscated VBScript concatenate and replace functions to decode and execute a PS 

script

Obfuscated
VBScript



Infection Chain - Cluster 1

Google Drive

RAR/ZIP         
Archive

Malicious CHM Remote HTA Obfuscated
VBScript

Downloads

Executes

Decodes

Loader PS1 Script

• Loader PS Script loads the Downloader & Injector DLL



• Decoded PS Script decodes the huge base64 encoded blob which is a PE File 

“ClassLibrary3.dll”

• The DLL is loaded by executing the "Run" method - argument to the Run method is a 

reversed URL

Loader PS1 Script
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• Downloads and Injects the Final Payload into Remote process



• DLL downloads and injects VenomRAT with Ransomware Module from Firebase into 

remote process "RegAsm.exe" using Process Hollowing

Downloader & Injector
DLL
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• The malicious CHM File directly downloads and executes the Obfuscated VBScript 

using Wget

• Rest of the infection chain is same.

VARIATION



Infection Chain - Cluster 2
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• The Infection Chain is similar to Cluster-1 until the Remote HTA downloads and 

executes the Downloader VBScript.



• Downloader VBScript “ne.vbs” initially sleeps for 3 seconds.

• Executes a PowerShell one liner which downloads & executes a PowerShell script 

“ewh.txt” from Firebase.

Downloader
VBScript



Infection Chain - Cluster 2
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• RunPE Loader PS Script loads the RunPE Module for executing the Final payload as an 

argument



• PS script downloads the VenomRAT and RunPE Module from Firebase

• Using the "Execute" method of the RunPE Module, injects the VenomRAT into a remote 

process

RunPE Loader 
PS Script



Infection Chain - Cluster 2
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• VenomRAT with the Ransomware module is injected into the remote process 

“Aspnet_compiler.exe” and “caspol.exe” via the RunPE Module

RunPE Module

Process
Hollowing

VenomRAT 
with 

Ransomware Module



Infection Chain - Cluster 2
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• Downloads two scripts from Firebase and saves it in the ProgramData directory as 

“v.vbs” and “vn.ps1” which is the RunPE Loader PS Script

• Executes the saved Exec-Persist” VBScript “v.vbs” using Start-Process

• The RunPE Loader PS Script "vn.ps1" is never executed by the Remote HTA

Remote HTA

VARIATION



Infection Chain - Cluster 2
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Persistence - LNK File in Startup Folder

Exec-Persist
VBScript

VARIATION

Create
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• Variation - LNK Persistence



• For persistence, a LNK File is been created in the Startup folder which executes the 

Exec-Persist VBScript at startup.

• LNK File names: "Viual Frontal Hotel.lnk"

• Executes the RunPE Loader PS Script "vn.ps1"

Exec-Persist
VBScript

VARIATION
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• LNK Persistence using Curl



• Downloads the Exec-Persist VBScript “v.vbs” from Firebase using CURL and 

further executes it using Start-process

• Exec-Persist VBScript downloads & Executes the RunPE Loader PS Script which injects 

VenomRAT into remote process and it also maintains persistence on the infected 

machine by creating LNK File in the StartUp folder.

• LNK File names: "Prime Video.lnk"

Malicious CHM

VARIATION
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• Persistence – Scheduled Task



• RunPE Loader PS script schedules a Task named “hilhiled” using schtasks in order to 

maintain persistence on the infected machine

• The scheduled task would run the Exec-Persist VBScript “v.vbs” without the LNK 

Persistence every 132 minutes.

• The "v.vbs" VBScript is commissioned to execute the RunPe Loader Script

VARIATION

Persistence 
- Scheduled Task



File Name Analysis - TA558

• Based on our analysis, the following are the Threat Actor's most frequently used file 

names:

Portuguese/Spanish English

Reserva Reservation

Modelo Reserva Reservation Model

Hospede/Anexo Hospedes Guests/ Guests Room

Dados Integrantes/Dados Integral Data/Given Members

Documentos Document

Nomes Names



VenomRAT Analysis - Ransomware Module

• The Ransomware Module is been initiated from the Command & Control server.

• Crypto addresses are also sent by TA



VenomRAT Analysis - Ransomware Module

Target File Locations

Target File Extensions:



VenomRAT - Ransomware Module - Encryption



VenomRAT - Ransomware Module - Decryption



VenomRAT Analysis - Ransomware Module

• Due to the hardcoded Decryption Key and IV generation in the Decryptor we will be able to 

decrypt the files by providing any random decryption password to the Decryptor.



VenomRAT Analysis - Ransomware Module

• And decrypt any files with the following Key and IV Value irrespective of the password:

• Key: 6d 29 e5 d8 7b 96 5e 99 40 f4 1d c9 c9 11 43 4e fe 3d 1d eb fb 2e 5f 83 45 0c da f7 1a 95 b0 37

• IV: 95 ce a7 9c 9f 4e 88 52 2c c8 18 d6 96 5d 4c 80



VenomRAT - Ransomware Module – Ransom Note

Ransom note



VenomRAT - Ransomware Builder

• The Ransomware Builder is an Open-

source project on Github named 

“Ransomware-Builder-v3.0” which was 

modified by the VenomRAT

developers and leveraged in the 

Ransomware module



VenomRAT Ransomware Module – Connection \w 
Magnus Ransomware

• Open-Source Ransomware 

Builder code was been used by 

Magnus Ransomware in the 

Magnus Ransomware Builder 

v4.5 Bitcoin Edition which was 

released in July 2022 at $75

• As the code is similar to the 

VenomRAT Ransomware 

module. The VenomRAT key 

and iv value can be leveraged 

here to decrypt the files 

encrypted by the Magnus 

ransomware.



VenomRAT - Leaked Builder

• TA558 campaigns used following 

VenomRAT versions 

• VenomRAT v2.8.0.1

• VenomRAT v2.7.0.0

• These versions were cracked and 

distributed on Leak Forums in 2022



VenomRAT - Leaked Builder

• Same hardcoded encryption password in the VenomRAT cracked builders ransomware 

module and the VenomRAT ransomware modules identified in the TA558 campaigns



Anarchy Panel RAT

• Saw Threat Actors 

using Leaked Builders

• Discovered new cracked 

version of “Anarchy Panel 

RAT - v4.4”

• Distributed on the Leak 

forums towards the end of 

January 2023



Anarchy Panel RAT - Features

Github account with features of 

Anarchy Panel RAT (Only 

ReadMe file)

• Ransomware & MBR Infector

• Remote HVNC

• Anarchy Stealer

• Remote Shell

• Hidden browsers

• AV Evasion



Anarchy Panel RAT - Analysis

Similarity with DcRAT

• Identical Configuration Routine and has 

the DcRatbyqwqdnachun salt in the 

AES256 Routine

• Anarchy Ransomware module code 

was copied and modified from 

the DcRAT Ransomware module.



Anarchy Panel RAT - Leaked Builder

• Distributed on leak forums.

• The Custom Ransom Note can be specified from the Panel.

• CnC panel controls the ransomware and MBR infector module.



Anarchy Panel RAT - Ransomware Module

• There are Two Ransomware modules:

• Module 1:

• Encrypts files on the target machine

• Remotely decrypt files on the target machine from the C2 Panel

• Drops and executes the Decryptor on the target machine

• Module 2:

• Encrypts files on the target machine

• Remotely decrypt files on the target machine from the C2 Panel

• Drops and executes the MBR Infector on the target machine



Anarchy Panel RAT - Ransomware Module

Encryption Process

• First checks values of a specific registry key "Rans-status", if set to "Encrypted" the system 

was already encrypted, and if registry value not found it performs following actions -

• Parses the ransom note from the packet and generates the encryption password.

• Algorithm can generate more than 7.96 quadrillion different password combinations.

• Sends the encryption password to the C2 along with the HWID

• Sets the registry key to "Encryption in progress"



Anarchy Panel RAT - Ransomware Module

• The module executes three functions which targeting different locations for encryption:

• System_Driver: Targets the System (C:\) Drive

• Fix_Drivers and Drivers: Targets all the fixed logical disk drives on the system except system drive

• Targets following extensions:

• Encrypts the target files using AES Encryption with the SHA256 hash of the encryption 

password and sets Rans-Status registry key to "Encrypted"

• Extension for Anarchy Ransomware: .  ف̜̘͖͓̬̀ͅ    ̘ ل̘͜ا
   
̬̳  ى̢ض̯̗̹͡   ى̨̠̠͓̮͇ͅ      ض̝̙̗̖͚    و̶ ف̸̺̘̘ ل̛̲ا̜̘͖͓̬̀ͅ   و̜̘͖͓̬̀ͅ   -aj219sj1Uain



Anarchy Panel RAT - Ransomware Module

• Writes Ransom note on Desktop - README.txt and sets the registry key Rans-MSG with the 

ransom note

• Removes the System restore points

• Downloads and sets the Anarchy Ransomware wallpaper from imgur[.]com



Anarchy Panel RAT - Ransomware Module

• Drops and executes the Decryptor embedded as a resource inside the Ransomware 

module.



Anarchy Panel RAT - Ransomware Module

• The Decryptor reads the encrypted files in the target disk drives while checking the 

extension of the files.

• Performs AES Decryption routine with the key as the SHA256 hash of the decryption 

password.

• Sets Rans-status registry key as “Decryption in progress” while decryption and sets it 

to “Decrypted” once the decryption is completed.



Anarchy Panel RAT v4.4 - MBR Infector

• In the Second Scenario, The MBR Infector is dropped and executed in place of 

the Decryptor.

• The MBR Overwrite is carried out by opening the write handle to the physical device with 

CreateFileA(), and then overwriting the first sector (512 bytes) of the MBR with the 

Ransom note with WriteFile().

• Towards the end it causes BSOD (Blue Screen of Death) by calling NtRaiseHardError



Anarchy Panel RAT v4.4 - MBR Infector

• Spot down the source project 

"CRYLINE-v5.0" based on the 

PDB path present in the MBR 

Infector, from which the code 

was copied and modified.



Conclusion

• Top RATs

• Code Reuse

• Are RATs with Ransomware module the future?

• Will we see more RATs incorporating Ransomware modules over the time for financial gain?
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