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BOTS : Softwares automating actions on the Internet
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Bad Bot v Good Bot v Human Traffic 2021

Bad Bots Share of all Website Traffic in 2021
Percentage change in bad bot traffic from previous year

Good Bot Traffic Share of all Website Traffic in 2021
Pe tage change in good bot traffic from previous ye

Human Share of all Website Traffic in 2021
Percentage change in human traffic from previous year

™ Good Bot @ BadBot
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Bad bots - Credential stuffing ( eg OpenBullet

m OpenBullet 1.2.2 = E %
Runner Wordlists Configs Hits DB Tools Plugins Seffings About GG
Al ¢ M S <5 CHECK
TestOn:  https://google.com v  wfm SuccessKey: titlesGoogle i
Type Host Port Usemame Password Couniry Working Ping Chain Last Checked 4—]impo1
Socksda .| 8008 YES False 3/2/2021 3:44:44 PM
Socksda 137 9160 YES False  3/2/202 Spas
Socksda 042 8080 YES False  3/2/20214:15:51PM K pelete
Socks5 9,199 8080 YES False 3/2/2021 3:46:57 PM
Socks4 23 YES False  3/2/2021 4:06:06 PM K Delete A
Socks4a 5 2222 YES False  3/2/2021 4:23:38 PM W
Socksda 186 9200 YES False  3/2/2021 4:1508 PM -
SocksS 8215 2080 YES False  3/2/2021 3:46:54 PM x Del Not Workinc
Http 77 5432 YES False  3/2/2021 26 PM
Socks4 137 9000 YES False  3/2/2021 4:00:55 PM x Del. Duplic
Socks4 254 8080 YES False  3/2/20213:37:43 PM
Z : x Del. Untested
Socks4a 39 9095 YES False 3/2/2021 4:22:14 PM
Socksda 41 9051 YES False  3/2/2021 4:14:09 PM STATISTICS
Socksda 8.130 9080 YES False  3/2/2021 4:14:48 PM Totak 35
Socks5 8242 9080 YES False  3/2/2021 9:52:43 PM Tested: 35
SocksS 241 9080 YES False 3 9:55:31 PM Worling 35
Socks5 8.130 9070 YES False  3/2/2021 9:56:05 PM
Socks5 8.130 9084 YES False  3/2/2021 9:56:09 PM HTTP: 1
SacksS @.130 9090 YES False  3/2/2021 9:56:12 PM SOCKS4: 3
SocksS 8130 9103 YES False  3/2/2021 9:56:14 PM SOCKS4a: 8
Socks5 109 9051 YES False  3/2/2021 9:57:54 PM SOCKSS: 23
Socks5 4193 9200 YES False  3/2/2021 9:58:15 PM Chain: 0
Socks5 311 9999 YES False  3/2/20219:58:36 PM OPTIONS
Socks5 0.123 8001 YES False  3/2/2021 9:59:38 PM Only Untested

imperva_ Proprietary and confidential. Do not distribute.
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Bad bots - Account creation bots (eg AYCD)

N Servers Proxies Cookies Accounts Vorionts Profiles Settings
(| 4 Selected Items: 0
Categories © Userncme Stotus
Category Mail Provider SMS Provider
=
0 - Grod - -
( V) Store Mail Credentiols SMS Credentiols
Amazon -
Proxy Cotegories Sreaithycotchal@gmal com - -
¥ Steonhy Pl com
o —— Phone Number Countries
Smort Residentiol (US) 5 v
- B
¥ Retry falled tasks with o rondom prowy Amount of Accounts Limat

Countries Priority Order

imperva_ Proprietary and confidential. Do not distribute.
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Ecosystem | Structure | Ev
Bad bots - Scalping bots (eg NSB)
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Bad bots - OneClick bot

Name

aycdtesti@gmail.com

aycdtest2@gmail.com

aycdtest3@gmail.com

aycdtest4@gmail.com

aycdtestS@gmail.com

aycdtesté6@gmail.com

imperva_ Proprietary and confidential. Do not distribute.

Proxy

99.99.88.12:12...

99.99.88.12:11M

99.99.88.12:4...

99.99.88.12:4...

99.99.88.12:14...

99.99.88.12:4..

Action Log

Taking a break

Taking a break

Reading Mail

Reading Mail

Scheduled

Scheduled

Status
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Bad bots - OneClick bot

https://recaptcha-demo.appspot.com/recaptcha-v3-request-scores.php

reCAPTCHA demo

Request scores
Home

The reCAPTCHA v3 API provides a confidence score for each request.

NOTE:This is a sample implementation, the score returned here is not a reflection on your Google account or type of traffic. In production, refer t¢
admin interface and adjust your own threshold accordingly. Do not raise issues regarding the score you see here.

1. reCAPTCHA script loading
2. Press the button containing a traffic light to continue. | & || 0 || @

B 1ry again

imperva
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Developer Communities

r/webscraping
Himanshi invited you to join

Scraping Enthusiasts

854 Online @ 3,941 Members

2 Any option to bypass InCapsula?

0
I'm new in scraping, and I'm already blocked by the Incapsula protection

Accept Invite

2 v

Himanshi invited you to join

Scrapy

145 Online ® 949 Members

Himanshi invited you to join

Scraping in Prod

138 Online @ 811 Members

% Web Scraping

imperva
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Developer Communities

-

Proprietary and confidential. Do not distribute.

Botty McBotface BO8 Yesterday at

Xources Yesterday at 7:40 AM

antibot

7:40 AM
Test results for |

™ All good, none of those detected:

Shape Security, DataDome, Distil, Imperva,
Incapsula, PerimeterX, Akamai, FingerprintJs,
Fingerprint]S Pro, Kasada, WhiteOps, ShieldSquare,
ThreatMetrix, F5, Cloudflare, Arkose Labs, Human
Security, Sift, Ocule, Reblaze, Forter Protection,

Meetrics Check, reCAPTCHA, generic fingerprinting &

bot detection

Title

Offizielle PlayStation®-Website: Konsolen, Spiele, Zubehér und mehr
Status Requests Browser IP

200 100 DE (server)
Requested by

@Xources

Keep in mind this is a preview version of the bot.

| Evasions
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User communities - Market places

rentals ** TIDAL
BOT-BROKER
19 copsupply
¢ TheCopShop EOUREE

)

¢4 Whop
impervd

C ol ,
MART TicketBots'uyEAﬁS

. net & counting...

Vs

= O

Tiger zone Botstash
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User communities - Underground forums

REDDIT MASS DM BOT

07-03-2022, 12:54 PM

7
Lifetime Licenses: $100
Multi Threading
° Anti-Fingerprint Detection *
OmegaBots IP Conflict Detection for Account Creation
You are only limited to the amount of DM's according to your account age / restrictions
Generates a Unique OS and Browser Fingerprint
Ever changing Hardware Canvas
Posts: 579 Ever changing Font Database
Threads: 48 Ever Changing Browser Addons / Modules
B Rating: (1} Ever changing Soundcard / USB devices
Popularity: Fingerprints Tested prior to use against different databases to ensure it is unique and without error
Bytes: © B 11,368.83
Game XP: 79

BTC | ETH | XRP | LTC -
If you require more information, please send us a DM

IMperva Proprietary and confidential. Do hot distribute.
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User Communities - Cracking groups

-
0
Pro Cracking » =
cribers - d 11,249 subscribers -ADS I CUWIBU [iST EN
L 9,335 subscribers  MESSAGE
Description Description '
Free VPS Description Description
lisRecdeotal Post Everything For Cracking Yahoo
[*]conFie o, Free Premium Accounts -~ Privat: more 1- Configs Aol
[+]lcomBo @ [+]PROXYE® 4 Instagram more ) o (i o A
t.me/Cracking_Pro 9o 3-Tools \lerizon
Notifications el 4-Rdp : Office
163 dave All This Tools Post Daliy..! Outlook
s Notifications Owner : @DontDown / @reaxn )
; «© t.me/EmailLog a8
t.me/CrackerConfigs oo Invite Link o
Media Files Links GIFs vite e o
Media Files Links GIFs Netneaions
. Notifications e o «©
. or
: Join Channel |
. Join Channel y
H

CréckingHit Pro Cracking Config’s Combo EmailLog

imperva_ Proprietary and confidential. Do not distribute.
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Automation framework

(@ @)
o

o g
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e DotNetBrowser

- EJessentialobjects
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Automation framework

Webdriver

- High level control

- Simpler management of
multiple windows / tabs

- Cross browser
- Miss low level capability

- Slower

(Chrome Devtool Protocol) CDP

Low level control

Chromium based browsers

Faster

Puppeteer

20
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Webdriver vs CDP protocol

.@. >@ >

Isession/:sessionld/url  webdriver Internal protocol

b

Q

Webdriver protocol

(o) | > o
DP Page.navigate X

CDP protocol

imperva
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Proxies

ProxyBack malware turns User
Systems Into Proxies Without Consent

GSA proxy scraper

s | Config | Proxy |

bright

chef
proxies

UProxy scraper tool ProxyBack malware

imperva 22
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Configuration E—

Y rm—— 3} Other Oplions D% OCH Teskng

........

+-0044@ - -

- Scraping Template
- Credential Stuffing Config —1.
- Scalping Task and Account e

« #Config { SayWeee }
== == INFORMATION == ==
. « For SilverBullet Program

{P « Url: SayWeee.com
" «Format:{.svb}

* Api:Yes

« Target : Shopping
{3 «Proxy: v/ | HQ
J - Combo Type:EP
& - Bot:1-100

+ AutoSave: X
& - Capture: o/
!/ - Requirement: -

imperva
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3rd parties
Anti-Captcha

Human based Al based Hybrid
Example 2Captcha Example CapMonster Example
DeathByCaptcha

© 2Captcha G CapMonster CAPTCHA
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3rd parties
Anti-Captcha Stacking (Ex AYCD Autosolve)

Anti-captcha stacking

Priority Service Status Service Name Balance
1 CapMonster Primary 2Captcha 2Cap Test $0
2 2Captcha ARive AntiCaptcha AntiCap - Eman $49
3 AntiCaptcha Active CapMonster CapMonster - E... $9.84

imperva_ Proprietary and confidential. Do not distribute.

Selected

4

4

4
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3rd parties

Virtual Phone service

Send verify SMS to Number

& s \AMah it
Our Website

26
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Example use case - NSB bot

TASKS

-+ CREATE TASKS

# Site Size Product Billing Proxy List

Edit Task

Status

B 100Thieves

A7 Safe Mode

All (autocreate & start from all monitors - uses smart account pool - RISKY)
All (notify only)
100Thieves
1290sgm
famen
510Skateboarding
A-Ma-Maniere
AboveTheCloudsStore
ACDGallery
ActiveAthlete88

T 2

Preset Payment Gateway
@ Use shared monitor

® Advanced O Schedule Task ® Require Login

Proprietary and confidential. Do not distribute.
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Example use case - NSB bot

QL
K

&) ELECTRON
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Example use case - NSB bot

SUONE js SUSP js

imperva
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Example use case - NSB bot

573
574
575
576
577
578

580

581
582
583
584
585
586

588
589

590
591
592
593
594
595
596
597

impervq Proprietary and confidential. Do not distribute.

b

let _exle52ab = {

b

_0x12e2f2[a@_ox5d63("ex1f', 'KIM$')](request, _oxle52ab, () => {

s
}), process['on’](a@_0x5d63('0x51", 'p3GN'), _ex5deaf5 => {
const _©@x1a9e02 = {

'HRzOM': function(_@x847c37, _Ox57f191, _0x5a4690) { [) scripts Aa ab, ¥ Noresuts T L =
return _@x847¢37(_0x57f191, _0x5a4690); _ - -

}

‘uri': _ox12e2f2[a@_ex5d63('ex6c’, 'eoRU')](_Ox12e2f2[a@ Ox5d63( 'Ox111°, 'p3GN')](_ox12e2f2[a0 @x5d63( 0x93", ‘4mSX')]
(_ox12e2f2[a@_0x5d63('0x6d’, '4h&e')](_0x12e2f2[a@_0x5d63( ‘Oxdc’, 'E5XB')](_0x12e2f2[a@_ox5d63('oxf’, "q]G9')](_exi2e2f2
[a@_ex5d63('ex124', 'Info')](_ ex12e2f2[a0_ox5d63('exaf', 'Fixf')], _ox12e2f2[ae_ox5d63('exbs’, '$6LY')]), _0Ox12e2f2
[a@_ox5d63('ex130", 'IvsG')]), '.'), _Ox12e2f2[a@_ox5d63(’ex157", 'R2i&')]), '.'), 'co') + '/', a@_ex5d63('ex15b', 'wpvF')
)s
‘json': {
‘key': fs[a@_@x5d63('exlc’, '@TeP')](path[a@_ox5d63('ex87', 'e%2e')](app[ae 0x5d63('exf9", "dnGH')](_ox12e2f2
[a@_ox5d63('ex10", ‘Vcoq')]) + _ox12e2f2[ae_ox5d63('ex5', 'dnGH')]))[a@_ox5d63('ex75', 'krsk')](),
‘hardware_id': _ex12e2f2[a@_ex5d63('exs8c’, 'OMfE")](machineIdSync)
b
‘headers’: {
‘User-Agent': a@_ox5d63('ex76', ‘'Vcoq')
}

>
‘method’: _@x12e2f2[a@_ex5d63('ex15e", ‘*e3Y')]

fs[a@_ox5d63('ox58", '0500')](path[a@_ox5d63(‘oxc2", 'o[fs')](_ex12e2f2[a0_ox5d63( '0x139', 'ONVE')](require, _ox12e2f2

[a@_ex5d63('ex13", 'OMfE')])[a@_ox5d63( ‘exd4a’, *I1lln')][ae_ox5d63(‘ex9a’, 'O[fs')]( ex12e2f2[a0_ox5d63( ‘0xe0’, ‘wpvF')]),

_ox12e2f2[a0_0x5d63('oxdb’, 'jx(8')])), keyInfo = {
“approved': I[]

}, app[ae_ex5de3('ex7f', *32v@')]();

*lvdzs': function(_ex453666, _exle73bb) {
return _0x453666 === _0x1e73bb;
b

ravrh'e An AuEdCa/'aveAl  Tand/E '\
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Example use case - NSB bot

2 approaches : | Dynamic

*IMCA®)], "CSShY" :b[xIIdUC5118b("@x9c5", "R19d" )], "NjChV" :b[XIIdUC5118b( "@x22¢", "dXV3")], "OofoE" :b[XIIdUC5118b( " @x7f5",
*I50Q") ], "MOriMq” :xIIdUC5118b( " @xa99", ‘*AWT "), "yraMj’ :b[xIIdUC5118b( '@x67c",")SzE")], "kYBGn" :b[xIIdUC5118b( " @x8eb’,
*AS8(")], "WGYDS” :b[xIIdUC5118b("@x1d8", "RI6P")], "dYpwA® :b[xIIdUC5118b( "xae’, '79z(")], "kIRfp" :b[xIIdUC5118b( " @x585",
*9r0z")], "yFEfi’ :b[xIIdUC5118b("@x976", "cEC1')], "FQbIe" :b[XIIdUC5118b("@x219", "&kGr")], "'nNLJa" :XIIdUC5118b( "@xcca”,
‘IH*[ "), "ygODM' :b[xIIdUC5118b( '@x54e", "1TGg" )], 'QukfA" :b[xIIdUC5118b( " @x52f", "RpPI" )], "HqoOh" :b[xIIdUC5118b( " @x6ef", . ;
*dxv3*)], ‘wnatg’ :b[XIIdUC5118b(‘@x3fe", ‘'n$b@')], 'dIpsP* :xIIdUC5118b("@xedf" , " RK1'), ‘mqpll’ :b[XIIdUC5118b(‘@x220", ElectronWindow.on('response’, function(u){
*RpPI*)], "ILKIF" :b[xIIdUC5118b("@x18d", ‘gonL ‘)], 'yTBPO" :b[xIIdUC5118b( '0xd37", '&kGr')], "WmDIn" :xIIdUC5118b( "@xdba’, w = u['url']

*knSv"), "FSIHg ' :b[xIIdUC5118b('@x919", "fRk1")], 'nUfvH' :b[xIIdUC5118b("@x962", '@t$(")], "Xeoly " :xIIdUC5118b( " @xbbo", ")

if (!w.includes('hcaptcha') && w.includes( 'getcaptcha') && w.request().method() ===
SzE'), "dMyyg’ :b[xIIdUC5118b( 0x7a5", $Z]*")], "OwWQQM" : xIIdUC5118b( '@x42e", "SnoH"), 'wBtyl’ :b[xIIdUC5118b( Ox27c", t [ex3, ex3];
*Flqu’)], "gXwMt " :b[xIIdUC5118b("@x415", "cEcl’)], "GarUD" :b[xIIdUC5118b( '@xb77", "TWwX')], "Wnrcy ' :b[xITdUC5118b("@xc7a’, e z 2
*ISQQ’)], 'i1dID’ :b[XIIdUC5118b( " Ox1f", "W6)U' )], ‘mabrS’ :b[xITdUC5118b("@x81", "IMCA')], ‘pkisa’ :b[xIIdUC5118b( "exedd", p = true

*RpP3")], " jGKks " :b[XITdUC5118b( " @x4Ff", "&K1")], "VRDjk " :xIIdUC5118b('@x118", " cjBe’), "MXPUu’ :b[xIIdUC5118b( " @xec7",
‘rv04’ )], "XxTIL' :b[xIIdUC5118b("0x8de", "*AWT")], "GFXwq":function(s,t,u){return b[XxIIdUC5118b('0xa00", "u%3W')](s,t,u); if (1((z['request_type'] === 'text_free_entry') &% z['requester_question'])){
}, "FKEYx" :function(s,t){return b[xIIdUC5118b(‘@xadf’, rqxv')](s,t);}, XxvBLO' :xIIdUC5118b('0x92a", r!3i"), ‘IhENt’:h e [ e

[xIIduC5118b( ‘@x2ea’, ‘vion')], "ybaVl' :b[xITdUC5118b('0xa8@", 'IH*[')], 'EqtIY" :xIIdUC5118b( '@xaf2’, "AS8("), 'P( o

[XIIdUC5118b( @x8c2", ' (LAK')], "wXyKp' :b[XIIdUC5118b( '@x46", 'DaNc')], 'MIwhm’ :b[xIIdUC5118b('0x898", 'd10G')], }

[XIIdUC5118b( " @xce7", "pw8L")], “1VINM' : function(s,t){return b[xIIdUC5118b('@x62a", W6)U')](s,t);}, 'uomgd’:b else{

[XIIdUC5118b( @xdda", ‘@t$(")], ‘nbvxD’ :function(s,t){return b[xIIdUC5118b(‘@x64a’," (LAK')](s,t);}, liwpg’:b
[XIIdUC5118b("@x5b’, *$2]~")], ‘Impot’ :xITdUCS118b( @x35b", "u%3W" ), 'rmSQF " :b[xIIdUC5118b( 'Oxe47", *1TGg" )], "ZGxuN" :b

z = u['json']

o = JSON[ stringify  ](z[ requester_question']);

[XIIdUC5118b("@x3al’, '&kGr" )], "PKNOE" :b[XxITdUC5118b('@x192" ,')SzE')], "Y1lbk" :b[XITdUC5118b( @x48b", "&xK1')], clfarln?erya{l.(n?; .
*QupBD* : xITdUC5118b( ' @xb3b’, "&K1"), "EEVRd" :xITdUC5118b(*@x5", 'ISQQ" ), 'kvRgb' :xITdUC5118b( '@xad3", 'rvo4'), 'mtofu’ :b Util 1[ Util" ][ sleep’ ](ox708)
[xIIduC5118b(‘@x51a‘, ‘Pbéw")]};var d,f,g,h,j,k,1,m,n,0,p,q;var r=this;return b[xIIdUC5118b(‘@x4fd", 'P5L7")] )

(__generator, this, function(s){var t={'Z0dYa':function(u,v,w){return c[xIIdUC5118b( @xac8", vion")](u,v,w);},

*mAXdp® : function(u,v){return c[xIIdUC5118b( @x6f8","d10G")](u,v);}, inuoD’:function(u,v){return u+v;}, WvQDm':c
[XIIdUC5118b("0xb83°, ‘W6)U")], ‘GgNeR" :c[XIIdUC5118b( '0x342", 'pw8L")], 'GAKnU" : function(u,v,w,z,A){return u(v,w,z,A);},
*JcQOt "’ :c[XITdUC5118b( " @xc82", P5L7")], ‘XghxF’ : c[XIIdUC5118b( ' 8x481", Xr3K')], "adpge" : c[xIIdUC5118b( '@x5b7", 15QQ")],
*zrLvP' :function(u,v){return u===v;}, "ROzRV" : c[xIIdUC5118b('@x1f1", '9r0z")], '0JHgk" :function(u,v,w){return c
[xIIduC5118b( " @xadb”, ‘gonL")](u,v,w);}, "TQYPi’ :c[xIIdUC5118b("0x360", ‘BWym")], ‘eEdLA" :function(u,v){return c
[xIIdUC5118b("@x78e", "MSq5")](u,v);}, "jpaDH’ :xIIdUC5118b( ‘@xb7d", 'r!3i"), "zoUjE" :function(u,v,w,z,A){return u(v,w,z,
A);3}, fLcYq' :c[XIIdUC5118b( " Oxde6’, '&kGr*)], 'EDgQt " : function(u,v){return c[xIIdUC5118b('8xc32", OCKE')1(u,v);}};

Proprietary and confidential. Do not distribute.

'POST' )
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Example use case - NSB bot
2 approaches : | Dynamic

Bot logic

ElectronWindow.on( 'response’, function(u){
w = u['url']
if (!w.includes('hcaptcha') && w.includes('getcaptcha') && w.request().method() ==

return [@x3, ex3];

'POST' )

p = true
z = u["json']
if (!((z['request_type'] === 'text_free_entry') && z['requester_question'])){
return [Ox3, ©x3]
}
else{
o = JSON[ stringify ](z[ requester_question’]);
clearInterval(n);
Util_1[ Util ][ sleep’ ](©x708)
}

imperva_ Proprietary and confidential. Do not distribute.

| Evasions

Browser Helper

SUBrowserHelper.sizeFieldScripts = {
GB: [
"document.querySelector( '#size')",
"document.querySelector('[name=\"size\"]"')",
"document.querySelector('select')"

1,
us: [
"document.querySelector('#s')",
"document.querySelector('[name=\"s\"]")",
"document.querySelector('select')"
1
Y
SUBrowserHelper.addToCartButtonScripts = {
GB: [
"document.querySelector('[value=\"add to basket\"]')",
"document.querySelector( ' [type=\"submit\"]')"
1,
us: [
"document.querySelector('[value=\"add to cart\"]')",
"document.querySelector( ' [type=\"submit\"]')"
1
Y

32
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Example use case - NSB bot
2 approaches : Static |

Black box
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Example use case - NSB bot
2 approaches : Static |

( ) Search or jump to...
H imperva / bot-monitor Public w
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Example use case - NSB bot
2 approaches : Static |

1@1 | > @ | > :a

CDP protocol Proxy CDP protocol

L - Navigation

- Mouse motion
- Keystrokes
- JavaScript
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Example use case - NSB bot
2 approaches : Static |

é = —»(o_o > a
CreateProcess a
Frida JavaScript i
Monitor
\ >
y

Proxy
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Example use case - NSB bot

2 approaches : Static | o

impervq rrrrr ietary and con fidential. Do not distribute.


https://docs.google.com/file/d/1YP7EdYkp1FnwOifMeVjrKhBVmKx8yBRJ/preview

Agenda

e Ecosystem
e Structure

e Evasion techniques
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Code protection

‘f'lk' ONGuarq

-  HVM DNGuard protection 4 vw _ -

- Pyarmor

- JavaScript obfuscation

imperva
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Evasions - v Additional_Headers = {

‘content-type': "application/x-www-form-urlencoded ,
H d Sh ffl' 'downlink': '10°',
eaaders UTTiing A
'rtt': 'SQ’,
'sec-ch-ua-mobile': '?0°',
‘upgrade-insecure-requests': ‘'1°,
'X-requested-with': " XMLHttpRequest’

3

async function _Oxle25ff() {

let Updated_Headers = Headers,
index1 = Random [@ - 6];

for (let index2 = ©x0; index2 < indexl; index2++) {
let index3 = Random [@ - 6];
Updated_Headers[keys(Additional_Headers)[index3]] =
Additional_Headers[keys(Additional_Headers)[index3]];

}

return Updated_Headerﬂ;

X

Proprietary and confidential. Do not distribute.
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Evasions - Fake Hardware attributes

module[ exports ][ window ] = {
‘DeviceOrientationEvent’: Function,
'DeviceMotionEvent’: Function,
‘TouchEvent': Function
1
module[ exports ][ screen’] = {
‘availHeight': _Ox3ef2cc[ getRandomValue ]([0x403, 0x640]),
‘availleft': ox0,
‘availTop': Ox17,
‘availWidth': _©@x3ef2cc[ getRandomValue ]([@x690, ©x780]),
‘colorDepth': 0x18,
‘height': _Ox3ef2cc[ getRandomValue ]([0x41a, ©x4be]),
‘orientation’: {
‘angle’: 0x0,
‘onchange': null,
‘type’': " landscape-primary’
b
'pixelDepth': 0x18,
'width': _Ox3ef2cc[ getRandomValue ]([0x690, 0x780])

Proprietary and confidential. Do not distribute. |} _, a1
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Evasions - Extra-Stealth

puppeteer-extra-plugin-stealth

A plugin for puppeteer ra and playwright-extra to prevent detection.

DevTools - arh.antoinevastel.com/bots/areyouheadless

https://arh.antoinevastel.com/bots/areyouheadiess Network

Hide data URLs

XHR JS CSS Img Font Doc WS Manifest Othg
Name Meth T. | S| 7 Waterfall

YOU are not Chrome areyouhe
headless . bootstra

. style.css
. fpCollect
. areuhead

3..
GET

imperva
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Evasions - Jigging

- - N TIATTTI O - [n = " w3 mn n ___n]

— - M — — | —

L _/.‘:___ 1/ S v LI - Luvuaa , R r LU r
PAYENIIE CSHORTOTITON - M axrarniia? = | P u]
LAV IJL — _—_-- —-—_ e - N\ AN - - A \ASN r - — r Ly — 4 L r

S UKl e G ¥ & DE & r Gl I & Qe r QH W & r , Sl 151 & &= B r

"TMRTVFE SHORTCIITSY - M3 o7l (LIPS B L) L e k]

e e W N r -t — r Ll 1

exports[ addLeadingZero’ ] = function (_0x5c200d) {

Proprietary and confidential. Do not distribute.
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Evasions - Mouse motion

imperva
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Evasions - Mouse motion [ |

Acceleration

_’
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Evasions - Mouse motion

Acceleration




Conclusion
Do you want an RCE with your scal

- CREATE TASKR, Filter tosk 0 running | 0 splash | D ATC

No tasks created yet

impervq Proprietary and confidential. Do not aistribute.


https://docs.google.com/file/d/1o14bOTjz97b-AhhXXQKwpV3k52wsLPil/preview

Lconfi

the botnet & malware Fighting conference

b R b M b b

Thank you
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Questions ?
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