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Presentation

Yohann Sillam
Security Researcher at Imperva

4 years of research in cyber security

Malware Analysis

Web application security
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Agenda

● Ecosystem
● Structure
● Evasion techniques
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BOTS : Softwares automating actions on the Internet 
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Ecosystem | Structure | Evasions
Bad bots - Credential stuffing ( eg OpenBullet )
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Ecosystem | Structure | Evasions
Bad bots - Account creation bots  (eg AYCD)
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Bad bots - Scalping bots (eg NSB)
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Bad bots - OneClick bot
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Ecosystem | Structure | Evasions
Bad bots - OneClick bot
https://recaptcha-demo.appspot.com/recaptcha-v3-request-scores.php
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Ecosystem | Structure | Evasions
User communities - Market places 

BotstashTiger zone
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User communities - Underground forums
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User Communities - Cracking groups

Config’s ComboCrackingHit Pro Cracking EmailLog
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Automation framework
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Ecosystem | Structure | Evasions
Automation framework

Webdriver 

- High level control

- Simpler management of 
multiple windows / tabs

- Cross browser

- Miss low level capability

- Slower

(Chrome Devtool Protocol) CDP

- Low level control

- Chromium based browsers

- Faster
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Ecosystem | Structure | Evasions
Webdriver vs CDP protocol

/session/:sessionId/url Internal protocolwebdriver

CDP protocol

Page.navigate

Webdriver protocol

CDP
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Ecosystem | Structure | Evasions
Proxies

GSA proxy scraper

UProxy scraper tool ProxyBack malware
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ProxyBack malware turns User 
Systems Into Proxies Without Consent
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Configuration
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- Scraping  Template
- Credential Stuffing Config 
- Scalping Task and Account 
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Human based

Example 2Captcha 

AI based

Example CapMonster 

3rd parties 
Anti-Captcha 

Hybrid 

Example 
DeathByCaptcha
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Anti-captcha stacking

3rd parties 
Anti-Captcha Stacking (Ex AYCD Autosolve)
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Ecosystem | Structure | Evasions
3rd parties 
Virtual Phone service
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Example use case - NSB bot
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2 approaches : Static | Dynamic
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Browser Helper
Bot logic

2 approaches : Static | Dynamic
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Example use case - NSB bot
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2 approaches : Static | Dynamic

Black box
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Example use case - NSB bot
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2 approaches : Static | Dynamic

CDP protocolCDP protocol Proxy

- Navigation
- Mouse motion
- Keystrokes
- JavaScript 
- …
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Example use case - NSB bot
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2 approaches : Static | Dynamic

JavaScript

Proxy

Frida 
Monitor

CreateProcess
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Example use case - NSB bot
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2 approaches : Static | Dynamic
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https://docs.google.com/file/d/1YP7EdYkp1FnwOifMeVjrKhBVmKx8yBRJ/preview
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● Ecosystem
● Structure
● Evasion techniques
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Ecosystem | Structure | Evasions
Code protection
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- HVM DNGuard protection

- Pyarmor

- JavaScript obfuscation
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Ecosystem | Structure | Evasions
Evasions - 
Headers Shuffling 
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Evasions - Fake Hardware attributes
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Evasions - Extra-Stealth

42

42



Proprietary and confidential. Do not distribute.

Ecosystem | Structure | Evasions
Evasions - Jigging
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Evasions - Mouse motion
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Evasions - Mouse motion
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Conclusion
Do you want an RCE with your scalping bot ?
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https://docs.google.com/file/d/1o14bOTjz97b-AhhXXQKwpV3k52wsLPil/preview
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Thank you 
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Questions ?
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