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Agenda

• Botnets infection chains

• Existing SIGMA detection rules

• SIGMA correlation rules

• Detection integration with CTI at scale



Botnets infection chains



Qakbot

> 1M victims observed from February 2022 to February 2023
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> 20K victims observed from August 2022 to December 2022

IcedID
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Welcome to the jungle
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“Root” infection chains timeline
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https://docs.google.com/file/d/18rHw5GSz54zzyx26mXN8lSTiG0qh-lKw/preview


Another day in paradise?



Ingesting > 2 billion events per day from European companies with facilities over the world
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Telemetry and research environment



The DFIR Report writes on an intrusion dating from November 2021:

Suspicious Scheduled Task Name As GUID
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Suspicious Scheduled Task Name As GUID
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Suspicious Scheduled Task Name As GUID
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https://github.com/pr0xylife/Qakbot/blob/2c99289aba88ea57797d
6095439f6828b6223bf4/Qakbot_BB14_07.02.2023.txt

Suspicious Microsoft OneNote Child Process
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https://github.com/pr0xylife/Qakbot/blob/2c99289aba88ea57797d6095439f6828b6223bf4/Qakbot_BB14_07.02.2023.txt
https://github.com/pr0xylife/Qakbot/blob/2c99289aba88ea57797d6095439f6828b6223bf4/Qakbot_BB14_07.02.2023.txt


Suspicious Microsoft OneNote Child Process
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Suspicious Microsoft OneNote Child Process
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Enhancing detection with Correlation



Sigma Correlation
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ISO-LNK correlation rule
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HTML Smuggling correlation rule
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SIGMA Correlation rules
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Which rule is the most balanced?
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Take me to the top



C2 Trackers
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Malware detection pipeline
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Infection chains Pyramid Of Pain
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Questions?

https://github.com/SEKOIA-IO/Community/tree/main/sigma_rules

https://github.com/SigmaHQ/sigma

https://github.com/SigmaHQ/sigma-specification/blob/version_2/Sigma_meta_rules.md

https://github.com/pr0xylife

https://www.malware-traffic-analysis.net/

https://github.com/certsocietegenerale/fame

https://github.com/SEKOIA-IO/Community/tree/main/sigma_rules
https://github.com/SigmaHQ/sigma
https://github.com/pr0xylife
https://www.malware-traffic-analysis.net/
https://github.com/certsocietegenerale/fame

